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Abstract

Safety management — is the main managerial function, which should be considered at a level that is at least adequate in
importance to other functions of any airline, whose implementation should be based on a balanced allocation of
resources to production tasks and means of protection, to contribute to the establishment of security space. When
considering aspects of FS adopted the postulate that absolute, security does not exist. The essence of the postulate is
that after the adoption of protective measures residual risk always remains, which is considered as a measure of
probability, as well as the severity of harm to the safe functioning of the system and the environment. Damage — is
defined as physical damage or harm associated with the deterioration of a person’s health or vital functions, which
reduces his or her ability to function normally in terms of physiology. Damage can be caused both directly, and

indirectly and qualitatively classified by levels as catastrophic, critical, marginal, insignificant.
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1. Introduction

The safety management system is the main Safety
management — is the main managerial function,
which should be considered at a level that is at least
adequate in importance to other functions of any
airline, whose implementation should be based on a
balanced allocation of resources to production tasks
and means of protection, to contribute to the
establishment of security space.. When considering
aspects of FS adopted the postulate that absolute,
security does not exist. The essence of the postulate
is that after the adoption of protective measures
residual risk always remains, which is considered as
a measure of probability, as well as the severity of
harm to the safe functioning of the system and the
environment.

Damage — is defined as physical damage or harm
associated with the deterioration of a person’s health
or vital functions, which reduces his or her ability to
function normally in terms of physiology. Damage
can be caused both directly, and indirectly and
qualitatively classified by levels as catastrophic,
critical, marginal, insignificant.

2. Analysis of the latest research and publications

Risk is defined as “an impact that can lead to any
loss or damage” [3]. The international standard
PMBOK defines a project risk as “a set of elements
in a project management, including processes of
identification, analysis and corresponding reactions
to risks arising in a project”. In [4] the risk is
interpreted as “the level of losses, expressed in the
possibility of not achieving the goal; b) in the
uncertainty of the predicted result; c) in the
subjectivity of the assessment of the predicted
result". In [5], it is argued that risk management is a
measure to prevent or reduce adverse effects on the
results of long-term forecasting and strategic
planning, the development of a sound concept, and
development programs adapted to uncertainty. The
risk management process is considered as one of the
elements of the management system, representing
the preparation and implementation of measures that
reduce the consequences of making erroneous
decisions and reduce the possible negative
consequences of undesirable events that may arise
during the implementation of accepted. In [8], risk
management is defined as a process that maintains a
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balance between different perceptual resources to
achieve its goals using technological, organizational
and financial instruments. Some scientists define
“risk management” as a set of management
decisions aimed at reducing the likelihood of
adverse outcomes in an enterprise’s activities and
reducing potential losses from their implementation
[6, 71.

3 Theoretical part

Model of rational choice of strategies. Suppose there
are n experts who seek to improve the performance
criterion @, = (x,...x,) i=1,...,n by selecting a
vector from the set X;.

The coincidence of interests w, = @,(w), where

@, (¢)the monotonically increase function, and
@ = const

1. The  opposite of interests, n=2,
o, =@,(—w,) where  the  monotonically
@, () increasing function.

2. The situation of the independent
interests, x, € X,, o, = ¢, (w)

Activity setting performance criteria
o, =F(x,..x,,5), i=1.n, B, =B,-
uncertainty. Vector of controlled factors

X =(x,..x,), the i-th expert imposes

restrictions  x; € P,, for example ¢,(¢)=0and

referring on this to choose X;

When maintaining restrictions and relevant
discontinuous performance criteria (1) and (2) is
replaced by activities without restrictions P; any

numbers less @, = f;(x, ) =—o
R = F.(x,p
" xep,p B, s )
The ability to expand strategies by converting (3)
the information obtained from ik  via

Ziofi=2 Ly + X AL,
determine the value for the i-th expert piece of
information is transmitted by j operator, with i < m

2,=Y42,-32U,= % 42,
J= Jj=

ratio A,

efficiency i

Jj=m+
With i <m
L= //i’ijZij_ZXij Vi = z)“ijZij
J=m+l Jj=l > Jj=1
Then,

o, =f,(xP)+Z +usi=1..m
o, =f(xp)+t,+ysi=l.m+1..n

The assessment of the value of risk is determined
on the basis of the calculation of two indicators: the
possibility of a risk and the value of damage. When
calculating the value of the damage, it is advisable to
use a fuzzy-logical approach, which is also
distinguished by taking into account the independent
factors of damage. To assess the value of the
damage caused by the occurrence of risks, a fuzzy
production damage model has been developed that is
filled with elements extracted from an available
knowledge data base and it’s based on expert
opinion. To reduce redundancy, elements at each
level should be grouped according to similar
characteristics or ranked by degree of significance.

Direct methods for constructing membership
functions suggest that the expert determines the rules
for setting the values of the membership function

M, (X), describing X element.

We choose these values on the set of elements X
in accordance with the following rules.

1. For Vx,,x, € X the ratio of their
membership functions is determined by the
L0, (x ), (x,) when x2 more
preferably than x/, that is, more described by the
property A.

2. For Vx,,x, € X the ratio of their
membership functions is determined by the equation
4L, (x,) = ££,(x,) and x2 identical with respect

inequality

to property A.

Traditionally, direct methods for determining
membership functions are used for quantitatively
measurable variables or in cases where opposite
values can be distinguished. A subclass of direct
methods is direct group methods that assume that a
particular object is presented to a certain expert
group and each of the experts need to determine
whether the given object belongs to a given set. In
this case, the number of positive answers divided by
the cumulative number of experts determines the
value of the function of the object belonging to a
given fuzzy set.

Direct methods also include setting the
membership function graphically, as well as in the
form of a table, a formula.

Analysis of the literature and the results of
various studies [2, 3, 5, 7, 9], as well as practical
tools for solving information processing problems
showed that it is advisable to use direct methods if
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there are guarantees that experts rarely make random
errors, and they can be queried about the values of
the membership function directly. At the same time,
distortions arise in any case, for example, a
subjective desire to move the estimates of objects to
the extreme points of the scale used. In this regard,
direct methods should be applied only in cases
where expert errors are unlikely.

Indirect methods for determining the object's
membership function are applied in cases where
there are no measurable properties that define fuzzy
sets and are more difficult to implement in practice,
but their advantage lies in their persistence with
respect to distortions [4].

In indirect methods, the membership functions
must comply with predetermined conditions that can
determine the type of information received and the
procedures for its conversion. Indirect methods
include the statistical method, pairwise comparisons,
expert assessments, and others [8].

The method of statistical data is based on the
processing of statistics. The degree to which an
object belongs to a fuzzy set is defined as the
estimated value of the frequency of use of a
linguistic term describing a fuzzy set to characterize
this object. At the same time, the use of specialized
hint matrices allows obtaining smooth membership
functions.

Membership function g (X) assigns to each

element x € X a number from interval [0, 1],
characterizing the degree of belonging of an element
X to the set 4. Perceiving information, the expert
does not use specific numbers, but converts them
into terminological concepts - the values of a
specific linguistic variable, which is described by the
membership function, individual for each expert.

Let analyzing the state of an object for a certain
period of time, n times attention is focused on
whether fact 4 occurred. An event consisting of »
checks for the presence of fact 4 is an estimate.
Suppose fact 4 occurred in the checks. The expert
determines the frequency p=k/n of fact 4 and
describes it using the words “often”, “rarely” and
others.

Estimating the frequency p, the expert takes into
account his experience, which determines the
frequency of occurrence of fact 4 in the events of
the past that seem to him similar to the event in
question. It also receives information based on third-
party observations of the occurrence of fact A that
is, information reflecting public knowledge.
Depending on the level of trust in the source of

information, it acquires various weight coefficients
in order of importance.

The values of the linguistic variable are
determined on the scale [0, 1]. Then the belonging of
a specific value to a fuzzy set is calculated as the
ratio of the number of experiments in which it
occurred in a given interval of the scale to the
maximum number of experiments for all considered
intervals for the considered value. The statistical
method is based on the condition that in each
interval of the scale used is an equal number of
experiments. This condition is not always respected.
In practice, an empirical table is constructed, in
which experiments can be unevenly distributed over
intervals.

The considered method allows to obtain reliable
and adequate estimates of the membership functions
in the presence of complete statistical information.

The method of constructing the membership
function is based on expert assessments. This
method of determining membership functions is to
use fuzzy numbers, approximately equal to a clear
number, and approximate interval estimates,
reflecting expert opinions on the analyzed issue. The
task is to find the parameters of a certain exponential
function, for the solution of which the results of an
expert survey are applied.

When constructing the membership function
using the parametric method, modified fuzzy terms
are constructed based on the existing ones.

The described method of obtaining
membership functions was created on the basis of
the assumption that an expert, describing the
linguistic value of any attribute, can determine three
points of the universal scale with minimal cost. Such
as: A, B, C, two of which - points B and C — also (or)
do not belong to the linguistic meaning being
described, 4 is a point definitely belonging to it.

The sequence of construction of membership
functions:

1. On the line #=1, a point is marked opposite
to the value of the carrier x/, which definitely
belongs to this term (points 4 and D).

2. On the line =0, points are marked opposite

the nearest values to the left and right of x1 on the
carrier (X axis), which definitely do not belong to
this term (points B, C, and E).

3. The points marked on the straight lines y=1
and u=0 are connected by straight line segments.

4. The shading marks the part of the carrier
related to the constructed description.
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The method of constructing membership
functions using interval estimates. This method is
used for the formalized description of selection
problems in which there is no distinction between
the admissible and the unacceptable, as well as
between the ideal and non-ideal states.

The choice of a specific method for constructing
membership functions is determined by the class of
the problem being solved, the difficulty of acquiring
expert and statistical information, the reliability of
the data obtained, and the complexity of the
algorithms for analyzing and processing information
when determining membership functions.

Formation of the production knowledge base
describing the influence of the states of the ancestor
nodes of the graph on the value of the descendant
node specified as a set of production rules.

Obtaining the final damage value of each type of
information risk based on the construction of
hierarchical systems of fuzzy-logical inference with
fuzzy specified input variables based on the fuzzy
implication of Larsen and the composition max-
prod.

Fuzzy inference is carried out using Larsen's
fuzzy implication according to the formula [10]:

Hr (X, 1) = 10, (X)) 15 (V)
As a convolution operation, the multiplication
operation is used. Thus, the basis of fuzzy inference
is the use of max-prod composition

#5 (¥ = max {4, (X) 41 (x, »)§ The

selection of this compositional rule is due to the ease
of implementation and great sensitivity to changes in
input variables in the premises of fuzzy production
rules [1].

Reduction to clarity (defuzzification) is to
convert the fuzzy values of the output variables
found in clear. Moreover, all methods for obtaining
a clear value of the output variable can be divided
into two groups [7]:

— methods of defuzzification accumulated at
the previous stage (from the activated conclusions of
all the rules of the base) of the output variable;

— methods for defuzzifying the output variable
without first accumulating the conclusions of the
rules.

The first group includes the following
defuzzification methods [9, 10]:
1. Center of gravity. This defuzzification

method can be used only for models based on fuzzy
linguistic production rules, in which the sequences
are fuzzy statements. A clear value of y' output

variable is defined as the center of gravity of the
obtained membership function and is calculated by
the formula:

ymax

fy,ug (»dy

/ — Ymin

y

Ymax

| 125 (dly

Ymin
where Y, andY, - the bounds of the carrier

interval of a fuzzy set of the output variable y.

2. Center Square. The clear value of the output
variable y' is determined by this method from the
equation:

y Ymax
[ say = [ sy 1)y
Ymin y

S, S,

3. Maximum membership function. A clear
value of the output variable is calculated by the
formula:

y' =arg, sup(14;(»))
where £¢,()’)— unimodal function, the shape of

which can be arbitrary.

4. The first maximum, also called the left
maximum. A clear value of y’ is defined as the
smallest value at which the maximum of the total
fuzzy set is reached:

Y = min ) = max i (0)
The rightmost maximum. The clear value of the

variable y is found as the largest value at which the
maximum of the total fuzzy set is reached:

Y = max Ve V) = 08X 42,(1)]
4. Conclusions

The assessment of the probability of information risk
is traditionally based on the use of a statistical
approach, of which Bayesian networks are an
effective tool. However, the probabilistic approach
to accounting for uncertainty requires a large amount
of statistical information presented in the form of
tables of conditional probabilities, which cannot be
constructed for the described factors. In this case,
the use of qualitative characteristics or interval
values and the approach based on fuzzy logic and
the related theory of possibility is more reasonable.
The assessment of information risk is determined
on the basis of the calculation of two indicators: the
possibility of a risk and the amount of damage.
When calculating the level of the damage, it is
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advisable to use a fuzzy-logical approach, which is
also distinguished by taking into account the
independent factors of damage.
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B.II. Xapqemcol, 0. M. AJICKCCCBZ, P. I1. MeueBucrHii’

HeuiTka npouenypa po3paxyHKy 30MTKIiB Bil HACTAHHS PU3MKIB NpH aBianiiiHii AiATbHOCTI HAa OCHOBI
Moje/1i BUOOpy onTUMAaJILHUX CTpaTerii

HarmionansHwuii aBianifiauii yHiBepcuter, mpoci. Kocmonasra Komapoga, 1, Kuis, Ykpaina, 03058
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VYrpaBmiHHA 0€3MEKOI0 — II€ TOJOBHA YIpaBIiHChKa (YHKINIS, SKa TIOBUHHA PO3TIISIIATHCS Ha PiBHI,
MpUHAWMHI a/JIeKBATHOMY 3a BaXUIMBICTIO 10 1HmMMX (yHKIiH Oymb-akoi aBiakoMmmaHii, peami3amis SKOi
MOBMHHA 0a3yBaTHCs Ha 30alaHCOBAHOMY PO3MOLI pecypciB Ha BUPOOHWYI 3aBIaHHS Ta 3aCO0M 3aXMHCTY,
COPUSTH CTBOPEHHIO OXOpoHHOro mnpocropy. [lpm posrsai acmekris IIC npuitHATHI mocTynat, IO
abcomoTHUH, Oe3neku He icHye. CyTh MOCTYJATy MOJSATra€ B TOMY, LIO MICJs NPUIHSATTS 3aXHUCHUX 3aXO0MiB
3aJIMIIKOBHI PH3MK 3aBXKIM 3QJIUINAETHCS, IO PO3MILINAETHCA SIK Mipa HMOBIPHOCTI, a TaKOX TSDKKICTh
IIKOJM JUTs O€3MeYHOro (yHKIIOHYBaHHS CHCTEMH Ta HAaBKOJIHMIIHBOIO cepeloBHIIa. [IOMKOKEeHHS — e
(i3nyHe MOIIKOKeHHsI a00 IMIKOMY, TOB'sI3aHE 3 MOTIPUICHHSIM 370pOB'S JIIOAWHH 200 KUTTEBO BAYKIMBHX
(byHKILIIH, 10 3MEHITye HOro 34aTHICTE HOpMaNbHO (YHKIIOHYBATH 3 TOUKH 30pYy (dizionorii. 30uTOK MOXK e
OyTH BHMKIMKaHHH sIK 0€3M0CepeAHbO, TAaK 1 OMOCEPEAKOBAHO i SAKICHO KIacH(IKOBAaHUM 3a PIBHSAMH SIK
KaTacTpogiuHUi, KPUTUUHUH, MapriHaNbHUH, HE3HAYHUH.

Karouogi ciioBa: ananiz pu3ukiB; Oe3rneka MoabOTIB; HEYITKI MHOXKHUHU, CUCTEMA YIIPABIiHHS OE3IIEKOI0

B. II. Xapqemcol, 0. H. Asexcees?, P. I1. IleueBucrolii’

Heuerkas npoueaypa pacuera yuep6a oT HACTYILUIEHUS] PUCKOB NMPH ABHAINMOHHOI 1eATEIHLHOCTH HA
OCHOBe MO/ieJI BBIOOpPA ONTHMATBHBIX CTpaTerui
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praBJ’IGHI/IG 0€30IMaCHOCTBIO TOJETOB — JTO OCHOBHAS YIipaBJICHUCCKAaA (I)yHKHI/ISI, KOTOPYIO CJICAYyET
paccMaTpuBaTh Ha YPOBHE, KOTOpBIf/i 110 MEHbIIEH MCp€ aICKBATCH 10 BaAXXHOCTU APYI'UM (bYHKIII/ISIM JIF000MH
ABUAKOMIIaHWH, pcain3alusad KOTOPLIX HOOJ’KHA OCHOBLIBATHCA Ha C6aﬂaHCI/IpOBaHHOM pacnpeacicHuu
PECYpPCOB 1A MPOU3BOACTBECHHBIX 3aaa4 U CPCACTB 3alllUThI, IJIA CIT0COOCTBOBATE CO3JaHNIO TPOCTPaHCTBA
0€30ITaCHOCTH. HpI/I pPacCMOTPCHUHN ACIICKTOB @C IMPUHAT MOCTYJIaT O TOM, 4YTO a0COMIOTHOI 0€30MacHOCTH
HE CYIICCTBYCT. CYTB MOCTYyJIaTa 3aKJI04YacTCd B TOM, UTO ITOCJIC NPUHATUA 3alIUTHLIX MEP BCErJa OCTACTCA
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OCTaTOYHBIA PUCK, KOTOPBIH paccMaTpHUBAeTCsi KaK Mepa BEPOSITHOCTH, a TaKKe Cephe3HOCTH yliepda Juis
Oe3omacHOro (QYHKIMOHMPOBAHUS CHCTEMBI W OKpYXKalomled cpenpl. Yiiepd — omnpeaensercs Kak
¢busnveckuii yiepO WM Bpes, CBS3aHHBIE C YXYAIICHHEM 3J0pOBbS WM JKU3HEHHBIX (YHKIMH YeJoBeKa,
YTO CHIDKAET €r0 WIH €€ CIIOCOOHOCTh HOPMATbHO (hYHKITMOHUPOBATH C TOYKHU 3pEHUS (DHU3HOIOTHU. YIIepO
MOXeET ObITh HaHECeH KaK TPSMO, TaK M KOCBEHHO M KA4eCTBEHHO KJIACCU(PHUIMPOBAH IO YPOBHIM Kak
KaTacTpOpUIECKUH, KPUTUICCKUM, HE3HAUNTEIIbHBIH, HE3HAUNTEIIbHBIM.

KnwueBble cioBa: aHaiuM3 PHUCKOB; 0E30MACHOCTHh IIOJNIETOB, TapaHTHPOBAHHBIA HEYETKHE MHOXECTBA,
crcTeMa yIpaBiieHus 0e30MacHOCThIO
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