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Abstract

Purpose: It is necessary to develop and test a method for estimating the dangerous signals level to GNSS
receivers in order to make a decision on the possibility of fulfilling the target function of the GNSS radio
receiver under the influence of interference and to solve the navigation problem. Method: the approach is
based on the analysis of the electromagnetic environment, the statistical criteria for optimal detection and
instrumental measurements. Results: the article uses the basis of normative documents on the application of
GNSS to propose a method for estimating the state of the electromagnetic environment at the location of the
GNSS radio receiver in order to make a decision on the possibility of performing the target function by the
radio receiver of navigation signals. The proposed method was tested at the National Aviation University.
Discussion: the method is proposed for a tactical assessment of the electromagnetic situation at the location
of the GNSS radio receiver and making a decision on whether the target function can be performed by this
radio receiver.

Keywords: dangerous signals level; integrity of navigation data; navigation; navigational task; power flux
density; protection ratio; target function

1. Introduction In this regard, the assessment of the level of

dangerous signals is an urgent task to ensure the

In conditions of intensive development of
telecommunication systems, the electromagnetic
fields created by them negatively influence the
equipment of GNSS consumers. Thus exclusive
attention is paid to monitoring and monitoring the
integrity, accuracy, availability of signals in space in
the navigation segment of network satellite systems,.
ICAO Standards and Recommendations on
GNSS emphasize that states that use GNSS systems
are responsible for ensuring that the required
characteristics are met in the area of responsibility.

target function of GNSS receivers.

The level of a dangerous signal is understood as
the value (in terms of power) of the electric field
signal at which the GNSS receiver ceases to fulfill
the target function.

The target function of the GNSS radio receiver is
to determine the location, speed, time and / or spatial
orientation of its carrier using satellite radio
navigation system signals. It can also be said that the
target function of the GNSS radio receiver is a
solution to the navigational task that is accurately
defined for GNSS.

Copyright © 2018 National Aviation University
http://www.nau.edu.ua



8 ISSN 1813-1166 print / ISSN 2306-1472 online. Proceedings of the National Aviation University. 2018. N2(75): 7-12

2. Analysis of the research and publications

The GNSS noise immunity issues have received
considerable attention from the very beginning of its
creation, which is not weakening at the present time.
The typical requirements for noise immunity of
satellite navigation aero receivers are reflected in [1-
4].

One effective way to increase flight safety and
reduce the risk of accidents is to determine the
availability of satellite navigation systems under
interference influence [5].

3. Research task

The task of the research is to develop and test a
method for estimating the level of dangerous signals
to GNSS receivers, in order to be able to provide
their target function.

4. Results and Discussion

In the absence of statistical data necessary for the
implementation of a probabilistic approach to the
assessment of the quality of electromagnetic
environment created by the summation of electronic
means from groups B and C [6-8], the hypotheses
are not considered as appropriate scenarios. The
action of the electric field Ei of each emitter at the
point of location of the receiving antenna of system
A is determined by the ratio:

E ="y (1

where W;— the power at the antenna input of the i-th
source of field, kW; G; — the radiation source
antenna gain multiplier, »; — distance from source
antenna to signal receiver antenna, km; V; — the
multiplier of the wave weakening at its propagation.
At the same time, the total power W occurring in the
receiving antenna under the influence of the number

of lagged interferences is determined by the
expression [6-8]:
B+C G /’L2
W =633x10°GY ——=~1V, 2),
i=1 r‘

1

where G — the receiving antenna gain multiplier, A; —
wave length, caused by i-m radiation (m), G; — the
radiation source antenna gain multiplier.

Expression (2) contains constructive parameters
of the interference transmitter. In the real
environment, it is possible to assume only its power,
therefore it is expedient to use the parameter, which
includes the parameters of the transmitter of
interference, such parameter may be the power flux
density of the electric field at the location of the
antenna of the GNSS receiver.

The power flux density of the electric field (the
power passing through the surface element
perpendicular to the direction of energy of the
electromagnetic wave is divided into the area of this
element) is shown in the expression[9]:

B+C

- Z 4l0;$;’ ®

where dS — the power flux density of the electric
field at the observation point (mW / cm2), W —
interference transmitter power (W), Ggnpv — antenna
gain at times, D — distance from antenna receiver
(m).

The expressions (1), (2), (3) can be used with a
small number of radiators. But it is advisable to rank
the level of interference at the position of the
receptor and analyze the "duel situations." The
information obtained can be used for purposeful
electromagnetic environment quality management
activities, bearing in mind that the radio propagation
environment is linear.

Therefore, to assess the level of the hazard signal
of receiver interference source, depending on the
integrity of the GNSS data, the following method
can be proposed:

1. To obtain the wvalue of the '"signal /
interference" protection ratio Q (expression 12) [6],
it is necessary to choose the probability of
realization of the target function of the GNSS
receiver P (Ts | Hi). This may be the value of the
GNSS data integrity. Where Q is such a minimal
addition to the GNSS signal at the receptor input of
the system, in which the system performs its
functions with a quality that is no worse than the
given one.

2. Using formula 12 [6], calculate the value of the
"signal / interference" protection ratio Q.

3. Calculate the desired value of the power of the
useful GNSS signal under conditions of interference.
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4. Calculate the power flux density of the electric
field on the plane of the antenna of the receiver
GNSS at the power, obtained in paragraph 3.

5. Using expression 3, calculate the dependence
of power flux density of the electric field on the
distance at the probable constant power of the source
of the jamming, on which it is possible to perform
the target function of the GNSS receiver (see Fig. 2).

6. Using the measuring receiver, measure the
power of the electric field and draw conclusions
about the position of the GNSS receiver at this point
for solving the navigation problem.

For example, let us apply the abovementioned
method to decide on the possibility of category I
landing in the airport area (See Fig. 1.20 p. 41 [10]).

Firstly, let us determine the protective ratio Q at
the input of the GNSS receiver by expression (12)
[6], where as P(I[s|H;) we shall take the value of the
GNSS data integrity, for the hypothesis H; (See Fig.
1.20 p. 41 [10]) for this category (1-1,94x107)=
0.99999999806 = P(I[x|H;). From expression (12)
[6] we shall obtain Q in dB:

P, | H,)
=101 .
¢ g(l—Pma H,)

The calculated protective ratio Q will be 87.12
dB, that is, the real signal level at the input of the
GNSS receiver should be (-164,5+87,12) = -77,38
I[BBT'

Let us calculate the density of the power flux on
the antenna of the GNSS receiver TOKO
DAK1575MS50T with sizes 2,5%2,5 sm, area 6,25
cm?2 (See Fig.1)

j =87,12 dB.

2

o

Fig. 1.
GNSS receiver antenna TOKO DAK1575MS50T

77,38

10
g = 10
6,25

5

which, by calculation, will equal d§=2,925e-9
mW/cm®.

We shall calculate and construct a graph of
the dependence of the power flux density of the
electric field on the distance from the constant
power of the source of interference and the
integrity of the GPS GNSS data 0.99999999806
according to expression (3), where W is the
interference power 1, 10 and 100 W, G, is the
GNSS receiving antenna gain multiplier 7dB, for
the distance D from 0 to 100 km. the calculations
result can be seen on Fig. 2.

On the graph we shall construct a line of
calculated boundary density of the power flux of
the electric field dS, the density of the power flux
of the interference electric field, on the GNSS
receiver antenna, which is equal to 2.925e-9 mW
/ cm2.

We shall let perpendiculares fall on the axis of
the distance in the points of intersection of the
line dS with the curves of the power flow density.

The area to the right of the perpendicular to
the distance axis and below the power curve of
the interference is the area in which the GNSS
receiver will perform a navigation task with a
probability no worse than the given one. The
shaded graphics area represents interference
power of 10 watts.

Using the measuring receiver (see Fig. 3), let
us measure the power of the electric field at the
location of the GNSS receiver, calculate the
power flow density, determine the measured
point on the graph, and decide on the possibility
of solving the navigation task.

The measured power transferred to the power
flux density of the electric field is dS = 2.6102 x
10-9 mW / cm2. The measured power flux
density of the electric field is in the shaded area,
which means that the interference power of 1 W,
10 W, 100 W will have no negative effect on the
work of the GNSS receiver.
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Fig . 2. The dependence of the power flux density of the electric field on the distance from the constant power of the
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Fig. 3. An example of measuring the power of an electric field at the location of the GNSS receiver

5. Conclusions radio receiver of navigation signals. The proposed
method was tested at the National Aviation
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MeTox OiHKY PiBHA €JIEKTPUYIHOIO MOJIs He0e3meuyHnX curHajiB npuiitMmayam GNSS
HamionaneHiii aBiauiinuii yaiBepcutet, pocii. Kocmonasta Komaposa, 1, Kuis, 03058, Ykpaina

E-mails: 'hvan@nau.edu.ua; *kharch@nau.edu.ua

Merta: /Iy npuiHATTS PiICHHS PO MOXIIUBICTH BUKOHAHHS LUIBOBOT QYHKLII pamionpuiiMadueM CUCTEMHU
I'HCC mig BIiMBOM TEpemIkoa HEOOXiTHO po3poOuTH i ampoOyBaTH METOH OI[IHKK PiBHS HeOe3meyHHX
curHaniB mnpuiiMadie 'HCC, mis MOXIIMBOCTI BHpIIICHHS HaBITamiifHOTO 3aBHaHHsS. MeTom: Mmiaxin
0a3yeTbecst HA aHalli3i eJIeKTPOMArHiTHOT 0OCTAHOBKH, CTATUCTUYHUX KPUTEPISIX ONTHUMAILHOTO BHSBIICHHS i
IHCTpyMeHTaNbHUX BuMipax. Pe3yabTatm: B poOOTI Ha OCHOBI HOPMATHBHUX JOKYMEHTIB ILOJO
3acrocyBanHs ['HCC, 3amporoHoBaHWIT METON OIlIHKH CTaHY €JICKTPOMAarHiTHOI OOCTAaHOBKH B TOYII
po3tamyBanns pagionpuiiMaua ['HCC s npuiHSTTS pIlIEHHS NP0 MOMKJIMBICTH BHKOHAHHS I[LIBOBOT
¢yHKUii pagionpuiiMadeM HaBiraliifHUX CUTHaNIB. 3alMpONOHOBAaHMK METOJA MPOWIIOB ampoaiilo B
HarmionansHOMy aBiamiiHOMy yHiBepcuteTi. OOTroBOpeHHS: METOJ MPOIMOHYETHCS I TAaKTUYHOI OI[iHKA
€JIeKTPOMAarHiTHOI 0OCTaHOBKHM B TOYIN po3TamryBaHHA pamionpuitMada [[HCC i mpuiHATTS pilleHHs mpo
MO>KJIMBICTh BUKOHAHHS Lib0BOI QYHKILIT UM pagionpuiiMadeM.

Kuro4uoBi ciioBa: 3axucHe BiIHOIICHHS; HaBITaIlisl; HABITAIllifHE 3aBIAHHS; PIBCHh HEOC3NMEUHNX CHUTHAIIB;
I{ITICHICTh HaBITallIHHUX JaHUX; [UIbOBA (PYHKIIIS; IIUTBHICT MMOTOKY MOTYKHOCTI
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MerTon onleHKH YPOBHS 3JIeKTPHYECKOr0 I0JIsl ONACHBIX CHTHAJIOB pueMHuKaM GNSS
HanmonanbHbI aBUalIMOHHBIA YHUBEPCUTET, npoctl. KocmonasTa Komaposa, 1, Kues, Ykpauna, 03058
E-mails: 'hvan@nau.edu.ua; *kharch@nau.edu.ua

Heub: [ns npuHATUS pELIEHHS O BO3MOKHOCTH BBIIIOJHEHUS LEI€BOM (YHKIHMU paauolpHEMHHKOM
cucrembl THCC moj BoO3aeiicTBHEM MOMEX HEOOXOIUMO pa3paboTaTh W ampoOHpOBaTh METO]| OLECHKH
ypoBHS omnacHbIX curHanoB npuemHukamM ['HCC, nns BO3MOKHOCTH pEIIeHUs HaBUTALMOHHOM 3aiadd.
Meroa: noaxonx 0OasupyeTcsi Ha aHANIM3€ BIEKTPOMArHUTHOW OOCTAaHOBKH, CTATHCTHUECKHX KPHUTEPHAX
ONTUMAJIbHOTO OOHApYKEHHs] W HHCTPYMEHTAJIBHBIX H3MepeHusx. Pe3yabTaThl: B paboTe Ha OCHOBE
HOpPMaTHBHBIX JOKyMeHToB 10 mnpumeHeHuto ['HCC, mnpeanokeH MeTOX OLEHKH COCTOSHHUSA
3JIEKTPOMAarHUTHONH 0OCTaHOBKH B TOUKE pacrnonoxxeHus paguonpuemunka ['HCC amist npuHATHS pelueHus o
BO3MOXHOCTU  BBIIIOJHEHUS 1IeJeBOM  (YHKLIMM  PaJUMOIPUEMHMKOM  HABUIALIMOHHBIX  CHUTHAJIOB.
[IpennoxenHsIil MeTo ] mporen anpobanrio B HarmonaipHOM aBUAllMOHHOM yHHBepcutere. Q0cykaeHue:
METOA TpelaraeTcsi A TaKTUYeCKOW OLEHKH 3JCKTPOMArHUTHOW OOCTAHOBKM B TOYKE PACIOJIOXKEHUS
panuonpuemanka 'HCC u nmpuHATHS pelieHns O BO3MOXKHOCTH BBINOJHEHMS 1I€TI€BOM (DYHKIMM 3TUM
PaAMOIPUEMHUKOM.

KiroueBble cjioBa: 3aliuTHOE OTHOIICHHUEC, HaBUTallMsA;, HaBHUIallMOHHAsd 3aJa4da, IINIOTHOCTb IIOTOKa
MOINHOCTH; YPOBECHBb OIIaCHBIX CUTHAJIOB; LICJICBAs q)YHKI_II/IH; OCIOCTHOCTh HAaBUTAITMOHHBIX JAHHBIX
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