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Abstract

Purpose: to adapt the techniques of constructive synthesis of phased antenna arrays. On the basis of the
received technique, to optimize the antenna array of receiving devices of consumer equipment for the
adaptive antenna system of network satellite systems. Methods: the approach is based on the methods for
synthesis of phased antenna arrays and antennas with a continuous opening. Results: in the article we have
suggested a method for the constructive synthesis and optimization of the antenna array of adaptive systems
of interference compensation for receiving devices of global navigation satellite systems on the basis of the
methods for the synthesis of phased antenna arrays PAR in the form of a directional pattern. The method of
synthesizing the antenna array is confirmed by the modeling results. Discussion: the method is proposed for
designing the optimal antenna array in the adaptive antenna system of the receiving devices of consumer
equipment of the network satellite systems, for protection from cyber threats - ensuring accessibility and
integrity of navigational data.

Keywords: adaptive antenna system; antenna array; constructive synthesis; navigation data availability;
network satellite systems; optimization; radiation pattern.

&

1. Introduction "'r .

Typical GNSS Vulnerabilities

Network satellite systems (NSS) provide high-
precision navigation on a global scale and are able to
solve the problems of navigational support of any
mobile objects.

One of the NSS segments are global navigation
satellite systems (GNSS) such as GPS, GLONASS,
GALILEO. These GNSS provide coordinate-time
support, which is the basis for the efficient operation
of many branches of the economy and is an
important part of modern transport systems, digital
telecommunications systems, command and control
systems as well as precision weapons.
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Fig. 1. Typical GNSS vulnerabilities

However, while operating GNSS receiver devices
of consumer equipment, the facts of their exposure
to cyber threats - jamming and spoofing - were
revealed. This affects the availability and integrity of
navigation data [1-4] (See Fig. 1).

Thus, the vulnerability of GNSS in cyber threats
is now a universally recognized fact. This
vulnerability applies equally to all GNSS because
the principles of their construction and frequency
ranges are quite close.
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Currently, an effective solution in protecting
against cyberthreats violating the integrity and
availability of navigational data, i.e. increasing their
noise immunity, is the introduction of spatial
filtering methods based on adaptive antenna systems
(AAS) in GNSS receiver devices of consumer
equipment that form the "zero" antenna pattern in
the direction of the source of interference [5-7]. One
of the constructive elements that solve this problem
is the AAS antenna array (AA), which serves as both
a source of information for spatial filtering and the
object of control [5-7].

2. Analysis of the research and publications

The history of the AA has been around for many
years, the last two decades have become a time of
full development of the possibilities for both the use
of antenna arrays and their calculation. The main
application of AA is in radiolocation and
communication systems, where phased AAs (PAAs)
actively implemented. Methods for the
constructive calculation of single AA elements and

complete synthesis of PAAs have been adequately

arc

covered in the references section from which papers
[8-10] can be cited. However, the functional
requirements that are imposed on the PAA and to the
AAS differ in the way in which the antenna pattern
is formed [11]: the width of the main lobe in the
vertical plane is 180 °, the width of the main lobe in
the horizontal plane is 360 °, the absence of side
lobes, absence of radiation in the backward

hemisphere (See Fig. 2).

D(w) 180

Fig. 2. The ideal antenna pattern of the GNSS receiver

Unfortunately, up to the present time, the issues
on constructive synthesis of AAS AA receiving
devices of GNSS consumer equipment have not
been considered in publications.

3. Research task

The task of the research is to carry out a constructive
synthesis and optimization of the AAS AA of
receiving devices of the GNSS consumer equipment
on the basis of the methods of constructive synthesis
of PAA AA.

4. Results and Discussion

As the constructive parameters of a flat AA we can
consider (See Fig. 2): parameters of the direction
diagram, lattice distance d,, d, — distance between
AA emitters (lattice distance), correlation d/A —
lattice distance to wave length, AA aperture — /;, b,
Xp, Vu — AA emitters coordinates, N — number of
elements in AA.
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Fig. 3. AAS antenna array

We shall not pay any attention to the constructive
synthesis of AA single element (emitter), while our
main aim will be to determine the lattice distance of
array, or correlation d/A, which defines location of
AA emitter and is the main one for creation of RP
with the following parameters: the width of the main
lobe in the vertical plane - 164 °, the width of the
main lobe in the horizontal plane - 360 °, has a
minimum level Pg,, (dB), or the absence of lateral
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lobes, the minimum level of back radiation P, (dB)
[11].

One of the methods of optimizing AA is to obtain
constructive antenna parameters according to a
given form of the AA radiation pattern [8,10] using
the Fourier integral. As calculated values of N are
the complex amplitudes of excitation currents {Fn}
of the antenna radiators and the coordinates N of the
lattice elements, the coordinates of the radiators are
the points in which the argument of the excitation
currents {Fn} makes jumps, that is, changes the
phase.

Let us conduct a synthesis of AA, which has a
radiation pattern described with the equation
D(0) = \/sinz (0) +cos*(0) (See Fig. 2) in the planes
X0Z and Y0Z.

Emitters are arranged on a plane and form an
orthogonal lattice (See Fig. 3). The number of
emitters located in one line is N1, and the number of
emitters in one column is N2. There will be N =
N1N2 elements in the lattice.

Let us consider that d,=d.=d, AA is square.

We shall analyze not the radiation pattern but an
array’s multiplyer.

D(6,9) =D, (6.9)D, (6,0),

where

Jj(n= 1)21{(1}L jsmﬁcos(p

D.(0.¢)=3 Fe GY
n=1

N j(k—l)Zﬂ:(dTstin Osin @
D, (6,0)= kZane

Let us convert the equation (1). Then we shall
position the coordinate system in such a way, so that the
abscissas of the two extremes of the system are equal to
-1;/2 and [,/2, while the ordinates of the two extreme
points are equal to -/»/2 and /,/2 (See Fig. 3).

Let us choose the scale for the emitters of the
system so that the they are located in a square with
sides equal to 2. We will use for that the following:

27 27
ZZx =

ll n n’ Zylnzvﬂ’l'

Apart from the we will note

z, =lxlsin9c05(p, z, =%2sinesin 0,
D(6,9) = R(zz,).
The function R(z;z;) will have an AA radiation
pattern described by the equation [10]

2 2
L l,
Then the RP will look like

R(z,z,) = Z 2

—ng=—m

exp[] anl +VmZZ )]‘ (2)

Let us introduce the notation (the transition from
polar coordinates to rectangular)

d,
—2n[i jsmﬂcos(p, u, —27:[ A Jsmesm(p

At the same time p,z,=pu; and v,z,=qu,. So,

R(uy,u,,) = 2 Z

p=—ng=-m

, expli(pu, +quy)l (3)

We will look for a solution in the form (par. 4.4

[10])

- sin N, u _ ke
n m 2 Nl
R(“lauz):zz/lk,z X
k=0 1=0 - N, sin(ul—kﬂ:J
- o)
sin N,| —=——
[2 NzJ
X .
_ N, sin| %2 - AT
2 N,
Considering (4.13) [10] we get
2n 2m
=—ZZ (k— I—J
k 0 /=0 2
(6)
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Expression (6) completely determines the system
of emitters to create a given radiation pattern,
module (6) defines the values of currents F),, in the
emitters, while points where argument F,, , (6) makes
jumps correspond to the coordinates of emitters
location [10].

The solution of expression (6) can be obtained
using the matrix form of the record (2) or (3).

In the matrix form, the expressions (2), (3) can be
represented as follows

[E]F)=|R). (7)

Matrix elements [E] of the system (7) are defined

by the correlation
=127 9= \sin6cose (k-1 Zn[ﬂjsinesin
e, - e,( 1)27{ x] ] (pej( ) 2 ]

Elements of the vector-column F are unknown
currents in the emitters of AA, and elements of the
vector-column R are unknown currents in a given
AA radiation pattern.

For a linear AA, the resulting solution of system
(7) gives an approximate solution that is the best in
terms of minimizing the mean square deviation of
the synthesized RP. Since the rank of the matrix [E]
is equal to N, the solution of the problem of
amplitude-phase synthesis can be found in the form

[F)=[E]R), ®)

where [E]" is a pseudo-inverse matrix for the matrix [E].
For a flat AA with the size NxN [E]=E™.

For further calculations, we will calculate the

maximum aperture of AA. Let us use the expression
(4.29) [10]

;5 max{DE)
(nj cos©
A

In this case 0 is an angle, for which D(®) accepts
maximum value. The radiation pattern is normalized
to 1, hence , max|D@®)| =1, ¢ =0 °. Having
substituted data in (9) we finally get /,,,. > 0.318\.

Let us calculate the coordinates of the AA
emitters, using the expression (6) for the range of L1
GPS, the results of calculation are reduced into table
1 (all calculations were made to obtain a radiation
pattern without side lobes).

)

Table 1
Coordinates of AA emitters location
4=0,19042541036675934 m
d/A
N g _(IZ_AI e d/ . constructiv§
calculated | implementatio
aperture) N

2x2 0.3752 0.25 0.25
2x2 0.752 0.5 0.25+0.5
3x3 0.75A 0.25 0.25
4x4 0.75A 0.21 0.2+0.25
5%5 1.25 0.2 0.2
6x6 1.25 0.2 0.2

The calculated radiation pattern module for
AA 2 x 2 for parameters from the first row of tab. 1
is shown in Fig. 3

Fig. 4 shows that the radiation pattern of the
synthesized AA corresponds to the requirements for
antennas of the GPS system [10].

Fig. 4. Calculated radiation pattern for
antenna array

According to the calculated coordinates of the
emitters, the ratio d/A (Table 1) will be carried out by
the mathematical modeling of the flat AA RP.

Simulation condition is the complete absence of
lateral lobes in the RP. The purpose of the
simulation is to confirm the results of the AA
synthesis. The simulation results are shown in Fig. 5.

You can use the parameter - P,,-Ps,, difference
(where P, is the maximum level of the main lobe,
Pj,.; 1s the maximum level of side lobes) of flat AA
with the number of elements from 2x2 to 6x6 in
order to select the AA step while designing. The
graph of the P,,,-Ps,, difference as a function of the
step of AA is shown on Fig. 6. Using this graph, you
can select the optimal step of AAS AA.
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Fig. 6. Dependence of P,,,,~Pg,, on the ratio d/A

Considering the results of the simulation, the
following conclusions can be drawn:

- the optimal one can be considered the ratio d/4,
in which the P,..-Ps,, difference will be maximal
and there will be a complete absence of lateral lobes
in the AA radiation pattern;

- the optimal ratio d/A can be considered a value
from 0.2 to 0.25, under these conditions, the P,
Pg,, difference has a maximum value, and radiation
pattern has no lateral lobes.

5. Conclusions

To protect against cyber threats for NSS in the
GNSS equipment, it is possible to use AAS, which
can significantly reduce the signal reception ratio
from the direction where the source of interference
is located.

In this article we have suggested a method for
optimizing the antenna array of adaptive interference
compensation systems for receiving devices of
global navigation satellite systems on the basis of
the methods for the synthesis of PAA antenna arrays
in the form of a radiation pattern. The results
obtained are confirmed by modeling.
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AHTeHHA pelliTKa Ik KOHCTPYKTHMBHUI eJIeMeHT MiIBMIIeHHs Ki0epOe3nexkn nmpuiiMaviB MepeskeBHX
CYNYTHUKOBHUX CUCTEM

HarionanbsHuii aBianifinuit ynisepcuret, npoci. Kocmonasra Komapoga, 1, Kuie, 03058, Ykpaina
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Mera: amanTyBaTH METOAMKH KOHCTPYKTMBHOTO CHHTE3y (ha30BaHMX aHTEHHHX pemriTok. Ha ocHOBI
OTPHMaHUX METOJHUK TMPOBECTH ONTHUMI3AIlil0 aHTCHHOI PENNTKH NPUHAMAalbHUX TPHUCTPOIB amaparypu
CIIOYKUBAYIB aJalTUBHOT aHTCHHOT CUCTEMH MEPEXKEBUX CYMYTHUKOBUX cucTeM. MeToau: miaxia 6a3yerhes
Ha METOJ[aX CHHTe3y (ha30BaHMX aHTCHHHUX PEIIITOK 1 aHTEeH 3 Oe3mepepBHUM po3KpuBOoM. Pe3yabrarum: y
po0OTi Ha OCHOBI METOAWK CHHTe3y aHTeHHuX pemiTok PAP 3a Qopmoro miarpamu crnpsMOBaHOCTI,
3aIpONIOHOBAHUA METOJI KOHCTPYKTHBHOTO CHHTE3Y 1 ONTHUMI3alii aHTCHOIO PEIIITKH aJalTHBHUX CHCTEM
KOMIICHCAIlIi MEePEIIKO] A MPUHMAaIbHUX MPUCTPOIB TI00ATBHUX HABIral[iiHUX CYNMYTHUKOBUX CHUCTEMH.
MeTton CHHTE3y aHTEHOIO PEIITKU MiATBEPIKCHUN pe3yabTataMu MojientoBaHHs. OOroBopeHHs: B poOOTi
Ha OCHOBI METOMWK CHHTe3y aHTeHHUX pemritok DOAP 3a Qopmoro miarpamMu CHpSIMOBAHOCTI,
3aIlPONIOHOBAaHMI METOJ] KOHCTPYKTHBHOTO CHHTE3y 1 ONTUMI3alii aHTEHHOI PElIiTKH aJanTUBHUX CHUCTEM
KOMIICHCAIIIT MMePEIIKO/ ISl MPUHMAaTbHIX MPHUCTPOIB III00ATBHUX HABITAIIHHUX CYyyTHUKOBHX CHUCTEM IS
3aXUCTy Bif Kibep3arpo3 — 3a0e3neueHHs TOCTYIMHOCTI Ta IUTICHOCTI HaBiramifHUX NaHUX. MeTox CUHTE3Y
AQHTEHHOT PEIliTKH MiATBEPIKCHUHN pe3yIbTaTaMH MOJICITIOBAHHS.

KirouoBi ciioBa: aHTeHHa pelIiTKa; aJanTUBHA aHTEHHA CHCTEMa; Jiarpama CHpsMOBaHOCTI; HOCTYIHICTh
HaBiraliifHUX JaHWX; KOHCTPYKTUBHUN CHHTE3; MEPEKEB1 CyIyTHUKOBI CUCTEMH; ONTHUMI3allisl.
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AHTeHHAsl pelleTKAa KaK KOHCTPYKTHBHBIH 3J1eMEeHT NMOBBIIICHUA KHOep0e30macHOCTH NMPHEMHHKOB
CeTeBbIX CIYTHUKOBBIX CHCTEM
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Heab: amanTupoBaTh METOAMKH KOHCTPYKTHBHOTO CHHTe3a (Da3MpPOBAHHBIX aHTEHHBIX perieTok. Ha ocHoBe
MOJIYYEHHBIX METOJUK IMPOBECTH ONTUMU3ALMIO AHTEHHOW PEIIETKH MPUEMHBIX YCTPONCTB ammaparypbl
nmoTpeOuTeNnel aJanTUBHOW AaHTEHHOW CHCTEMbI CETEBBIX CIYTHHKOBBIX CHUCTeM. MeToabl: MOAX0.
0asupyeTcs Ha METOIax CHHTE3a (Da3MPOBAHHBIX AHTCHHBIX PELIETOK U AHTCHH C HETIPEPHIBHBIM PACKPHIBOM.
Pe3ynbTaThi: B paboTe Ha OCHOBE METOJIMK CHHTE3a aHTeHHBIX pemeTok DAP mo ¢opme aumarpamMmet
HAMpaBJICHHOCTH, TMPEJI0KEH METOJI KOHCTPYKTHMBHOTO CHHTE3a M ONTHUMHU3ALMHA AHTEHHOW pelIeTKU
QJalITUBHBIX CHCTEM KOMIICHCAIIMKM TIOMEX JUIS TPUEMHBIX YCTPOMCTB TIJIOOAIBHBIX HABHTAI[MOHHBIX
CITyTHUKOBBIX CHUCTEMBI. METOJ] CHHTE3a aHTEHHON PELIECTKU MOATBEPKACH pe3yNbTaTaMd MOACIUPOBAHHUS.
Oo0cy:xaeHue: B padoTe Ha OCHOBE METOMWK CHHTEe3a aHTEHHBIX pemeTok ®AP mo dopme mmarpammbr
HAIIPABJICHHOCTH, MPEMIOKEH METOJl KOHCTPYKTHBHOTO CHHTE3a M ONTHUMH3AIIMM AHTEHHOH pPEIIeTKH
QJalITUBHBIX CHUCTEM KOMIICHCAIIMU TIOMEX JUJIS TPUEMHBIX YCTPOMCTB TJIOOATBHBIX HABHTAI[MOHHBIX
CIIyTHUKOBBIX CHCTeM Ui 3alllUThl OT KHUOepyrpo3 — oOecredeHUs OCTYMHOCTH U IEIOCTHOCTH
HaBUTAIMOHHBIX JIaHHBIX. METO/I CUHTE3a aHTEHHOM PellIeTKH MOATBEPKICH pe3yJibTaTaMu MOJIEITUPOBAHUSI.

KiioueBble ciioBa: aHTCHHAas PEUICTKA; adalTHBHAA AHTCHHAsA CHCTEMA, auarpaMma HAIIPaBJICHHOCTU;
AOCTYIIHOCTh HAaBUTAIIMOHHBIX AOAHHBIX; KOHCprKTI/IBHHﬁ CHHTE3; ONTHUMU3AlIUA; CETCBLIC CITYTHUKOBBIC
CUCTCMBI.
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