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Abstract

Purpose: One of the most actual trends in program code protection is code marking. The problem consists in creation
of some digital “watermarks” which allow distinguishing different copies of the same program codes. Such marks
could be useful for authority protection, for code copies numbering, for program propagation monitoring, for
information security proposes in client-server communication processes. Methods: We used the methods of digital
steganography adopted for program codes as text objects. The same-shape symbols method was transformed to same-
semantic element method due to codes features which makes them different from ordinary texts. We use dynamic
principle of marks forming making codes similar to be polymorphic. Results: We examined the combinatorial capacity
of permutations possible in program codes. As a result it was shown that the set of 5-7 polymorphic variables is
suitable for the most modern network applications. Marks creation and restoration algorithms where proposed and
discussed. The main algorithm is based on full and partial permutations in variables names and its declaration order.
Algorithm for partial permutation enumeration was optimized for calculation complexity. PHP code fragments which
realize the algorithms were listed. Discussion: Methodic proposed in the work allows distinguishing of each client-
server connection. In a case if a clone of some network resource was found the methodic could give information about
included marks and thereby data on IP, date and time, authentication information of client copied the resource. Usage
of polymorphic stego-watermarks should improve information security indexes in network communications.
Keywords: data protection; digital watermarks; information security; program code; steganography.

1. Introduction For example, security service of some
corporation finds in Network a clone of its own NIR.
It is rather obvious that clone was made from the
real NIR by codes coping. So, in clone should be
DW. Restoration of DW number and selection of its
record in access database (DB) gives information
stored for the excess investigation start point.

One of the most actual trends in program code
protection is code marking problem. Main idea of
code marking consists in creation of some digital
“watermarks” (DW) which allow distinguishing
different copies of the same program codes (means
the same by functionality). Such DW could be useful
for authority protection, for code copies numbering, 2. Analysis of the latest researches and
for program way monitoring from a creation lab to  publications

finite user.

For information security proposes aforemen-
tioned DW could be used as hidden data in client-
server communication processes. Suppose, that
server has a mechanism of different DW creation for
each client request. It means that the same network
information resource (NIR), site, portal, etc. — for
different users has the same visual face, but different
codes which forms the face. In such case appears a
possibility to establish date, time, IP and, possible,
some additional information of origins for the
concrete client code.

Technologies of hidden data marking are widely
discovered in modern digital steganography [1].
Basic principle of information concealing is creation
of the “subliminal channel” [2]. Such channel means
the way of hidden information restoration. For
example, it could be each first letter in word or the
less bit in pixel’s color. Term subliminal means that
only two communicating sides know this way. Some
schemes of subliminal channel construction for
authentication and signature problems are shown in
works [3-6].
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If we want to use DW for protection proposes,
we should accent some features. First, there is no
second side in communications. Creation and
restoration of DW information occurs at the same
place. So, the subliminal channel becomes a
subliminal procedure known only for its author.
Second, DW should become an integral part of its
container. It limits types and technologies of DW
creation. DW designed for images could not be used
(in the same form) for texts. Digitally generated DW
for printed issues [7] are unsuitable for recorded
sounds and so on.

Choosing of web-client program (software)
codes (WPCs) as main container for DW required
emphasizing following features:

e WPCs are text containers. So we should look
for appropriate methods in text steganography [8-
10]. Designed for other containers methods are
unacceptable.

e WPCs do not allow methods, related with
symbol exchanging (combining symbols with
different codes but same faces) or with words
disposition [9-10].

e Although manipulations with fonts, sizes,
styles etc. are acceptable in code editor, they will
have no effect when WPCs include in HTML
document.

e WPCs allow most popular method of
“whitespace watermarking” which involves words
separation with different amount of whitespaces. But
tends of web-traffic minimization require functions
declaration in shortest way. In this case additional
whitespaces will reveal DW. Besides, WPCs size
will be different for different DW whereby
secretiveness of DW will decrease.

e WPCs allow changes in variables and user-
defined functions and classes names in case if
changes are synchronic in all code places. Also,
declaration of variables allows permutations.

The last WPCs feature is least of all discussed in
scientific issues. Hereinafter we will consider
developing specified DW methodic.

3. Research tasks

In the paper, the methodic of digital watermarks
including in and restoring from program codes is
carried out. Aimed to be adopted for web-oriented
codes methodic requires speed-optimized calculation
algorithm so it will be described. It will be also
shown that appropriate results could be provided for
codes used only 5-7 variables.

4. Researches results

Consider V to be a set of variables used in a
specified WPC. Let v —is a size of V.

Consider S to be a set of symbols that are valid
for variable names. It is possible to include in S all
possible wvalid literals but for implementation
aforementioned principle of traffic minimization it
will be better to use only single symbols for variable
names. For non-web-oriented software S set could
be expanded. Let s — is a size of S.

The number of permutations in variable
declaration order (Np) depends on number of
variables only:

N, =V

Different symbols selection for variable names
allow NS combinations (combinatorial partial
permutations):

s!
Ny=s-(s=1)-...-(s—v+]) =

(s—v)!

The whole number of DW will be a product of
described parts by virtue of its independence:
Npy =Np- Ny
Suppose we will use only alphabet symbols

(small and capital) for variable names. So,
52!
(52—’
where 52 is a size of set which includes 26 small and
26 capital letters. Table 1 shows values of Npy for
different variable values v.

For the estimation of shown numbers let’s
consider one from most popular NIR — google.com.
By statistics it processes approximately 4.5-10°
requests per day (by worldometers.info). So, DWs in
basis of 5 variables allow distinctive marking all
server answers during a week. Usage of 6 variables
prolongs this period for 6 years, 7 variables — for

millennium. For less popular NIRs conclusions
could be freely forced 100-1000 times.

Table 1. Number of different DW (Npy) in dependence
on number of variables (v)

v Npw

1 |52

2 | 5304

3 | 795600

4 | 155937600 (~10°)

5 | 37425024000 (~10")

6 | 10553 856 768 000 (~10")

7 13398341879 296 000 (~10")
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It may seem that permutations in declaration
order could contradict to variables names changes.
For 3-variable example: declaration order is 1-2-3
and names are 1-A, 2-B, 3-C produce code like
“var A,B,C”. At the same time, for order 3-2-1 and
names 1-C, 2-B, 3-A it will be produced exactly the
same code.

Really, semantic variable order could be restored
by program instructions analysis. For the shown
example instruction “print(A,B,C)” in first case
transforms to “print(C,B,A)” in second because
semantic role of the first variable (named A in first
case) passes directly to first variable (named C in
second case) independently on order of its
declaration. For the simplification of order
restoration in practice, it is possible to place variable
initialization instructions nearly its declaration like
“var A,B,C; C=0; B=0; A=0;". Order of variables
initialization establishes its semantic order while
declaration order corresponds to DW.

The next problem of WPC marking is
developing a methodic for DW numbering. Means
that by known DW number we can construct WPC
and vice versa, we can restore DW number from
given WPC.

The methodic of DW construction for the given
number N could be divided on follow procedures:

1. Checking general possibility: DW could be
constructed for N< Npy

2. Decomposing N on basis (N, N;) ie.
representing N in form N =p-N; + s

3. Constructing permutation with number p

4. Constructing  symbol combination
number s

Inverse methodic for restoring DW number from
given code means descending usage of shown
sequence.

First two steps are rather obvious for detailed
description necessity. So, let’s focus on the last two.

Numbering of permutation is well-known
problem with plenty of solutions [12]. We’ll use one
of them just adopted for PHP language. PHP
language is chosen as one of most popular. Program
codes for simpler problem of number restoration will
look like

$G = array(2,0,3,5,4,6,1);

//the permutation G, here 7-element example

$g = count($G); //size detection

$P = array(); //array for reference sequence
for($i=0;$1<$g;$i++) $SP[]=$i; //reference sequence

with

$p=0; //variable for perm. number
for($i=0;$i<$g;$i++){//cycle for elements
$m=8G[$i]; //the element of G
$k=$P[$m]; //its order in P
for(§j=$m+1;$j<$g:;$j++) SP[$j]--;
//order decreasing for subsequent elements
$p=$p*($g-$1)+8k;
//mumber forming by Horner’s method
}
Printing the $p variable shows 1479.
Permutation construction bit more complex
problem. Codes could be outlined like

Sw=1479; //the permutation number

$g=7; //the size of sequence

$P = array(); //array for reference sequence

for($i=0;$i<$g;$i++) $P[]=8%i;
//reference sequence forming

$G=array(); /larray for permutated

sequence

$pb=array(); //array for basis

$pb[$g-1]=1; //ast basis weight is 1

for($i=2;$i<=$g;$i++)
cycle form basis as n!
$pb[$g-$i]= Spb[$g-$i+1]1*$i;
//so previous element multiplies for $i
$pd=array(); //array for decomposition
for($i=1;$i<$g;$i++){//cycle for sequence
$pd[$i-1]=(int)floor(Sw/$pb[$i]); //a “digit” in
basis
$pr=Sw-$pd[$i-1]*$pb[$i];

//residue for subsequent decomposition

/by  the

$w = S$pr; //renaming for cycle repeating
} /
$pd[]=0; //the last “digit” always 0

for($i=0;$i<$g;$i++){//cycle for sequence
$m=$P[$pd[S$i]];  //extracting element by “digit”
for(§j=8pd[$i]+1;$j<8g;$j++)

//shifting reference sequence

$P[$j-1]1=8P[$j]; //after extracted element

$G[]=$m; //ladding  element to G

sequence

h

Printing the G array shows 2035461 sequence
which corresponds to 1479 number from the
example above.

Algorithm for symbol combination (partial
permutations), as a rule, derives from permutations
algorithm. But for network application it is better to
imply some optimizations, because the main
complexity of permutations algorithm is to shift
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array elements after extraction one of them (bold
comment in previous codes).

As it was considered before, the number of
variables in DW is small (about 5-7). So arrays
transforming has rather low complexity. Whereas
symbols array 10 times longer (52 letters) and it
seems to be inappropriate where performs near 52
shift operations for each symbol.

For constructing optimized algorithm consider in
details partial permutations. For the small example
consider S to be a set of 5 elements: $={1,2,3,4,5}
from which names of 3 variables are formed in its
semantic order. Tab. 2 shows all possible partial
permutations.

Table 2. “3 from 5” partial permutations

C
R 1 2 3 4
1 123124 125|132 134 135 |142 143 145 |152 153 154
2 1213214 215|231 234 235 |241 243 245 |251 253 254
3 312314315 (321 324 325 [341 342 345 |351 352 354
4 1412413 415 |421 423 425 |431 432 435 |451 452 453
5 |512513 514 521 523 524 1531 532 534 |541 542 543

We can see 5 (s) rows, 4 (s-1) columns and 3
(s-2) items in each table cell. Number of row is
considered to be R (1-5), column — C (1-4), item — /
(1-3). Some regularity in shown sequence could be
observed:

e first element #; is a number of row R and n,
changes at every (s-1)(s-2)=12 elements

e second element n, is a constant for every
(s-2) items. But second element could not be equal
to first element, so column number C could be
defined from n, as:

colmem <n,
n, —1, otherwise

e the last (third) element could not be equal
either first or second element. The item number in a
cell could be calculated as:

Ny, Ny <Ny ATy <1y
I'=1<n, =1, (ny<n Any2n,)v(n,<n, An, =n)) (M)

n, — 2, otherwise

Using these interrelations we can define a
location of given permutation in Tab. 2. For example
lets analyze permutation “423” — first digit “4”
means 4" row without additional conditions (R=4);
second digit “2” is less than first, so it means 2nd
column (C=2); third “3” is less than first but greater

than second, so it means “3-1” = 2™ item in the cell
(I=2).

In software programming, as a rule, array’s
elements are calculated from reference point “0”.
Being intended on program algorithm construction
lets reduce by 1 all counter-like elements: R, C and
I. In such case, the relative number of “423”
permutation will be N=(R-1)(s-1)(s-2)+
(C-1)(s-2)+(I-1) = 3-12+1-3+1=40. If the first item
in Tab. 2 has number 0, the 40t/ item, as one can
freely check, is “423”.

Inverse problem is to find a permutation with
relative number n. For this problem we should use
the numerical-basis decomposition. The basis is
formed by quantities of digit positions. First digit is
responsible for (s-1)(s-2) quantity and so on. Finally,
we should find residues of n divided by basis
numbers.

For the chosen example, first digit has weight
12, second — 3, third — 1. Let’s decompose quantity
40 for this basis: 40 = 3-12 + 1-:3+1. So, n digits are
“37-“17-“1”. Considering starting point at “0” and
symbol skipping with described rules will have “4”-
“27-“3” combination.

With a whole S set (52 symbols “a-zA-7") let’s
construct 3-variable DW which is 12345™ by
number. First, define a basis: 2550-50-1. Value 2550
is a product (52-1)(52-2). In this basis given number
decomposes like 12345=4x2550 + 42-50+45. Thus
basic digits are 4, 42 and 45.

First digit (4) without conditions is the 4"
symbol in § set. Referring that set origin is 0 we
should consider the 5™ element — the “e” letter.
Second digit should be corrected by increasing for 1
because it greater than first one. Origin correction
leads us to 44™ letter — “R”. The third digit should be
increased for 2 because it greater than first and
greater than second digits. Considering origins we’ll
have 48" letter — “V”’.

Summing up, the DW for 12345" names
permutation is “eRV”. It means that first variable
should be declared with “€” name, second and third
variables — as “R” and “V” respectively.

DW’s number restoration in the mentioned
example could be shown in the following way. We
define a letters (symbols) numbers in S set. For
“eRV” DW they will be 5, 44 and 48, as written
above. Next we should correct these numbers by
decreasing for 1. It means that first row contains
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numbers with formal zero first digit — less than 2550
numbers. The same property has the rest digits. So,
we’ll have 4, 43 and 47 digits. Next we decrease
digits if they greater than previous ones. Thus, 43 is
decreased by 1 (it is greater than one previous digit)
and 47 is decreased by 2 (it is greater than 2
previous digits). Corrected digits are 4, 42 and 45.
Finally, we combine digits with basis and obtain
4-2550 + 42-50+45 = 12345.

Described methodic could be realized as
particular program. So far as DWs are focused on
network client-codes it is expedient to use server-
side programming language for the realization. DW
creating codes will look like

$S = "abcdefghijklmnopqrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ";
//S — the set of DW symbols

$s = strlen($S); // the size of S
gV =", //'V — the set for DW symbols
$v=3; // number of variables
$N=12345; // the DW number
$b = array(); // array for basis numbers
$b[Sv-1]=1; // the last basis element is 1
for($i=$v-2;$i>=0;8i--) // loop for
basis

$b[$i] = $b[Si+1]*($s-$i-1); //basis numbers
computing
$n = array(); // array for DW “digits”
$r=3$N; // variable for residue storage

for($i=0;$i<$v;$i++) // loop for V-set
{ $d = (int)floor($r / $b[$i]); // current digit
for($j=0;$j<8$1;$j++) //loop for
correction (1)
if($d >= $n[$;j]) $d++; // the correction
while(in_array($d,$n))
// if corrected digit matched already calculated ones
$d++; // it should be additionally increased
$n[$i] = $d; // finally corrected digit is added to
array
$V .= $S[$d]; // the n-th symbol is added to V-set
$r %= $b[$i]; // for the next cycle we
use N
// modulo current basis number
H
If we finish the codes by print($V) command we
will see the “eRV” output which corresponds to
12345 number used in codes.

Codes for given DW’s number restoration could
be formed in following way.

First, we need a function that returns a number
of given symbol in S-set. Some string-type function
could be used, but for demonstration purposes we’ll
construct the new one.

function indexOf($a,$A)
// computes index of $a symbol in $A set
{ S$i=-1; // value for return

$lim = strlen($A); // loop limit

do ++8i; while($a!=SA[$i] && $i<Slim);
// searching for $a in $A

if($i==$lim) return -1;// if $i exceeds limit
returns -1

else return $i; // otherwise index returns
}

Second, using constructed function we could

define DW’s number:

$V ="eRV"; // DW symbols

$n = array(); // array for symbols numbers
$c = array(); / array for corrected numbers
(1)

for($i=0;$i<$v;$i++) //loop for DW symbols
$n[$i] = indexOf($V[$i],$S);//symbol’s index
for($i=0;$i<$v;$i++) //correction loop
{ $c[$i] = $n[S$i];
//first, corrected number is equal to symbol’s index
for(8j=0;$j<S$i;$j++) // but
if($n[$i] >= $n[$j])
// if a number greater than previous ones
$c[$i]--; // it should be decreased by 1
} // end of correction loop

SN =0; // variable for the DW number
$b=1; // basis number
for($i=$v-1;$1>=0;8i--) // loop for
basis

{ SN +=S$b*$c[$i]; //
corresponding basis

$b *= $s-$i;

number increasing by

// next basis number
}

Similar to previous codes adding print($N)
command will show “12345” output.

It could be simple observed that in symbol
selection codes all cycles have limits that no longer
than v — the number of variables. In comparison with
algorithm based on permutations numbering (with
full-array  cycles) the shown codes have
approximately 10 times less amount of array tracing
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operations. For client-server communications such
optimization allows to serve more requests for the
same time.

Finally, for all stages example, let’s construct
DW for number N=654321 using 3 variables with
single-letter names. For letters choosing we have a
set of 52 symbols.

1) We should compute basis:
Ns=52:51-50=132600, Np=3!=6, and general DW
limit: Npy=Ns-Np=795600. The given DW number
(N) should be checked to be strictly less than the
limit Npy, otherwise DW construction is impossible.
In the given case N< Npy, so we pass to next step.

2) The DW number N should be decomposed on
basis computed previously: N = p-Ns + Np. For the
example number we’ll have decomposition in form:
654321 = 4-132600 + 123921. It means that we
should construct 4™ permutation in declaration order
and choose the 123921" combination (partial
permutation) of symbols for names.

3) To construct the p™ permutation we should
decompose p on (n-1)! permutation basis. For 3-
element sequence the permutation basis will be 2-1-
0. In this basis p=4 1is decomposed like
4=2-2+0-1+0-0. On other words, in permutation
basis p has digits 2-0-0. The digits allow us to find
the p"™ sequence if we have the reference (0™)
sequence. Consider “1-2-3” to be the reference
sequence. First p’s digit (2) means that we should
extract 2" element from reference sequence.
Because of zero counting origin we should really
extract 3" element — “3”. After each extraction
reference sequence should be left-shifted for filling
extracted position. So, after first extraction we’ll
have “1-2” residue. Next we’ll extract second digit
(0) which means the first element “1”. After left-
shifting the sequence will be “2”. This last symbol
corresponds to last digit. Finally, we have “3-1-2”
sequence for 4" permutation.

4) To choose symbols for variables names we
should find Np™ partial permutation. First, it is
necessary to decompose Np=123921 onto partial
basis. For v=3 partial basis will be 2550(51-50)-50-
1. Np decomposition in partial basis will look like
123921 = 48-:2550 + 30-50+21. With described
above algorithm we can select symbols. As far as all
“digits” are in descending order (48-30-21) there
will be no digit corrections. So we take 48", 30" and
21% symbols that are “W”-“E”-“v”.

5) By collection of names symbols and
declaration order sequence we can produce a
program code fragment with given DW number. As
it was marked before, the reference permutation
sequence must be used in initialization order.
Because of choosing “1-2-3” reference, the
initialization codes will look like: “W=0;E=0;v=0;"
in accordance with symbols sequence obtained in
par.4). Variable declaration must include other
sequence which corresponds to permutation order p.
Found in par.3) sequence “3-1-2” could be reflected
in codes like “var v,W,E;” — on first place the third
variable “v” is declared, the next are first “W” and
second “E” ones. Since declaration codes should be
placed before initialization the codes with 654321%
DW will look like “var v,W,E;W=0;E=0;v=0;". As it
follows from par.1) such small program fragment of
22 printed symbols could be written in 795600
different ways without any semantic violations.

It’s useful to note that reference and permutated
sequences could be included in codes in different
way. It is possible to use reference sequence in
declarations and permutated one in initializations. In
such case codes will look like “var
W.E,v;v=0;W=0;E=0;". There are no fundamental
differences in two shown schemes. So programmer
could select one of them by own preferences.

5. Conclusions

It was proposed a program codes stego-marking
methodic adopted for client-server communications.
The methodic is based on full and partial
permutations in variables names and its declaration
order.

It was shown that amount of 5-7 variables is
enough for marking purpose for most network
information resources even for single-symbol
variable names and symbols limitation by alphabet
letters.

As a methodic part it was proposed the
optimized algorithm for partial permutations. The
algorithm has the less complexity in compare with
classic schemes due to usage of correction cycles
limited by partial set size. For the selected problem
calculation speed gains approximately 10 times.

It was outlined some PHP code fragments and
examples that realize described methodic.
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PO3IIOBCIOKEHHS TIPOTpaM, a TaKoX Ul 331a4 iH(popMariifHoi Ge3lekn y mpoleci KIi€HT-CEpBEPHUX KOMYHIKamii.
Metoaun: Bukopucrano meroan mudpoBoi creranorpadii, azanToBaHi 10 MPOTpaMHUX KOIIB SK TEKCTOBHX 00 €KTIB.
Meton 3HaKiB OJHAKOBOTO HApPHUCY TPaHC(HOPMOBAHO IO METONY CIEMEHTIB OTHAKOBOI CEMAaHTHKH IJISI MOXKIIHBOCTI
BUKOPHCTAaHHA Yy TEKCTaX MPOTrpaM, OCKITBKA BOHM MAlOTh BIIMIHHOCTI BiJ 3BHYAaHUX TEKCTiB. BuTO mpwHIUI
JMHAMIYHOTO (QOpMYBaHHS MITOK, IO HAJal0 MporpamMaMm o3Hak moniMopdHocTi. PedyabraTu: [locimimkeHo
KOMOIHATOpPHY €MHICTh BHOIPOK Ta MEpecTaHOBOK, 3aCTOCOBHHUX JI0 HporpamHux kojiB. [lokazano, mo HaGip 3 5-7
noaiMOpGHUX 3MIHHUX € JOCTaTHIM Jyis OUIBIIOCTI Cy4acHHMX MEpEeKHHX 3aBJaHb. HaBeleHO Ta OOTOBOpPEHO
QITOPUTMHU CTBOPEHHS Ta BiJHOBJICHHSI MITOK. AJITOPUTMH I'PYHTYIOTHCSI HA BUOIpKax iMEH 3MIHHHUX Ta IepecTaHOBKaxX
y TOPSOKY IX OTOJIOHIEHHS. ANTOpPUTM BHOIPOK OyJIO ONTHMI30BaHO IOJO OOYMCIIOBANBHOI cKiagHocTi. HaBeneHno
¢parmentu mporpam mMoBoro PHP, 1o peainizyroTh 3ampornoHOBaHi anroputMu. Juckycis: 3amponoHoBana y po0OoTi
METO/MKA JI03BOJISIE PO3PI3HATH yCi 3’€IHAHHS KII€HTa i3 cepBepoM. Y pa3i BUSBICHHS KIOHY MEPEXHOTO pecypcy,
BHUKOPHCTaHHS 3aIlPOIIOHOBAHOI METOAMKH MOKEe HajaTh iH(GOpMAIlifo MO BKIIIOYEHI MITKH, a BiITaK, naHi mpo IP,
JaTy Ta 4ac, aBTeHTH(IKAIlifHI maHI KIIi€HTa, SKWA 3MIHCHUB KOIIOBaHHS pecypcy. BmpoBamkeHHS momiMoppHIX
CTeraHOTpa(iuHUX MITOK Ma€ MOKPAIIATH ITOKA3HUKH 1H(pOopMAaIiitHOT Oe3rmekn MepeKHNX KOMYHIKaITii.
KurouoBi ciioBa: 3axuct gaHux; iHpopmaniliHa Oe3reka; mporpaMHi KOIu; cTeraHorpadis; udpoBi BOASHI 3HAKH.
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J.H. Camoiinenko. IlepectaHoBouHble mnoguMopdHbIe cTeraHorpauyeckue BOJAsIHbIE 3HAKH JIJIsl

NPOrpaMMHBIX KOJ0B

HaunonansHbIi yHEBEpCUTET KOpaliecTpoeHHus UMEeHU angMmupaia Makaposa, mp. Jlenuna, 3, r. Hukonaes, Ykpauna, 54010

E-mail: DenNikSam@gmail.com
Henn: OnauM U3 HanOoJee aKTyaldbHBIX TPEHIOB B 3alIUTE MPOTPAMMHBIX KOJIOB SIBIIICTCS WX MapKUpPOBKA. 3amgada
3aKIIFOYACTCS B CO3JIAHWH CICIHATBHBIX IUPPOBBIX «BOISHBIX» 3HAKOB, MO3BOJIIONIMX pa3IHyaTh KOIHH OIHOM
nporpaMmbl. Takve 3HAKW MOTYT HalTHU MpUMEHEHHUE Ui 3alIUThl aBTOPCKUX MpaB, HyMepaluu KOMU mporpaMMHBIX
KOZIOB, MOHUTOPHHTA PACIIPOCTPAHEHUS MPOTpaMM, Ui 3a7ad MHPOPMAIIHOHHONW 0E30MACHOCTH B IIPOIECCE KITUEHT-
CepBEpHBIX KoMMyHHUKarwii. Metoasl: Vcnoip30BaHBl METOOBI HU(GPOBOW CTEraHOTpadUH, aganTHPOBAHHEBIC IS
MIPOTPAMMHBIX KOJOB KaK TECTOBBIX OOBEKTOB. MeTO/ 3HAKOB OIMHAKOBOW (POPMEI IpeoOpa3oBaH B METO[ DIIEMEHTOB
OJIMHAKOBOM CEMAHTUKH [UIsI BO3MOXKHOCTH IIPUMEHEHUSI B TEKCTaX IPOrpPaMM, IIOCKOJIbKY OHU BCE-TAKU OTIMYAIOTCS
OT OOBIYHBIX TEKCTOB. bBBUI HCIOJB30BaH MPHHIUI JWHAMUYECKOTO (OPMHUPOBAHUS METOK, BCIEICTBHE 4YEro
MporpamMMbl  IIprobOpenu npusHaku noiauMmopdHoctu. PesyabTaThl: bruta mcciaenoBaHa KOMOHHATOpPHAas E€MKOCTh
MIEPECTAHOBOK U TMOJICTAHOBOK, MPUMEHHUMBIX K MPOTpaMMHBIM KojaMm. [loka3zaHo, 4uTo Habop u3 5-7 mOMUMOP(GHBIX
MIEPEMEHHBIX JIOCTATOYCH JIsl OOJNBIIMHCTBA COBPEMEHHBIX CETEBBIX MPHIOKCHUH. [IpUBEICHBI AITOPHUTMEI
NOCTPOEHHSI M BOCCTAaHOBIICHHSI METOK, yKa3aHbl HMX o0OcoOeHHOCTH. OCHOBOM anropuTMa sBISIETCS IpoLecc
MTOJICTAHOBKY MMEH MEPEMEHHBIX M TIEPECTaHOBKY MOPSIKA X OOBSABICHUSA. AJTOPUTM HyMEpAIH TTOACTAHOBOK OBLT
ONTUMHU3UPOBAH IO BBIYHCIUTENBEHONW CIOKHOCTU. [IpuBeieHsl hparMeHTHl mporpamMM Ha si3bike PHP, peanu3syromme
npeiokeHHble anroputMsel. Juckyccus: [IpennoxenHas B paboTe METOIUKA TO3BOJISICT pa3idaTh BCE COCIMHCHUS
KITMEHTa U cepBepa. B cimydae oOHapyKeHHs KIIOHA CETEBOTO pecypca, IPUMEHEHHE pa3paboTaHHOW METOIUKH MOXKET
MPEeIOCTaBUTh HH()OPMAIIMIO O BHEAPEHHBIX METKaX W, CIIEACTBEHHO, HaHHBIE O IP, mare m BpeMeHH, ImepCOHATBHBIX
JAHHBIX KJIMEHTa, KJIOHHPOBABILEro pecypc. Mcrosb3oBaHue NOMMMOP(HBIX CTEraHOrpapHUYECKUX METOK JOJKHO
MIPUBECTH K YIYUIICHHUIO MMOKa3arelieil NHGOpMaMOHHOH 0e30aCHOCTH TIPH CETEBBIX KOMMYHHUKAIIUSIX.
KiwoueBble ciioBa: 3ammra JaHHBIX; HH()OpPMAIMOHHAsh O€30MacHOCTh; MPOTPaAMMHBIE KOJbI; cTeraHorpadusi,
U(PPOBBIC BOJSHBIC 3HAKH.
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