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YAK 004.056:004.031.4

AKTYAAI3ALIIA IH®OPMALIIL 3 OBMEKEHUM AOCTYIIOM
Y MEPEKHHX PECYPCAX

Aernc CaMoOHAEHKO

Ann exarvenns ingopmayii 3 obmencerum docmynom (I30A) do mepescrozo ingpopmayitirozo pecypey (MIP), posmimerozo y
ny0aiumitl, 2106a0bHIN YU BIOKDUIMLIL MEPEIHCT THIL020 1mUNY, HEObXIOHO 6acusant 3axodis 3 ii 000anikosozo saxucmy. lenyrwui

sumozu saboporaome icnysanin 1302 y eiokpumux Kananax 36 43Ky, npome e obmesncyroms i iciyséanns_y ckaadi MIP —
npozhamHoMy Koo, basax darnux, 7mouo. Y cmammi 3anponoHosano cxemy 63acMooi Kopucmysaa 3 Mepesum ingopmayid-
M pecypeor 0aa Gesneroi axmyanisayii 15O 3 6i0moso10 670 i7 icnysara y 6i0KPUNIOMY 6UAADE Ha YeIX AaHKax cxeMll,

OKDIM OCHIaHHBOI. 3anpononosaro po3oineHHs asmeHmuDiKayiliHux 0anux Kopucnyeada Ha 08 Kameopii, 8UOLIEHHA MPboX

APXIIMEKNYPHUX ULADIE CEPEEPHOI UACIIUHY 1A Peani3alito KOHIMPOAI YIAICHOIE IHPDOPMayiiinoeo 00MiHHOZ0 npotecy waq-

XOM PO3100IAY 3a2ansH020 ceKPenty 3a PISHUMU cpyKmypHuMmu esemermami. Pearizayin sanponorosanux saxodie dossonunss
nokpamyumu ingopmayitiny besnexy nybazunux MIP, ocobaugo mux, wo micmans 130
KarouoBi caoBa: ingopmayiiina besnexa, mepesxcti pecypet, saxuern darux, 130,

ITocranoBka mpobGAeMu y 3araAbHOMY BH-
rasAai. 30epexennsa iHQOpMaIi 3 OOMEKEHUM AOC-
tynom (I3OA) v mMepexunx iHGOPMALIHHEX pecyp-
cax (MIP), a Taxoxx if aKkTyaAisarisa AAf KOPHUCTyBadiB
BUMAra€ AOTPHMAHHA PAAY BHUMOT iH(OPMAIIHHOL
oesneku. Sk mpaBuao, MOBa iae TIpo Kpuirrorpadiy-
He neperBopenss (mudpysanus) [3OA Ha Bcix era-
max i «pyXy» AO KOPHCTyBadya. HpI/I‘—IOMy LLH/Icppy—
BaHHSA 3AIMCHIOETHCA PISHUMH ITAPOAAMH AAS PISHUX
kopuctysauiB. Cama x I3OA, Ak mpasuao, icHye y
6a3zax aannx MIP y HerreperBOpeHOMY BHTAAAL

TenaeHIis AO po3mupeHHs (PYHKIIOHAABHOCTI
cygacaux MIP HEOAMIHHO BIAOHMBAETBCA HA YCKAAA-
HeHi X BHYTPIIIHBOI OYAOBH 1, K HACAIAOK, Ha 30i-
ABIIIEHHI IX BPa3AHBOCTI AO 3OBHIIIIHBOTO BIIAHBY.
ATaku, CIIPAMOBAHI HAa IAMIHY TPAH3HTHHX BY3AIB,
MOXyTh crpumauHuTH BUTIK I3SOA Ha erami ii mepe-
KOAYBaHHSA AAA HepeAadl kopuctysauy. Crpoba 1e-
pexorAeHHA aBTeHTUMIKAMINHIX AAHUX, IO IIepe-
AAIOTBCA BIA KAIEHTA, MOKYTh IIPU3BECTH AO HECAHK-
mionosanoro pocryny (HCA) HeaeraapHmx kopmc-
TyBadiB. BIATIOBIAHO, AOAQTKOBOIO 32A2YEIO BHCTY-
IT1a€ KOHTPOADB IIAICHOCTI YCIEl AQHKH aKTyaAi3ariii
I3OA — Bia 0asu aarnx (BA) A0 Bi3yaABHOI CKAAO-
BOI KAleHTCBKOI yacTmHE MIP.

V pasi yerimmoi araka vu HCA Bunnkae coaa-
TKOBE IINTAHHA IIMOAO OCOOAHMBOCTEH PO3IOAIAY
BIAITOBIAAABHOCTI 32 BumHeHl All Ta iX HACAIAKH.
OcoOAHBOCTI IIPABOBOTO PErYAIOBAHHSA 3a3HAYEHOIO
IINTAHHA TAKOXK BHUMAralOThb KOPETYBAHHA ITIAXOAIB
AO 3a0esledeHHA TapaHTOBaHOIO TpaH3uTy I3OA,
OCKIABKH PI3HI AQHKH OOMIHHOTO IIPOIIECY MOKYTb
OyTH y BAACHOCTI PI3HHX CyO €KTIB MEPEKHOIO Tpa-

iky y T.9. IHO3EMHOIO INATIOPAAKYBAHHA. AKTyaAb-
HICTh ITOCTABACHUX 3aAaY BCTAHOBAFOETBCH ITOAO-
xeHuAMu AOKTprHI IH(OpPMAIHHOI Oe3rreku YKpa-
inm Ta 3akony Vkpainn «[Ipo OcHoBHI 3acaau pos-
BUTKY 1H(OPMAIIITHOrO CyCIiABCTBA B YKpaiHi Ha
2007-2015 poxm».

AHaAi3 OCTaHHIX AOCAIAKEHB 1 IyOAikarriid.
Ocuosui npunimm kaacudikanii irdopmarii, Bu-
MOTH AO ii 3aXHCTY, PO3MEKYBAHHA IU TaPAHTYBAHHA
AOCTYIIy AO HEl a TaKOXK BIAIIOBIAAABHICTB 32 320€3-
IIEYCHHA 3aXHCTy BCTAHOBAIOIOTBCA 3aKOHAMH T2
HOpMATHBHUMH akTamMu Ykpainu [1-4]. KarogoBumu
AASl ACTAABHOTO PO3TAfIAY B PAMKAX ITOTOYHOIO AOC-
AIAKECHHS MOKHA BU3HAYNTH HACTYIIHI BUMOTH.

I'oroBHOIO BmMOroro Ao icayBamaa ISOA €
BIIPOBAAKEHHA KOMIIACKCHOI CHCTEMH 3aXHCTY 1H-
dopmamii (KC3I) [1: cr. 8], 3a0e3rredeHHs BIABHOTO
AOCTYIIy AO IIyOAldHOI (BiakpumTol) iH(OpMari [2],
mepepada I30OA 3 oaHiel cuctemu AO IHITION BUKATO-
4HO y 3ammdpoBaHOMY BHTAAAL [3: 11 13], 3axmcr
OO’€KTIB BiA HECAHKIIIOHOBAHOIO O3HAHOMACHHSA 3
i OpMAIIi€rO, ITI0 MICTUTBCA B HUX, ITA 9aC X eKC-
OPTY/IMIIOPTY  Yepe3 HE3aXUILEHE CEPEAOBUILIE
[4: . 7.2.2]. Takox CAIA BIASHAYHTH, IO IIOAOMKCH-
HAMH THX CAMHX AOKYMEHTIB BIAIIOBIAAABHICTH 32
3a0e3redeHHA 3aXUCTy 1H(OpMAII ITOKAAAAETHCA HA
BAacHuKA cucremu [1: cr. 9; 3: m. 17].

BinokpeMAEHHA CKAGAOBHUX EAEGMEHTIB, IO €
OesmocepeAHIMH  OO’€KTAMH  3aXHCTy  CTAHOBUTH
OKpeMy 3aAavy. 3araAbHa IapaAurMa 3axucty iHdgo-
pmariii, 3arrporronoBana y po0oti [5], Ao3BoamAa il
aBTOPYy BHAIAUTH Ta CQPOPMYAIOBATH O3HAYCHHS
«CEPEAOBHINA BIIAUBY» AK PO3ILINPEHY KOHIICIIIIO

196



3AXVICT IHOOPMALIIL, TOM 16, Ne3, AMTIEHb-BEPECEHD 2014

cepeAoBHINa romupenHs iHdopmarii. Posmmpennsa
IepeAiky OO’€KTIB 3aXHCTY, 30KpeMa THX, IO CTOCY-
FOThCA IIepeAadl iHdopMariii, IpOaHAAI30BAHO § PO-
6ori [6]. BucHOBKE pedpepoBarmx pobIT Oesmocepe-
AHBO MOKYTb OYTH YpaxOBaHI y 3aAa9ax 3aXHCTY
MIP 1pu crBopenHi TOorOrpadidHOI MOAEAL IIpOIle-
cy iHdopmariiHoro ooOMiHy.

AHaAI3 OKpEeMHX HOPM 3aKOHOAABCTBA, IIPOBE-
AcHHI y poborti [7], AO3BOAUB aBTOPY BIA3HAYNTH
IIEBHI HEAOCKOHAAOCTI, 30Kpema, Yy O3HAYEHHAX
cyO’extiB iHOpPMAIINHIX BIAHOCHH. 3 METOIO HiT-
KOTO PO3MEKYBAHHA BIAIIOBIAAABHOCTI, 4 TAKOXK 3aA-
Afl TOKpAITeHHA ITOKa3HUKiB Oesrreku MIP BOagaeTs-
Al 32 AOIIIABHE PEaAI3AIIIFO PAAY AOAATKOBHX 3aXOAIB
IITOAO AOTIYHOTO OKPECAEHHSA MEK BIAIIOBIAAABHOCTI
Ha yCiX eTalax nepeAaBaHsA iHdopmariii.

MeTtoro aanoi poboru € popmyBaHHA CXEMHU
axryaaizarii I3OA y posyminai ii mepeaadi Bia BA ao
KOPHCTyBa4a 3 YPaXyBaHHAM HOPMATHBHUX BHMOT Ta
TpancopMariii CydacCHHUX INAXOAIB AO 3aXHCTy iH-
dopmartii.

Buxaaa ocHoBHOro marepiaay. [1pu BBeaeHi y
Alro MIP, Ak IporpaMHO-aIiapaTHOTO KOMIIAEKCY,
AOCHTb TOINIUPEHOIO € CUTYyaIlif, KOAM BAACHUKH
cepBepa, K
cucremu (ITC) Ta MIP, Ak mporpaMHOroO IIPOAYKTY,

i@ OpMAIIHO-TEACKOMYHIKAITIITHOL

PO3PI3HAIOTECA MIK COOOFO. Y TaKOMY pas3i IPHPOA-
HO MOJKHA OYIKYBATH BiA HUX B3a€EMHOTO OOMEKCHHS
AOCTYIIy AO CBO€i MaTepiaABHOI Ta 1HTEAECKTYaABHOL
BAACHOCTI.

Oamnak, indopmarririna 6esneka MIP me Ao3Bo-
AfIE TIPOCTOTO OAHO3HAYHOTIO ITOAIAY: HEAOCTATHSA
saxurericts I'TC moxke moripmmry PyHKITIOHYBAaH-
ua MIP, Tak camo, sk 1 «aAlpkm» y 3axucti MIP mo-
AKYTh HAAATH 3AOBMHCHHKY MOKAHBICTD HEACTAABHO-
ro BrAuBy Ha [TC mIAfxom «3aamy» 3aXHCHOI CHCTE-
mu MIP. Biabnr toro, po3aMuBaroThCa MeKi BIAITOBI-
AAABHOCTI 32 OOMIHHI IIPOIIECH, OCKIABKH (DYHKIIIO-
HyBaHHA (PAHAOBOI CHCTEMH Ta CHCTEMH YIIPABAIHHSA
Oazamu Aanux 3abesneuyersca ITC, xoua cami daii-
An ta indopmaria y BA e Baacuictio MIP. Bussuray,
uepes AKUH HEAOAIK cTaBcs BUTIK iHopmarii 3 daay
un BA, fK 1IpaBHAO, AOCHTH CKAGAHO, AKIIIO B3araai
MOYKAHBO.

PoszaiAeHHA BIAIIOBIAAABHOCTI 32 3aXuCT iHMOP-
Mariii, O4eBHAHO, Ma€ BIAA3EPKAAIOBATH IIOAIA BAAC-
HOCTL. 3 IHIIOrO OOKYy, IPHPOAHIN CYMHIB y ACKAa-
poBaHiil «iaeaabHOCT 3axucty ITC rta mamaranmsa
BIAMOBHTHUCH BIA cIiOAiBaub Ha HaalfHicTs ITC (di-
ABTPAILIIO ITAKETIB, CTaOIABHICTH (PAfiAOBOI crCTEMH

Ta cepBepy OasM AAHHX, TOIIO) Ma€ CIOHYKATH PO3-
pobumka MIP BiKHBAaTH 3aXOAIB 3 IIOKPAIIEHHSA IIO-
Ka3HUKIB OE3IIECKH IMAAXOM IX peaaisariii y ckaaAl
CaMOTO pecypcy.

V rTakomy pasi, AOCTATHBO AOITIYHUM BOAYAETHCA
BIIPOBAAJKCHHSA PO3LASHYTOTO BHILE TEPMIHY cepe-
AOBHINA BIAUBY [5] y 3aaaul saxucry MIP sk ysza-
TAABHEHHA IIlA OAHIEIO HA3BOIO VCIX IIPOIIECIB,
noB’s3aHux 3 akryasisamiero ISOA. TTia o6’exramu
3aXHCTy IIPU LIBOMY CAIA BBAXKATH AQHI HE AHIIE Y
HE3AXUINEHUX OOMIHHHX KaHAAaX, a i Ha YCIX CTaAl-
AX IPOrPAMHOTO IIEPETBOPEHHSA U1 30CPE/KCHHS.

[Torenmiiina BpasAmBICTE (HAMAOBOI CHCTEMH
ITC Ta cucremu yupasaiaus 6asamu aanux (CYBA)
Ma€ HOCHAUTH BHMOIY 3a0OPOHU HA BUKOPHCTAHHSA
Hesarmdposanoi ISOA npn mixcucTeMHOMY OOMIiHI
AO TIOBHOI BIAMOBH BiA if icuyBanua y MIP au ITC y
BIAKPHTOMY BHTASAL

V BIAIIOBIAHOCTI AO IIPaBHA IIOOYAOBU KPHIITO-
rpadidHOIO 3aXHCTy, BIAOMHX TAKOMK fK IIPaBHAA
Kepkrodca [marp. 8], HOro roA0BHa HAAIHICTD MA€
3a0e3redyBaTUCh HapoAeM. OCKIABKHM IIapOAb Ma€
OyTH BIAOMHM AHIIIE AETAABHOMY KOPHCTYBady, He-
OOXiAHE 3a0€3IICYCHHA YMOB, 32 fAKHX AKTyaAl3ariif
I3OA moxamBa AmIrie 3a HOro OE3IIOCEPEAHBOI yUa-
cri. ByAp-sikmit iHmmin crocid Buaydenusa [3OA si
ckaapsy MIP uu ITC (3 daiiaiB, mporpaMHOro KOAy
un BA) mMae cynmpoBoAKyBaTHCH OOYHCAFOBAABHOIO
IIPAIICEMHICTIO, HE TIIPIIOIO 32 IIOBHHH KPHIITO-
repeoip.

3 MeTOXO YHHKHEHHSA BPAa3AMBOCTI AO aTaK INA-
MiHH, AKi 0A3YIOTBCA HA IMADOPI ITAPOAIO Yepes aHa-
Al3 KIABKOX II€PEXOIIACHUX ITAKETIB BIA KOPHCTyBada
[9], AOLIIABHO BHKOPHCTOBYBATH THMYAacOBI (CEaHCO-
Bl) KAIOYI, IO 3MIHIOIOTBCA IIPU KOMKHOMY OOMiHI
Mmix kopuctyBadem i MIP Ta 3abesmeuyrors mpu

mudpyBaHH]
aBTeHTUMIKAITHIX AaHUX KopucTypada [10].

HEIepeAbadyBaHy  TPaHCHOPMAIIIFO

Ckaapnicts cygacaux MIP, posmoaiaenicts ix
aImapaTHUX Ta OOYNCAIOBAABHHX CKAAAOBHUX CYIIPO-
BOAKYIOTBCA IIOABOIO aTaK BTOPTHEHHSA, 33 AKHX He-
ACTAABHHUX MEPEKHHUIT BY30A HAMAra€TbCA 3BEPTa-
tHch A0 indopmariiiaol BA MIP BiaA imeni ii Aera-
ABHOI'O BIAAAAGHOTO By3Aa. Taki aTaku IABHIIYIOTH
BUMOI AO KOHTPOAIO IiAiCHOCTI iH(OPMAIIHHIX
mpoieciB, 0cooAuBo mpu mepeaadi I3OA,

Sk OAMH 3 32XOAIB IIOKPAIIICHHS KOHTPOAO Ii-
AICHOCTI MOKHA 3aIIPOITOHYBATH PO3ITOAIA 3aTaABHO-
ro cekpery (I1apoAf) Ha ACKIABKA YACTHH, IO 30epi-
rafOTbCA Y PIBHUX CKAAAOBHX EAEMEHTaX (By3AaX)
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MIP. Ilpu mpomy aoctym Ao ISOA mae AoaatkoBo
OOMEKYBATUCh KOHTPOAEM BIAHOBAGHHA IIOBHOTO
CEKpeTy.

Basasmm Ao yBarm e, 1o nporpamuani koo MIP
PO3AIAIOETBCA Ha KAIEHTCBKY 1 CEpBEPHY YACTHHH,
IIPUYOMY, OCTAHHIO PEKOMEHAOBAHO PEAAI30BYBATH
32 IIAPyBATOIO APXITEKTYPOIO BIAIIOBIAHO AO BHMOT
cranAapty [11], 3 ypaxyBaHHAM BHCAOBACHHX 3ayBa-
KEHb Ta IIPOITO3UIIIN CXeMa B3a€EMOAIl KopHcTyBayJa i
MIP npu axryaaizamii I3SOA Burasaatume HacTym-
HIM YHHOM.

1. Kopucrysau 3Bepractoca Ao MIP, mabuparo-
Y1 IOTO MEPEKHY aAPECY.

2. CepBep, OTpUMABIIIN AaHI Oe3 I1apameTpiB, Ha
piBHI y3roAKyBaAbHOTO apxitekrypHoro mapy (VL)
BCTAHOBAIOE ceaHcoBi mapamerpu: M (MOAYAB rpy-
1) 1 G (TBIpHHI €AEMEHT), TeHEPY€E BUITAAKOBE IHC-
Ao A, obuncaroe X = G (mod M) i Bkarouac BeAn-
unan M, G, X ao ckaaay html koay crapropoi cro-
PIHKH, ITIO TIEPEAAETHCA KAIEHTY.

3. KopuctyBad BBOAUTE y 3aBAHTAKCHIH CTOPIH-
i aprenTudikamiiai Aani C (AOIiH, MAPOAB, KOA Ta
piBEHb AOCTYITy, TOIIO) Ta IHIIIFOE CHPOOY OTPH-
MaHHA AOCTYITy (BXOAY) A0 MIP.

4. AkTHBHA CKA2AOBA KAl€HTCBKO! wactuHm MIP
00UIHCATOE

reHepye qucAo B,

Y =G*(mod M), K=X®(mod M), rmudpye 3a

aoromororo karoda K Beeaeni aaui D=F(C,K) Ta

BHITAAKOBC

repeAac Ha cepsep mapamerpu Y ta D.
5.1. Cepep, Ha VIII

K=Y A(mod M), acmmdpye uepeaani

C =F*(D, K) i mepeaac ix ma pisens aprenTndika-

piBHI OOYUCAFOE

AAHL

mitigoro 1mapy (ALLD), AoAarodm 9acTHHY CEKpeETy,
10 30€epiraeThCsA Ha AAHOMY ITIapi.

5.2. AIIl mepeBipsie KOPEKTHICTb AAHHUX, BHKO-
pucroByroun BAacHy BA. 3a yMOBH INATBEpAKCHHSA
IIpaBa AOCTYITy, IIEPEAAE 3AIIUT AO IIAPY AOCTYIIY
(IIIA), tparcaroroun cexkper ALLl Ta AoAarodm BAac-
HY YaCTHUHY CEKPETY.

5.3. IITA o6’eanye yci vacTuHE CeKpery (KOpHC-
tyBaua, AL, IIIA i BaacHy), mmepeBipse HOro KOpek-
THICTB. 32 ITIO3UTHUBHOIO PE3YABTATY IIEPEBIPKH, BH-
Ay4ae 3 BaacHoi BA I3OA (y sammdpoanomy Bu-
rAfAl) I 1 mepeAac i AK BIATIOBIAB.

5.4. ALl tpancaroe I; a0 VIIIL

55.VIII mmmdpye aami xarouem K I;=F(s K),
BCTAaHOBAIOE HOBI 3HaveHHdA A, M, G, X Ta mepeaae
KAleHTY y ckAaal html Biariosial mapamerpu I, M, G, X.

0. Kaienrcpka wactuHa Aermudpye OTpHUMaHI
aani 32 katouem K: [(=F' (I, K), aemmmcbpye pesyab-
TAaT 3 BUKOPHCTAHHAM IIaPOAf, BBEACHOTO KAIEHTOM
I=F'(I;, C). 3a BIpHOTO BBEACHHS MAPOATO KOPHUCTY-
Bau orpumac I3OA y Biakpuromy Burasai I Ilpu
HACTYIIHIIT KOMYHIKAIIll HOBTOPIOFOTECA HII. 4-0.

V cxemi BUKOpHCTaHI HACTYIIHI IPUITYIIEHHA.

— VsroaxeHHs ceancoBoro karoda K (m.1-4)
BiAOyBaeTbes 3a mporokoaoMm Aidpdi-Xeaamana Ha
AuckpeTHOMY Aorapudmi. Okpemi AeTasl Horo pea-
Alzamii AASL KAIEHT-CEpPBEPHOI TEXHOAOrI OOMiHy 32
rnporokoaom HTTP ommucano y [10]. Moxause Bu-
KOPHCTaHHA AOBIABHOIO IIOAIOHOTO IIPOTOKOAY i3
33A2HOIO TexHiYHHMMH ymoBamu Ha MIP kpumro-
rpapiIHOIO CTIFKICTIO YH IIIBHAKOAIEIO 32 YMOBHU
HafBHOCTI OOMEKEHb HA OOYHCAIOBAABHY ITOTYHK-
HICTb KOMYHIKAIIMHUX IPHCTPOIB (HAIIPHUKAAA, AAA
poboru 31 cmaprdoHaMu Un KomyHikaTopamu). CAiA
3a3HAYUTH, IO 34 3a3HAYCHHUM IIPOTOKOAOM 3a0e3-
IIEIy€EThCA yOE3IEeUeHHA aBTEHTUMIKAIIITHIX AQHHX
kopuctysada MIP. 3axucr I30A peanisyersca aoaa-
TKOBO, BIAIIOBIAHO, AO BHOOPY IIPOTOKOAY Yy3TO-
AKEHHSA BUMOTH MOKYTh OYTH IIOCAAOACHI.

— VYV apxiTekTypl cepBepHOI YaCTHHU BHAIAEHO
Tpu mrapu. Taka KIABKICTB BOAYAa€ThCA MIHIMAABHOFO
AASl AOTTIHOIO BIAOKPEMACHHA 3aAaY  Y3TOAMKCHHSA
CEAHCOBHUX KAIOYIB, IEPEBIPKH aBTEHTH(IKAIIHHIX
AQHIX KOPHCTYBa4a Ta OTPHMAHHA AOCTYIIy AO BA,
o 36epirac I3OA, 3a HagBHOCTI OIABIIOL KIABKOCTI
mapis, ix Qyskmia Aag «pyxy» I3OA Oyae mpocro
TPAHCAAIIINHOIO, MOKAHBO, 3 AOAATKOBHM KOHTPO-
A€M IIAICHOCTI Yepe3 AOAABAHHA BAACHUX YAaCTHH
CEKpEeTy 3a THM CaMUM IIPHUHIIUIIOM, IIIO 1 IIpH pyci B
TPHOX HABEACHUX aPXITEKTYPHHUX IIIapax.

— Oyuxmia mmdpysannsa F moxe Oyru BuOpa-
Ha AK 3 CTAHAAPTH30BAHUX KPUIITOAATOPHTMIB, TaK 1
peaAizoBaHa y aBTOPCBKHE cIrocid. Bukopucramma
OAHAKOBHX [ AAfl PI3BHEX 32Aa4 IIEPETBOPEHDB AAHIX
3aCTOCOBAHO AAA CHPOIIEHHA (POPMYAIOBAHHA KO-
MYHIKAIIIIHOI CXeMH, IIPOTE, IIAKOM AOITYCKA€THCA
BUKOPUCTAHHA MHOXKUHU I K y pI3HHUX cepBEpPHHX
APXITEKTYPHHX IIapax, Tak 1 y PI3HUX eTarmax oopoo-
ACHHSA AQHUX KAIEHTCBHKOIO YaCTHHOIO (II. 0).

— AsrenTudiKarifini AaHI KOpPHCTyBada CKAQ-
AAFOTBCA fIK 3 AOTIHY-ITAPOAIO AASl BXOAY A0 MIP; Tak i
3 IMAPOAIO AAf AetitudppyBanHs nepeaanol I3OA, Aami
AASl BXOAY IIEPEAAFOTBCH BIA KAlEHTa AO cepsepa (V
mudPOBAHOMY BHIASAL), APYTHH ITAPOAB 30epiracTh-
€A BUKAIOYHO Y KOPHCTYBa4a i came HOro TA€MHICTb
BH3HAYATHME HAAIITHICTD yciel akryaaisamii I3OA,
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Haseaena cxema 3abesmeuye saxuct [3OA BiA
OE3II0CEPEAHBOIO O3HANOMACHHA Ha YCIX eTamax
PYXY BIA cepBepa AO KAleHTa. YacTHHA KAIEHTCHKOTO
IIAPOAIO, IO HE IEPEAAETHCA KOAHHM KAHAAOM,
YHEMOKAUBAIOE BipgHOBAEHHA I3OA dwepes i mepe-
XOIIACHHSA y KaHAAAX 3B’A3KY 1, HaBITb, IIPH AHUCKpE-
auranii CYBA, datiroBoi cucremn cepBepa 4u BH-
KPaACHHA YCIX ImporpaMHux KoAis MIP.

Bukopucrannsa ceaHCOBHX KAIOYIB 3a0e3rredye
CTIHKICTh CXEMH AO aTaK 3 HAKOIIMYEHHAM II€PEeAa-
HUX IaKeTiB. Y OYAp-KOMY pasi, 3 IIEPEXOIIACHUX
ITAKETIB MOYKAMBE BIAHOBAGHHSA AHIIIE aBTEHTH]IKa-
LIfHOTO ITAPOAIO  KOpHCTyBada. AAfl OAEpKaHHSA
I3OA y BIAKpHTOMY BHIASAI HEOOXIAHA AOAATKOBA
YaCTHUHA ITAPOAIO, fiKa, AK 3a3HAYAAACH BHIIE, HE
IIEPEAAETHCA IIPU KOMYHIKAIIIAX.

Kpumrrorpadiuna CTIHKICTD IITOAO ITEPEXOIIACH-
HA aBTCHTH(IKAIIIHAX AAHUX 320€3IIe9yeThCd 00pa-
HIM IIPOTOKOAOM aCHMETPHYHOI Kpunrorpadii 1 Mo-
ke OyTH BCTAHOBAEHA HA AOBIABHOMY PIBHI, BIATIOBIA-
HO AO BHMOT, ITIO BUCYBarOThCA I1pu ctBoperHi MIP.

BucnoBku. Po3rafHyTo OCHOBHI BHMOTH AO
pobotn 3 I3OA y BIAKPHTHX MeperKax Ta IPHHITHITI
ITOAIAY BIATIOBIAAABHOCT] 32 iX TIOPYITICHHS.

3aIpOIIOHOBAHO Y3araABHUTH BHMOTY AO ITH(-
pysauus I3SOA Ha yci BUAM 30epiraHHsA 9H IIEPETBO-
pEHHA, a HE AHMIIE HA TPAHCAAIUIO HE3AXUIIEHIMHI
KaHAAAMH. 3 METOIO TapaHTYBAHHA YYACTi ACTaABHOTO
KopucTtyBada y nporeci orpumanssa [30A mporony-
€TBCA PO3AIACHHSA HOTO TAPOAFO HA ABI YACTHHL.

Haseaena crpykrypra cxema akryaaisarmii I3OA
y BIAKPHTIIT Mepeki. Y CXeMmy BIPOBAAKEHO IIPHUH-
LIAII CEAHCOBUX KAIOYIB Ta KOHTPOAIO IIAICHOCTI
yepes PO3MOAIA CEKPETY Ha CKAAAOBI YaCTHHI.

[lepcriekTHBI IOAAABIIINX PO3BIAOK BOAYAIOTH-
cA y CTBOpPEHHI IporpamHOi peaaizamii cxemu Ta if
BUIIPOOYBAHI 32 PI3HUX IIPAKTUIHHX YMOB.
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AKTYAAMN3AILTUA NTH®OPMAILIVHN
C OTPAHMMYEHHDBIM AOCTYIIOM
B CETEBBIX PECYPCAX

AAs BkATOUEHHA MH(MOPMAIIUH C OIPAHHYEHHBIM AOCTY-
mom (McOA) B cereBoit HHMOPMALMOHHBIN pecypc
(CUP), pasMelleHHBI B IyOAHYHOH, IAOOAABHON HAHU
OTKPBITOH CETH HHOIO THIIA, HEOOXOAHUMO IIPOBEACHHE
MEPONIPHUATUIL IO €€ AOIIOAHUTEABHOIT 3arure. Cyrmect-
BYIOIIHE TPeOOBAHMA 3aPEIaroT cymectBoBanne McOA
B OTKPBITBIX KAHAAAX CBA3H, HO HE OIPAHHYMBAIOT €€
cymectBopanne B cocrabe CHIP — B mporpamMMHOM KOAg,
6a3ax AAHHBIX U T.II B crarbe mpearoKeHa cxema B3au-
MOACHCTBHSA ITOAB30BATEAA M CETEBOIO HHMOPMAIINOH-
HOTO pecypca AAf OesomacHOI akTyasmsarun KIcOA c
OTK430M OT €€ CYILECTBOBAHUA B OTKPBITOM BHAE Ha BCEX
STAIIAX CXEMBI, Kpome mocacAHero. [IpearokeHo pasae-

ACHHE ayTeHTH(UKAIIMOHHBIX AAHHBIX IIOAB30BATEAS HA
ABE KATETOPHH, BBIACACHHE TPEX aAPXUTEKIYPHBIX CAOEB
CCPBEPHON YACTH U PEAAMBAIHIO KOHTPOAA IIEAOCTHOCTH
HH(OPMAIIOHHOTO OOMEHHOIO IIPOIECCA IIyTEM PasAe-
AeHHA OOIIEro CEKPera IO PA3AHYHBIM CTPYKTYPHBIM
SAEMEHTaM. PeaAnsarius IpeAAOKEHHEIX CPEACTB IIO3BO-
AUT YAYYIINTh HH(OPMAIIHOHHYIO OE30IACHOCTh IIyO-
Amgspix CHP, ocobenno Tex, koTopsle coaepxxar MIcOA,
Karouepnle caoBa: HHGOPMALIMOHHAA OE30IIACHOCTB,
WWW-pecypc, sarura AaHHBIX FIcOA

RESTRICTED ACCESS
INFORMATION ACTUALIZATION
IN NETWORK RESOURCES

For including of restricted access information (RAI) in
network information resource (NIR) especially for such
placed in public, global and other open networks it is
necessaty to organize additional security actions. Existing
requirements prohibit RAI transfer through the open
channels, but state no limitations for RAI placing in NIR
parts — program codes, files, databases etc. In the present
work the user and network resource interconnection
scheme is proposed for restricted access information
actualization. RAI does not exist in open form in every
part of scheme, except the last one — visualization. Au-
thentic user’s data is proposed to be divided onto two
categories. Server part is constructed from three architec-
ture layers. Integrity control is realized with secret distri-
bution by different structural elements. Realization of the
proposed scheme allows increasing of public NIR infor-
mation security especially with RAIL.

Keywords: information security, network resource, data
protection, spoof action, restricted access information.
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