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MOAEAB KOH®AIKTHUX CUTYALIIN B YITPABATHHI
TH®OPMAILIIMTHOIO BE3ITEKOO

Amurpo Aomape, Ara Musoxkym

ITpobaema ynpasainna ingopmayiinor besnexor 6umikace 3 HeoOXIOHOCHE NOMYK) WULAAXIE NIOSUMEHHA ePDeXIIUBHOCHIE
Dynryionysanns ingopmayitinux cucmem 0epasu 6 cydacnux ymosax. Aaa 6ubopy adexsammux npomudili 3azposam in-
DopMayitinot besnexu ma amarxam caid 3acn0c08)y6anii Mooei 63aEMo0li copit KOHPAIKMY 1mia Modesi KOHPAIKMHUX cUunty-
ayiti 6 ymosax Hesusnauenocmi. Kongaikmmi cumyayii 6 ynpasainmi ingopmayifinorn Gesnekor Oepiasu imodensosari 3a
crmpameziuro-imMosipricHim nioxodom. Onticaro npoyec KOHPAIKNY AK nepeMinHuil npoyec 3 060Ma HIaHAMY 1A 6100M010
Mampuyero nepexodis. Hasedero gpopryau 012 pospaxynry imMosiprocmedi inmepeansrix nepexoois Mix cnmanamis amax ma
saxcuemy. Cmsopero Modeas KOHPAKMHUX cumyayili 8 ynpasainmi ingdopmayitinoo Gesnexor, axa 3asdaxu Gopmaniayii
Hpoyecy peazy8arin cucmemMu YRpasAiHHA IHPOPMayiliHorw Gesnexor Ha amari 0ae Moy asmoManiu3o8ano npoeHo3yeanti ix-
mepeaty cmary Oesnexu ma mpusasocmi S10HOBAEHHA CUCHIEM THPOPMayitioi besnexu nicas anax.

KarouoBi cAoBa: meopia Korgaixmy, modeas npoyecy xorgaixmy, Mapriscoxus npoyes, HanieMapriscokui npoyec, cu-

cmeMa ynpasainna ingopmayiinor besnexor, CYID.

AxrtyassHicTb. [IpobGaema yrpasainna iadop-
MAIIHHOIO OE3IIEKOIO BUTIKAE 3 HEOOXIAHOCTI IIOIIIYKY
IIASIXIB  ITHABHITICHHA e(PEKTHBHOCTI (DYHKITIOHYBAHHA
idopmaniiianx cucrem (IC) AepiaBu B cydacHUX
YMOBaX; OIIHKM e(EKTUBHOCTI ITOOYAOBH HAyKOBO-
METOAMYHOIO arapary Ta (PYHKIIOHYBAHHA CHCTEM
idopmariiianol Oesrrexn  (IB)  Vipainm; pospodku
HAYKOBO-METOAMYHHX OCHOB, TEXHOAOIIH Ta 3acO0iB
aHaAI3y, i opMarLiHO-
AHAAITUYIHOI IIATPUMKHU IIPOIECIB IPUMHATTA PIIIICHD
moAO 3abesneuenns 1B Vipainm; pospoOku MeToAnk
Ta IHCTPYMEHTAPIrO OIIHKK cTaHy iHdOpMAaIIiiiHol Oe3-
IICKH AK CKAAAOBOI HAITIOHAABHO! Oe3IeKH Y KpaiHu.

Ha TAi 3pocTaHHA BUKAHKIB 1 IIOCHACHHS 3arpo3
HAITIOHAABHIN Oesneri 30epira€TbcA HEBIAIIOBIAHICTD
cekTopy Oesrekn 1 00OpoHH VKpaiHu 3aBAAHHAM 3a-
XHCTy HAIIOHAABHHX IHTEPECIB, IIIO0 XaPAKTEPU3YEThCA

IIPOTHO3YBAHHS "

HE3AATHICTIO YKpaiHN IIPOTUCTOATH HOBITHIM BUKAH-
KaM HAITIOHAABHIN Oe3Ieri (ABHIMAM 1 TEHACHIIAM,
IO MOKYTh 32 IIEBHHX YMOB IIEPETBOPHTUCA HA 3a-
IPO3U HAIIIOHAABHHM IHTEpEcaMm), IOB'S3aHUM i3 3a-
CTOCYBaHHAM 1H(OPMALIHHUX TEXHOAOIIH B yMOBaxX
raobaaizarii, HacamriepeA kidbepsarposam [10].

30cepeAKeHICTE Ha KOPOTKOCTPOKOBHX ITIAAX,
HEXTYBAHHA IIOTPEOAMU CTPATETiYHOIO PO3BUTKY
CYCITIABCTBA 1 ACP/KABH IIOCHAIOIOTH 3aIrPO3H HAIliO-
HaABHIN Oe3merni 1 ITOCAAOAIOIOTH CIIPOMOKHICTB
Vkpainn 3axummaTta cBoi HanioHaAbHi iHTepecu [10].
AAfl IABUINEHHA KOOPAHMHOBAHOCTI Ta KOHTPOAIO
AlfIABHOCTI AepkaBHEX opraniB ccepi I1b aepxasu,
ITOCHACHHA IX 1H(OPMAIINHO-aHAAITHYHOTO 1 Opra-
Hi3amiiHoOro 3abe3redeHHA ICHye ITOTpeba BAOCKO-
HAACHHA CHCTEMH VIPaBAIHHA 1H(OPMAIIHHOIO
oesnexoro (CVIb) aeprxasu.

[Tonarra «iH@OpMAIIiiHA Oe3IIeKa ACP/KABI» BH-
TIKA€ 13 HOHATTA HAIIOHAABHOI Oe3mmeku i o3Hadac

3aXMINEHICTh KUTTEBO BAKAUBHUX IHTEPECIB AFOAMHHI
1 TPOMaASIHUHA, CYCIIIABCTBA 1 ACp/KaBH, 32 fKOI 3a-
OE3IEUYyIOThCA CTAAUN PO3BUTOK CYCIIABCTBA, CBOE-
JacHE BUABACHHA, 3aIT00IraHHA 1 HeHTpaAi3aria pea-
ABHHX Ta HOTEHIINHUX 3arpO3 HAIIOHAABHHM IHTeE-
pecam y cepax Ib, zaxucry indopmarii, IT Ta in-
mux cepax AEpHKAaBHOIO YVIPABAIHHA IIPH BUHHK-
HEHHI HEraTUBHUX TEHACHIIH AO CTBOPEHHSA IIOTECH-
LIFHUX 200 PEAABHUX 3arpO3 HAIIOHAABHHM IHTE-
pecam [9]. 3axuct iHdopmarlii IpeAcTaBAie COOOO
BAKAHBY YaCTHHY YCbOI'O KOMITACKCY 3aXOAIB Ta Me-
TOAIB, OpIEHTOBAHUX Ha 3a0e3redeHHsA H(OPMAIiH-
HOI Oe3mekn Aepxasa [3].

CAIA BIABHAYHTH ABlI KAFOUYOBHUX OCOOAHBOCTI
IIPOIIECY ITPOTHAIL 3AOBMUCHIKAM B ypasAigsai IB.

ITo-neprre, mpu 3axucti IC 1HOAI 3aCTOCOBYIOTD
METOAU AAANTAIl CHCTEMH AO 30BHIIIHIX YMOB, IIIO
3MIHIOIOTBCA. Takuil IAXIA € eEeKTHBHHUMU AHWIIIE
AAfl THACTPOIOBAHHA CHUCTEMH INA 3MIHH IIapamerpis
3OBHIIITHIX 3aBaA Ta IITyMiB IPHPOAHOTO ITOXOAKEH-
HfAl, TOOTO IpH KOH(AIKTI 3 IPHPOAHHM CYIIPOTHB-
Hukom. [Ipu 60oporsbi 3 "posymHHM CynpOTHBHU-
KOM', 30KpeMa, 31 3AOBMHCHHKOM, AKHH IIPOBAAUTDH
aTaKW Ta HECAaHKIIIOHOBaHi BToprHeHHAMH B IC Aep-
AKABH, aAAITALIA IIPAKTHYIHO MapHA, TOMY IO BOHA
32 BU3HAYCHHAM — ITACHBHA PEAKIif HA 3MIHH 30B-
HimHIX ymoB. Ilpm aaamrramii ma All posymHOTO Cy-
IIPOTHUBHUKA CTOPOHA, IO 3aXUINAETHCH, 3aBKAU
BiAcTaBatiMe B iH(OpMaALIIiHIE OOpOTHOL, AK MiHI-
MyM, Ha OAHH Kpok. OTike, Teopid KOH(MAIKTY 3aB-
AU € OIABIII AOIIABHOIO AASl 3ACTOCYBAHHS, HDX
Teopif aAAIITAITi.

[To-Apyre, KAIOYOBHM IIPHHIIUIIOM CHCTEMOTE-
XHIKH CKAAAHHX CHCTEM € 'Ha 00poOmi iHdopmariii
CKOHOMHTH B OCTaHHIO 4epry'. ToMy B pamkax Teo-
pii kKOHMAIKTY He Tpeda 30CEpEAKyBATUCH HA IIPOC-
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TOMY HApOINYBaHHI PECYpCiB 3aXHCTy 4Yepe3 Te, IO
BUTPATH Ha 3aXHCT BiA aTAKYIOUHX BIIAUBIB, AK IIpa-
BHAO, Ha ITOPAAOK OIABII, HIK BUTPATH HA iX CTBO-
pernsa. HaltOiAbI edpeKTHBHIME y LIBOMY CEHCI Oy-
AYTb METOAU 3aTATYBAHHA CYIIPOTHBHHKA B €CKaAa-
LIITHY aTaKy, CTBOPEHHA ITACTOK, XMOHUX BPa3AHBOC-
TeH (Tak 3BaHUX '"'MEAOBHX ITACTOK'), AEMOHCTpPAILIiil
BIICBHEHOCT] 200 PO3IyOAEHOCTI TOIIIO.

BpaxoByroun BHKAaseHE, PO3LAAHEMO 3aIIPO-
IIOHOBAHY MOAEAB VIIPaBAIHHA 1H(OPMAIIHHOIO
OE3IIEKOIO B PAMKAX 3araABHOI TeOPil KOHMAIKTY.

3anponoHoBaHa MOAEAB. AAsl BUOOPY aACKBa-
THUX IPOTHALN 3arposam Ib Ta aTakam caia 3acroco-

BYBATH MOAEAI B3a€MOAIL CTOPIH KOHMAIKTY Ta MOAE-
Al KOH(AIKTHHX CHTYyALll B yMOBAX HEBH3HAYCHOCTIL.
KoudaikrHi curyartii B yrpasaiaai Ib aeprkasu 3mo-
ACABOBAHI 32 CTPATEriYHO-IMOBIPHICHIM ITIAXOAOM,
ormcaHuM B [8§].

Aas IC aepxaBu, AKI € AUCKPETHUIMHU CHCTEMA-
MU 13 3aIi3HIOBAHHAM, IIPOIIECH IIPOTHOOPCTBA MIK
CTOPOHAMH, OAHA 3 AKUX ATAKYE, a 1HIA — 3aXHIIa-
€Tbcs, B 3araAbHOMY BHIAAKy (1) ommcyrorbes piB-
HAHHAMH 3 apIyYMEHTAMHM, IO BIAXHASIOTBCA 20O
AUDEPEHINAABHO-PISHULIEBUMHE  PIBHAHHAMUA  [0].
MareMaTH9IHO CTOPOHH TIPEACTABAEHI CHCTEMAMHU
Satt (ra, 1o arakye) i Spro (CVIb aepixasn).

Y;;ro (t) = fpro (t’Ypro (t)lYpro (t - 2-pro)1U pro (t)’ Yat (t - Tatt)’ Z pro (t))’

Yz;tt (t) = fatt (t’Yatt (t)'Yatt (t- Tatt)'Uatt (t- Tatt)’ Y oro (t), Zy (t))7

A€ Ypro 1 Yat — Bexropu craHy cucreM Spro 1 Satt Bia-
LIOBIAHO; Tpro 1 Tatt — 3AI3HIOBAHHS B Spro 1 Satt BiAIIO-
BiAHO; Upro(t) 1 Uan(t) — Bekropn ympasains B Spro i
Satt BIATTOBIAHO; Ypro(t) — BekTOp BriamBiB Spro Ha Satt;
Yatt(t) — Bexrop BriamsiB Sat Ha Spro; Zpro(t) i Zan(t) —
BEKTOPH BHUIIAAKOBHUX 30YpPEHB, IO AIFOTH Ha Spm 1
Satt BIAOBIAHO.

Mera CVIb AepkaBu — MakCHMi3yBaTH BAACHY
eeKTUBHICTD Ta 3HU3UTH €(DEKTUBHICTD IIPOTHACK-
HoOi croponn. Ha imTepBaal criocrepexenns tE[O;t*]
CVIb AepaBH AOCTYIIHI AHIIE IIPO CTPATETIFO ITO-
BEAIHKH CYIPOTHBHHKA 1 AaHI IIPO ITOTOYHHH CTaH
Ypro 1 Yat, crimparounce Ha fki MOKHA BUPOOASATH
marikpami ynpasaiaas Upro(t), Biausu Ypro(t) i mpo-
THO3YBaTH KiHIIeBHH pe3yAbTar. HeoOxiaHO Bupiry-
BATU 33A29y KOH(MAIKTY 3 AOAATKOBUM KpHTEpieM
MiHIMI3aIIii AOAI PECYPCY, IO BIABOAUTBCA HA 32aXHUCT,
200 3 OOMEKEHHAM Ha AOIYCTHUMY BHTPATY L€l AOAL
pecypey. B (1) BuAireHHA wacTHHE pecypcy Ha 3aXO-
AML 3aXHCTy 20O KOHTPATAKH IIPEACTaBAEHE (DYHKITI-
€10 Ypro(t). Pesyaprar 06panoi crparerii Ta moBeain-
KH CTAHE BIAOMHI AHIIIE Y MOMCHT YaCy t.

Edexrusrocti cucrem Spro Ta Sa Ha iHTepBani
CITOCTEPEKCHHS te[O;t*] (Epro Ta Eat BiAoBiaHO) B
3araABHOMY BHIIAAKY € HEAIHIHHME (DYHKIIIOHAAA-
mu crasiB Ypro, Yatt 1 Bextopi Zpro(t) 1 Zan(t) Biarmosi-
AHO. STk BunamBae 3 (1), BoHE B3aeMOTIOB’A3aHI.

AAs poss’azanusa piBHAHB (1) cAIA 3acTOCOByBa-
TH METOA arpokcumariii ['ayca B mMaAlil okoAunri To-
490K ekcTpemyMiB Epro 1 Eatt 3 ypaxyBanmsam unnHIKA
HOPMaAi3arlii BUITAAKOBHUX IIPOIIECIB Y BEAHKHX CHC-
temax [1]. Bupasu edpexruBHOCTI B TAKOMY BHIIAAKY
MAFOTB BHTASA (2).

©)

K
Epro = IYids (t)dt, Epro — max ypro;
: @

¢
Eatt = J.Yan (t)dt; Eatt —> Maxy,,.
0

Posrasaemo mporiec okpeMoi KOH(AIKTHOI CHTY-
ariif, HAIPHKAaA, cripodu Aesirdopmari. Hexaii rre-
pImra TOAIS KOH(AIKTY BIAOYBAETBCA Y MOMEHT Hacy
t1=tq, I-a moais — y MOMEHT 4acy li=T1+To+.. . 4T, A€ Tj
(ie{l, 2, ...}) — mesarexui HeBia'emni GesnepepsHi
BHUIIAAKOBI BEAMYMHM. Tj TPH 1>2 MAIOTH OAHAKOBY
miabHicTs iMosiprocTi ho(t)=hs(t)=...=hi(t)=h(t), a 71
MOKe MaTH iHmy miiabHicTs iMoBiprocTi hy(t).

IcayroTe TpM YACTKOBI BHAHM IIPOIIECY BIAHOB-
AGHHA CHCTEMH, IO ATAKYETHCA B 3AACKHOCTI BIA
BUOOPY ITOYATKY BiAAiKy gacy [2].

Axmmo i (t)=h(t), mae micue mpocmui npoyec sionos-
Jer}A, A€ YCl BUITAAKOBI BEAYHHH Tj MAIOTh OAHAKOBY
miiapHicTh iMosipaOocTi N(t). Crpareris saxucry B Taxo-
My BHIIAAKY € IIPOCTOIO 1 IPEACTaBAAE COOOIO HEpio-
AWMYHY IICEBAOBHITAAKOBY 3MIHY METOAIB 3aXHCTy (Ha-
IIPHKAAA, KOHTPATaKa 1 OAOKYBAHHS aTAKYFOUHX ALF).

Sxmmo hy(t) i h(t) me 060B'13K0BO OAHAKOBI, Mae
MicIie sacanvrutl (Modugikosanui) npoyec 6i0Ho6.erHA, A€
BHKOHAHI yCl YMOBH IIPOCTOTO IIPOIIECY BIAHOBACH-
Hfl, 32 BHHATKOM TOTO, IO TPHUBAAICTB BIA ITOYATKY
CIIOCTEPEKEHHA AO MEPIIOI ATAKH MaE pOSHOAjA,
BiAMIHHHIIT BiA perrru mratHoi poborm. Crpareria
3aXHCTY B TAKOMY BHITAAKY € aHAAOTTYHOIO.

Axio hi(t) mae Burasa (3), mae vicue arayionapruni
npoyec 610106.1¢HHA, AKAH MOYKHA POSTAAAATH AK IIPOCTHUIL
IIPOLIEC BIAHOBAEHHSA, B AKOMY KOH(AIKT IIOYaBCA 3a-
AOBIO AO IIOUATKy crocrepeskenHs (I——o0), a crocre-
peKeHmst mporecy nounHacTbes y moment t=0.

324



3AXVICT IHOOPMALIIL, TOM 16, Ne4, JKOBTEHb-I'PYAEHD 2014

1- F(r)

h(t) = 3)

T
ae F(t) — dyukuis posnoaiay (4), sxa BusHavae iMo-
BIPHICTB TOTO, IIIO aTaKa BIAOYAACh AO MOMEHTY T; My
— cepeAHiit gac 6e3BIAMOBHOI pOOOTH.
T
F(r)=P{r <t}=[h(t)dt. @)
0

3araapHnii BrauB mpoiiecy kou@Aikry Ha CVIb
ACPIKABH PO3LASAACTHCA AK CYMa HE3AACHKHHUX CACME-
HTapHHUX BHUITAAKOBHUX BIIAUBIB, B fikomy. [Ipu mpomy
KOXKEH 3 AOAAHKIB YMHHUTH MAAHI BIAHB Ha CyMy 1
XapaKkTep CYMapHOTO IIOTOKY ATAKYIOYHX AIM € ITyac-
COHIBCBKUM |[2].

Hexait morik arak ommcyerbca 3akonom Ilyac-
COHA 3 [IAPAMETPOM IHTEHCUBHOCTI A fIK IIOTiK BHMOT
Ha OOCAYroByBaHHSA. PO3rAfHeMO OAMH 3 €AEMEHTIB
CVIb — mpocTtuii anapaTHHI 9H IPOrPaMHUHN 3aciO.

Crouatky eaement CVIbB Biapamit. 3arposa adbo
araka (3afBKa Ha OOCAYTOBYBAHHSA) 3'fBAACTBCA ITICAS
BUIIAAKOBOTO 1HTEPBAAY dHacy ™Y, excrionenmiino
PO3ITOAIAGHOTO 3 TIapaMeTpOM A. Eaemenr CVID y
BIATIOBIAb HETafHO IIOYMHAE 3aXHCT 200 KOHTPATAKY
(oOcAyroByBaHH#), Yepes IO OAOKYETBCA IIPOTATOM
acy OBCAYTOBYBAHHA T 2, i HOBi 3aABKH HA OOCAY-
TOBYBaHHA HE NPUUMarOThCA. KoAm eaeMeHT 3BiAb-
HACTBCA, IPUIMAE YE€PIOBY 3asBKy Ha OOCAYTOBYBaH-
Hfl, 110 3'BHAACS ITICAS IHTEPBAAY Yacy % it

Tun mporiecy BIAHOBAGHHA CHUCTEMH, ITIO 3aXH-
IAETHCA, 3AACKUTD BiA CTATHCTHYHUX XapaKTEPUCTUK
IIOCAIAOBHOCTEN BHUIIAAKOBUX BEAUYNH ratti 1 Tproj,
(i,j € {1, 2, ...}). Buxoasun 3 mpumymeHHs IIPO
IIyaCCOHIBCBKUI XapaKTep IIOTOKY 3afABOK, OOHABI
ITOCAIAOBHOCT] BHITAAKOBHUX BEANYHH B3a€EMHO HE3a-
AexHI, Bummaakosi BeAnmaman ratti — He3aAEKHI 1 OAHA-
KOBO CKCIIOHEHIIIITHO PO3IOAIACHI 3 mapamerpom A.

ro .
P j — TAKOK HE3AAEKHI 1 OA-

IrrepBaau OAokyBamHA T
HAKOBO PO3ITOAIAEHI 3 ITIABHICTIO IMOBIPHOCTI hpro(t).

3 Touku 3o0py Ib AeprkaBu, HAMOIABIINI IHTEpEC
IIPEACTABAAIOTD IIPHHHATI 3aABKH, TOOTO TOYKOBHI
mporiec. 3a BUKAAACHHX BHUIIE YMOB yTBOPIOETHCA
3araAbHHNA (MOAMIKOBAHHUI) IIPOIEC BIAHOBACHHI,
B AKOMY IHTEPBAA AO IIEPIIO] ITOALL 11=1°Y ekcroHe-
HIIIITHO PO3ITOAIAGHHH 3 TapaMeTpOM A a iHTEpBAAT
AO HACTYITHHX IIOAIH To=1""° 2+Tatt2 T3=1" O3+1:att3 1T. A
MalOTb OAHAKOBY IIIABHICTH IMOBIPHOCTI Y BHIAfAAL
3TOPTKA hP™(t) BiaHOCHO ekcroHeHIITHOTO posro-
AIAY IHTEPBAAIB aTaK.

Ha pisai CVIb AepikaBu pO3rAsiAaroTbCA ABI
B32€EMHO HE3aACKHUX IIOCAIAOBHOCTI HeEBIiA'€eMHHX

Oe3nepepBHUX BUIIAAKOBUX BEAHYMH: MOMEHTIB aTa-
KYFOUHX AIIl 1 MOMEHTIB 3aXHCHHX AlH (9H KOHTp-
arax) — siamosiaro 1041 % (0, j € {1, 2, ...}). Bu-
IIAAKOBI BEAMYMHHA B MEXAX KOKHOI 3 ITUX ITOCAIAOB-
HOCTEH TAKOK HE3AAEKHI MK COOOIO 1 MAIOTh OAHA-
KOBI 1iAbHOCTI iMOBipHOCTI h2(t) i hP"°(t) Biarosia-
HO. UepryBaHHA BUITAAKOBHX BEAHYHH 3 ABOX ITOCAIL-
AOBHOCTEN (IHTEPBAAIB ABOX THIIB) YTBOPIOIOTH II€-
PEMIHHHI TOYKOBUI ITpoIeC BIAHOBACHHSA (puc. 1).

-~

(Y

2 LPro LPro , Pro

1 artt att att

L 4

Puc. 1. Ilepeminnmii mporiec BIAHOBAECHHS, AKUI BIAO-
Opaskae mporec KOH(PAIKTY

[Ipomec moumHaeTbCA 3 IHTEPBAAY IIEPIIIOrO

att . . . .
Tumy (T 1), B KIHII AKOTO BIAOYBA€TBHCA IIOALA IIEp-
moro tuiy (ataka). 3a HUM HAE IHTEPBAA APYIOro

Ty (T 1), O 3a1<inyeTbCﬂ ITOAIEFO APYTOTO THITY

ro .
Pro, - Aaai mmxka mo-

(3aXMCT) § MOMEHT dacy T rY:
BTOPIOETHCH.

[Toais meproro Tumy (araka) ma Homepom (2K—
1) BiA6y’Ba€TbCH ™+
Tattk + Tpro 41
XHCT) ITA HOMepOM (Zk) BIADYBA€THCA ¥ MOMEHT HYaCy
Tattl + 418 k + Tpro - Tprok.

,A,Aﬂ CHpOH_ICHHH IIPEACTABACHHA 3POOAEHO

IIPUIYIIEHHA, IO IIepioA OAOKyBaHHA (3aXHCTY)

Yy MOMEHT 4Yacy

prok,l, a IIOAIA ApyToro THiy (3a-

nounnaetbest upu t=0, a gac OAoKkyBaHHS ereMeHTA
CVIDb oTOTOKHEHO 3 YaCOM BHBEACHHSA HOTO 3 A3AY 1
BBAKACTBCA TIOCTIHHEM (T) 2 =1 3 ... =Tp = CONSY).
Toal ommcanmii mporec OyAe IPOCTHM IIPOLIECOM
BIAHOBAGHH?, 4 1HTEPBAAU MIK OOCAYKEHUMH 32fB-
KaMH MAaTHMYTbh 3MIIIIEHHH €KCIOHEHITIMHUI PO3II0-
Aia A 0 s o,

Hexait miiapHOCTI IMOBIPHOCTI aTaK 1 3aXHCTy €
CKCIIOHEHIIHUMHE 3 IapaMeTpaMu Aq i Ap, siki € BiA-
ITOBIAHO y3araAbHEHOIO IHTEHCHBHICTIO aTak 1 y3a-
TAABHECHOIO IHTCHCHBHICTIO 3aXUCHUX All. Y Haii3a-
FaABHIIIIOMY BHIIAAKY BOHH € 3MIHHHUMH IIapaMeTpa-
MH, fIKI 3AAEKATD BIA 9acy.

Taknii mporec € HeCTaIllOHAPHUM IIPOIIECOM
[lyaccona [2], a 3mima craHiB (THINB IHTEPBAAIB)
IIPOIIECY KOH(PAIKTY MDK aTAKYIOYHUM CyO'€KTOM 1
CVIb aAep#aBn OHIHMCYETbCA  HAIIBMAPKIBCHKHM
IIPOIIECOM, TOOTO AaHIFOroM MapkoBa 3 ABOMa
CTAHAMH 1 BIAOMOIO MATpHIEIO Hepexoais. [Ipari
[4, 5] npucsaueni onucy crany CVIb Ak HaniBmap-
KIBCBKOTO ITPOIIECY.
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Hamismapxkisepkuii mportec [7, 11] — e MapxiBeb-
KHIT IIPOIEC 3 BHUIIAAKOBHMH IHTEPBAAAMH MLK IIepe-
xopaamu. KoHOro pasy, KOAM IIpoIiec BXOAUTD Y ITEB-
HHUI CTaH, OOMPAIOTHCA HACTYIIHUII CTAH 1 TPHUBAAICTD
3aTPHMKH BIAIIOBIAHO AO IMOBIPHOCTEH IIEPEXOAIB 1
PYHKIII IIHABHOCTI PO3IOAIAY TPHBAAOCTI 3ATPHMOK.
ITicAs 3aTpUMKH B CTaHi 7 Ha 9aC Tjj, IPOIEC IEPEXO-
AUTB B CT2H J, 4 TIOTIM IIPOLIEAYPA TIOBTOPIOETHCA.

OcTaTo9HO HAIIBMAPKIBCHKUH IIPOIIEC OIIHUCY-
€TbCA MATPHIICIO IMOBIPHOCTEN IHTEPBAABHHX IIepe-
xoaiB (5).

@°(s) =[1 = PaH*(s)] " “W*(s), ®)

Ae | — oamamYHa MaTpHI, O — IIOEAEMEHTHE MHO-
e
keHus, (S) — matpuns epersopens Aarmaaca (6).

fe(s)= j:” f(t)edt. ©)
Crann nosnaueno & i &y, a marpuus imoBipHOC-
TeH 1epexoAiB Mae BUTASA (7).

01
P= .

10
IlepexoAn cucTemMu B OAMH 1 TOH CaMUIT CTaH HE
posrasaaroteca (py; = py, = 0). Cram €1 HeoaminHO
3MiHIOETBCA cTaHOM £2 1 HaBmaku. Hexait h12(t) 1

h21(t) — 3aAaHi MIIABHOCTI IMOBIPHOCTI BIAITOBIAHHX
3aTpuUMOK. IMOBIpHOCTI IHTEPBAABHUX IIEPEXOAIB

()

0ij(t), 1, € [1;2] pospaxosauni 3a dpopmyaoro (8) ma

ocHOBI piBHsAHHA (5) [8].

CDe(S)=(|—P><( 0 hfz(s)jJ X(l_hlez(s) 0 ]:
ha(s) 0 0 1-h3(s)

B 1 1- hlez (s)
= S(1— h,(s)h5,(5) )| he,(s) (1-

B wacrkosomy Bumaaxy (9) supas (8) mpuiimae
CIIPOIIIEHUN BUTAfIA.

hlz (t) = xzei}%t; h21(t) = Xleim;

A, A
s) = : h,(s)=—=2—;
hy,(s) ey 1 (S) vy 0
S+A A
@e(s)=; ! 2,
S(S+A +2,) Ay SHA,

Marpura iMOBIPHOCTEI 1HTEPBAABHHUX IIEPEXO-
AiB (10) 3HAXOAUTBCA OOEPHEHHUM IIEPETBOPEHHAM

Aamaaca (0):
B 1 }\‘1 + kze*(k1+Xz)t 7\‘2 (1 _ e—(xlmz)t)
7\41 + }\,2 }\'1 (1 _ e*(M”‘z)t) 7\'2 + klef(Msz)t

. (10)

O(t)

IMpu t=0, ®(0) = P. ITpu t — © mae micue (11).

: (Kl }sz
M2\ A,
BucHoBku. CrBOpeHO MOAEAB KOH(MAIKTHHX
CHTYAIllll B yIpaBAIHHI IHMOPMAIIHHOIO OE3IIEKOIO,
AKa 3aBAAKH popmaaisarii mporecy pearysanas CV-
Ib Ha aTakum Aa€ 3MOIy aBTOMATHU30BAHO IIPOTHO3Y-
BATU IHTEPBAAH CTaHY OE3IIEKH Ta TPHBAAOCTI BIAHO-
BAeHHSA cuctem Ib micad arak.
OT1puMaHUI PE3yABTAT MOKE OYTH BHKOPHCTA-

HUI y BUOOPI CTPYKTYp CHCTEM pearyBaHHA Ha 3a-
IPO3H Ta 3aXOAIB i3 3a0esneuenus I1b aepxasu. Bu-

limd(t) =

t—oo

(11)

e e 8
hi2(8) (1 - hZI(S))

e e ’
h12 (S)) 1- h21(s)
3HadeHHA HaOopy mHeoOxiammx dyukmin CVIb, a
TAKOK CTPYKTypa B3a€MO3B’A3KIB MIK CKAGAOBHMU
PO3POOAIOBAHOTO METOAY yIpaBAiHHA 1B moBmHHA
BIAOYBATHCD 3 YPAXYBAHHAM BHKAGACHOI MOAEAL
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MOAEABb KOH®AUKTHBIX CUTYAILIN
B YITPABAEHU U TH®OPMAILIMOHHOM
BE3OITACHOCTBIO
IIpobaema yrpaBaeHuA HH(POPMALHOHHOH OE30IIaCHO-
CTBIO BBITEKACT U3 HEOOXOAMMOCTH ITOHCKA IIYTEH ITOBBI-

mreHus 9 deKTHBHOCTH  (DYHKIIHOHUPOBAHUA HHAPOP-
MAITHOHHBEIX CHCTEM TOCYAAPCTBA B COBPEMEHHBIX YCAO-
BuAX. AAf BBIOOPA aAEKBATHEIX IIPOTHBOAECHCTBHI yIpo-
3aM HH(OPMAIIIOHHOI OE30ITACHOCTH H ATAKAM CACAYET
IIPUMEHATD MOACAH B3aUMOACHCTBHA CTOPOH KOH(AUKTA
U MOACAHM KOH(AHKTHBIX CUTYAIIMH B YCAOBHAX HEOIpe-
aeaeHHOCTH. KOHMAUKTHBIC CHTyallHH B YIIPaBACHHH
HH(OPMAIIIOHHON OE30IIaCHOCTBIO IOCYAAPCTBA CMOAEC-
AHPOBAHBL C IPHMEHEHHEM CTPATEIHYCCKH-BEPOATHO-
CTHOTO 10AXOA2. OmnmcaH mporece KOH(PAUKTA Kak IIe-
PEMEHHBII IPOIECC C AByMf COCTOSHUAMH U H3BECTHOU
MaTpuLEel 11epexoAoB. [1puBeaersl POpMyABI AAfL pacte-
Ta BEPOATHOCTCH HMHTEPBAABHBIX IICPEXOAOB MEHKAY CO-
croAHuAMU arTakd U 3amuTel. CO3AaHA MOAEAB KOH-
(MAUKTHBIX CATyanMHd B YIPABACHHN HMH(OPMAIIFOHHOMN
0€e30I1aCHOCTBIO, KOTOpad OAaroaapsa opmasusanun
IIpoIIecca PearnpoOBAHMA CHCTEMBI VIPABACHHA HHQOP-
MAITHOHHOM OEe30IIaCHOCTBIO HA ATAKH AACT BO3MOMKHOCTb
aBTOMATHU3UPOBAHO IIPOIHO3UPOBATH HHTEPBAABI COCTOSA-
Husi OE30IIACHOCTH U AAMTEABHOCTH BO3OOHOBACHISA
cucreM HH(MOPMALIHOHHON OE30IACHOCTH ITOCAE ATaK.

KaroueBnle caoBa: Teopua KOH(PAHKTA, IIPOIECC KOH-
dankra, MapKoBCKHI IPOIECC, OAYMAPKOBCKUI IIPO-
IIECC, CHCTEMA YIPaBAeHUA MH(OPMAIIMOHHON Oe3omac-

mocrtero, CYIHDB.

MODEL OF A CONFLICT SITUATION
IN INFORMATION SECURITY
MANAGEMENT

The problem of information security management
emerged from the necessity to search for the ways to
increase the efficiency of the state information systems
functioning in modern conditions. To choose the ade-
quate counteractions to the information security threats
and attacks, it was recommended to apply the models of
conflict parties’ interaction and the models of conflict
situations in the conditions of vagueness. Conflict situa-
tions in the information security management of the state
were modelled using strategically-probabilistic approach.
The process of conflict was described as a variable pro-
cess with two states and known transition matrix. Formu-
las were derived to calculate the interval transition proba-
bilities between the states of attack and defence. The
model of conflict situations in information security man-
agement was created. Due to formalization of the process
of information security management system reaction to
attacks, the automated forecasting was achieved for the
intervals of safety and information security recovery dura-
tion after attacks.

Keywords: conflict theory, conflict process, Markov
process, semi-Markov process, information security man-
agement system, ISMS.
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ON THE COMPUTATIONAL SECURITY OF RANDOMIZED STREAM CIPHERS
PROPOSED BY MIHALJEVIC AND IMAI

Anton Alekseychuk, Setgey Gryshakov

This paper yields a (computational) security analysis for a generic class of randomized stream ciphers based on joint employment
of encryption, error-correction coding, and dedicated random coding. We show that the security of these ciphers can be considerably
less than their designers claim. In contrast to the approach for security evaluation used before, onr technique is significantly simpler
and allows us to find out the code-theoretic sense of parameters that determine the security of these ciphers. We also propose
another possible solution (based on nonlinear random coding) for design of randomized stream ciphers with enhanced security.

Keywords: symmetric cryptography, randomized encryption, stream cipher, random coding, wiretap channel, PN problem,

correlation attack.

1. Introduction

M. J. Mihaljevi¢c and H. Imai [8, 9, 11, 12]
proposed a general approach for design of
randomized stream ciphers based on joint
employment of encryption, error-correction coding,
and dedicated random (or homophonic) coding. One
of the goals of designing such ciphers is to increase
the security (without substantial performance
reducing) of stream ciphers currently used in wireless
communication systems, particularly, in the GSM
standard. Another reason is to construct symmetric
encryption schemes, whose security can be reduced
to the hardness of some known mathematical
problem such as the Learning from Parity with Noise
(LPN) problem. Recall (see [0], for example) that this
problem consists in solving a system of linear
Boolean equations with equiprobable random
coefficient matrix and the right-hand side corrupted
by independent random variables taking values 0
and 1 with probabilities 1-0 and 0, respectively,
0€(0,2/2). In this case, we say that 0 is the noise
level in the right-hand side of the given system of
linear equations.

In what follows, we focus our attention on the
versions of randomized stream ciphers defined in
[11, 12] and studied in detail in [10, 11, 13].

Let’s denote by V,, the set of all n-dimensional

Boolean vectors, by F.p, the set of MxN-matrices

over the field F =GF(2), and by Fq., the group

of all invertible matrices of order M over this field.
According to [11, 12], the initial objects for a

randomized  stream cipher with  parameters

I,m,neN, pe(0,2/2), where | <m<n, and a key

space K are matrices Gy € Frpy, Gy € Fryn» and a
keystream generator that produces a sequence
fo(k), fi(k),... of n-dimensional Boolean vectors
determined by a key ke K. It is assumed that the

functions f;:K —>V,, i=0,1 ..., can depend on

b
some public parameters, for example, on
initialization vectors (IV’s). It is also assumed that

G, is a generator matrix of a binaty linear [n, m]-
code C; with an efficient decoding algorithm, which

is guaranteed to correct errors in the binary
symmetric channel with crossover probability p .

Sos S1y ey St Where
s eV, 1=0,1,..,t, with a key Ke K the sender
generates a sequence of independent random vectors
Ug, Vg, Up, Vg, ey Up, Vi

To encrypt a plaintext

where Uj is uniformly
distributed on the set Vi,_j, and V; is distributed
according to Bernoulli’s law with parameters (N, p),

and computes the ciphertext Zg, 7y, ..., Z; as follows:

Z; :(Si,ui)GzGl® fi(k)G‘)Vi 5 |=0,1,,t (1)
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