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AHAJII3 MEXAHI3MIB 3ABE3IIEYEHHSA HIJIICHOCTI TA
ABTEHTUYHOCTI HOBIAOMJIEHDb B MEPEKAX MANET

3abe3neueHHsT IUTICHOCTI Ta aBTEHTUYHOCTI MOBigomileHb B cydacHux Mmepexxax MANET e axryanbHOIO
HAyKOBO-TEXHIYHOIO MpobieMor. CrocoboM ii BUpIlIEHHS € NPOBEACHHS IOCTIHHOrO aHallizy 3arpo3 Oe3neKu
MANET, a Takoxx po3poOka i BIOCKOHAJIEHHS MEXaHi3MiB 3a0€3MeueHHs IIJIICHOCTI Ta aBTEHTHYHOCTI iH(popMaii B
Mepexi. [IpoBemeHo anami3 cydacHux atak Ha Mepeki MANET Ta BiANOBIMHMX HHM 3arpo3 IUTICHOCTI Ta
aBTEHTUYHOCTI iH(opmauii. Po3rnsHyTi Hemomiku Ta mepeBarn NpOTOKOJIB Oe3neuHoi MapuipyTusanii. B pe3ynabraTi
IILOr0 BU3HAUEHI MEPCIEKTHBHI HANPSMKHU BIIOCKOHAJIEHHS Ta MOJAIBIIOr0 PO3BUTKY CUCTEM OE3IEKH Ta IPOTOKOIIB
Oe3neyHoi Mapupyru3anii B mepexxax MANET.
Kirouogi coBa: MANET, ad hoc mMepexa, mexaHi3mu 3a0e3mneucHas Oe3neku B MANET, 3axuct Bin aTak Ha
MANET, npotokoiu 0e31meYHOl MapiIpyTH3aIlii.

1. ®opmynioBaHHS 3a1a4i

CyuacHa BIMiCBKOBO-IIOJIITUYHA CUTYallisl B CBITi, IOCBLI OCTaHHIX KOH(JIKTIB MOKa3YIOTh,
0 BHUpIMIANBHUM (AKTOPOM Yy CydacHId BiiiH1 € iHpopMauiiiHa nepeBara. s epexkTUBHOrO
yIOpaBJliHHS BiiCbKaMU B CY4aCHOMY BICBKOBOMY KOH(QUIIKTI HeoOxinHa MOOUIbHA, HajliiHa Ta
KUBYYa 1HQOpPMAIIMHO-TEIEKOMYHIKAIllifHA MepeXka. 3a0e3MeunTH 3pOCTaloul BUMOTH MEPEK
BIICBKOBOTO TIPU3HAYEHHS HEMOXKJIMBO 0€3 BHUKOPHCTaHHS EUEHTPATI30BAHUX PaTIOMEPEK.
[puxnanom Takux mepexx € MANET a6o ad hoc mepexi [1-5]. Ix oco6nuBicTio € BUKOpHCTaHHS
OJIHOTHITHMX 3acO0IB 3B 3Ky (HMU3bKHX 32 BapTICTIO, HU3bKUX 3@ €HEPTOKUBJICHHSIM, HEBEIUKUX B
po3Mipil Ta aBTOHOMHMX), fIKI 3a0e3MeuyroTh NpUiioM, nepenady iHGOpMaUIiHUX MHakeTiB Ta ix
perpancisnito. Omaumu 3 HalOUemux 3arpo3 mepexk MANET € 3arpo3u 1muricHOCTI Ta
CIOCTEPEXKEHOCT1 K BILAKPUTOI Tak 1 ciayx00Boi 1Hpopmanii [6]. XapakTepHOIO pPUCOIO TAaKUX
MEpeX € BIJACYTHICTh LIEHTPIB YOPABIIIHHA MEPEkKE, aBTOPU30BAHMX LIEHTPIB reHepauil
KpunTorpagiuHux KJIHOYiB Ta BUAaul CEpTU(PIKATIB BIAKPUTUX KIIIOUIB, SIKI B CBOIO YEpPry HEOOX1IH1
Ul MEXaHI3MIB 3a0e3MeueHHsl LUTICHOCTI Ta CIOCTEPEkKEHOCTI B CYyYaCHMX AaBTOMATH30BAHUX
cucremMax. MexaHi3MaMu 3a0e3MeUYeHHs IUTICHOCTI Ta CIOCTEPEKEHOCTI, 1[0 BHUKOPUCTOBYIOTHCS
ceorogai B ad hoc mepexax € anroputmm Tenepanii ta Bepudikanii MAC-koxiB (Message
Authentication Code), 6e3xmouoBi rem-¢yHkmii SHA-256, SHA-384, SHA-512, RIPEMD-160,
MDx, anroputMu aBTeHTH(QIKalli KOPUCTYBadiB Ha OCHOBI PYKONOTUCKAaHHS, aJITOPUTMHU
aBTeHTU(IKalli Ha OcHOBI enekTpoHHOro mudposoro mianucy DSA, ECDSA. Criiikicts Ta
HAJIMHICTh MEXaHI3MIB IIUIICHOCTI Ta CIIOCTEPEKEHOCT] 3aJIeKUTh BiJ] HACTYNHUX IOKA3HUKIB:
CTIMKICTh aJITOPUTMIB TellyBaHHS OO KOJI31M Ta IHIIMX aTak Ha reml-ajJropuTMH, CTIMKICTH J10
371aMy QJITOPUTMIB €JIEKTPOHHOTO LHU(POBOrO MIANUCY, CTIMKICTh aJrOPUTMIB PYKOIOTHUCKAHHS,
CTIMKICTh QJICOPUTMIB T'€HEpallli Ta PO3NOBCIOIKEHHS KpUITOrpa(piyHUX KITIOUIB.

[MutanHsam 3abe3nedeHHs Oe3neku iH@opmanii B ad hoc Mepexax mnpucBsideHo Oarato
poOit [1-5, 7-15]. barato migxoAiB A0 B OCHOBY IPOTOKOIIB O€3MEYHOI MaplIpyTH3allii:
SAODV, TAODV, ARAN, SAR, SRP, SEAD, SLSP, CONFIDANT Ta iHmi, sSki MaiTh SK
nepeBaru Tak 1 neBH1 Hepondiku [1, 2, 8]. Cining 3ayBakuTd, 110 B yMOBaX PO3BHUTKY CY4YacCHHMX
1HGOPMaLIIHO-TEIEKOMYHIKAIIIMHUX TEXHOJOTI HEMOXJIMBO 3a0e3NeyuTH Oe3leKy Mepex
MANET 06e3 BUKOpPUCTaHHS NOTY)KHHUX aiIrOpUTMIB  aBTeHTU(IKalii, TeHepalii Ta
PO3MOBCIO/KEHHSI KpUOTOrpaiyHUX KIIOYIB. BIACYTHICTP CHOrOJHI HOpPMaTHBHOI 0a3zu 3
noOy0BHU cucTeMHU 3axucTy iH(popmanii B cyyacHux ad hoc mepexax cTBoproe psan mpobiieM B
noaansioMy po3BuTky mepexxk MANET B Haiuiil gepxasi.

Metoro poboTu € aHami3 icHyro4YMX 3arpo3 Oesmeku ad hoc Mepexx Ta MexaHi3MiB
3a0e3neyeHHs] LUIICHOCTI M cmoctepekeHocTi B ad hoc Mmepekax 3 BHU3HAUEHHSM HaIpPSIMKIB
MIJIBUIIECHHS CTIAKOCTI MEXaHI3MIB 3a0e3MEeUeHHs IUTICHOCTI Ta CIOCTEPEKEHOCTI I MEpex
MANET.
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2. AHaJi3 icHyro4ux pooiT 3 nigxogamu moao 3axucty ingopmauii B ad hoc mepexax
[lepen po3srmsiiom cydacHux 3arpo3 6esmeku iHpopmarii B ad hoc Mepexxax BUKOpUCTaEMO
TEPMIHOJIOTIIO 3T1IHO YUHHOTO 3aKOoHO1aBCcTBA [ 16] (puc. 1).

) . ) HecanxmionosaHi ii moao TMopyueHHS TOPSIAKY
TMopymeHus KOHDIACHIIHHOCTI,

e ; X iH(opMaii B cucremi JOCTyIy 20 iH(popMaii
HOPYIIHWK —» i pichocri, JOCTYITHOCTI, - - B ABTOMATH3OBAHIi
CIOCTCPCIKCHOCTI

Hecauxuionosanuit .
CHCTEMI

JOCTYII

Puc. 1. TepmiHomoriuaa CTpyKTypa JOCIiIKEHb

3arpozamu Oe3meku 1HGOpMaIli B CydacHIM aBTOMATH30BaHIA CHCTEMI BBaXKAIOTHCA
HECaHKII0HOBaH1 All 11010 1H(opMaIlli B CUCTEM] Ta HECAHKIIIOHOBAHUU JOCTYHN 110 i1H(opMmariii.
Jyig 3an00iraHHs ICHYIOUUX 3arpo3 po3poOsSeThCsl MOJIENb MOPYLIHUKA Ta MOJIENb 3arpo3 Oe3neKu
iHpopMallii, Ha OCHOBI SIKUX BU3HAYalOThCS OCHOBHI BUMOTH ((PyHKI[IOHAJBHI KpHUTEpii) 11100
3axucTy 1H(opMalii Ta mpaBWI AOCTYMY 0 Hel B CUCTEMI, IMICIA YOTO BH3HAYAOTHCS MEXaHI3MHU
3a0e3neyeHHs Oe3nexu iHpopMarlii. 3rigHo 3 [6, 17] pyHKIIOHAIBHI KpUTEPIi, 110 BUKOPUCTOBYIOThH
MEXaHI3MH aBTCHTHU(]IKaIIIl TOBIIOMIICHB, € IUTICHICTh Ta CIIOCTepexkeHICTh. L1 KpuTepii onmucyoTh
BHMOTH JI0 TIOCITYT, IO 3a0€3MeUyI0Th 3aXUCT Bill 3arpo3 IUTICHOCTI Ta CIIOCTEPEKEHOCTI (pHcC. 2)
neBHoMy Bupay iHpopmanii. Ilocmyrn 3abe3nedyeHHs LUTICHOCTI HpU OOMIHI peai3yloThCs
MeXaHi3MaM# 0e3KJII0UOBOI0 IellyBaHHA K KOPUCHHUX TaK 1 MapLIPyTHUX MOBigoMieHb. [lociyru
3a0e3MeyeHHs] aBTEHTUYHOCT] MOBIIOMJIEHb IIPU OOMIH1 peaii3yroThCsl MEXaHi3MaMu reHepaii Ta
Bepudikaiii MAC-konis.

Kondinenuiiina Cunyx60Ba Binxpura
iHopmaltis inpopmautis inpopmaltis
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Puc. 2. 3arpo3u Oe3mneku iHdopMalrii Ta BiIIOBIIHI MOCIYTH 3a0€3MeUCHHS 3aXUCTY BiJl HUX

VYeci icayrodi araku Ha ad hoc mMepexi peani3yloTh OJHY a00 JIEKUIbKa HaBEJICHUX HA puUC. 2
3arpo3. Hampukian araka mroawHa mocepenuni abo Sybil-ataka 6a3yeTbcst Ha OCHOBI MIIPOOKH
MoAudiKallii MOBIIOMIIEHb, IO € MOPYIIEHHAM LLUIICHOCTI Ta crocTepexeHocTi (puc. 2). Takum
YIHOM, BPaXxoOBYIOUl €KBIBAJIEHTHICTh TEJIIEKOMYHIKAI[IHHUX MOCIYT, K1 HAJalOThCS CYy4acCHUMH
ad hoc mepexxamu, mociayraMm CydacHMX aBTOMATH30BAaHUX CHCTEM, JOLUIBHO OIIHUTH ICHYIOU1
3arpo3u IUTICHOCTI Ta criocTepexeHocTi B Mmepeskax MANET.

OcranH1 pe3yabTaT JOCIIHKEHHS 3arpo3 Ta po3poOKH HOBUX MiAXOMIB MO0 3a0e3MeUeHHs
6e3neku Hpopmauii B cydacHux ad hoc mepekax Mo)Ha NPEICTABUTH HACTYIHUMH pOOOTaMH.
Tak, ceprudikatu aBTOpCTBa Ta IMOB’SI3aHI 3 HUMHU NPOLEAYpU AECTAIBHO PO3IMIIAHYTI B poOoTax
[3-5, 18], inenTudikamis B Mepekl Ha OCHOBI KpUITOCHCTEM Ta LU(poBux minnuciz y [18],
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i1eHTudikailis B Mepexi Ha OCHOB1 0OOMiHY kitouaMu [10], cxeMu BIAKIMKAHHS KpUNTOrpa(piaHUX
KITI0YiB po3misiHyTl y [11-15], npoTokonu Ge3neyHoi mapmipyTusailii mpoaHaai3oBaHi y podoTax
[8, 19-22], nuTaHHs aHOHIMHOCTI Ta aBTeHTU(IKAIIi B Mepexi po3riasHyTI B pobotax [9, 23, 24],
Mogeni 6esneku Kanerri tTa KpaBunka posrisiayti B [25], mozaeni Jlamada [26]. 3 BUKOpUCTaHHSIM
ICHYIOUUX pe3yjbTaTiB I10J0 po3poOKM HOBUX MiAXOAIB a0 arak Ha ad hoc mepexi mpoBegemo
OTJIsI/T CydacHUX 3arpo3 Oe3neku iHdopmariii B mepesxxax MANET.

1. 3arposu Oe3neku inpopmanii B mepexxax MANET

XapakTtepHoto pucoro ad hoc Mepex BIiICKKOBOTO MpU3HAYEHHS, B MOPIBHSAHHI 31 3BUYATHUMU
TEJIEKOMYHIKallIHHUMHM MEpeKaMU, € BIICYTHICTh 1H(PACTPYKTypu Ta JIOBIPUOI TPETHOI CTOPOHU
(TTPs — Trusted third parties), 10 BUKJIMKaJIO HEOOXIHICTh peaizalii Hocayr [eHTPIB reHepanii
kpuntorpadgiunux kiaouiB (KGC — key generation center) Ha kokHomy By3ii Mmepexi. KGC
3a0e3reyye Mo4YaTKoBy Oe3NeKy By3ila, aBTEHTU(]IKAI[IIO Ta 3MIHY KpunTorpapiuHux KIOYiB By3ia,
BIIKJIMKAaHHS ICHYIOUOTO KJIIO4a Ta TEHEpalil0 HOBOTO KII0Ya Yy BHMAJKy KOMIpOMeTallii
0COOMCTOrO Kitoya By3jla Mepexi ado IpoBeldeHHS aTak Ha pecypcu Mepexi. Lle BmimHyno Ha
30UTBIIIEHHS B  MEPEXi MpOIEAyp TOB’S3aHMX 3 TEHEpalli€l0 Ta  PO3MOBCIOHKCHHIM
KpunTorpaQiuHux KIIIOYIB, a TaK0XX Ha HEOOXIJHICTb BUKOPUCTAHHS JOJATKOBUX IPOLEAYP
i1eHTudikaiii Ta aBTeHTU(IKaLI] By3/IiB 3 METOIO 3ar00IraHHs aTak Ha JierajibHi By3/1d Mepexi. B
TaKMX YMOBAaxX, ICHYIOYl MIAXOAW HE 3aBXKIU JI03BOJISIIOTH 3abe3neuntu Oe3neky iHdopmalii B
Mepexi 3 3aJOBUIBHOIO SKICTIO OOCIyroByBaHHs. Po3risiHeMoO 0OCOOMMBOCTI CydacHMX aTak Ha
Mmepexki MANET ta 3arposu 6e3neku iHdopmailii, sKi BOHH CTBOPIOIOTb.

3a OCHOBHOIO Kijacu(QiKali€l0 MPOTOKOIM MaplIpyTH3alii pO3UIAIOTbCS Ha 30HAOBI
MIPOTOKOJIU Ta TAOIUYHO-OPIEHTOBAH] MPOTOKOJIH.

30H/I0B1 IPOTOKOJIU MPAIIOIOTh Ha OCHOBI PO3CHJIKU 30H[IIB-3aIIUTIB T4 OTPUMAaHHS 30HJIB-
BIINOBIACH, TOOTO MapuIpyTHI TaOIMIl 3MIHIOIOTHCA TUIBKM y BUNAAKy notpebu. lle Buxinkae
3aTPUMKHU IIPU Iepesiadi MaKkeTiB 0 Mepesxi Ta 1HO/I1 IepeBaHTaxXeHHs BYy3JiB [1, 2].

Tabnu4yHO-OpIEHTOBAHI MPOTOKOJM IMPAIlOIOTh Ha OCHOBI KOPUTYBAaHHS MapUIPYTHHX
Ta0JMLb, 1[I0 BIATBOPIOIOTHCS MEPIOJUYHO abo 3a rpaikoM Ha OCHOBI IIMPOKOMOBHHX
MapIIpPyTHUX MOBIIOMIIEHD, 10 BUKIIMKAE, 1HO/I, IEPEBAHTAXKEHHS MEpexki cIy:KO0BUM TpadikoM
[1, 2]. Koxne 3 TaKuX MMOB1IOMJICHB MIAIMTUCYETHCS Ha OCHOBI
MAC-anroputmy, sik npaswio 1e anroputMm UMAC, B 3B’SI3Ky 3 UUM CTIMKICTh aBTEHTU]IKAIIi
MOBIAOMJIEHb BHM3HaueHa cridkicTio anroputMy UMAC Tta anropurMom reHepauii  Ta
PO3MOBCIOKEHHST KpunTorpadiuHux KitouiB. B neskux mporokoiiax rnependadyeHo MUQpyBaHHS
MapILPYTHUX MMAKETIB JUIsl OUIbII MOTYXKHOTO 3aXUCTY MPOLIEyp MapLIpyTH3aLii B MEpexKi.

Amnaniz nporokoniB [1,2] moka3aB, 1o OUIbII MOMYASPHUMH HPOTOKOJAMHU € 30HJI0BI
nporokosu: DSR, AODV, DSDV, OLSR koHui 3 sKMX BUKOPUCTOBYE IS ITIAMUCY TOB1IOMIJIEHD
anroput™M KitoyoBoro reuryBaHHs (MAC-anroputm). OgHak HEJOJIKM LUX IPOKOJIB B yMOBax
3a0e3neyeHHs: Oe3neku iHGopMalii MOXYTh BHUKIMKATH MOTIPIICHHS XapaKTEPUCTHK MEPEkKi B
JIEKUTbKA pa3iB, 110 MOB’A3aHO 3 IPoLIeypoto reHeparlii Ta Bepudikarmii MAC-koiB.

Haii6inpmr momynsipai mpoTokosu Mapuipyrusamii: AODV, DSDV, OLSR, ZRP, DSR,
0a3yr0Thcsl Ha OOpaHHI MapIIPYTIB 3 MIHIMAIBHOIO METPUKOIO (MIHIMYM KPOKIB II€peiadl MaKeTiB B
Mepexki). B 3B’A3Ky 3 uuM, icHye 06araTo poOIT NPUCBSUYEHUX aHaji3y BpPA3JIMBOCTEH TaKUX
IIPOTOKOJIIB 32 paXyHOK CTBOPEHHS XUOHMX MapIIPYTIB 31 3MEHIIEHOI0 METPUKOIO: YOPHA Jipa, cipa
nipa, 6uta mipa [27-31]. usa ananizy 3arpo3 Oe3neku cydacHuM ad hoc mepexkam 3BepHEMO yBary
Ha mporuecu nepenadi iHpopmariii B ad hoc Mepexi Ta mporecu MapiipyTH3ailii, o 3a0e3nedyoTh
ii po6oty (puc. 3).

Takum uuHOM, Ha pHUC. 3. HaBeJACHI HAWOUTBIT HEOE3MeYHl MPOIECH, IO BIAOYBAIOTHCSA B
ad hoc mepexax. OkpeMe 3a0e3MeUCHHS aBTEHTUYHOCTI MOBIAOMIICHH B MEPEXi HE € BEITUKOIO
npo0ieMoro, SKIIO BHUKOPUCTOBYBaTH Cy4yacHl KpuOTorpadiuHi Meroau mudpyBaHHS,
3a0e3neyeHHs [UTICHOCT1 Ta aBTEHTUYHOCTI 1H(opmariii.
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Opnak B ymoBax oOMeXeHb B 4acl Iepenadl IMOBIJOMIIEHb, HEOOXIJHOCTI TapaHTyBaTu
JIOCTaBKY TOBIIOMIJICHb ajpecaraM, JTWHAMIYHOCTI TOIOJIOTIi MEpeXi Ta HasSBHOCTI aKTUBHUX M
MaCUBHUX aTaKylOuuXx By3:1iB, 3a0e3nedenHs 1uiicHocti (L), kondinenuiiinocti (K), nocrymHocri
(1) Ta cnoctepexkenocTti (C) CTaHOBUTHCSA CKIIATHOK HAYKOBO-TEXHIYHOIO 3a/1a4€lO.

Jlig BU3HAUEHHS NUISAXIB BUPINICHHS 1i€1 3aja4l MPOBEAEMO aHalll3 ICHYIOUMX aTak MPOTH
pecypciB  Mepexi Ta TPOIECIB MapumipyTusamii, ¢ TO3WIl MOPYIIEHHS IUIICHOCTI Ta
criocTepexeHocTl. Yci araku Ha ad hoc Mepexy po3uIfioThCsl Ha TAaCUBHI Ta akTUBHI (Tal. 1).

[lepunii TUN peani3yeThcsi HA OCHOBI IPOCIYXOBYBaHHS Tpa(iKy Mepeki 3 METOIO BUSBJICHHS
noTpibHOi 1HGopMauii (y BIAKPUTOMY BUIUIANL: KOH(QiAeHLIHHAa iHpopMauis abo Oynb-sika
ciyxOoBa 1HGopMallis), APYruil TUI aTak € pe3yiabTaTOM BIUIMBY Ha Mepexy (“‘Mackapan’,
“IOBTOpEeHHS”, “BBEJIEHHS MOBIIOMJEHHS — K YacTMHA aTaku ‘4opHOi Iipu”, “Moaudixariis
noBioMiIeHHsT” abo ‘“‘pabpukyBanHs” — “MOAMHA TOCEpPeAUHI’, “BUIAJICHHS MOBITOMIJICHHS
“criy¢inr”, “BigMoBa B 00cayroByBaHH1”). BTpaTu Big mux aTtak MOXXyTb OyTH 30UIbIIEHI, SIKIIO
JEKUTbKa BY3JIIB BCTYIAIOTh Yy 3TOBIp — Tak 3BaHl Sybil-araku. Ha mpakTuiil mi ataku MOXYTb
BUKOPUCTOBYBAaTUChH y KOMOIHAIII].

| TTOTEHUIHHO HEGE3ME H] IPOLECH |

e T~

A . IMepenaua 3a0e3neucHHS OC3IeKH
Mapmpy Tasamis . .
TOB1IOMIICHB iH(opMarii

- 3abesneuenns K, 11, /]
KOPUCHHX TIOBIIOMJICHb,

- 3abesneuents 11, /]
MapuUIpyTHUX [TOB1IOMJIEHb,
- MepeBipKa aBTeHTHUHOCTI

TeHepais Ta
PO3HOBCIOIKEHHSA
KpHITOrpadiuHuX KIFOUiB

- reHepallisi HOBUX KIIFOUIB,
- BiJIKJIMKAaHHS KJIIOUIB,

- MepeBipKa aBTEHTHYHOCTI
Kpunrorpadi YHAX KIFOUIB,

- ieHTU(IKAIiS BY3IB,
- JIOJIABaHHSI HOBHX BY3JIiB, IIOBiIOMJIEHb,

- BUKJIFOUEHHS BY3JIiB, - IpUHOM KOPHCHHUX

- CTBOPEHHSI, KOPEr'yBaHHsI, OHOBJIEHHS  TTOBiIOMJIEHD,

Ta BHIAJEHHS MapIIpyTiB Hepeaadi - mepeiaua MapIIpyTHHX

- nepegaya KOpucHUxX

MOBIIOMJIEHD,

- Mepeziaya MoBiIIOMJICHb-3aI|TIB Ha
OTPUMAHHS MAPILIPYTY,

- mepeiaya MoBIIOMIICHb-BI/ITIOBI e Ha

MOBiOMJIEHD,

- IpUHOM MapIIPYTHHX

MOBIIOMJICHb.

KOPHCTYBAUiB,

- MepeBipKa MPUUETHOCTI
KOPHCTYBAiB JI0 MTPUAOMY Ta
mepeiaul MapIipyTHHX i

3aIlUT MapIIpyTy. KOPUCHUX TIOBIIOMJICHb.

Puc. 3. Iorenuiitno Hebe3neuni nponeck B ad hoc Mepexi

B tabmuui 1 BuauieH1 )XUpHUM HIpU(TOM aTaku Ha MEpexy, ki € 0a30BUMU aTakaMH JJIst
nmoOynoBU OUTBII CKJIQJAHMX Ta TNMOTYKHHX artak Ha ad hoc mepexi. s OIIHKM ICHYIOUHX
MEXaHI3MIB 3a0€3Me4YeHHs [[UTICHOCTI Ta aBTEHTUYHOCTI IMOBIIOMJIEHb MPEJCTaBUMO KiIacU]iKaI[ito
METO/IIB aBTeHTH(IKaIli1 MOB1IOMIIEHD (pHC. 4).

Tabnuys 1
Knacugixayis amax na ad hoc mepesrcy
Ataxu Ha ad hoc mepexy g::rl::zz

AKTHBHI aTaku
Yopna nipa | CTBOpeHHS XMOHOrO0 MAapIIPyTHOTO MOBIIOMIICHHS 31 3MEHIIEHOK MeTpukoro | [TopymieHH

/cipa iipa | nj1s BBEAEHHS B OMaHy OJHOro abo IpymH JierajbHUX By3iiB mMepexi. 3mina |s 11, C
(blackhole- | metpuku mnst ycix MapupyTiB — 4yopHa Jipa, [ YaCTHHM MapLIpyTiB — cipa

attack / nipa.

grayhole- | Heo6xioni ymoeu: TOPYIIHHK Ma€ JOCTYN 10 iXeHTH()IKATOPIB IeraibHHX

attack) BY3JIiB Ta MOXJIMBICTh CTBOPIOBATH MAapUIPYTHI TOBIJIOMJICHHS BIiIMOBimi 31
3MEHIIIEHOK METPHKOIO, SIKi IIPHIiMA€e BY30JI-)KEPTBA.

Bina nipa | CtBopeHHss MapmpyTy (TyHemo) Juisi Tepeaadi ToBigomlleHb MK JBoMma | [TopymieHH
(wormhole | Bysnamu pi3HUX CEIMEHTIB MeEpEXi 3a paxyHOK 3MeHmIeHHs Merpuk y | 11, C
attack) MapUIpyTHHUX MOBiToMIeHHX. [Ipy 1IboMy BY311H BBaXarOTh ce0e CycilaMu.
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Heobxioni ymosu: MOPYIIHHK Ma€ JOCTYN A0 iNeHTHU(IKATOPIB JieraJbHUX
BY3JIIB Ta MOXIUBICTh CTBOPIOBATH MAapIIPYTHi TMOBIJIOMJICHHS 3alUTH Ta
BIJIIIOB1JIi 31 3MEHIIICHOIO METPHUKOIO, SIKI IIPUIMAE mapa By3IiB-)KEPTB.

Jlroanna [MinpoOka imeHTH(]IKATOPIB JEralbHUX BY3IIB Ui BBEIECHHS B oMaHy napu | [lopymenH
nocepeanH | jeraJbHUX BY3TiB A Ta B B Mepeki 3 MeTol oTpuMmaHHs Tpadiky, skuil | g C, K
i MUPKYIIIOE MK €0 Maporo By3MiB. [l bOro reHepyeThes napa KiodiB K e
(men-in- ta Kcp U1 po3mmpyBaHHsI OBIZIOMIICHb, SIKi TIEPEAIOThCA MK By3JlaMu A Ta
the-middle) | .
Heobxioni ymosu: MOPYNIHHK Ma€ JOCTYN A0 iNeHTHU(IKATOPIB JieraJbHUX
BY3JIiB Ta MOJJIMBICTh IepelaBaTH Ta NPUHMATH IOBIAOMIICHHS MDK JBa
BiJJIAJICHUMH JICTAIbHIMH BY3JIaMH.
Pusoxk [linpoObka MapHIpyTHOTO TOBIIOMJICHHS-BIAMOBIAI Ta mepenada ioro | [Topymenn
(rushing JIeTaIbHOMY BY3Ily paHille HiXK BiH OTPUMYE JiiicHe moBigomieHHs-Bianosiap | s L, C
attack) BiJl JICTAJIBHOTO BY3Jia, 10 HMPUBOAE 0 MOPYIICHHS MPOLEAYPH TOCIIIKECHHS
MapUIPYTiB Ta K HACIIJIOK MTPOIECY MapIIpyTU3aIlii.
IIpooosoicenns maon. 1
Ataxu Ha ad hoc Mmepexy 3arposa
0e3nexkun
Mopymenns npoueciB MapmpyTu3anii
®adpukanisi | CTBOPIOIOTECSI HOBI MapHIpyTH [0 HEICHYIOUMX BY3JiB, 3a paxyHOK doro | [lopyrmenHs
MIEPETIOBHIOIOTHCS MAPUIPYTHI TaOIHIII MapIIpyTH3aIlil By3iB. CAa
Heobxioni ymosu: MOPYUTHUK Ma€ JOCTYI JI0 1IEHTU(IKATOPIB JETAILHUX BY3JIiB
Ta MOXJIMBICTH TEpedaBaTH JOBipYl MapUIPYyTHI IOBIAOMJICHHA OIHOMY 3
JICTAJIBHUX BY3IIB.
Cnydinr ITinpobka imeHTH(IKATOPiB 3 METO OTPUMAHHS IpaB iCHyl4oro JjeranpHoro | Ilopymenns
KopHucTyBaya. Mo)ke NMPHUBECTH A0 MOPYIIEHHS IOCTYNHOCTI jeraapHoro Bysna | LI, 1T
Mepexi.
Heobxioni ymosu: TOpPYIIHUK Ma€ MOXIHUBICTH OOpoOKM ineHTH(IKaTOpPiB
JIETAIBHUX BY3JIB Ta MOXJIMBICTh IepelaBaTH JOBipYi MapHIPyTHI HOBIIOMIICHHS
BiJl iMEHi Pi3HUX BY3I]iB MEpesKi OTHOMY IIEBHOMY JICTAIbLHOMY BY3ITy.
Artaka Ha BUKOpPHCTOBYIOTBCS 3 BEJIMKOIO YAaCTOTOK IIOCIYTH IIEBHOTO By3na Mepexi 3 | Ilopymenns
€HEPropecyp | METOI BUCHAKEHHS 3amaciB ioro 6atapei. i
c Garapei Heo0xioni ymoeu: IOPYIIHUK HE Ma€ OOMEXEHb Ha Nepeaady IOBiIOMICHb OIHUM
By3J1a 1 THM MapUIpyTOM uepe3 MEBHUI BY30JI MEpeki, a TAKOK 0OMEeXeHb Ha KiNbKiCTh
MepeaHuX TOBiJJOMJICHb.
CtBopenHst | CTBOpeHHS y KaHaJli CTOPOHHIX IIyMONOMIOHMX CHTHAJiB, IO 3aBHalOTh | [lopyrieHHs
TIePeIIKO MEPENIKOy JISTaJIbHUM By3J1aM IIPH OTPUMaHHI JOCTYIY IO CEpeOBHUINA. )|
Heobxioni ymosu: MOPYUTHUK Ma€ JOCTYI JI0 1IEHTU(IKATOPIB JIETAILHUX BY3JIiB
Ta MOXKJIMBICTh ITepelaBaTH MapIIPyTHI IOBIAOMJICHHS JIETaJIbHUM BY3JIaM.
BrmpoBamke | Mo)ke BUKOPUCTOBYBATHUCH SIK YacTUHA blackhole-ataxu. ITopymenns
H- HA Heobxioni ymoeu: TIOPYIIHUK Ma€ TOCTYN 10 ifeHTU(IKaTOpiB jeraabHux By3miB | L1, [
MIOBiJIOM- Ta MOXJIUBICTh aHaNi30BYBaTH Tpadik MixK ABOMA JIEraJbHUMH By3JIaMH MEpexi i
JIEHD CTBOPIOBATH HOBi TOBIJJOMJICHHS BiJl iIMEHI OJTHOTO 3 HHX, JIOJIaBaTH iX O CKJIamy
JIMCHHUX MaKeTiB aJJpeCOBAaHUX IHIIOMY JIETAIbHOMY BY3IY.
Mopndixauin | Moaudikaris moizomneHs. Moxke BUKOPUCTOBYBAaTUCH sIK yacTnHa MITM-atak | Ilopymenns
NOBIXOMICHE | (1men-in-the-middle) a6o Sybil-atak. 11
Heobxioni ymosu: MOPYUTHUK Ma€ JOCTYI 10 1AIEHTU(IKATOPIB JETAILHUX BY3JIiB
Ta MOXIJIMBICTh 3MiHIOBATH MOBIJOMIICHHS, 110 TIEPEIAI0ThCS JICTAILHUM BY3JIaM.
Bupanenns | Moxe BHKOPHCTOBYBATHCH SIK YaCTWHA aTakd 4YopHa Jipa, HUIIXOM BuiaieHHs | [lopymieHHs
TIOBIZIOMJIEHb | [TOBIZOMIICHD Ha MEBHOMY MapIipyTi a00 THX, IO pU3HaYeHi meBHOMY aapecary. | LI, /1

Heobxioni ymosu: MOPYUTHUK MA€ JOCTYI JI0 1AIEHTU(IKATOPIB JIETAILHUX BY3JIiB
Ta MOJIMBICT 3HUIIYBATH MTOB1IOMJICHHSI MIXK JIBOMA JIETAJTbHUMH BY3JIaMH.
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Dos-ataka | IlepeBaHTakeHHSI BY3JTiB MAapIIPyTHUMH IIOBiIOMJICHHSAMH, M0 BHUKIMKae | [lopymenns
BHUKOPHCTaHHsI OUIBIIO] YACTHHU MPOITYCKHOI CIPOMO>KHOCTI BY3JIiB. i
Heobxioni ymosu: MOPYUTHUK Ma€ JOCTYI JI0 1AIEHTU(IKATOPIB JETAILHUX BY3JIiB
Ta MOXKJIMBICTH CTBOPIOBATU IOTIK 3alWTiB HA OTPUMAHHS MAapLIPYyTiB J0 MEBHUX
neragpbHUX BY3NiB. He Mae oOMexeHb Ha KUIBKICTh IMOBIIOMIIEHb-3AIHMTIB, IO
nepeaarThes BiJl OJHOTO a00 rpyNH BY3IiB.

IlacuBHi aTaku

BusHauenns | AHasli3 IMIMPOKOMOBHUX MOBIOMJICHb 3 METOK BHSIBICHHS JIAHIIOTIB BY3MiB, | [lopymeHHs

TOIOJIOT 11 SIKMH TI€PEAAI0THCSI TOBITOMIICHHS. K (sixmro

Mepexi Heobxioni ymosu: MOPYUTHUK Ma€ JOCTYI JI0 1ICHTU(IKATOPIB JIETAIBHUAX BY3JIiB | TOMOJOTIsS
Ta MOXIIMBICTh aHadi3yBaTH Tpadik MK OyIb-SKMMH JICTAJPHUMH BY3JIaMH | IPHUXOBaHA)
MEpexi.

XKani6buicte | BuxkopuctanHs He 3a NpU3HAYEHHSIM IIPOIYCKHOI CHPOMOXHOCTI Mepexi, 1o | [lopymenHs
MOXE IPUBECTH 10 PO3PAIKaHHS OaTapel MeBHUX BY3JIiB MEPExi. i
Heobxioni ymoeu: TOPYIIHUK Ma€ MOXJIMBICTH KOPUCTYBAaTHCh BH3HAUCHHMHU
MapipyTamMmu 6e3 0OMeKeHb.

Eroictuy- | BimmoBa B MapuipyTu3allii NOBiJOMJICHb 3 METOIO 30epiraHHs BrnacHHX pecypciB | [lopymeHHs

HiCTH Oatapei. I

(selfish Heobxioni ymoeu: TOpPYITHUK Ma€ MOXJIMBICTh HE TMPEICTABIATH IIOCIYTH

behavior) MapIpyTH3allil Ta nepeavi MoBiIOMIICHB JIETAILHUM BY3JIaM MEpexi.

Meroau aBTeHTH(IKaIIi TOBIIOMJICHb

v . v

AJNTOpUTMU Ha OCHOBI OJIOYHO-
CUMETPUYHHX MH(DPIB
(ISO/IEC 9797-1: 2011):
-cxemu B CBC pexumi;
-cxemu B CFB pexumi;
-EMAC.

AJNTOPUTMH HA OCHOBI
0E€3KIIFOUOBUX TelI-(PYHKINH
(ISO/IEC 9797-2: 2011):
-MDx cxemu;

-HMAC;

-TTMAC.

AJITOPUTMU Ha OCHOBI
YHIBEPCAJIBHHUX KJIACIB
relyBaHH

(ISO/IEC 9797-3: 2011):
-UMAC;

-Badger;
-Poly1305-AES;
-GMAC.

Puc. 4. Knacudikartis MeToiB aBTeHTH(IKAIT TOBIAOMIICHb

Oco0OnuBe Miclie cepel ycix MeToA1B aBTeHTU]IKAL[lT TOBIIOMIIEHb HAJIE)KUTh YHIBEPCATbHUM
KJlacaM XeIllyBaHHS, $IK1 J03BOJISIIOTH OTPUMATH TEOPETUYHO JOBEACHY TIpPaHMII0 IMOBIPHOCTI
koni3id. Ha puc. 5 HaBeneHa icHyroua kiacudikailis yHiIBepcaabHUX KJIACIB I'ellyBaHHS.

VYHiBepcabHI KIacH Tem-QyHKIii

v

A 4

v

U xnac

BIEH[h(MI):h(Mz)] = 1/|R|

AU xnac

Brctitnon,y-nvty)=a) = 1/|R|

SU xiac

_ 2
PheH[h(M,):a,h(Mz):b] = 1/|R |

v

v

v

e-AU kiac

Bicrtnon =hon, <€

&-AAU kinac

Bictnon-nony-a) <€

&-ASU xnac

P ]£8/|R|

heH[h(M,)=a, h(M ,)=b

Puc. 5. Knacudikariist yHiBepcaabHUX KJIaciB IellyBaHHS
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AHauni3 ICHYIOUUX pe3yJbTaTiB M0Ka3aBs, 10 OUIbII ONTUMAJIbHUM 3 TOUYKU 30py peaiizalii €
e-U ta AU kiacH, IMOBIPHICTb KOJI31M U1l IKUX a00 0OMEXKYEThCSI 3HAUEHHAM & a00 3HaXOIUTHCS
B Mexax & £ A. BinMinHa 0coONIMBICTh YHIBEPCAJIIBHUX KJIAciB TellyBaHHS IOJIATa€ Y MOKIUBOCTI
TEOPETUYHOIO J0Ka3y CTaTUCTHUYHO HE3AIEKHOTO PO3MOAUTY Telll-KOAIB IO MHOKHHI MEPBUHHUX
MOBIIOMJIEHb, 1110 JO3BOJILE OTPUMATHU 3B’A30K MDK PO3MIPOM KIIFOYOBHX JaHMX Ta CTIMKICTIO 0
KOJI31M A1 pI3HUX CXeM remryBaHHsa. OZHUM 3 MOTYKHUX aJIFOPUTMIB KIIFOYOBOTO I'elllyBaHHS Ha
ceorogusmHin feHb € anroput™ UMAC, skwmit 6a3yeTbcsi Ha 3 HE3aNEKHUX CIMEMCTBaX
rem-(QyHKI[iH, 110 HaJleXaTh A0 yHIBEpCaJIbHUX KJIACIB I'elIyBaHHS 3 MMOBIPHICTIO BUHUKHEHHS
KOJII31# &, 10 TOPIBHIOE 2'30, 2'60, 2% ta 27%° s UMAC-TeriB 10BRKUHOIO 32, 64, 96 Ta 128 6it
BiamosigHo [32].

Opnak, kpunrorpadiuna criikicts anroputMa UMAC Bu3HauU€Ha CTIMKICTIO HOTO KITIOYOBO1
byHKITII, sIKa 3T1IHO YUHHOTO CTaHAAPTY [32] peanizoBaHa Ha OCHOBI
0JIOYHO-CUMETPUYHUX TIEPETBOPEHb. Takui Miaxia J03BOJISE 3a0€3MEYUTH JIMIIE OO0UYHCIIOBAIBHY
CTIMKICTh QIrOpPUTMYy aBTEHTH(QIKaI[li, 110 HE Ja€ JOBrOTPUBAIMX I'apaHTI B yMOBaX MOCTIHHOIO
3pOCTaHHS MOTYXXHOCTI OOUUCITIOBAIbHUX CUCTEM. AHaNI3 MIAXOIB 10 MOOYI0BU yHIBEpCaIbHUX
KJIaciB TEIIyBaHHS [IO3BOJIUB BHUAUIMUTA TIOKA3HWKH OIIIHKK CTIAKOCT1 aBTeHTHQIKAIli Ta
OOYMCIIIOBAIBHUX BUTPAaT Ha KpUOTOrpadiyHl NEpeTBOPEHHsS s NEepCHEeKTUBHUX METOJIIB
aBTEHTHU]IKAITIT:

- CTIMKICTb JI0 KOJII31¥ Ten-PyHKIIii, sika BH3HAYAETHCS MOKA3HUKOM YHIBEPCAIBHOTO KJIacCy;

- CTIMKICTh @JITOPUTMY I€Hepallii payHJ0BUX KIIOUIB Ul I'eIIyBaHHS;

- KUIbKICTh MIPUMITUBHUX OINepaiiii HeOOX1THUX JJIs 3IHCHEHHS OJHOTO payHAy OTPUMaHHS

3HAYeHHS reu-QyHKIII B11 MOBIAOMIIEHHS M;
- KUIbKICTh MPUMITUBHHUX OIlepalliii HeOOX1THUX JJIsl OTPUMAaHHS 3HAYEHHS reul-QyHKUii Bl
MOBiTOMJICHHS M.

30UIbIIEHHS pIBHA  KpunTorpagiuHoi CTIMKOCTI METOAIB TellyBaHHS Ha OCHOBI
YHIBEpCAJIbHUX KJIACIB € OJAHUM 3 HaWe(PEKTHUBHINIMX MIAXOJIB 10 MIABUIIEHHS HAIIHHOCTI Ta
3aXUIIEHOCT] MPOTOKOJIIB Oe3meunoi Mapupyrusailii. Po3risHeMo cydacHi MpOTOKOJM O€3MeYHOT
MapIpyTu3alii, 110 BUKOPUCTOBYIOTb B SKOCTI MEXaHI3MIB 3a0e3Ne4YeHHs IUIICHOCTI Ta
aBTEHTUYHOCTI MOBIJOMJIEHb aIropuTMu KitrouoBoro reuryBanis UMAC a6o HMAC.

2. IIportoxoJin 0e3meyHOi MapmIpyTH3aLil

CydacHl mpoTokonu Oe3neyHoi Mapripyrusainii B ad hoc mMepexax po3muIIiOThCA Ha TPHU
TUIIN:

1) mpoTokoJH, 1110 BUKOPUCTOBYIOTh KpUIITOrpadiuHi epeTBOPEHHS;
2) NpOTOKOJIM HAa OCHOBI MOJIEN1 IOBIPY;
3) riOpuaHi IPOTOKOJIM 3aXUCTY IHPopMaLiiHuX pecypciB ad hoc mepexi.

Ao BUAUTMTA HAWOUIBII PO3MOBCIOKEH] MpoTokosm Mapmpyru3anii: AODV, DSR,
DSDV ta ZRP, TO HEAOIKU ICHYIOUHX IPOTOKOJIB O€3MEUYHOT MapIIpyTHU3al[ii MOKHA IPEJICTABUTH
Ttabnumero 2. Y tabnuii 2 yci HalOUIbII PO3MOBCIOKEHI MPOTOKOIN 3a0e3MeueHHs] OC3MEeKH B
ad hoc mepexi 3rpynoBaHi 3a IPUHIUIIOM NOOYJOBH MIPOTOKOJY Oe31euHoi MapuipyTu3aiii abo Ha
OCHOBI1 Kpunrorpad@Hux (QyHKIIH ad0 Ha OCHOBI MOJEN1 JOBIPH Ta JUIsl KOXKHOTO HPOTOKOIY
BHU3HAUEHI [IEpPEBAru Ta HEJOJIIKU 3 TOUKH 30py 3a0e3neueHHs 6e3neku iHpopMallii B Mepexi.

3 OTpUMaHHUX pPe3yJbTaTIB MOPIBHSIBHOI OLIHKU IMPOTOKOIIB 3aXUCTy 1HpopMalii MoKHA
MOMITUTH, 110 OyIb-sIKHH MPOTOKOJ B YMOBaxX CYITEBUX oOMexeHb pobotu ad hoc mepexi He
N03BOJIsI€ 3a0€3MEeUnTH TapaHTOBaHy Oe3neKky iHdopmarlii B Mepexi BiJ 3arpo3 LUIICHOCTI Ta
CIIOCTEPEIKEHOCTI.
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Cporoani He Ma€ MPOTOKOJIB OE3MEeYHOT MapIIPyTU3allii, 0 3aJ0BOJBHSIOTH MiIBHIICHIM
BHMOTaM IOJ0 HIBHJKOCTI 00poOKkM iH(opMaIlli Ta €HEPrOBUTPAT BY3JIIB B CYYaCHUX MeEpeKax
MANET. CyudacHi MOXJIMBOCTI NPOTOKOJIB Oe3MeyHol MaplipyTu3alii HeB3MO31 3a0e3MedyuTH
3aXUCT BiJ ICHYIOUMX 3arpo3 LUTICHOCTI Ta crnocrepekeHocTi B MANET, skmio nopymHuk He
0OMEeXEeHHUI MOTYXHICTIO 0OYUCIIIOBAIBHUX CHUCTEM, a TAKOXK MOYXE CTBOPIOBATH I'PYNH BY3IIB Y
3roBOpI Ta 3A1MCHIOBATH Pi3H1 KOMOIHAIT pO3TIISIHYTHX aTak.

AHani3 MOXJMBOCTEH CY4aCHHUX TMPOTOKOJIB Oe3MeyHol MapuipyTu3alii Noka3as, IO
MEPCIEeKTUBHUN NPOTOKOJ Oe3MeyHoi MapuipyTH3alii Ha OCHOBI MOJEl JOBIpM TIOBUHEH
BUKOPUCTOBYBATH MOTYXHI1 Kpunrtorpadidai npouenypu resepauii ta Bepudikamii MAC-konuis,
CTIAKICTh SIKUX € TEOPETUYHO JI0OBEJCHOIO.

[Iporokon Oe3meyHoi MapuipyTu3aiii Ha OCHOB1 KpunrorpadiyHux (yHKLIH [TOBUHEH
BUKOPUCTOBYBAaTH METOJM aBTEHTH(IKallli MOBIIOMJIEHb TEOPETUYHO JOBEACHOI1 cTidKocTi. [lns
3a0e3neyeHHs] KOHQICHIIHHOCTI, LUIICHOCTI Ta JocTymHocTi 1H(popmanii B mepexax MANET
HEOOX1IHO BHMKOPUCTOBYBAaTH €1MH1 010mioTekn Kpunrorpad@iHux (yHKIIHA, IO JI03BOJIMTH
3HM3UTH OOUYMCIIOBaJbHI BUTpPAaTH BY3JIB Ha KpunroneperBopeHHs. [Ipukianom icHyr4HX
610110TeKk KpunrorpagiuHux (QyHKUIH Ha €TINTUYHUX KPUBUX, 0 BUKOPUCTOBYIOTHCS B CXeMax
reHepanii Ta po3MOBCIOKEHHS Kpunrorpadiynux kimouiB st ad hoc mepex € TinyECC,
NanoECC, TinyPBS [33-35].

Tabruys 2
Huaiibinvw posnoecroiceni npomokonu 3abe3neuens oesnexu 6 ad hoc mepexci
IIpoTokou .. OcHoBa
IIporokoa Ge3meyHoi MapmIpyTH3aNii
MapumpyT. NPOTOKOILY
AODV SAODV - xpunrorpadiune posmupenHs nporokony AODV, Ha ocHOBI IUQpOBUX | KpUNTO-
(Ad hoc miamuciB s apreHtudikanii RREQ Ta RREP, remr-nanmtorn ans aBrentudikanii nons | rpadivni
On-demand | jiunibHHUKa KPOKIB Iepeaadi. ¢byHKIT
Distance 3axucm Bin atax: Mmoaudikauis, cnydinr, padpukyBaHHs, Oina Jipa.
Vector) Heooniku: He BUSABIISE ETOICTUYHICTb.
TAODYV - posummupenas AODV Ha ocHOBI Mofeni JOBipH. BHKOPHCTOBYE aHai3 CBOrO | MOJCNb
OTOYEHHS KOKHUM BY3JIOM. JIOBipH
3axucm Bin atax: Mmoaugikanis, hadbpuKkyBaHHs, ETOICTUYHICTb.
Heoonixu: He BusiBIIsiE ciryiHT Ta Oty nipy.
SAR (security aware ad hoc routing). Ha Biaminy Bix AODV OyayroTecst MapuipyT Ha | KpUMTO-
OCHOBI JTOBIpH JIO BY3JIiB MEPEKI. rpadivHi
3axucm Bin atak: Mmoaudikaris, cnydinr, hadpUKyBaHHS. G yHKIii
Heoonixu: He BUSBJISIE €roiCTUYHICTH Ta OLTY Hipy, KpiM TOro, KOXEH BY30JI Ha IUIAXY
NPsSIMYBaHHS ITaKeTy ITOBHHEH BUKOHYBAaTH PO3MIM(PYBaHHS Ta 32 IMU(QPYBAHHS MAKETYy,
110 BUKJIMKAE 3aTPUMKH Y TIepe/iadi MaKeTiB uepe3 Mepexy.
ARAN (authenticated routing for ad hoc network) — € nogarkom nporokoiny AODYV, mo | kpunro-
BUKOPHCTOBYE aBTEHTU(]IKAlil0 MapUIpyTHHX IIOBIIOMJIEHh Ha OCHOBi cepTH(ikaTiB | rpadiuHi
BiJIKPUTHX KJIFOUIB. ¢byHKIT
3axucm Bin atax: Moaugikamis, NOpyIIeHHs HiTiCHOCTI, (haOpuKyBaHHSI.
Heoonixu: He BUSIBIISIE €TOICTUYHICT Ta Oy Aipy.
DSR SQoS Route Discovery — BHKOPHUCTOBYE CHMETPHYHI KPUITONEPETBOPEHHS JUIS | KPUITO-
(Dynamic 3a0e3neueHHs1 0e3neKy MpoLeayp JOCIiPKEHHSI MapIIpyTiB, KpUNTOrpadivyHo 3axuiieHa | rpadivHi
Source Bepcis QoS Route Discovery. G yHKIii
Routing) 3axucm Bin arak: Momudikamisi, MOPYIIEHHS HUTICHOCTI, (haOpHKyBaHHs, TOpPYIIEHHS
KOH(Q1ACHIIHHOCTI.
Heoonixu: xoXeH By30] Ha UDIIXYy TNPSAMYBaHHS BHKOPHUCTOBYE MpOLEAYPH
posmudpyBaHHs Ta 3amupPyBaHHs, 10 HAKIAIA€ TOAATKOBI OOUMCITIOBAILHI BUTPATH HA
BY3JIM MEPEeXi Ta 3MEHIIye pecypcu Oarapei By3ia.
Ariadne — BuUKopHcTOBY€e aBTeHTHU(]iKamito 32 poTtokoiaoM TESLA - apreHTH]iKamis HA | KPUITO-
ocHOBI MAC-anropurmis. rpadiuni
3axucm Bin atax: Mmoaudikauis, cnydinr, padbpukyBaHHs, Oiia Jipa. ¢byHKIIT
Heoonixu: He BUSBIISE €rOiCTUYHICTD.
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Confidant — BUKOPHUCTOBY€E aHaJIi3 CBOTO OTOUEHHS KOYKHUM BY3JIOM 3 TIOKa3HUKOM MOJIEIb
(Ry—R f)/ (Ry+R f) e Ry, Ry — BJIaJIi Ta HEBJAAJI MMOIT BUSABJICHHI TIPU JIOBipH
criocrepeskeHHi cycimis. (Ry —Ry)/(Ry + Ry) =1 - nosHa nosipa, (R,—R¢)/ (R +Ry)=-1 —

ITOBHA HEIOBipa.
3axucm Bin aTak: eroiCTHYHICTb.
Heoonixu: He BusiBIIsie Moaudikaiito, crydir, GpadpukyBanHs, Oty Aipy.

QoS Route Discovery — BUKOpPUCTOBYe JiepeBa IOBIpH IS IOCIIIKEHHSI MapILIPYTiB. MOJIENb
3axucm Bin atax: Moaugikamis, NOpyIIeHHs HiTiCHOCTI, (haOpuKyBaHHSI. JIOBipH
Heoonixu: He 3abe3nieuye KOH(DIACHIIIHHICTD JOCIIKEHHS MapHIPYTiB MEPEKi.

DSDV SEAD (secure link state routing protocol). € nomatkom mo mpoTtokony DSDV, mio | kpunro-

(Destination- | BukopucroBye MexanizmMu aBteHTH(ikanii TESLA, HORS, TIK. BuxopucroByioTs | rpadiuni
Sequenced | 0oHOOIYHI remI-JAHIOTH IS aBTEHTH(IKAIT OHOBIIOIOUYMX MapIIPYTHHX MOBIJOMIICHB: | (YHKIIT
Blstance hos Iy hys..shy, By = x = Random value, hy = H(hi_y), 0<i<n.

ector) lemr-naHmror reHepyeThess KOKHUM BY3JIOM i 4ac iHimiamizanii. [Iyis nepeBipku KOXKHOT

METPUKH, HeoOXiTHO Ha OCHOBI OTPUMAaHOTO BiIOUTKY h_y,
hi = Hi (Hj—1--(Hp— -1y (hi—j))--) , 10 3aXHILA€ METPUKH BiJ MOAUDIKaLLi.

3axucm Bin atax: Mmoaudikauis, cnydinr, padpukyBaHHs, Oiia Jipa.

Heoonixu: He BUSBIISIE €rOICTHYHICTD, BUKIIUKAE CYTTEBI 3aTPUMKH y MEpPEXax 3 BETUKOIO
KUIBKICTIO BY3JTiB. SIKIIO 3JIOBMUCHUK HE 3MiHIOE METPHKY OHOBITIOIOUOT'O MOBIJOMIICHHS,
4yepe3 HbOro MOXKYTh OYTH TlepejaHi MapIIpyTHi ITaKeTH.

IIpooosoicenns mabn. 2

OLSR SLSP (secure link state routing protocol). KPHIITO-
(Optimized | ITporokonm MICTUTH TpW PIBHS: PO3IOBCIO/DKEHHS BIAKPUTHUX KIIIOUIB, JOCTIDKEHHS | TpadivHi
Link State | cycizniB, OHOBJIEHHS CTaHY 3B’SI3KiB. ¢byHKIT
Routing) 3axucm Bin atax: Mmoaudikamis, ciydinr, padbpuKyBaHHS.

Heoonixu: He BUSIBIISE OUTY TPy Ta €roiCTHYHICTb.
ZRP SRP (secure routing protocol for MANETS). BukopuctoByeTscsi 3axuieHe 3’€JHaHHS | KPUITO-
(Zone MiK BiIMPAaBHMKOM / Ta OTPMMYBAyeM j Ha OCHOBi PO3ILIBHOrO Kimowa k; ;. | Tpadidni
Routing | g SEC|QIDMAC MAC 336 itticr | PYHED
Protocol) BHKOPHCTOBYEThCS  3ar07I0BOK Q |QID| , ne 3abe3neuye CTifKiCTh

inenTudikarii ta apTeHTH(IKALT MAPIIPYTHUX TOBiIOMJICHb.

3axucm Bin atax: Mmoaudikamis, ciydinr, padbpuKyBaHHS.

Heoonixu: He BUSIBIISE OUTY TPy Ta €roiCTHYHICTb.

BucnoBku

TakuM 4MHOM, B pe3ysibTaTl MPOBEACHOrO aHali3y MOXHa BUAUIMTU MEPCIEKTHBHI LUISXU
MOJAIBIIIOTO PO3BUTKY METOJIB 3a0€3Me4YeHHs] IUTICHOCTI Ta aBTEHTUYHOCTI MOBIIOMJICHH B
Mepexax MANET s minBUIEHHS 3aXWIIEHOCTI MPOTOKOJIB Oe3meyHoi Mapripyrusarii. Tak,
nepcrnekTuBHa cucrema 3axucty iHpopmauii B MANET noBuHHa BkItoyaTtu B cede:

- MJACUCTEMY T'€Hepallii, pO3MOBCIOHKEHHSI Ta BIAKIMKAHHS KPpUNTOrpadidyHUX KIIOYIB;

- MCUCTEMY T'eHepallii Ta Bepu@ikailii Ko/1iB aBTeHTU(]IKaLI1l TOB1IOMIICHb;

- MCUCTEMY IIH(PPYyBaHHS JAHUX;

- TICUCTEeMY JOCIIKEHHS Ta aHaJ13y CBOIO OTOYCHHS;

- miaCUCTeMY iIeHTU]IKaIli Ta aBTeHTUPIKAL[T KOPUCTYBAUiB Ta BY3JIIB MEPEXKI;

- MJICUCTEMY BUSBIIEHHS aTak Ha MEPEXKY.

Ha ocHoBi1 mpoBeieHOro aHaji3y ICHYIOUMX aJrOpUTMIB reHepallii Ko/1iB aBTeHTudikaiii Oynu
BH3HAUYEHI MOKA3HMKHU OIIHKK iX SKOCTI Ta €(EKTUBHOCTI. B momampmiiii poOOTI TMIaHYEThCS
BJIOCKOHAJIUTHU ICHYIOUMH aJrOpUTM reHepauii Ta Bepudikaiii KoAiB aBTEHTUYHOCTI TOB1IOMJIECHb
UMAC 3a paxyHOK BUKOPHCTAHHS KpPUIITOIIEPETBOPEHD B IPYIl TOUOK EJIINTHYHOT KPUBOI, a TAKOXK
PO3IIIIHYTH MOXKJIMBICTh T0Oyn0BU anroputMy UMAC 3 BUKOPUCTaHHSM B SIKOCTI HOTO KJIFOYOBOT
(GyHKIIT reHepaTopa ICeBAOBUIIAKOBUX MOCIIIOBHOCTENl Ha OCHOBI NMEPETBOPEHBb B IPYIl TOUOK
eNnTUYHOi KpuBOi. TakoX IUIaHyeTbCS PO3IJISHYTH MOXKJIMBICTH HMPOBEIACHHS aHAJI3y OTOYEHHS
By3Jla 3 BUKOPUCTAHHSIM KpUNTOrpaiuHUX NEPEeTBOPEHb I T'eHepallii, a TaKoK PO3MOBCIO/HKEHHS
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KpunTorpagiuHux KIKOYiB HAa OCHOBI eninTUYHUX KpuBuX [36, 37]. Po3poOka TeopeTHUHUX 3acaj
II0JI0 CTBOPEHHS MPOTOKOJIIB HAa OCHOBI MOJEJI JOBIPH, CTIHKICTh SKUX €KBIBaJEHTHA PIIICHHIO
TEOPETUKO-CKJIaIHUX 33Ja4 MaTeMaTUKU JI03BOJIMTH 3abe3neuntu Oesmneky iHdopmanii B ad hoc
MEpeki 3 TEOPETHUHO-IOBEACHOI CTIMKICTIO MeTOoNIB 3abe3nedyeHHst Oe3neku iHpopmanii B
MANET. Amnaniz 3arpo3 Oesnexku iHdopmarnii B ad hoc mepexi M03BOJHMB BUIAUTUTA OCHOBHI
HamnpsIMKU 3a0e3mnedeHHs 0e3neKkn — 1€ 3aXKUCT Bl aTak 4yopHa Jipa, cipa aipa, Outa aipa, JrOauHa
nocepeauHi, hadpukaiis, crmydinr, Mmoaudikailis MOBiIOMIIEHb Ta €rOiCTUYHICTh. Po3po0Oka HOBHUX
MeTomiB 3a0e3lleyeHHsT IIICHOCTI Ta aBTEeHTHWYHOCTI IoBimomiieHb B MANET nmo3soaurs
MIABUIIUTH HAIIAHICTh Ta KpUOTOrpa@iuHy CTIHKICTh KPUIITONEPETBOPEHb B CUCTEMAaX 3aXUCTY
iHpopmarii B MANET.
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