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OCOBJIMBOCTI 3AXHUCTY PECYPCIB TA KAHAJIIB KOPIIOPATUBHUX
MEPEX

B craTTi po3risiHYTI 3arpo3u KOPIIOPaTUBHUM MEpeXaM Ta OCHOBHI MOXJIMBI KaHaJIM BHTOKY iHQopmarii.
Po3risiHyTO MOXKIIMBI 3aX0MU [UIsl TIOKPAILEHHS Jiil TepcoHaiy 3 AisMu B iH(GopMaliitHiii Mepexi.
KirouoBi crioBa: Mepexa, KaHalu 3B’ 3Ky, iHpOpMaIliiiHi CHCTEMH, KOPIIOPaTHBHI MEpexi.

Beryn. 3abe3neueHHst Oe3lekd B KOPIOPATUBHUX MepekaxX, Ma€ BEJIMKE 3HAU€HHS B
cydacHuUX peanisix. bynp-aka iHdopmairis, mo oOpoOssieTbesi Ta 30epiraerbecsi B 1HGOPMAIIITHUX
CHUCTEMax, 40roch BapTa IpHU YMOBI ii TOCTOBIPHOCTI Ta TapaHTOBAHOCTI, @ TOMY iH(OpMaIlis Mae
OyTH HaJIHO 3aXMILEHA.

AHaJi3 OCTaHHIX AOCJHIIKeHb Ta IOCTAHOBKA MNPodjaeMH. AKTYalbHICTh HpoOIeMH
3axucTy iHpopMallii Bij] 3arpo3, MOXKHA MOPIBHATU Ha NMPUKJIAAl AaHUX, onyOiikoBaHux Computer
Security Institute [1] (Can-®panmucko, mrat Kamipopnisa, CIIIA), sxi BinoOpaxaioTh 3 SKUMU
MOPYILIEHHSMHU 3aXUCTY KOMIT'FOTEPHUX CUCTEM JOBOJUTHCS OOPOTHUCH:!
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Puc.1 3arpo3u 3axucry iHpopmariii B % NopymeHb

OcHoBHAa yYacTHHA. 3arpo3d KOPIOPATHUBHIA MeEpeki MOXKHA TOAUIMTH HA JB1 TPYIH:
BHYTPIIIHI, 10 MOXYTh BUHHKATH O€3MOCEpPEeIHbO Ha TEPUTOPIi Ta 3aBISKU MEPCOHATY YCTAHOBU
Ta 30BHIIIHI, 0 BUHUKAIOTh 32 TEPUTOPI€I0, a 1HO/1 HA BEIUKIM BIACTaHI, 1 3aBIIKH CTOPOHHBOMY
BTpy4YaHHIO B cucteMy [2]. XapakTepucThKa OCHOBHMX JDKEpes 3arpo3 s (QyHKLIIOHYBAHHS
1HGOpMaLIHUX CUCTEM:

[IpoHUKHEHHSI y cHUCTEMYy uepe3 KOMYHIKALlMHI KaHalu 3B'A3Ky 3 [PUCBOEHHIM
MTOBHOB@KEHb JIETAJIbHOIO KOPUCTYBada 3 METOI0 MiJPOOKH, KOMIIOBaHHS a00 3HMILEHHS JaHUX.
Peanizyerbcs po3nizHaBaHHSAM ab0 MiIO0OPOM MApOJIiB 1 MPOTOKOIIB, NEPEXOIIEHHAM HapoJiiB IpU
HErJIaCHOMY HIAKIIOUEHH1 0 KaHally M1l 4ac CEaHCy 3B'A3Ky, NUCTAHIIMHUM MEepeXOIICHHIM
MapoJIiB y Pe3yJbTaTi MPUHOMY €JIEKTPOMAarHITHOTO BUIIPOMIHIOBAHHSI.

[IpoHUKHEHHSI B CHUCTEMY 4Yepe3 KOMYHIKAlllifH1 KaHaiu 3B'A3Ky IpU MEepEeKOMMYTallii
KaHaJly Ha MOJEM IMOpYIIHMKA IMICIsI BXOJKEHHS JIETAIBHOTO KOpPUCTYyBaya B MeEpexy W
Mpe'siBJICHHS] HUM CBOiX IOBHOB@)XE€Hb 3 METOIO MPUCBOEHHS MPaB IbOI'0 KOPUCTYBaya Ha JOCTYII
10 TaHUX.

[ligkaroueHHs 10 KaHaly 3B 'I3Ky B pOJII aKTUBHOTO peTpaHcisTopa Juid Qanbcudikaiii
IUIATDKHUX JIOKYMEHTIB, 3MIHM iX YTpUMaHHs, MHOPSAKY IPOXOJKEHHS, MOBTOPHOI Iepenadi,
3aTpUMaHHS JI0CTaBKH.
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BipycHi araku, 1m0 MOXYTh 3HHUINYBaTH 1HGOpPMAIL0 Ta BUBOJAUTH 3 JIaAy AEsKI arnaparHi
npuctpoi. OcHOBHUH 3acid 60poThOM — BUKOpHUCTaHHS aHTuBIpycHoro [13, mo mo3Bossie BecTH
MpoQLIaKTUYHI 3aX0/IU Ta JIIKYBaHHS Yy pa3i HeoOX1AHOCTI. BipycHi aTaku MOXyTh OyTH NMpOBEIEH1
330BHI Yepe3 Mepexi nepenadi JaHux abo HUISIXOM BHECEHHS BIPYCIB y CUCTEMY B HepoOouMii yac,
HaAIPUKIIAJ BUKOPUCTAHHS CHIBPOOITHUKOM "MoiapyHKa" y BUIJISA1 HOBOT KOMIT'FOTEPHOT I'PH.

AnapatHi 3001, 1[0 3arpoXyroTh YacTKOBUM a0o0 MOBHUM BTparaM 1H(opmailii,
MIPOTPaMHOTO 3a0e3MeUeHHsI, cucTeM 0OpoOKHM maHmuX. 3axucT iH(opMaIliil mosrae B 3a0€3meyeHH1
nyOnroBaHHS 1HQOpMaIii Ha mapajelbHO MPaLouYoMy cepBepi, 30epexeHH1 0a3 JaHUX B apXiBax
Ha 3MIHHHMX HOCISIX 1H(opMallii, IK Hanpukiag 0okax (iemr mam'sari, KOMIaKT-JUCKaX, MarHITHUX
cTpiukax tomio [3].

CICHOBHL MeTONH Ta 3400 GH Te XEIUHOTO 3aXHCTY
rdopmarii 3 ofmMeE eFEHM D0 CTVIIOM

EII'EBEI:IPI'[CTEI'E[{H SANHINEHOND OO ATHANET

Permame HryEania pofoTH KOpHCTYEAWE, TeXHIYHOTO
TEPCOHATTY, MpOTPaMHEY Fac0f 1k, a7 MeHTIE Gas
FAHHY 1 HOCHE 1HGopMATni 5 of Meis eHEM Ooc TVIIOM

PETTIAMEHTYEAHHA ApaTe KTV RH ABTOMATHIOBAEHY
CHOTeM 1 Facofls
O WEHCIIO BATIE HOL TE KEIEH

TFCE & HEJHO-Te X HIUHE OCHALIE HHA CIIOPYH, 1
KOMYHIEATLH, THZHAYE HEX LT

TOILYE, EHARTIEHHA 1 IO VEAHHA AFTITHIE
MHCTROLE

Puc.2 Meroau Ta 3aco0u TEXHIYHOTO 3aXHCTY iH(pOpMAIi

JUia miaTpuMKH Ta 3a0e3nedyeHHs poOOTO CTIMKOCTI CUCTEMH MOMIJIMBO PO3IJISTHYTH Ha
MPUKIAAl cXeMa lepapXxigHoi JaekomIro3uilii: Takuit crociO J03BOISE MPOBOIUTH ACTAaTLHUNA aHAII3
Ta aTecTalilo 3axXUIICHOCTI IHpopMamiitHUX cucTeM. TakoXX pO3MOIUIATH 3aXHCT BiJ] MOKJIMBHUX
3arpo3 Ha piBHI Ji€ 3 SBISETHCS BaXMBa 1H(GOpPMALiA, L0 MOXKE 3AlIKOAUTH 1HGOpMAaLIHHIN
IUTICHOCTI cucteMH [4].

Haniiinum 3aco6om  migBuiieHHS €(EKTHBHOCTI 3axoJiB i1H(OpMaIiiHOi Oe3meKku €
HAaBYaHHS Ta IHCTPYKTaX IMPaLIOI0u0ro MEpCOHANy UI0J0 OpraHi3aliiHO-TEXHIYHUX 3aXOiB
3aXHUCTY, SIKI 3aCTOCOBYIOThCS B KOHKpeTHIN opranizauii. KpiM nporo, o60oB's13k0B0 MaroTh OyTu
peani3oBaHi HaCTYITHI OpraHi3aIliiiHi 3aX0IH:
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Puc.3 IepapxiuHa TEKOMIIO3HITIS

Jliig Bcix oci0, 1110 MaroTh MPaBO JOCTYMIY /10 3ac00iB KOMIT 'FOTEPHOI TEXHIKU, MOTPIOHO
BU3HAUUTHU KaTEropii 10MycKy, TOOTO KOJIO CIy>k00BUX 1HTEpeCiB KOJIeHOT ocodu, BuaM iHpopmariii,
70 SIKHX BOHA Ma€ IMpaBO JOCTYIy, a TaKOK: BUJ TAaKOro J03BOJY, IPABOMOYHICTH 0COOH, sKa
YIOBHOBXYETHCS JIJIs 3MIMCHEHHS TUX a00 HIIMX MAHIMYJIAIIN 3 3aC00aMU KOMIT'FOTEPHOT TEXHIKH

Cria BU3HAYUTH aJIMIHICTPATUBHY BiANOBIJAIBHICTD 3a 30€PEKEHHS 1 CAHKI[I0HYBAHHS
noctymy Ao iHpopMauiiHux pecypcis. [lpu npomy, 3a KOKHHI BUJI pecypciB BiAMOBIAAIBHICT
MMOBUHHA HECTH OJTHA KOHKPETHA 0c00a;

BucnoBku. IlinBoasuu nincymku, Xotuiocs 6 BI3HAYUTH, 10 IpoOieMaM KOMIT'FOTEPHOL
0e3IeKr B KOMI'TOTEPHUX 1 KOPIOPATUBHUX MEpekax B IOBUHHE HAJAABATUCS OCOOIMBE 3HAYCHHS.
[IpaBunbHO i€papxiyHO TNOOyIOBaHA CHCTEMa JOCTYNY [0 JaHUX, CydacHE OOJIaJHaHHS, ILITaT
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KBaJI1()IKOBAaHUX NPALIBHUKIB, BIANOBINATbHUX 33 KOMIT'IOTEPHY O€3MeKy - 1€ rapaHT Oe3meKu
iHpopMalii, a pazoMm 3 TUM 1 Koprnopauii. Tak camo XoTiocst O MIAKPECIUTH, 110 HISIKI anaparHi,
MpOrpaMHi Ta iHIII 3aco0u, 1 OpraHi3aTopchbki poOOTH PI3HUX BUAIB HE 3MOXYTh IapaHTyBaTH
abCoNIOTHY HaJIMHICTh 1 Oe3leKy AAaHMX, ajle B TOW K€ Yac 3BECTU PU3UK BTpPAT A0 MIHIMyMY
MO>KJIMBO JIMIIIE NPH YCBIJOMJIEHOMY, KOMIUIEKCHOMY MIJXO1 10 MUTaHb KOMII'FOTEPHOI OE3MEKH.
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