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COBPEMEHHBIE CPEJCTBA YIIPABJIEHUSA UTH®OPMALMOHHBIMU PUCKAMU

B pabore mpoBeneHO HCCIIEMOBAHUE MIMPOKOrO CIEKTPa CYIIECTBYIOMIMX METOMHK H IIPOrPAMMHOTO
obecrieueHus yIpaBieHus HHPOPMAHOHHBIMHU PUCKAMH OTHOCUTENHFHO HAOOpa MapaMeTpoB, XapaKTEePH3YIOIINX PUCK.
K sTuM mapamerpaM NpHHAUIEKAT: COOBITHE, JACHCTBUE, XapaKTEPUCTHKA CUTYalllH, MEpa, BEPOSTHOCTh, OMACHOCTb,
3aTparsl U mMoTepu. i 3THX CPEeNCTB C YIETOM HHTETPUPOBAHHBIX MMAPAMETPOB PHCKA COCTABIICH KOPTEK, KOTOPBIH
JACT BO3MOYKHOCTh YHH(DHIIMPOBATH MPOIECC CPABHUTENBHOTO AHAIN3a COOTBETCTBYIONIETO HHCTPYMEHTAIBHOTO
MPOrPaMMHOr0 00eceueH s, YTO MOBBICUT 3P HEKTUBHOCTH OCYIIECTBICHHUS €r0 BHIOOPA.

KiroueBsie crioBa: HH(POpPMAIMOHHAsT 6€30I1aCHOCTh, PUCK, aHAIN3 PUCKA, OI[CHKA PHCKA, YIIPABICHHE PUCKOM,
yrpo3a, yI3BUMOCTh, HHTETPUPOBAHHOE MPEICTABICHNE TAPAMETPOB PUCKA.

Ha ceroassiiiHuii 1eHb CyIIECTBYET JOCTATOYHO LIMPOKOE MHOXKECTBO MHCTPYMEHTATIbHBIX
CPEICTB ¥ METOJUK YIpaBieHHUs] NHPOPMALMOHHBIMU PUCKAMM, MO/ KOTOPHIMH MOAPa3yMEBACTCS
ompeesieHue MmapaMeTpoB PUCKa, aHAI3 U olleHKa pucka (AOP), a Takke onpeeeHne onepammi
Hajg puckamu [19]. Yacto mepen cnenuaivcTaMd KOMIAHMM JUIsl MOBBIEHUS 3(PPEKTUBHOCTH
pemieHus 3amad 3amuThl uHGopManuu (3M) Bo3HMKaeT BOMPOC O BHIOOPE COOTBETCTBYIOIIETO
CpEIICTBa, yIOBIETBOPSIONIETO TEKYyIIUM TpeboBaHusM mH(popmMarmonnon 6e3omacHoctu (Mb). B
pabote [19] ocymiecTBieH aHaIU3 U PACKPBHITUE MOHATHI CBSI3aHHBIX C YNPABICHUEM PUCKOM M
nocienyroiei ero uurepnperanueii B oonactu Ub. Ha aToit ocHoBe, ¢ yueToM MHTETpUPOBAHHOTO
npencrasieHus napamerpos pucka (UIIIP) [17], npoananu3upoBaHbl Takue WHCTPYMEHTAJIbHBIE
cpeactBa kak COBRA u CRAMM. IlpeanoxeHHbIH MOAXOA, B OTIMYHME OT HU3BECTHBIX
uccnenoanuii [14, 18, 20, 21, 24], no3Bonsier otHocutensbHo WIIP ynudumuposats mporecc
aHaJu3a COOTBETCTBYIOILMX WHCTPYMEHTAIbHBIX CPEICTB, YTO JAacT BO3MOXKHOCTb IOBBICUTH
3¢ (GEeKTUBHOCTD OCYILIECTBICHUS UX BbIOOpA.

B cBsi3u ¢ 3THM, 1IeNbi0 JaHHON paboThl SBJISETCS NPOBEACHHUE aHAJIM3a IMIMPOKOTO CHEKTpa
CYIIECTBYIOIMMUX MeTOANK U mporpammuoro obOecrneuenus (I[10) AOP (¢ wucnosbp3oBaHueM
npemioxenHoro B [16, 17, 19] noaxoxa) s ompeneneHus Habopa MapamMeTpoB, MO KOTOPBIM
MOXXHO OCYIIECTBUTHb CpPAaBHUTEIbHBIA aHAIM3 TAKUX CPEJACTB OLIEHHWBAHUSA C BO3MOXHOCTBIO
nuddepeHnranuy 3TUX apaMeTpoB Ha Te, KOTOpble TpeOyloTCs Ha BXOJE (BXOJAHbIE JaHHbIE) U TE,
KOTOpbI€ HE0OOX0IMMO MOIY4YUTh B pedynbrate AOP (BbIXO/IHBIE TaHHbBIE).

B pa6ore [17] aig UHTErpUPOBAHHOTO MPEACTABIECHUS TAPAMETPOB PUCKA C OTOOpaKEHUEM
Ha chepy Wb, mpeanaraercst mpeacTaBUTh €ro B BUAC JIECATUKOMIIOHEHTHOTO KopTexka <E, A, M,
C, P,D,S F, L, V> rne E — cobeitue, A — neiictsue, M — Mepa pucka, C — xapakTepuCTHKa
cutyanuu, P — BepostHocTh, D — omacHocTh, S — cuTyauus Bbeioopa, F — yactora, L — 3arpatsl u
nmotepu (pacxonmbl), V — oOTKIOHEHHWE OT 1end. OTHOCHTEIBHO JTOTO MPEACTABICHUS
OCYILIECTBJISIETCS] aHAJIU3 COBPEMEHHBIX CPEJICTB YIPaBIECHUS HHPOPMAITUOHHBIMU PUCKAMHU.

Metonuka RiskWatch (CHIA). Metonuka ortobpaxaer TpeboBanus crtaHmaaptoB [SO
27001 u 27002, NIST a Taxxke COBIT IV. Bxonnsie qanabie. AHaIU3 U OIICHKA PUCKA MPOUCXOTUT
B 4 ¢aszer [20]: 1) Onucanue UC opeanuzayuu ¢ mouku 3penus Mb — omnpeneneHue mpeaMera
uccinenoBanusi; 2) Beood oOawnuwix. Jlns BBIABIEHUS BO3MOXKHBIX YSI3BUMOCTEH HCHOJIB3YeTCA
TeMaTHYECKUI BOMPOCHHK, 0aza KoToporo coaepxkut 6osee 600 3ampocos; 3) Oyenxa pucka. Ha
3TOM JTalle PacCUUTHIBACTCS MPOQUIIbL PUCKOB, U BHIOMPAIOTCS MeEpbl oOecrieueHus: 6€30MMacHOCTH;
4) I'enepanus oTyeTa.

Boixonnsle nannble. Ilocne mnpoxoxknenus Bcex a3, A8 aHAJIUTUKOB B OTYETE
MIpeloCTaBIIsIeTcs cienytomas uHpopManus: auarpaMma COOTBETCTBUsI TPeOOBaHUSAM CTaHAAPTa,
auarpaMma KakuM UMEHHO TpeOOBaHMSIM HE COOTBETCTBYET JAAHHBIE OTBETHI HAa 3alPOCHl, TaOIHIIA
JIETAJIbHOTO IPE/ICTAaBICHHS] COOTBETCTBHUS U HECOOTBETCTBUS TPEOOBAHUSAM CTaHAapTa, AUarpaMma
MOTEPb.

B Bompocax orpaxkaercst Bce coObITUS, KOTOphle MOTYT IpuBecTH K Hapyuenuto b (E) u
neictBus (A), KOTOpbIE IPUBEIH K ATUM coObITHAM. KacaTenbHO ueHTH(HUIMPYIOIIETro mapaMmerpa
M, B IIO ucnonwszyercsi My, M,. Bo Bpemsi OTBETOB Ha BONPOCH MPUCYTCTBYIOT HEUETKHE
cutyanuiit C, mpu BeIOOpE BapuaHTa “He 3Haw0’ u onpeaenéHubix C, mpu BEIOOPE TOYHOTO 3HAYCHUS
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U3 33JaHHOTO Juana3oHa. B MeTonuke wHCIonb3yeTcss OLEHOYHBIM KOMIOHEHT F — wacTorta
BO3HUKHOBEHHUS HEXENaTeIbHbIX COOBITHIA. PUCKOM sBIIeTCS MaTeMaTUYECKOE 0XKHUAaHUE MOTEPD,
KOTOpOE€ MOKHO HHTEpIpEeTHpoBaTh Kak pacxojpl L. CocTaBUM KOpPTEX i1 3TOM METOIUKHU —
<E,A,C,M, F, L>.

Metonuka RA2 art of risk (RA Software Tool, Besimkoopuranus). [Ipencrasnser coboit
[1O nmnst pa3paGOTKK U OCYIIECTBJICHHS CUCTEMBI MEHEKMEHTa MH(POPMAIIMOHHON 0€30MacHOCTH
(CMUB) B cootBercTBuM ¢ TpeboBanusmu ISO/TEC 27001:2005.

Bxonubie nannbie. Meroauka cocrout uz 8 moxyneit: 1) O6macte CMUDB u macuiraOsl
ouneHku pucka; 2) Wnentudukanus axktuBoB B CMMUDB; 3) Onenka aktuBa; 4) Ouenka
yrpo3/ysa3BumMocteil; 5) Unentudukanus u oueHka pucka; 6) Pemenus no obpabotke pucka; 7)
VYTBepxkaeHue npuMeHuMocTy; 8) BolnosiHeHue 1 0TOOpaHHbIE CPEACTBA YIIPABICHHUS.

Bo BpeMs mnpoxoxkaeHus KaXIOro W3 MOy HMHULHMAIU3UPYIOTCA 3ampochl. JlaHb
BAapUaHThl OTBETOB B OMHAPHO-TMHIBUCTUYECKOM BUAE (1a, HET). [t OolleHKH prcKa HCIOIb3YIOTCS
8 ypoBHEH ¢ onmMcaHueM UX Kak: | — TPUBHANIbHBIN; 2, 3 — MUHOPHBIN; 4, 5 — 3HAUUTENBHBIN; 6, 7 —
Oonbmioi; 8 — karactpoduyeckuil. Takke, A MOCTPOEHUS MaTpPUIbl PHUCKA, HCIOJb3YIOTCS
YPOBHHU OMACHOCTH JIJIsl IPEANPUSATUS U BEPOATHOCTh PUCKA B JINHIBUCTHUECKUX ILIKAJIaX.

Beixonnbele nanHble. I[lpu 3aBeplIEeHMHM OLICHKM II0Jy4aeM YPOBHM pPHCKAa IO KaXIOu
MIPEJICTABJICHHOW KaTeropuu B JIMHIBUCTHYECKOM BHJE, HAIpUMEpP, BBICOKOMY YPOBHIO pHCKa
cootBeTcTBYeT 7 [21].

[Ipy  UMHTErpUpOBAaHHOM  NPEICTaBICHUM  pPUCKA  HEOOXOJAWMO  OTMETUTH  €ro
UIEeHTU(DUKATOPHI, KOTOPBIE UCTIONIB3YIOTCS B aHHOU meToauke — E, A,, C, M. Ilapametpst E u A
CBSI3aHHBI MEXJy COOOM M Tpe/CcTaBlIeHbl TPeOOBaHUSIMU CTaHIapTa. Mepa pHucKa MCIOJIb3YeTCs:
M, M,, u M,. Xapaktepuctuka CUTyallud B JaHHOW MeToauke Bcerma omnpeaenena C,
(BBIMOJHSIIOTCSL WJIM HE BBINONHAIOTCS TpeboBanus). B RiskWatch puck mnpencraBinen kak
onacHocTh (D) nns opranmsauuu u orobpaxaercs B kodpounuentax. Koprex st atoro 110 <E,
A, M, D, P>

Kommnuexkcnas sxcneprHas cucrema (K9C) ynpasiaenus UB «ABanl'apa» (Poccus).
K9C «ABanl'apn» BKIII04aeT KOMIUIEKC METOAMK MAEHTU(UKALIMYA KPUTUYECKH BaXKHBIX CETMEHTOB
1 00beKTOB HH(OPMALIMOHHOW HH(PPACTPYKTYpPhl HA OCHOBE aHAJIN3a U OLIEHKH PUCKOB HapYIICHUS
Wb aBromartusupoBaHHbIX HH(popMmannoHHBIX cucteM (AMC); ympaBneHus puckaMu HapylIeHUS
Nb OonbmMX KOMIBIOTEPU3UPOBAHHBIX OPraHU3AIlMOHHBIX CHCTEM; IIOCTPOEHHUS CHUCTEMBI
TpeboBanuil Ub kputnyecku BaXHBIX cerMEeHTOB U 00bekTOB AVC; MOHUTOPUHIOBOIO KOHTPOJIS
HaJl COCTOSTHUEM KPUTHYECKU BaXKHBIX cerMeHTOB U 00bekToB AVC [18].

Bxoansie manubie. M3HauanbHO MPOM3BOAMUTCS aHamu3 coObITM pucka. [lo kaxmon u3
Mozenel cCOObITUH PUCKOB B COOTBETCTBYIOIIMX I'padax yKa3bIBAIOTCS SKCIEPTHHIE OLCHKU LEHBI
pUCKa U BeposATHOCTU ero coObiTuid. lleHa pucka ykas3bplBaeTcs B OIICHOYHBIX €IMHUIIAX.
BeposiTHOCTE COOBITHSI pHCKa YKa3blBae€TCs B MpoOLEHTax U He MoxeT npesbimath 100%. B rpade
«Yuep0» Moka3bpIBaeTCS pacueTHOE 3HAUYEHUE pa3Mepa pHUCKa, BBIYUCIIIEMOE KakK MPOU3BEACHUE
LIEHbl PHUCKA HAa BEPOSITHOCTh COOBITUSI pucKa (3HaueHue rpadsl «BepostHoCThY, nenenHoe Ha 100).
JUia  KaxaoM W3  yrpo3 IOKa3bIBaeTCsl OLEHKAa Beca B YKa3aHHOM COOBITUM  pHUCKa
(puckooOpa3yronuii MOTEHITMAI YTPO3bI IO COOBITUIO PUCKA).

[IpuBons  mapaMeTrpuueckoe  NPEACTABJICHHWE  pUCKA,  OTMETUM  IPHUCYTCTBHE
uneHtuuuupyromux komrnonent E, A, C u M. B KOC paccmarpuBaercss coObITHE pHCKa, OHO
IIPEACTABICHO KakK JEHCTBHE, KOTOpoe€ NpuBOAWUT K HapymeHutro Wb. B onmcanmm kaxmoro
necTBUs (HAaUMEHOBAHME pUCKA) MCIOJb3YIOTCS CTaTHCTUYECKUE JaHHble, COOpaHHBIE
MHOCTPaHHBIMU KOMIIAHUSIMU U HE BO BCEX CIIy4asiX MOT'YT ObITh MCIIOJIb30BaHbI B HaIlIEl CTpaHE.

BxonHble naHHbIE BBOJSATCS KAaK B Kaue€CTBEHHBIX, TaK M B KOJIMYECTBEHHBIX IIKaJaX.
KacarenbHo oneHouHbIXx KOMIOHEHT B AaHHOM [1O ucnons3ytorcs L — mpencraBiieH kak yiepo,
D — kak cTeneHb onacHOCTH U P — Kak BEpOSITHOCTh COOBITUS PUCKA.

Brixonnsie JTaHHBbIE. Onpenenenue pa3mepa PHUCKOB o 0o0BbeKTaM,
nojicucTeMam/mpoueccam, JIOKJIbHBIM Cpe/laM, PErMOHAM U IO MOJIENH B LEJIOM, MPOU3BOIUTCS
IIyTEM CYMMMPOBAHMS II0Ka3aTeled 3HAYUMOCTEM YIrpo3, OTHOCHMBIX B paMKaxX CTPYKTYpHOH
HepapxXxUyecKor MOJIEIH, K COOTBETCTBYIOLUIUM CTPYKTypam. Pe3ynbTaT moJiydeHHBIX BBIUMCICHUM
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BBIJIAETCS Ha SKpaH KOMIIbIOTEpA MOJIb30BaTeNs B BUJE JUarpaMMbl WM Ha [e4aTh B BUJE OTUETA.
[Tocnie BBO/Ia TaHHBIX BBICUMTHIBAETCS ylIepO OT pUCKa, Hampumep. B oTuere npencrasieH oOnmii
PHUCK opraHu3anuu c e€ ¢puiaranamMu (€ciau TaKOBbI IPUCYTCTBYIOT) B ACHEKHOM SKBUBAJICHTE.

Puck B KOC mnpencraBnen kak obOmuid ymep0 oT Bcex coObiTuii pucka L. Mepa pucka
HCIOJIB3YETCS MIPU OLIEHKH TOJBbKO My, Koprtex mns stoit metoauku <E, A, M, D, P, L>.

Meroauka Enterprise Risk Assessor (Risk Advisor — HoBas 3eaangusi). Meroauka
aHajM3a, OLICHKW M YIPaBJICHHWs PUCKaMH, pa3paboTtanHa kommaHueir Methodware, cooTBeTcTBYyeT
TpeOoBaHUAM aBcTpanuiickoro cranjpapra Australian/New Zealand Risk Management Standard
(AS/NZS 4360:1999) u crangapra ISO17799.

Bxonnble naHHble. AHanU3 M OIIEHKAa NPOUCXOAMT B TPH IIara MPOXOXKIACHUS Pa3HBIX
MPUJIOKEHUNA JTaHHOW METOJIMKE, YTO IO3BOJISIET CTPYKTYpHUpPOBATh OLICHKY, crenaTth e€ Oosee
touHoii: 1) The Builder Tool; 2) The Assessor; 3) The Consolidation Tool.

Ha »srame “onmcanus pucka” 3amaeTcsi MaTpulla PUCKOB, B pe3ylibTaTe€ PUCKH OyayT
OTMMCAaHbI B COOTBETCTBUU C ONPE/ECIICHHBIM 111a0JIOHOM U 3a/IaHbl CBSI3U UX C APYTUMU JIEMEHTaMU
Mojenu. OlLleHKa MPOUCXOIUT C KMCIOJb30BaHUEM KadeCTBEHHOW ImiKanbl. Ha srame “omumcanue
yrpo3”’ BHauyane GopMHUPYETCs CUCOK yrpo3. Onucanue Takxke JejlaeTcs Ha KaueCTBEHHOM ypOBHE
U T03BOJISIET 3aMKCUPOBATh UX B3aUMOCBA3H. Bo Bpems atana “omnucaHue NOTeph’ OMHCHIBAIOTCS
coObITHsl (HOCNEACTBUs), CBsA3aHHble C HapymeHuem pexuma HWb. Ilorepu ouenuBarorcs B
BbIOpaHHOM cucTteme kpurtepueB. s ympoiieHuss cOopa JaHHBIX B3KCIEpTaMH MOYXET ObITh
HCI0JIb30BaH TEMAaTUUYECKUI BOIIPOCHUK, KOTOPBINA COCTABIISAETCS BPYUHYIO.

Brixonneie nannbie. [locnemnmii w3 3tamoB ‘“‘aHanu3  pe3ynbTatoB”. B pesynbrare
IIOCTPOCHUSI MOJIENIM MOXKHO CPOpMHUpOBaTh NOApPOOHBIH oTueT (okosno 100 pa3nenoB) u
[IOCMOTPETh HA DKpPaHE arperupoBaHHble ONMCcaHus B BUe rpada puckos [21, 24].

B oTuere ¢ BEpOSITHOCTHON JIMHIBUCTUYECKOM LIKAJIOM, PUCK IIPEACTABIICH B BUAEC MaTPUILIbI
IO IIKaJie: TOYTH HaBEepHsKA, BEPOSITHO, BO3MOYKHO, MaJIOBEPOSITHO, PEAKO.

Hna nansoro IO moxxHO oTMeTuTh npucyrcTBUE HaeHTUuuupytouux E, A, M, C u
OLICHOYHBIX KOMIIOHeHT — Takux kak P, L, D. B Enterprise Risk Assessor B kauecTBe pucka
paccMaTpuBalOTCS ACUCTBHSI, KOTOpble MOTYT npuBecTH K Hapymenuto Mb. [lns otoOpaxkenus
KOMITIOHEHT PHCKa HCIIOJIb3YIOTCA KauyeCcTBEHHbIE My, U KonnuecTBeHHble M,, mkansl. B mpouecce
ONMCAHUS PUCKA JIOTIOJIHUTENBHO HCHOJb3YIOTCS OlLleHOYHbIe KOMIOHEHTHI P u L (consequence —
CIIEJICTBUE, KOTOPOE MOKHO MPEACTaBUTh B BUJE L) mpu 3TOM HCNOIB3YIOTCS JIMHTBUCTUYECKUE
mkansl. Bo Bpems OlleHKH pUCKY IpOocTaBisieTcs: KOAPGUIUEHT 3HaYMMOCTH U YPOBEHb OMIACHOCTH
D. Koprex mans Enterprise Risk Assessor <E, A, C, M, P, L, D>.

vsRisk, Risk Assessment Tool (Beinuxoopuranusi). [Iporpammuoe oOecnieueHue s
ouenku puckoB Wb B coorBercTBuM c TpebGoBanusimu crta"paproB ISO 27001 u BS 7799-3,
paspabotano komnanuei Vigilant Software Ltd.

Bxonubie nannsie. [lepBbIM 3TanoM aHaian3a U OLIEHKU PUCKa SIBJSETCS] BHIOOP LIKAJbl AJIs
BEPOSTHOCTH W BO3ACUCTBUsA. [IoTOM ISt KaXKI0T0 ACUCTBUS, HAIIPUMED, «OTKA3 B 0OCITY>KMBAHUE)»
BBIOMpAETCS] BEPOSATHOCTD 110 BHIOPAaHHOM 1IKase [6].

B kauectBe wunentupuuupyroumx mnapamerpoB B IIO Ha osrtane aHanMza pucka
ucnosb3yercst A. [{nst npoBuaeHus MOJOOHBIX OLIEHOK XapaKTepUCTHKAa CUTYallud BCErjaa JOJDKHA
0T C,. B Merommke ucnosb3yercs KadyecTBEHHbIE M,, U KOJWYeCTBEHHbIE M, mKkambl. s
OIIEHKH M3HAYAJIbHO 3anaercsa P u Bo3aeiicTBue, 0To0pa3um ero kak D.

Boixonnsle nanssle. Ilocne npoBuaeHHS aHalM3a pUCKA, BBLAAETCS OLIGHKa B BUJE
BbIOpaHHOTrO Oana Juist BeposITHOCTH. B nanbHelimem 3Ta nH(popManus UCHOIb3YETCs MIPH BBIBOJE
pekoMmenmanuu Ha cooTBercTBHE craHmapty ISO 27001. B TIO HeTr meranbHOW OIEHKH pHUCKA C
OTIMCAaHUsIMH PEKOMEHTyeMbIX aAeicTBui [6]. Koprex mmst stoit meromuku: <E, A, C, M, D, P>.

Meron OCTAVE (CIHA). Meton aHanu3a M OLEHKHM pHCKa pa3padOTaH HWHCTUTYTOM
Carnegie Mellon Software Engineering Institute u ILlentpom oOyuenus, ucciaeaoBaHUN U
texHonoruit (CERT), peanuzoBan B nuHeiike npoaykroB: merona OCTAVE — nns kpymHbIX
opranuszanuii, OCTAVE-S — s nebonpmux opranuzanuii, OCTAVE Allegro — nis opranuzanuid,
OCHOBHO€ BHUMaHHE KOTOPBIX yJesiseTcs HH(HOPMALIMOHHBIM aKTUBOM U MOPSA0YHOMY MOJXOY.
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Bxonubie mannbie. OCTAVE wucnonb3yer TpexstanHblii nmoaxon (¢asbl) aias HU3y4EeHHUS
OpraHU3alMOHHBIX M TEXHUYECKUX BOIpPOcoB: 1) MneHTudukanus akTuBoB U ya3Bumocteil. s
yan00CTBa POXOKACHHS 3TOM (Pa3bl MpeiaraeTcss OTBETUTH Ha 3anpockl. [lepBas ¢aza coctout us
4 mporeccoB (MaeHTUPHUKALUS PECYpPCOB, HACHTU(PUKALMS IKCIUTyaTallMOHHBIX, HICHTH(PUKALIHS
pecypcoB 1uTara, co3jaHus npoduiau yrpossl); 2) Hnentuduxamus yrpo3 u  ysa3BUMOCTEH
uHppacTpykTypsl. B He€ BXomsaT 1nBa mpolecca — HJISCHTU(UKALUS KIOYEBBIX M OLEHKa
O0TOOpaHHBIX KOMIIOHEHTOB. B MeTo1e mpearaercs pa3aesaTh yrpo3bl Ha CIEIYIOIUE KaTETOPUH:
C y4JacTHEM 4YelOBeKa C MHCIOJIb30BAaHUEM TEXHUYECKHUX CPEICTB, C YYacTUEM YeJIOBEKa C
HCII0JIb30BaHUEM (PU3UYECKOI0 I0CTyIa, TEXHUYECKUE MpolieMbl, Apyrue npodnemsl; 3) Pa3sutue
CTpaTerMy W IUIAaHOB O€30IIaCHOCTH, BO BpEeMs JTOW YaCTU OLEHKH, KOMaHJa aHaju3a
UICHTUQUIHUPYET PUCKU K KPUTUYECKUM aKTHBAM OpraHU3allid U peIlaeT, YTO ¢ HUMH CHeJaTh.
CocTout u3 2 npoieccoB — aHaIu3 U OLEHKA PUCKA, Pa3BUTUE CTPATErUU 3aLUTHI.

Boixonnsle nanHble. Bo Bpemsi BbinojHeHHs ¢a3bl 3 MPOUCXOIUT OLIEHKA PUCKOB JUIS
KPUTHYECKUX aKTUBOB, OIpPEAEJICHHE LIEHHOCTH BO3JEHCTBUS (BBICOKOE, CpelHEe, WM HHU3KOE)
YIpO3 K KpUTHYECKUM aKTuBaM [ 12].

OTHOCHUTENBHO MJIEHTUDUIMPYIOIUX KOMIIOHEHT, B METOJE IPUCYTCTBYIOT napamerpsl E,
A, C, M. Jlns oueHKH B METOJIE€ UCIIOJIb3YeTCs] KaUeCTBEHHbIE My, U KOJMYECTBEHHbIE My, ILIKAJIbI.
Jlyig ipoBesieHnsl KOPPEKTHOM OLEHKU “‘XapaKTepHCTHKa CUTyaluuu’ AOoJbKHA ObITh Beeraa C,, amns
3TOr0 B METOJIE MPEAYCMOTPEH JETalbHBIM aHanu3 pucka. PUck B MeTone paccMaTpuBaeTcs Kak
“OMacHOCTb”’, HapuUMeEp, ONACHOCTh IMOTEPU pemyTaluu U T.JA., 3TO ONpPENENSeT NPUCYTCTBUE
oneHounoro komrnonenta D. Koprex mst merona OCTAVE <E, A, C, M, D>,

Callio Secura 17799. Callio Secura 17799 sBasercs web-npunoxeHneM, KOTOpPOE
BKJIIOUYAET BCE HEOOXOJMMBIE HHCTPYMEHTBI IJIi MEHEKepa IpH pa3pabdoTKe, BHEIAPEHUH,
ynpasieHud U ceptudukauuu Information Security Management System (ISMS — Cucrtemsl
VYnpapnenus Nudopmannonnoit bezonacHocThI0), OCHOBAHHOM Ha CTaH/IapTe
ISO 17799 / BS7799 [14]. C nomouisio Callio Secura 17799 Bbl npuMeHUTE NpaKTUYECKUI METON
pa3paboTKu, BHEIpEHUs, yripaBieHus u ceptuduxaruu Information Security Management System.

Bxonnbie nannbsie. HeoOXoqumo 1Sl OLIEHKH OTBETUTHh HA BOIPOCHI, KOTOPHIE COCTABJICHbI
coryiacHO TpeboBaHUsAM cTaHiapTa. [IpenBapuTeabHO HEOOXOIMMO ONMUCATh BCE OM3HEC-TIPOIIECCHI
U aKTUBbBI, KOTOpbI€ BaXKHbl Ul OpraHu3auuu. B xone omnucaHus HEOOXOJUMO OIPENEIUTh
kputepuu (3) —BbIcOKUH, (2) — cpeanuid, (1) — Hu3kuii [4].

Brixonnsie nannsie. [locne onucanus onpeneneHHbl YpOBEHb PUCKA B BHJE BEPOSITHOCTH,
YTPO3bl, YI3BUMOCTH.

OneHuBaeTcsi BEpOATHOCTh BOSHUKHOBEHUSI P [i1s1 Kaxkioro aecTBust A, KOTOpoe NpUBOJUT
K BO3HUKHOBeHHIO coObiTusi E. Taxke HeoOXoaumo BbIOpaTh Ha 4YTO O3TH JEHCTBUS MOTYT
noBnuAThE. Mepa pucka ucnosbsyercs M, Koprex Beirmsagut tak: <E, A, M, L, P>.

I'pu¢ 2006. OcnoBHas 3amaya cucreMbl [PU® — nare Bo3moxHOcTs UT-MeHemxepy
camMoCTOsITeNIbHO (0€3 NpUBJIEYEHHUS] CTOPOHHMX OKCIIEPTOB) OLEHUTh YPOBEHb PHUCKOB B
nHpopMaMOHHONW cucreMe U 3(PPEKTUBHOCTH CYIIECTBYIOUIEH NPAKTHKU IO OOECHedeHHUI0
0€30MacHOCTH KOMIIaHHUH, a TaKXKe MPeJ0CTaBUTh BO3MOXKHOCTh JJOKa3aTeNbHO (B nudpax) yoenursb
PYKOBOJICTBO KOMIIAHUU B HEOOXOMMOCTH HHBECTUIINN B cepy ee Ub.

Bxoansie nmannbple. s OLIGHKM UCIoJib3yeTcs paspabdortanHas Digital  Security
KJIacCU(pUKalusl yrpo3, KOTOpas ONUCBHIBAET BCE ACHCTBHS, KOTOPbIE pACCMATPUBAIOTCS BO BpEMs
OLICHKH U MPUBOJAAT K HapyUICHUIO 0a30BbIX XapaKTEPUCTUK, TO €CTh COOBITUAM. 3aKIIOYUTENbHAS
daza — ykazaHme ymepda N0 KaKIOW Tpymnme [eHHOW WHGOpPMAIMH, pPACIOJOKCHHOW Ha
COOTBETCTBYIOILIUX pecypcax, Mo BceM Bujgam yrpo3. Ha 3aBepmaromiem stane HeoOX0IuMO
OTBETUTHh HAa BOIIPOCHI MO MOJUTHKE O€30MaCHOCTH, PEaTM30BAaHHONW B CHCTEME, YTO IO3BOJIMT
OLICHUTh pealbHbI ypPOBEHb 3AlUIIEHHOCTH CHCTEMbl W JETAJM3UPOBATh OLIEHKH PUCKOB.
Bomnpocsl monapaszymeBarOT JBa BHIAa OTBETa — «la» WM «HET». AHanmu3 puckos Wb
OCYILIECTBJISIETCSI C IIOMOIIbIO TOCTPOEHUS MOJEIU HHPOPMAIMOHHON CHUCTEMBbl OpraHHU3alUH.
3amaercs ymep0d OTAETbHO 1O TpeM yrposzam (KOH(MUIESHIUATBHOCTH, IE€JIOCTHOCTH,
nocrynHoctH) [20].
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Boixonnsle gaHHble. Puck olleHMBaeTCs OTAEIBHO MO KaXIOW CBA3KE «rpymna
noJsib3oBaresneil — uHpopManus», TO €CTh MOJEIb pacCMaTpUBAET B3aMMOCBSI3b «CYOBEKT —
00BEKT», YUUTHIBAsl BCE MX XapakTepucTtuku. Puck peamusauuu yrpossl b ans kaxngoro Buaa
nH(pOpMaLUK PACCUUTHIBAETCS MO0 TPEM OCHOBHBIM yrpo3aM: KOH(PUIEHIUAIBHOCTD, LIEIOCTHOCTh U
JOCTYIHOCTh. PaccunThiBaeTcs BEPOATHOCTh peaau3aluu yrpo3bl. Tak jke paccuuThIBaeTCs yuiepo
oT peanuzaiuu yrposbl. Ilpu pabore c¢ amroputmMom wucnonb3yercs mkaiza or 0 go 100%.
MakcumanbHoe uucino ypoBHeil — 100. PaccumrbeiBaercs ypoBeHb yrpo3bl IO YA3BHUMOCTH Ha
OCHOBE KPUTHUYHOCTH U BEPOSITHOCTH pealM3alUl Yrpo3bl Yepe3 AAHHYIO YA3BUMOCTb. YPOBEHb
YIpO3bl MOKA3bIBAET HACKOJIBKO KPUTHUHBIM SBIISIETCSI BO3JEHCTBUE JTAHHOM yrpo3bl Ha pecypc C
Y4€TOM BEPOSATHOCTHU €€ Peaanu3aliu.

AHanu3 pucka NpoUCXOJUT C MOMOLIBI0 UICHTUPUIHMPYIOMUX KoMIOHEHT A u E, ouenka
pUCKa OCYIIECTBIISIETCS C TOMOIIBIO OIeHOYHbIX KommoHeHT P, L u D. [Jlns otoOpaxenus
pe3yabTaToB ucnoie3yercs M, <E, A, M, L, P, D>.

@RISK. [10 @RISK npoBoauT aHanu3 pucKoB, UCIIONIB3YS MoaenupoBanue Mounre-Kapio,
¢ nomombio Microsoft Excel. OTo 3HauuT, YTO MOXKHO NMPOCIEAUTH KaKUE€ PUCKHU NPUHUMATh U
KaKMX MOKHO M30€XaTb, MPUHUMATh HAWIy4dlllMe PEHICHUH B YCIOBUAX HEONPEAeNeHHOCTH. Tak
xe ucrosb3yercst metoa Value at Risk (VAR) [15].

Bxonubie nannbie. Co3naHue cCBOEH MOJIENH, 3aMEHsIsI HEOINpEIEICHHBIMU 3HAYCHUS MU B
tabnuie ¢ (@ RISK ¢ynkuii pactipenenenus BEpOSITHOCTEH, KaK HOPMaJIbHbIE, PABHOMEPHOU, HIIH
cebiuie 35. IIpoucxoaut pacder pacxo10B eciau cuTyanus Hapymenus b nponzonaér.

B Tabnune onucansl nefictBusa A. 3anatorcs BeposiTHOCTH P, paccunteiBaercs L. B metone
ucnoJsb3yercs My, . Koprex umeer sua: <E, A, M, P, L>.

Metoa Ha ocHOBe 0alieCOBCKUX ceTeil. MeTo MOCTPOCHHE Kay3aJbHbIX MOJEJIEH OLEHKH
ONEpallMOHHBIX PUCKOB, B YacTHOCTH, OaliecoBckux ceteil. bailiecoBckas ceth (min baiiecoBckas
CEeThb JOBEPHUsI) — ATO BEPOSTHOCTHASL MO/JIEJIb, IPEACTABIIAIONMIAs COOON MHOKECTBO MEPEMEHHBIX U
UX BEPOSTHOCTHBIX 3aBUCUMOCTEH.

Bxonnsie mannbie. baliecoBckas ceTb mpencTaBiseT co0oi rpadoBy0 MOJENb, B KOTOPOI
PUCKOBBIE COOBITUS M MPHUYMHBI ATHX COOBITUH ((akTopbl pucKa) 0003HA4YaAIOTCS B BUJE
OKpY>KHOCTEH (Ha3bIBaeMbIX KOHIENTaMH rpada), a IPUUYNHHO-CIIEICTBEHHbIE B3aUMOCBSI3U MEXIY
HUMU — B BHJI€ HaIIPaBJIEHHBIX CTpeiok (pédep rpada), coeauHsomux KoHuentsl [25]. B ocHoBe
METO0/10JI0TMM 0alleCOBCKUX CEeTel JIekKUT Teopema balieca, IEHHOCTh KOTOPON NMPUMEHHUTENBHO K
ouenke OP 3axiouaercss B €€ crOCOOHOCTH KOMOMHHPOBATh JaHHBIE O BEPOSITHOCTU COOBITHIA,
MIOJIy4a€Mbl€ SKCIIEPTHBIM U CTATUCTHUECKUM NyTEM. /[l oTAenbHbIX (akTOpoB pHucKa (Yrpo3s),
JUI. KOTOPBIX HET CTAaTUCTUKU HOTEpPb, OLEHKU BEPOSITHOCTH PUCKOBBIX COOBITUH MOTYT OBITH
OCHOBAaHbI C UCIOJIb30BaHUEM TeopeMbl balieca, TOJIbKO Ha SKCIIEPTHBIX 3HAHUAX; a JUI APYTUX —
Ha CTaTUCTUKE MOTEPb, €CIh 00BEM COOpPaHHBIX JaHHBIX TOCTATOYEH JUIs LeJed MOJEeIUPOBaHNUS.

BepostHOCTh peanm3aniuu cOOBITUS MOXKET OBITh yKa3zaHa B 0alleCOBCKOM CETH B BHJIC
HENpepbhIBHOW (YHKIMM pacupeliesieHrs WM B BHJAE TaOJIUIbl BEPOSITHOCTEH, TO €CTh B BUJE
JUCKPETHBIX BEPOATHOCTEH.

Boixonnsle nanHble. Omnpezensercss aOCOJIOTHAs BEPOSTHOCTh M BEJIMYMHA PACXOJIOB.
PaccmaTpuBaroTcsi TpU KaTeropuu MOCJEACTBHI: HapylleHHWE IEJIOCTHOCTH, MJOCTYIHOCTH,
KOH(PUACHITUATHHOCTH, a JIsl MAaTEPUAIBHBIX aKTUBOB YIIEPO OMPEAEAETCs M0 MIKaje — OT MOJIHOM
yTpaThl akTUBA /10 c00s (OCTAaHOBKH, HEIOJIAJIKN) Ha HECYILECTBEHHBIN TPOMEKYTOK BPEMEHH.

JUis OLEHKHU HCIOJIb3YIOTCS HUIACHTHQUIUPYIONIKE KOMIOHEeHThl E, A U oleHouHbIe
kommoHeHTsl P, L, D u M. Koprex umeer Bun: <E, A, M, L, P, D>.

Meroauka NIST (National Institute of Standards and Technology). Metononorus
OLICHKM pHUCKAa OXBAaTbIBaeT JeBATh MepBUUHbIX ImaroB [11]: 1) XapakrepucTtuka CUCTEMBI;
2) Unentudukanus  yrpossl;  3) Mnentudukanus  ya3BuMocTH;  4) AHanM3  KOHTPOJIS;
5) Onpenenenue BeposiTHOCTH; 6) AHanu3 Bo3aercTBus; 7) Onpenenenus pucka; 8) Pekomengauuu
KOHTpOJIs; 9) JlokyMeHTanus pe3yabTaToB.

Bxonubie nannsie. COop nndopmanuu, uaeHTUPUKALUSA Yyrpo3: HASHTU(DUKALMS UICTOYHUKA
YIpO3bl; IPUYMHA U ACUCTBUA Yrpo3bl. VCIIONB3yIOTCS YPOBHU BEPOSTHOCTHU: BBICOKHMM, CPEIHHM,
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Huskuil. [Ipu aHanuze Bo3aelcTBUS onpenensieTcss COOBITUS: TIOTEPsl AOCTYIHOCTH, I€JIOCTHOCTH,
KOH(uIeHIMaIbHOCTH. BennyrHa Bo3AeHCTBUS OlIpeesseTcsl KaK: BbICOKasi, CpEAHsIsl, HU3KA.

Boixonnsle mansble. [ ompezeneHuss pucKa HUCHOJb3YeTCsl MaTpulla YpOBHSI pHCKa:
BBICOKH, CpeIHWH, HU3KUWA. B mporecce aHaimm3a pUCKa HMCMOJIB3YIOTCS HACHTHU(GUIIUPYIOIINE
KoMIIOHEHTHl E 1 A, a Tak ke oneHouyHble komnoHeHTol P u D. Mepa pucka M,. Koprex mnsa
nmanaHoi metonuku — <E, A, M, P, D>,

Metoauka Value at Risk. VAR - sto crarucruueckuii moaxon. Merogonorus VAR
oOnanaer psAOM HECOMHEHHBIX IPEHMYILECTB: OHa IO3BOJSET H3MEPUTh PHUCK B TEPMHUHAX
BO3MOXHBIX ITIOTEPb, COOTHECEHHBIX C BEPOATHOCTSIMH X BO3HUKHOBEHUS [15].

Bxonubie nannbie. Ctpykrypa VAR s ouenku pucka b coctout u3 yerbipex craauid:
1) Unentudukamus yrpos; 2) OueHka BEpOSITHOCTH 3TUX yrpo3; 3) Beluucienue neHHocTH B
omacHoCTH; 4) YMeHbllleHue pucka. Hoenmugpuxayus yepo3. Metomonorus KiacCHPUIIUPYET
yIpo3bl KaK MOIIEHHUYECTBO, 3JIOHAMEPEHHbIE JEMCTBUS, IIYTKH, MOMNBITKU MOJYYUTh JTOCTYI K
yacTHOM MH(pOpMaIuK, CTUXUIHBIE O€CTBUS, CA00TaK U OLIMOKH 10JIb30BaTENEH.

Brixonnsie nanusie. Oyenka 6eposimHocmu: €CTb MHOTO IOKYMEHTOB, KOTOPBIE OMUCHIBAIOT
4acTOTy HapymeHusi mpaBui Oe3omacHocTH. Oyenxa VAR: Korga pasnuyHbie PUCKH ObUIH
UJCHTUPUIIMPOBAHBI, BEPOSITHOCTh 3TUX PUCKOB (paclpe/esieHne BepOsSTHOCTH PUCKOB) OIIEHEHA U
BO3MOXHbBIE Pa3BUThIE CLICHAPUEB PHCKA OMUCAHBI, CAEAYIOUIUI HIar JOJKEH BBIYUCIUTD LIEHHOCTD
onacHoCTH GupMbl. OT MpeAnoaaraeMoro pacrpeaesieHns BepOSTHOCTU XYALIEro ciydas MOTepH,
BBIYMCIISAIOT HAUXYALIYIO IOTEPIO IS [IPEIOCTaBICHHOIO YPOBHS AOBEpHUsS. ITO 3HAUEHUE OTEPH -
VAR. Takum o6pazom, VAR cymmupyer 0XugaeMyrd MaKCUMAJIbHYIO TOTEpPIO (WX XYIIIYIO
MOTEPIO) O L[EJIEBOMY FOPU30HTY B NpeAeax JaHHOTO JOBEPUTEIbHOIO HHTEPBAJIA.

[Ipu ananuze pucka MCHoJb3yeTcs UIEHTU(UUIUPYIOUIUI KoMIIOHEHT A. Bo Bpems 3tanoB
OILICHKH MCIOJIb3YIOTCS OLIeHOYHbIe KOMIIOHEHTHI P, D u L. [l oToOpakeHus: pe3yabTaToB OLIEHKH
ucnoJb3yercs My, . Koprex g nannoit meroguku — <E, A, M, L, P, D>.

CSE (Communications Security Establishment, Government of Canada). Metoauka
pazpaboTaHa Ha OCHOBE TpexX JOKyMeHTOB: 1) CripaBOYHUK MO YIPaBICHUIO PUCKOM 0€30MacCHOCTH
s IT cucrem; 2) CnipaBounuk no ceptudukanuu u akkpeautauuu [T cucrem; 3) CrpaBodHHK 110
OILICHKH pucKa U BbIOOpy rapantuit 1 [T-cucrem.

Bxonubie nannble. UneHTudukanus yrpos, uaeHTU(UKALMS CUEHApUs yrpo3bl, CLIEHapUU
¢ubTpa yrpo3sl.

Boixonnsie gansble. OueHka pucka oOecredrBaeT Mepy pUCKa Ui KaXKIOro CLIEHapHs
YTpO3bl, OTpaXkasi €ro BO3JEUCTBHUE U BEPOSITHOCTb. METO/1 Ha3HAUEHUSI pUCKA JIOJKEH COCTaBIISAThH
YHCIIO cliydaeB o0nacTh OE€30MacHOCTH, WM 4Yepe3 OLEHKU BO3ACUCTBUSI WIM BEPOSITHOCTH (WM
00a). Ota dopma onenku pucka — cpeanee npeapkymenue notepu (CIIII) 3a manHbBIN TEpUOT
BpeMeHnH [ 1].

[Ipu ananu3ze yrpo3 ucnosb3yeTcs UAeHTUGUUUpYOMUi KOMIOHEHT A. Bo Bpems ouieHKH
KCIOJIb3yeTcsl olleHOouHble KoMnoHeHThl P, D u M. <E, A, M, P, D>.

RiskPAC (pa3paborunk — komnanuss CSCI, Hunepaaunapr). [Iporpamma ananuza pucka
RiskPAC, oOHapyXuBaeT U NOMOTaeT YCTPaHITh YA3BUMOCTH B MH(MOPMALMOHHBIX CHCTEMax U
TAHHBIX 0€30I1aCHOCTb.

Bxonnbie nannpie. Heo6xoauMo OTBETUTH Ha BONPOCHL. BONpOCHUKY IIPECTaBIEHbI B BUJIE
peNALMOHHBIX 0a3 1aHHBIX. J[15 oTBeTa HEOOX0IMMO BHIOPATh BapuaHThl OTBETOB. Kak/bIii Bompoc
0TOOpa)kaeT OIpeieIeHHOE IeCTBUE, KOTOpoe MpuBOoIUT K HapymeHuto Ub. Kax bl oTBeT nmeer
CBOM «BEC MO0 YMOJITYAHUIO», TAKUM 00pa3oM, IPOUCXOIUT UIACHTU(UKAIUS YTPO3.

Boixonnsie pansble. [loacuuTeiBaeTcsi BEpOSITHOCTh Yrpo3 — IO IIKaJie: MaJOBEPOSITHO,
BO3MOXHO, BEpOSITHO M BeChbMa BEpPOSITHO. Takxke, MOJACYMTHIBAECTCS BO3ACUCTBUE, IO MIKaJE:
MUHUMAaJbHOE, 3HAYUTENIbHOE, cepbE3HOE U KaTacTpoduueckoe. B cocras [10 BXoAUT KanbKyIATOP
0’KHJIa€MBIX CPEIHEr0/IOBBIX MOTEPH [24].

B xone orBeToB Ha Bompochl uaeHTuguuupyercst A. Bo Bpems oueHku omnpezensercs P,
BO3JIEUCTBUE, KOTOPOE MOKHO MHTEPIPETUPOBATh KaK ONACHOCTh D M morepu 1o ecth pacxonsl L.
<E,A,M, L, P, D>
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Metonuka Facilitated Risk Analysis Process (FRAP) [14]. B metonuke, o6ecnieuenne b
MH(OPMALIMOHHONW CHUCTEMBI MpeiJiaraeTcs paccMaTpuBaTh B paMKax IIpolecca YIpaBJIeHUS
pHUCKaMHU.

Bxonubie  nmannble. 1) OmpesneneHue — 3alIMIIAEMbIX — aKTUBOB  MPOU3BOJUTCS  C
HCII0JIb30BAHUEM OIPOCHBIX JIMCTOB, H3YyY€HHUs JOKYMEHTAl[Md Ha CUCTEMY, HCIOJIb30BAHUS
MHCTPYMEHTOB aBTOMAaTU3MPOBAHHOTO aHalM3a (CKaHUpoBaHMs) ceTeil. 2) UneHTudukanus yrpos.
3) Korna cnmcok yrpo3 3akOHYEH, KaXJ0H U3 HHUX COINOCTABJISIOT BEPOSITHOCTh BO3HHUKHOBEHHS.
[Tocne yero oneHuBarOT yiiepO, KOTOPBIA MOXKET OBITh HAaHECEH NaHHOUW yrposoil. Mcxons us
MIOJIyUEHHBIX 3HAUEHUH, OLIEHUBAETCS YpOBEHb Yrpo3bl. Ilpu mpoBeneHun aHanau3za, Kak IpaBuUIIo,
MPUHUMAIOT, YTO Ha HAyaJIbHOM 3Tale B CUCTEME OTCYTCTBYIOT CPEJICTBA U MEXAHM3MBbI 3aIIUTHI.
TakuMm 00pa3oM olleHHUBaeTCsl YpOBEHb pHcKa s HezamuiieHHol MC, yto B mociencTBuu
MO03BOJISIET [TOKa3aTh 3G (EKT OT BHEAPEHUSI CPEACTB 3aILUThI HH(DOPMALIUH.

Boixonnsle nanuble. IloncuuteiBaetcs: BeposTHOCTh (Probability): Beicokas (High);
cpenusisi (Medium); muskas (Low); ymep6 (Impact), ompeaenuM ero kKak OMacHOCTh: BBICOKHI
(High Impact); cpemnmii (Medium Impact); auskuii (Low Impact). Onenka ompenensercs B
COOTBETCTBUU C MPABUJIOM, 33JaBa€MbIM MaTPHIIEH PUCKOB.

AHanu3 pHCKa MPOUCXOJUT C MOMOIIBI0 HUIEeHTUGUIHUpYIONIETo KommoHeHTa A. OrneHka
pHUCKa — C UCIOJIb30BAHUEM OLIEHOYHBIX KOMIIOHEHTOB P u D. Pe3ynbrarsl oToOpaxatorcss B My,
Koprex nns sroit metoauku — <E, A, M, P, D>.

Microsoft Security Assessment Tool. Cucrema Microsoft Security Assessment Tool
(MSAT) 6a3upyetcst Ha mMaTepuanax «PykoBojacTBa mo ympaBlieHHIO puckamu» [23]) BBITIOIHSIET
cnenyromue (GyHKuuu: 1) OIleHKAa PUCKOB; 2) MOIJCp)KKa TPUHATHS PEIICHUN; 3) peamu3aius
KOHTpOJIS; 4) olieHKa 3P PEeKTUBHOCTH IporpamMmsl. [IpunoxkeHre opueHTUpOBAaHO HA OPraHU3alUH
C uyuciaoM coTpyaHukoB MeHee 1000 yenoBek [ COOEHCTBHS JIy4IIEMY IOHUMAaHHIO
MOTEHLIMATBHBIX MpobiieM B chepe Ub.

Bxonnbie npanHble. B xonme paOoThl 10JIb30BaTeNb, BBIMOJHSAIOMKWNA POJIb aHAIUTHUKA
OTBETCTBEHHOTro 3a Bompockl Wb, pabortaer ¢ nByms rpynmamu 3ampocoB. IlepBas u3 Hux
MOCBSAIIEHA OLEHUBAHUIO pHUCKa I Ou3Heca, ¢ KOTOPhIM KOMIIAHMS CTaJIKUBAETCS B JaHHOU
OTpaciii U B YCIOBUSIX BblOpaHHOU Ou3Hec-mojenu. Co3aeTcsl Tak Ha3bIBaeMbI NMpoQuiib pucka
uisi Ou3Heca. 3ampochl ATOM Tpynnbel pa3doutel Ha 6 »stanmoB: 1) [lapameTrpsl kKoMmmaHuw;
2) bezomacuocts uHbpacTpykTypsl; 3) besomacnocts npuiioxkeHuit; 4) besomacHOCTh omeparuii;
5) BezomacHocTh epconana; 6) Cpena.

Boixonnsie nannsie. [locne peanuzanuu 3TanoB 3Toi rpynibl OCyHIECTBIsIETCS 00paboTka
(mocpencTBoM nojxiIoueHus Kk MHTepHeT) nonydeHHoN HHPOpMAIMKU U OCYILLIECTBISIETCS IEPEX0/T
K BTOpO# rpymmne 3anpocoB. [locie nHuULManu3aluy 3anpocoB KIMEHTCKAs 4acTh MPOTPaMMHOMN
CUCTEMbl BHOBb 00pallaeTcs K yAaJIEHHOMY CEepBEpY U reHepupyer otdersl. Hanbomnbimuii naTepec
npencraniser “[loyHblil oT4eT”, conepx aliuil npeyiaraeMblii CIUCOK MPUOPUTETHBIX JAEHCTBUM.
Ha srane ananusa prucka npou3BOAUTCS UJIECHTU(PUKALMS aKTUBOB, IPEIaraeTcsl UX KauyeCTBEHHAsI
kinaccudukanus (BBICOKOE, CpeJHEe W HHU3KOE BIMSHHE Ha OW3HEC), a TaKKe OINpEeNeisieTCs
nepeyeHb yrpo3 u ysa3BuMoctel. Ha sTame oueHku pucka omnpenensercs MOTeHIHaIbHbIN yiepo,
[0 TPEXypOBHEBOM IIKaje (BBICOKAas, CPEAHsII M HU3Kas IOJBEPKEHHOCTb BO3JCHCTBUIO).
OtnocurensHo UIIIP B I1O ortobpaxenst E, A, C, M. Ilpu oneHWBaHMM pUCKA, BO3MOKHBI
BApUaHTBl, KOTJa  PECIOHJEHT  HEAOCTaTOYHO  OCBEJAOMJIEH O  CHUTyallud, KOTOpas
UIACHTUQUIUPYETCS B 3aIpoce, MPU ITOM WHULIUHUPYETCS BapUaHT “HE 3HAIO’, YTO COOTBETCTBYET
3Hauennio C,, B mpotuBHOM ciydae — C,. [l omeHku ucmonb3yrorcs kadecTBeHHas (Myy) U
KonnuecTBeHHas (My,) LIKajbl, a pUCK paccMaTpuBaeTcs Kak onacHocTh D. OTMeTum, 4To KOpTExX
st MSAT cnenyromuii: <E, A, C, M, D>.

Metonuka BSI-Standard 100-3. Metonuka BSI-Standard 100-3 [3] ocHoBBIBaeTcs Ha
nporecce AOP IT-6e3omacHoctu, npemyoxenHoro B BSI-Standard 100-3, BkitogaeT cemb 3Tamnos:

1) [IpenBaputenbuas noarotoska; 2) [loaroroBka omucanus yrpossl; 3) OmnpeneneHue
JOTIOJMHUTENBHBIX yrpo3. 4) Omnenka yrpossl (OVY); 5) O6pabotka puckoB; 6) Koncommmamms
kounenmuu 1b; 7) ObpatHas cBs3b.
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Bxonubeie nannsie. Ha nepBom srtame omnpexaensercs oOinacte Wb, TpeGoBanus k Heit
(HOpMallbHbIE, BBICOKHME U OYEHb BBICOKHE), KOTOpPbIE pAcCMAaTPUBAIOTCA C TOYKU 3PEHHUSA
obecneuenus K, I u JI. Taxke mpoBoauTCS aHAIU3 CTPYKTYPbl MPEANPUATHS, JTOTIOTHUTEIbHBIN
ananu3 Wb, onienuBaercs e€ Texkymmuii ypoBeHb. C MOMONIBIO MPEII0KEHHOTO B METOJUKE CITUCKA
YIPO3 OCYIIECTBISETCS UX aHAJIU3 JUIsl KOHKPETHOTO MpeaAnpusaTus. MneHntuduuupyoTcs MOAYIH U
neneBbie 00bekTh (1{O) 3anuTh, KOTOPBIE 3aHOCITCS B TAOJIHUILY.

Boixonnsie nannble. Kaxapiii momynbs 3M cBsi3aH €O CIHCKOM YIrpo3, a HOMEpP M HUX
Ha3BaHHE COOTBETCTBYET KOHKpeTHOMY L1O. Pe3ynbpraroM mpoxokaeHus sTamna siBIsIeTcs CIHCOK
yIpo3 KOHKpeTHOMY 00BekTy. Jlanee B 0000IIeHHON TaOIHIle YIPO3bl COPTUPYIOTCS MO KaXIOMY
I1O.

OtnocutenpbHo UIIIIP oTmMeTrnM, 9TO BCE MHOXECTBO NEUCTBUH (A), MPEACTaBICHO Kak
yrpo3sl, npuBosue Kk HapymeHnuto Mb. OtHocurensHo KomnoHeHTa E, cienyer oTMETHTh, 4TO
paccMOTpeHHbIE JAEWUCTBUS MPUBOJIAT K HAPYIICHUIO OIPEICIIEHHbIX XapakTepucTuk. Jlns
MHULMAIU3AUN JaHHBIX, MCIHOJIBb3YIOTCS JUHIBUCTHYECKHE 3HayeHHs (M,,), a XapaKTepucTuKa
cutyauu Bcerga omnpeaeneHa (C,), MOCKOJbKY 4YETKO (PUKCHUPYETCS BBIIIOJIHEHUE WM
HeBbInoJiHeHne TpeboBanuil. C yuerom UIIIIP kopTex [uist STOH METOIUKU MOXKEM IMPEICTaBUTh B
Buge: <E, A, C, M>,

Meronuka PC BP HUBBC-2.2-2009. Meroguxka PC BP WBBC-2.2-2009 [22]
(Pexomenmanimn B obnactu cranmaptusanuu banka Poccuun, oGecneuenume Wb opranumzarmit
O6ankoBckoil cucremsbl, Poccuiickas ®enepauus) AOP napymenus Wb npoBogutcs mis TUIOB
nHpopmMaoHHbIX aKTHUBOB (MA), BXOJIIKX B IpeABApUTEIBHO 3a/JaHHYIO0 00JIaCTh OLICHKHU.

Bxonnsle nmannble. Ha HavyambHOM 3Tame omnpeaensercs: IMOJHBbIM nepedeHb THNoB HA,
BXOJAUIMX B O0JIAaCTh OLEHKHU; IOJIHBIM MepedyeHb TUIIOB OOBEKTOB CPEJNbl, COOTBETCTBYIOIIMX
KaxxaoMy u3 tunoB MA oOmnactu oueHku; Mojaenb yrpo3 b, ocHOBaHHOIN Ha BCeX BBIJICIEHHBIX
TUIAaX 00BEKTOB CpeJibl BCEX YPOBHEHN HepapXuu MHPOPMAITMOHHON HHPPACTPYKTYPHI.

Boixonnsie nannble. Onenka pucka HapymeHuss Wb omnpenensiercss Ha ocHoBanun KY
onieHoK (M,,) BepositHocTH (P) peanmmzanum yrpossl (B opurunaie CBP — crenenp BO3MOXHOCTH
peanuzauuu yrpo3 Ub) n morenumansaoro ymepo6a (D) ot ee peanmmsanuu (B opurunane CTII —
CTENEeHb TSHKECTH NocieAcTBUM OT notepu cBoictB Ub s paccmarpuBaembix Tunos MA). Ouenka
OTpEJIeNIIeTCS Ha OCHOBE JKCIEPTHOTO MHEHHUs crenuanuctoB ciayx0bl Wb ¢ npuBnedenuem
npodeccronanoB B obnactu IT. JlonosHuTeNnbHO, ClieyeT NPUBIEKaTh COTPYIHUKOB NPOPUIbHBIX
MoApa3JIeIeHU i, UCIIOJIb3YIOUUX paccmaTpuBaeMble Tuiibl MA. Pucku napymenus Ub moryr ObITh
onenensl B KJI (nenexnoit) popme Ha ocHoBaHuu orieHok CBP yrpo3 Ub (nanpumep, B % (P)) u
CTIl (manpumep, B paeHexHoMm Buge (L) or Benuumubl kanutana kommnanuu (BKK)).
KonunuecTBeHHbIE OLIEHKH Takke MPOU3BOJATCS 3KCHEpTHBIMH Mertodamu. [Ipum HeoOxoaumocTw,
MOTYT uCIoab30BaThes mKkaibl [22] coorBercTtBust KU u KJI ontenok CBP yrpos u CTIL.

OtrmeruMm, uyto B JaHHOW cucteme AOP yrpo3el oToOpaxkatorcs Kak jedcTBus (A)
npuBosauiue Kk Hapymenuto Ub. [lapamerp E B MmeToauke npucyrctByeT KOCBEHHO. OTHOCUTENBHO
komroHeHta C, creayeT OTMETHTb, YTO TMPU HCIOJb30BAHUM CTATUCTUYECKUX JIAHHBIX
xapakTtepuctruka curyanus Bceraa C,. Bxognsie nanasie ocHoBbiBatoTCs Ha KY n KJI mkanax (M,
u My,). KacaTeibHO OLIEHOYHBIX KOMIIOHEHT, TO NpU aHaJlM3€ PHUCKA MCIOJIb3YETCS CTENEHb
MOTEHIIUAJILHOTO yiepOa, KoTopyto MokHO B KUY mikamax KOCBEHHO 0TOOpa3uTh mocpeactsom D
(npu nepesoze B KJI mkansl — L), a Taxoke BepositTHOCTh (P) 1 cratucTuyeckue JaHHbIE O 4acTOTE
peannzauuu yrpossl (F). [locne npoBeneHHOro aHanusa, KOPTEXK ISl ’TOW METOAMKH CJETYFOIIHMN:
<E,A,C,M,D,P, L, F>

Cranpapt ISO/IEC 27005:2008. Cranmapt ISO/IEC 27005:2008 [7] mpemocTaBiser
peKoMeHAauuu A MeHekMeHTa puckoM Wb opranuszanuu, B 0COOEHHOCTH NOJIEpPKUBAs
TpeboBanusa “CucreMbl MeHeIXMeHTa uHpopMmanuoHHoM Oe3omacHoct” (ISMS) cormachHo
ISO/IEC 27001.

Bxonubie nannsle. OcymiectBisercs oOuiuii aHanu3 Bced MHGoOpManuu 00 opraHu3aluy,
OTHOCSIIENCS K CO3JaHUI0 KOHTEKCTa, a TaKKe MPOM3BOJUTCS YCTAHOBKA OCHOBHBIX KPUTEPUEB,
HEO0OXOIMMBIX 17151 MeHekMeHTa puckoB Wb u ompenenenue /s Hero o6iacTu NpUMEHEHUS U
rpaHull ocymectBieHus. OcyuiecTBisercs UIeHTU(UKALKS (aKTUBOB, yrpo3, CYIIECTBYIOIIMX



HAYKOBO-ITPAKTUYHUH )KYPHAJI « 3AXUCT IHOOPMALI» Nel, 2012

TpeOoBaHUM, yA3BUMOCTEH M mocienctsuii), ouenka u onucanue (KJI, KU win ux xomOunauus),
PacroJio;KeHue 10 MPUOPUTETAM PUCKOB, OTHOCALIUMCS K OpraHU3aluH.

Brixonnsie mannsie. B ISO/IEC 27005:2008 mpennoskeHa BBICOKOYPOBHEBAsI M JIeTalbHas
OP Ub. [lng nmocnenHeil MOXET HMCIOIb30BAaThCSl MATpPULA C MPEAONPENeIEHHBIMU 3HAYCHUSIMHU.
JUis KakJI0oTrO akKkTHMBAa paccMaTpUBAIOTCS COOTBETCTBYIOUIME YS3BUMOCTH M Yrposbl. Taxxke
IpeyIoKeHa MaTpulia OIpeneneHusl BeposTHOCTH cueHapus uHuuaenta (BCH) Ilonyuaemoe B
pe3yibTaTe 3HaueHHe pucka uzmepsiercs no mkaie ot 0 10 8, MoKeT ObITh OIIEHEHO OTHOCUTENBHO
KpUTEPUEB MPUHATUS PUCKa. B npuiokeHnu cranaapTa pacCMOTPEH MPUMEP PaHKUPOBAHUS YIpO3
MOCPEACTBOM Mep pHcKa [7]. MaTpuiia MOXeT UCIOIb30BATHCS, IS CBSA3H (DAKTOPOB MOCIEACTBUI
(L1A) ¢ BBY (npunumast B pacuer acnekTsl ys3Bumoctu). B crangaprax ISO/IEC 27001 u 27002
Ha atane oueHku pucka Ub naercs ccbuika Ha noxkymeHT ISO/IEC TR 13335-3, xoTophlii Tenepb
npencrasied kak ISO/IEC 27005. Ormerum, uto B ISO/IEC 27005:2008 B kauecTBe puCKa
paccMaTpuBaKOTCS IEUCTBUS, KOTOPBIE MOTYT NPUBECTH K HapyuweHuto b nosromy mapamerp E B
CTaHJapT€ MPHUCYTCTBYET KOCBEHHO, YTO MOXHO CKa3aTb U OTHOCHUTENIHO XapaKTEPUCTHKU
cutyaiuu, rae C coorserctByer C,. [dnst orobpaxenuss M ucnonbdyrores KU (M), KIT (My,)
mIKaibl Wik ux komOunauusa (M,). B mpouecce ananusa M OLEHKH PUCKAa MOKHO JIOIOJHHUTENIBHO
UIACHTUPUIMPOBATH KOMIIOHEHT P u kocBeHHO — D (BennuynHa NOTEHLMAIbHBIX MOCIIEICTBUIN),
clenoBarenbHo, KopTexk umeer Bua: <E, A, C, M, P, D>.

Meroauka Risk Matrix. Meroguka Risk Matrix [13] opuentupoBana nHa AOP u
BIIOCJIEJICTBUU ObUIa peanu3oBaHa mnpuioxeHuem st Microsoft Excel. OcnHoBHoll mporiecc
BKJIIOYAET: IUJIAHUPOBAHUE OLIGHKH CTENEHU PUCKA; HACHTU(UKALMIO 3a/1ad WU TpeOOBaHMIA,
ONIpPENEIICHUS; PAHXXKUPOBAHHUE; COCTABICHUE PEHUTHHIA PUCKOB; YIPABJICHUE IUIAHAMHU JEHCTBUN;
HENPEPBIBHYIO OLEHKY pUCKOB. OIIEHKU pHUCKa 3aKJII0YaeTCs B IUNITAHUPOBAHUM JESTEIbHOCTH.

Bxonnbie nannble. 3HaganbHO Npou3BOAMTCS HUACHTU(UKALMS pPUCKA C I[OMOIIBIO
MpUMEHEeHUs dKcrepTamMu “Mo3roBoro mrypma’.

Brixonnsle nannbie. Jlanee mpucBauBaroTCs pa3iMyHble aTpUOYTHI KaXJAOMY PUCKY, TaKue
KaK, HampuMep, MepuoJi BpeMEHHU (JaThl Hauyaja U OKOHYaHUS BO3MOXXHOM peanusauuu) u BB. C
nomounpto cueHapuss “Eciaum puck ..., To mocieacTBus ...” cocTaBiseTcs Marpuia pucka. s
ompeneNeHusl BO3IEHCTBHS UCTob3yeTcs mkana: C (kputuueckoe); S (cepbe3noe); M, (cpennue);
M; (Huzkoe); N (He3HauuTenbHOe), a ans BepostTHOCTH — (P): 0-10% (ouenp Huzkas); 11-40%
(au3kas); 41-60% (cpemusis); 61-90% (Berme cpemnero); 91-100% (Beicokas). Ha ortame
paHXHpOBaHUS UCHOJB3yeTcs MeTo] Borda u nanee cocrapiisieTcss peUTHHT pUCKa C OIpe/IeIeHUEM
ero crenean — “H”, “C” wmm “B” [13]. lnsa onpeneneHuss Haubosee NPUOPUTETHBIX PUCKOB
UCIOJIb3YETCsl TuarpaMMa 4acTor.

Paccmorpum Hanmmume kommoneHT otHocutensHo UIIIP, B mpumepe marpuiibr pucka [13].
31ech ACUCTBUS MOXKHO 0TOOpasuth yepe3 mapametp A;="He obGuoBmsiercsa I1C”, kotopoe mmeer
noruyeckyro cBs3b ¢ E;= “HKI/L”. B nponiecce AOP ucnomnssyrorest K4 (My.,) u KJI (M,;) mkainsl,
C cooterctByer C,, a OP ocHoBbIBaercs Ha F, P u kocBeHHo — D (mmpencTaBieH Kak BO3JIEHCTBUE).
O6mras 3anmuck koprexka g Risk Matrix umeer cnenyromuit Bun: <E, A, C, M, F, P, D>,

Metononorussi  Mehari.  Meronosmoruss  Mehari  [2]  npenmocraBiser  coboi
CTPYKTYpUPOBAHHBIH TMOJAXOJ K OLEHKEe puckoB. OHa [aeT BO3MOXKHOCTh Kauye€CTBEHHO H
KOJIMYECTBEHHO OIICHUTH (haKTOPHI pucka u YP.

Bxonuble nanuble. lig OLEHKM NpeJylaraloTcsl JBa OCHOBHBIE BapuaHTa — HCIIOJIb30BATh
0a3pl 3HaHMI (KoTOpble MHTErpupyrorcs B Microsoft Excel, OpenOffice) wiu I1C (manpumep,
Risicare koTopoe obecnieunBaeT 6ojiee OOraThIi MOIB30BATEILCKUN HHTEPPEIC, a TAaKKE MTO3BOJISET
MOJENUPOBAThH, BU3YAJIU3UPOBATh U ONTUMHU3UPOBATh MOJYyYEHHbIE PE3YIbTATHI).

Boixonnsle nanHble. I OIIEHKM HCHOJB3YETCSl CTPYKTYpHUpOBaHHAs MOJEIb pHCKa,
KoTopasi yuuTbiBaeT “paxtopbl cHrxeHus pucka’ [10]. IIponecc AOP peanusyercs B 9 sTamos:
1) Unentudukanus pucka; 2) Ouenka BoznedcTBus; 3) OneHka craep)kuBaromux (akTopos;
4) OueHka  3alIMTHBIX, DNAIMATUBHBIX W PEKyNepaTuBHbIX  (akTopoB;  5) OueHka
noteHuManbHoCcTH; 6) Onenka BiausHuUs; 7) OuLeHKa BO3JEHCTBUS IMOCHE MPUHATHS Mep 10
CHIDKEHMIO U MOoKazaresel cokpamienuid Bo3aeiictsus; 8) I'mobanbuas OP; 9) [lpunsatus peuieHus o
MPUEMJIEMOCTH UJIM HETIPUEMIIEMOCTH pUcKa [2].
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OtHocurenbHo UIITIP B Meromonoruu ortoOpakeHbl MACHTUPUUHMPYIOIMIUE U OLIEHOYHbIE
napamerpel. [lns onenku ucnosbdytoress KU (Mygy) m KJI (My,) mKambl, a XapaKTepUCTHKa
cutyauuu Bcerja ompeneneHa (C,) MOCKOJBKY YETKO (UKCUPYETCS BBINOJHEHHE MU
HEBBINIOJIHEHHE TpeOoBaHU cTannapTa. Puck paccmarpuBaercs Kak BO3JCHCTBUE, KOTOPOE MOKHO
UHTEpIpEeTUpOBaTh  ypoBHeM omacHoctd D. Otmerum, 4yro koprex st Mehari
cnenyromuii: <E, A, C, M, D>.

Cranpapt ISO/FDIS 31000. Cranmapt ISO/FDIS 31000 [8] ommceiBaeT OCHOBHBIE
npuniunbl AOP. B Hem ornpezenieHbl 7 OCHOBHBIX 3TANOB yIPaBICHUS PUCKAMU:

1) Onucanue CTpyKTypbl OpraHU3alii U €€ KOHTEKCTa,

2) OmnpeneneHue MNOJIUTUKH PUCK-MEHEIKMEHTA;

3) Omnpenenenne OTBETCTBEHHOCTH;

4) Unrerpanusi B OpraHu3aliMOHHbIE [TPOLIECCHI;

5) Unentuduxaius pecypcos;

6) Co3nanue BHYTPEHHUX CBA3EH U MEXaHM3MOB OTYETHOCTH,

7) Co3niaHue BHEIIHUX CBSI3€H U MEXaHU3MOB OTUETHOCTU OpPraHU3aI|H.

Bxonnsie mannbie. s mposeaenuss AOP omnpenensioTcss KpUTEpUU PHCKA, KOTOPBIE
JOJKHBI OTPA3UTh 1I€JIM U PEeCcypchl OpraHU3allid, ObITh COBMECTUMBIMU C €€ MOJMUTUKOW PHUCK-
MEHEPKMEHTa, OINpEJeNIEHHbl B Hayajle JH00ro mnpolecca pPUCK-MEHEIKMEHTAa U IOCTOSHHO
nepecMaTpuBaThCs.

Brixonnsie nannbie. Ha stane maeHTudukanuy opraHuzanus J0DKHA BbIIBUTH HCTOUHUKHU
pucka, 006JacTi BO3JEHCTBHM, COOBITUS U MX MIPUUMHBI, a TAKXKe NOTEHLUaIbHbIE MocaeacTBus. Ha
JTare aHajau3a ONPEeIAIoTCs MOCIEICTBUS, BEPOATHOCTb U Ipyrue MpU3Haku pucka. Llenb oneHnku
COCTOMT B OKa3aHMM MOMOIIM NpU NPUHATHM pPEUICHHI, OCHOBAHHOM Ha pe3ylbTaTax aHallu3a.
OreHka pucka nmojapasymMeBaeT cpaBHeHue Y P (HalieHHOTO BO BpeMs aHAIMTUYECKOTO MpOoIecca) ¢
KpuTepUsMHU (yCTaHOBJICHHBIMU, IPU PACCMOTPEHUU KOHTEKCTa) [8].

Otmerum, utro otHocuTenbHO WIIIIP B crammapre paccmartpuBaeTcsi COOBITHE PHCKA,
KOTOpbIE MOXHO OTOOpa3UTh Kak jeicTBue A, mpuBojsuiee Kk HapymeHuto Wb, cnepoBarenbHO
napameTpsl A 1 E B cTaHIapTe NpUCyTCTBYIOT KOCBEHHO. BXoaHbIE JaHHBIE OCHOBBIBatOTCA Ha KY
u KJI mkanax (My, 1 My,), @ OIleHOYHbIE KOMIIOHEHTBI, HCTIOJIb3yEMbIE B MTPOIIECCE aHATN3a PHUCKA,
MIPEJICTABIISIOTCS BO3JIEHCTBUEM, KOTOPOE MOKHO 0TOOpa3uth uepe3 D u BeposATHOCTHIO pucka P.
[Tocne npoBenennoro ananuza ¢ yauerom UIIIIP koprex ms ctangapra Oynet <E, A, C, M, D, P>,

Meroauka MAGERIT. Metonuka MAGERIT [9] npennaznauena nis peanuzanuun AOP,
KOTOpasi MPOBOAMTCS B 3 3Tarna.

Bxonubie nannbie. Jtan 0 — [lnanuposanue. Otan 1 — AHanu3 pucka. CocTOuT U3 5 1maros:
1. UnenTudukanus 1 oleHKa aKTUBOB, SBIISIOMIUXCS 37eMeHTaMu C leHHbIMU 1711 OpraHu3aliy.
[Tocne pankupoBaHus aKTUBOB IIPOU3BOJIUTCS UX OLIEHKA OTHOCUTEIBHO CTOUMOCTH.

Brixonneie mannbeie. 2. Ananuz u OY UB. C momomipio KaTteropu yrpos, KOTOpPbBIE
MIPUBECHBI B JAaHHOW METOAMKE, MPOU3BOAUTCS UX UACHTU(UKALINS, pEean3yeTcsl OL[EHKA YacTOThI
(F) (ucnonb3yercs mkana: 100 — ouenp yacto (exxeqHeBHO); 10 — yacTo (exemecsiuHo); 1 — 0ObIYHO
(exxeromgHo); 1/10 — penko (pa3 B Heckodbko JieT)) u yiiep6a (L); 3. OnpenencHue npeBEHTUBHBIX
Mep Ui TmipeaoTBpaiieHus yrpossl, 4. Onenka BoszaeiicTBus (D). M3mepenue moBpexacHUs
aKTUBOB CBSI3aHHOTO C yrposoii; 5. Omnpenenenue pucka. Puck otpaxkaercs BeposTHOCTbIO (P)
nospexxaeHuss UC u yBenuuuBaeTcst ¢ poCTOM BO3AEUCTBUS U 4acToThl [9]. Ortan 2 — YnpasieHue
puckamu. BpiOupatroTcss U peanu3yroTcs 3alllUTHBIE MEpbl, a TaKXKe OCYIIECTBIISETCA
MHTEpIIpeTaIys 3HAaUE€HUS [T BO3JIEHCTBUS U OCTATOYHBIX PUCKOB, IPOBOJAUTCS aHAINU3 MPUOBLIN U
yobITKOB [9]. MeTtonuka peanuzoBana B [10 “Techniques Guide™.

PaccMoTpeHHbIE yrpo3bl MOXKHO HHTEPHPETUPOBATH Kak mapamerp A. [Ins oueHuBaHUS
ucnons3ytorcs KJI  (M,,) mkamel, a kacarenbHO XxapaktepuctTuku curyanuu (C) TO el
cooTBeTcTBYeT 3HaueHue C, (IOCKOJIbKY IPUMEHSIOTCSI CTATUCTUYECKUE JaHHbIE NIl ONIPECIICHUS
P). B mpouecce oneHKH HCHONIB3YIOTCS olieHO4YHble kKoMmoHeHThl F, L, D u P. CnenoBatenbHo
obmas 3anucek koptexka 11t MAGERIT: <E, A, C, M, F, L, D, P>,

Metoguka Information Security RA. Meroguka Information Security RA [5]
MPEAO0CTABISIET BO3MOXKHOCTH peanu3anuu AOP B chepe Ub.
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Bxoansie nannbsie. Metonuka coctout u3 3 ¢as:

®a3za 1. JlokymeHTupoBaHue cucteMbl. Paza peanuszyercss B HECKOJBKUX IpoLEeccax —
UJCHTUPUKAIMS CUCTEMHOM JOKYMEHTALlUU U aKTUBOB, a TAKXKE OIpPENEICHHE TEKYIIEro YpOBHS
Ub [5].

BrixoHbIE TaHHBIE.

®aza 2. Onpenenenue pucka. Pacuer YP nmns xaxxnoil mapel yrposbl U ySA3BUMOCTH, Ha
ocHoBe BeposiTHOCTHU (P) Toro, 4To yrposa ¢ uUcCnonb30BaHUEM YA3BUMOCTH OYAET OCYIECTBIEHA U
CTENeHb BO3ACUCTBUA (KOCBEHHO MOXKHO O0TOOpasuTh kak D), kotopyro ona okaxer Ha HC (ee
naHHble U Ou3Hec-(QyHKIMU) ¢ Touku 3peHus notepu K, I u [I. ®asza 2 cocrout u3z 6 maros: 1.
BoisiBnenue yrposel; 2. Omnpeznenenue ys3BUMOCTH; 3. BbisBlieHHE CYIIECTBYIOIIUX 3JEMEHTOB
yIpaBiIeHUs JUIsl CHIDKEHUS PUCKA pealu3aluy JaHHOM yrpo3bl (C MCIIOIb30BaHUs YA3BUMOCTH). 4.
Omnpenenenve ee BB ¢ yueToM cyliecTBYIOMIMX 3J1€MEHTOB YIPaBIEHUS, Ui YEro UCIOJb3yeTcs
cemuypoBHeBas wmkana: H3 — He3HauuTenbHas (ManoBeposATHO); OH — oueHb HM3Kas (BEpOSTHO
1Ba/Tpu pasa B mAATh JieT); H — Hu3kas (mpousoiaer oauH pa3 B roj win Mesblue); C — cpenHss
(MOKET TIPOM30UTH OJIMH pa3 B IIECTh MECSIEB WM MeHee); B — Bbicokas (Mpou3onaeT oAuH pa3 B
Mecsn win Menbie); OB — oueHb BBICOKas BEpPOSTHOCTh (HECKOJIBKO pa3 B mecsn); OB —
DKCTpeMallbHO BEpPOSITHO (HECKOJBbKO pa3 B JAEHb). 5. OueHuBaHUE CTENEHW BO3JCHCTBUS Ha
CHUCTEMY OCYIIECTBIIACTCS MO MecTuypoBHEBOH mikane: H3 — nesnaunrensnoe, MJI — manoe, 3H —
3HauntenbHoe, [IB — moBpexnatomee, CE — ceppesnoe, KP — kputnueckoe. 6. Onpenenenue YP
JUI JAaHHOM Mapbl yrpo3a — ysI3BUMOCTh CYIIECTBYIOIIUX 3JIEMEHTOB YIIPaBICHHUSL.

Tak, KOMIOHEHTE A COOTBETCTBYIOT BCE yrpo3bl KOTOpbIE omnpexaenstorcs B ¢ase 2. OHu
MOTYT MpPHUBECTH K HapylleHHto 0a30oBbIX xapakTepuctuk Wb u, cienoBaTenbHO, MOXKET OBITH
CBS3aHO CO 3HAUEHUsAMU KoMIoHeHTa E. AHanmu3 mokaszai, 4To HpsSMOIO HCIOJIb30BaHHS €ro B
METO/JIMKE HET, HO IPOCJIECKUBACTCA C HUM JIOTMYECKas CBS3b. VHMIManM3anus JaHHbBIX
OCyILleCTBIsIeTCS B TUHIBUCTHUYECKOH opme (My,). [Ipu olieHke pucka omnpenensieTcst BEposSTHOCTh
yrpo3 P u Bo3zelicTBre, KOTOpOE MOKHO 0T0Opa3uTh napamerpom D. MccrenoBanus nokasaiiu, 4to
KOpTeX s 3ToM cuctembl umeet Bua: <E, A, C, M, P, D>.

Ha ocHoBe mpoBeIeHHOTO HCCIeI0BaHUs M YUUTHIBas MojiydyeHHble B [17, 19] pe3ynbTaThl, B
Tabs. | mpuBeAEHBI CBOJHBIE JaHHbIE OO0 MHTErPUPOBAHHBIX IApaMeTpax pucka, KOTOpPbIE
HCIOJIb3YIOTCSl B aHATU3UPYEMBIX CpEACTBaX.

Hcxons u3 npoBeEHHOTO aHaln3a, CIEHAUCTBI € 3alllUThl THPOPMAIMK MOTYT BHIOMpPATh
HE0OX0/IMMblE€ UM MPOTrpaMMHBIE CPEACTBA U METOAMKH, COOTBETCTBEHHO MMEIOIIMMCS Ha BXOJE
JaHHBIM, WJIM TEeM pe3ylbTaTaM KOTOpble OHM XOTSIT MOJY4uTh Ha Bbixojae. Hampumep, ecnu
HEO0OXOIMMO TMOJIyYUTh Ha BbIXOJE HH(GOPMALMI0O O MEPEe U BEPOSTHOCTH PHCKA, a TaKXKe
nH(pOPMALIMIO O BO3MOXHBIX MOTEPSAX, TO MOKHO BOCIHOJb30BaThcs MeToaukol RiskWatch. Ecnu
K€ Ha BXOJIe Mbl UMeeM HH(OpPMaLKIO O IeHCTBUU, MEPE U BEPOSATHOCTH BO3HUKHOBEHUS PUCKA TO
MO>KHO BOCIIOJIb30BaThCs MporpaMmMHubIM obecrieuenneM (@WRISK.

Takum oOpa3om, B paboTe MPOBEAEHO MCCIEAOBaHUS HIMPOKOTO CHEKTpa CYIIECTBYIOIIUX
Metoauk u [1O mist AOP (¢ ucnonb3oBanueM mnpeayioxenHoro B [16, 17, 19] nonxona). Taxxe,
onpezesieH Habop mapaMeTpoB, MO0 KOTOPHIM MOKHO OCYIIECTBUTH CPAaBHUTENIbHBINA aHAIU3 TaKUX
CPEICTB U METOJOB, YTO I[O3BOJISIET BBIOpaTh Haubosiee MOAXOAsIIee JUIsl pPELIECHUs
cooTBercTByOmUX 33aau 3M. CoriacHo Tabn. 1 Hambosee mojHbIA HAOOp mapaMeTpoB, Kak Ha
BXoJe, Tak M Ha Bhixoge umeroT Metogukun CRAMM, MAGERIT u HWBBC-2.2-2009. 310
MIO3BOJISIET PaCIIMPUTh BOZMOXHOCTHU CHEIMANIUCTA MpH ocyuiecTBienuu AOP.

CBonHas Tabnuia pe3yinbpTaToB uccnenobanus Meroguk u [10 s AOP Tabnuna 1

o | HazBanmue

Nudopmanus Ha Bxoae

Nudopmanus Ha BbIX0Ae

(«PuckMenemxep»)

N

1. | COBRA E,A,M, C P,M

2. | CRAMM E, A M,C,F,P, L E,A,M,F,P, L
3. | RiskWatch E,A,C,M, F, M, P, L

4. | RA2 art of risk (RA Software Tool) | E, A,M, C, D M, D

5. | KOC ynpasnenus Ub «ABaul'apn» | E, A, My, D, P, L, M,,,
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6. | Risk Advisor E,A,C,M,, M, P, L D, M,

7. | vsRisk E, A,C,M,,, P, D, P, M,,

8. | OCTAVE E,A,C,M D,M

9. | Callio Secura 17799 E,A,M,, P M, P

10. | TPU® 2006 u Digital Security A,E.M My, P,L,D
Office 2006

11. | @RISK A, M, P L, M,

12. | MeTon Ha ocHOBE 0alieCOBCKHX A, M, P P,L,D,E,M
cereit

13. | Meromuka OP NIST A, P,E, DM P,D,M,

14. | Value at Risk A, M,, P, D, L, M,,

15. | CSE A,M P,D,M

16. | RiskPAC A,M P,D, LM

17. | Metonuka FRAP A, M, P, D, M,,

18. | MSAT E,A,C,M D, M., My,

19. |BSI-Standard 100-3 E,A,C,M,, M,.,

20. |UBBC-2.2-2009 E,A,C,M, F P,D, M,., L

21. |ISO/IEC 27005 E, A, C, M., M, P,D,M,

22. |Risk Matrix A, C,D,M,.,, M, P,D

23. [Mehari E, A, C, M,.,, M,, D,M

24. |ISO/FDIS 31000 E,A,C,M P,D,M

25. IMAGERIT E,A,C,M, F F,L,D,P,M

26. |Information Security RA E, A, C, M, P,D,M
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