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OBPOBKA IIEPCOHAJIBHUX JAHUX B YMOBAX JIAJBHOCTI BUIIIUX
HABYAJIbHUX 3AKJIA/1IB

VY crarTi po3mIHYTO Mporec 00poOKH MEepCOHATBHNX JAaHUX y BHIIMX HABYAJIBHHUX 3aKJIafaX, BAKOHAHO aHAaJi3
3aKOHOJABUMX aKTIB y cdepi 3axucty iHpopMalii Ta BUCYHYTO PsiJi IPOITO3ULII OO0 CTBOPEHHS HEOOXiTHUX YMOB
JUIs pealtizalii BUMor, 3a3Ha4eHuX y 3akoHi Ykpainu «IIpo 3aXucT rnepcoHaIbHUX JaHUX).

[Tparunenns u{Terpauu VYkpainn 10 €Bpocorody Ta 3aranbHa iHpOpmaruzalis ycix cdep
KHUTTS HAIIOTO CYCIUIbCTBA CHPUAIOTH pedopMyBaHHIO 3aKOoHOAaBuYoi Oa3u VYkpaiHum Ta ii
rapMoHi3alii 3 MDKHapogHUMH craHaapramu. OcraHHIM YacoM B YKpaiHi patu¢ikoBaHO
KoHBeHIiI0 Pamu €Bpormm «IIpo 3axumer oci0 y 3B’A3Ky 3 aBTOMAaTHU30BaHOIO 0OpOOKOIO
NEPCOHANBHUX JAaHuX» [1], mpuitHsATo cTBOpeHmit Ha i ocHoBi 3akoH Ykpainu «IIpo 3axwmcr
MePCOHANBHUX JaHUX» [2], BHECEHO 3MiHM Ta AonmoBHEHHS A0 3akoHy «lIpo indopmariro» [3]. Ilin
BIJITMBOM HOBOBBEJICHb 3MIHIOIOTHCS 1 TexXHOJIOTii 0OpoOku iH(opMamii B OCBITHIA cdepi, Tak,
30kpema, B 2011 pomi MiHicTepcTBO OCBITH 1 HayKH, MOJIOAI Ta CIOPTY YKpaiHW 3ampoBauiio
excriepumenT «EjekTponnuii Berym» [4]. Moro cyTHicTh moisrae B ToMy, o abiTypieHT 3MoKe
3allOBHIOBATH CBOT BUXi/IH1 (aHKETHI) AaHi B OH-JIAH PEeXUMI Ha IHTepHET-nopTali «ECIuHe OCBITHE
iHpopMaliiiHe BIKHO YKpaiHM», a BHIII HaBYaJbHI 3aKIaJAd — OTPUMYBATH €JEKTPOHHI 3asBU Ta
KOHTAKTYBaTH 3 BCTYMHHMKOM 3ac00aMHU €JIEKTPOHHOTO 3B’S3Ky. 3 TOYKM 30py iH(opMarliiiHoi
Oe3reku mepexia 0 eNeKTPOHHOI peecTpallii CTaBUTh Mepesl YYaCHUKaMU LbOTO Ipoliecy Oararo
NUTaHb SK OPraHi3allifHOTO TaK 1 MPOTPaAMHO-TEXHIYHOTO XapakTepy. 30Kpema, 1€ CTOCYEThCS
000B’S3KOBOTO BIIPOBA/DKEHHS 1 cepTUdiKalii KOMIJIEKCHOI CHUCTeMH 3axXUCTy iHQopmaii,
oprasizailii 3aXuIIeHoro 30epiraHts, 00poOKH Ta 3HUIIEHHS MEPCOHATBHUX JaHUX a0ITypIEHTIB.

MeTo10 1aHO1 CTATTi € aHANI3 CTaHy Ta 3aXOMIB 100 3a0e3MeueHHs 3aXUIIeHOCTI iHpopmarii
B IH(QOpMaLIfHO-KOMYHIKAIlIHUX CHCTeMaX JEp’KaBHUX BUIIMX HABYAJIHHHUX 3aKJIAIiB 32 YMOBH
HaOyTTs YMHHOCTI 3aKOHY «IIpo 3aXUCT MepcOHAIBHUX JaHUXY.

[ndpopmaniiiHo-KOMyHIKaIliifHa cHCTeMa BHIIOIO HABYAIBHOTO 3aKJaay, SK TPaBUIIO,
MpeIcTaBiIsie COO0I0 CKIAIHY CYKYIHICTh MiJCHCTEM, TPU3HAYCHUX U aBTOMATH3AIlil MISUTBHOCTI
OKpEMUX a/JIMIHICTPATUBHUX CTPYKTYp, 0a3u JaHUX SIKUX MOKYTh MICTUTH MEPCOHAbHI aHI.

[TeBHI HEMOPO3YMiHHS BUHUKAIOTH BXKE HA €Talll BUSHAUCHHS MOHSATTS «IEPCOHAIBHI JaHI».
3rigHo 3akoHy Ykpainum «[Ipo 3axucT NepcoOHAIBbHUX NAaHUX» 1€ «BIIOMOCTI YM CYKYIHICTb
BIZIOMOCTEH Ipo ¢i3uuHy 0co0y, siKa ieHTHudikoBaHa a00 Moke OyTH KOHKPETHO iIeHTU(IKOBaHA
[2], 30Kkpema, y IyHKTI 2 CTaTTi 5 3aKOHY 3a3HAYEHO, IO «IIEPCOHANbHI JIaHi, KpiM 3HE0COOIeHUX
NEPCOHATBHUX JaHMUX, 3a PEKUMOM JOCTYNy € iHpopMaIi€ro 3 OOMEKEHHUM JOCTYIIOM.
3BepHemocsi 10 3akoHy «lIpo indopmamito» [3], y crarti 11 skoro BkazaHo, mo oOpoOka
KoH(ineH1iiHO1 iH(popMarlii mpo ocoly, a caMme: TaHUX IMpPOo i «HALIOHAJBHICTh, OCBITY, CIMEHHUN
CTaH, peNiriiiHi NepeKOHaHHs, CTaH 370pOB’s, a TaKOX ajpeca, Aara 1 MICIE HapOKEHHS»
3aboponeHa 6e3 i1 3romu. Y 3akoHi «[Ipo 3aXMCT NEPCOHATBHMX MAHUX» BIACYTHS Tpajarlis
BIJIMOBITHO JI0 CTYINEHS BPA3JIMBOCTI MEPCOHAIBHUX MaHMUX, OTXe OyIp-iKy iH(opmaiioo mpo
¢i3uuHy ocoly, moeqHaHy 3 11 iM’sM, CIiJ BBaXaTH KOH(DIACHIIMHOI 1 HEOOXiTHO MaTH JO3BLI
cy0’ekTa MEpCOHANBPHUX MaHMX Ha i 00poOKy. BiacyTHicTe wiTKOro monuty iHpopmarii Moxe
MPU3BECTHU JI0 HETIOPO3YMIHb Ta KOH(IIIKTHUX CUTYallild 3 TPaBOBOI TOUKHU 30DYy.

3akoH «IIpo 3axmcr mepcoHanbHuX naHux» HaOyB umHHOCTI 01.01.2011, ame mpouemypu
300py Ta OOpOOKM TEPCOHAIBHHMX [aHUX JOCI JETalbHO HE BU3HAYCHI HOPMATUBHUMHU YH
pO3MOPATUMMHU  JOKyMEeHTaMH. Binmosimno no VYkazy Ipesumenta Ne390 Binm 06.04.2011p.
peanizalfi€ro Aep>KaBHOT MOJITHKH y cdepl 3aXUCTy MEePCOHATBHUX TaHUX MOBUHHA 31HCHIOBATH
AnMiHicTpalis Aep>KaBHOT ¢y Ou YKpaiHU 3 MUTaHb 3aXUCTy NepcoHanbHuX Aanux [4]. lo chepu
il MOBHOBaX€Hb BIIHECEHO: CTBOPEHHS METOIMYHUX MaTepialiB i peKOMEHAIlIN 110/10 BUZHAYCHHS
KpUTEPIiB 1 MOPSAAKY OLIHIOBAaHHS CTaHy 3aXUINEHOCTI NaHuX Tpo ¢i3UYHy 0co0y, po3poOKy

5



HAYKOBO-TEXHIYHHUHU JKYPHAJI «3AXUCT IHOOPMAIJIIy» Ne2, 2011

«THUnoBoro nopsaaKy oOpoOKH MepcoHATBHUX JaHUX y 0azax MepcoHAIbHUX JaHUX» Ta iH. SIKII0
YB@KHO NpOoYHTaTH 3akoH Ykpainu «lIpo 3axucT mepcoHaNbHUX JaHUX», TO MOXHA BUIUTUTH e
AK MIHIMYM TpU  MiJ3aKOHHUX HOPMATHUBHO-TIPABOBMX AaKTH, SIKi TMOBHUHHI OyTH NPUHHATI
Hamionansaum Oankom Ta KaGinerom MiHicTpiB Ykpainu - ne «llopsiiox oOpoOKu mepcoHaIbHUX
JAHUX, SIKi HAJIeXKaTh 10 OaHKIBChKO1 TaeMHHUII (11.10, cT. 6), «[10o0KEeHHS PO JepKABHUN PEECTP
nepcoHanpHux naHux» (m. 1, cr. 10) Ta «[lopsmox Bemennst J[lepxkaBHOro peectpy 0a3
NepcoHaNbHUX AaHux» (1. 1, ct. 10).

Bumuii HaBuanbHUH 3aKIiaj] € yCTAaHOBOIO, i€ TIEPCOHANbHI JIaH1 CKJIaJIal0Th 3HAYHY YacTUHY
iHpopmanii, mo o0pobnseTbes. THUMOBOIO € HAsBHICTh 0a3 MEPCOHATBHUX JAHUX KOHTHHIEHTY
alITypi€HTIB, CTYAEHTIB, NPO(ecOPChKO-BUKIANIANBKOTO CKJIAAY 1 HaBYAIbHO-IONOMDKHOTO
nepcoHany, ski Bkimto4aroTh: 1B, mary HapopkeHHs, CTaTh, MICIEe HapOPKEHHS, T'POMAJSTHCTBO,
NacIopTHI JaHi, iIeHTU(IKaliiHUN KO, TaHi PO OCBITY, YCIHIIIHICTh Y HaBYaHHI, BIIHOIIECHHS 110
BIlICHKOBOT CITy>kOH, CIMEHHUI CTaH, CIMEHHI YMOBH, MaTepiajibHy 3a0€3MeUYeHICTh, aipecy TOIIO.

Ha Bcix eramax o0OpoOKM MEpCOHANBPHUX JTaHUX BUHHUKAIOTH 3arpo3d TMOPYLIEHHS iX
KOH(1IEHIIMHOCTI, HUTICHOCTI, JOCTYIHOCTI SIK BiJ 30BHILIHIX 3TOBMHCHHUKIB TakK 1 Bii BHYTPIIIHIX
NOPYIIHUKIB. AHami3yiouu 1ie nuTanHs 3BepHemocs 10 3Bity Lleatpy SECURIT Analytics miomno

BUTOKY KOH(pineHiHo1 iHdopMmartii 3a migcymkamu 2010 poky. [5]
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Puc. 1. lunamika BuTOKY KoH(}iaeHuiiHoi iHpopmanii 3a ganumu SECURIT Analytics

3 rpadiky (puc.l) BUAHO, IO KUTBKICTH IHIMICHTIB, OB’ I3aHUX 3 BUTOKOM KOH(IACHIIHHOT
iHpopmanii, Hampukinii 2010 poxy moyanma cTpiMKO 3pocTatd 1 mopiBHsSHO 3 2009 poxom
nigBumminacs Ha 15, 6 %. BaxmuBuMm (akToM € Te, 1m0 IHIUIACHTH BUTOKY came NepCOHANLHHX
naaux ckiaamm 63,6 % cepen 3aranpHOrO 4YMcia [5], Mo MATBEPIKYE HEOOXIAHICTh MPUIUIATH
NiIBUIIEHY yBary 1iii mpoOnemi. I'padix (puc.2) 3 anamituunoro 3BiTy kommnanii Infowatch [6]
TaKOX BiIoOpa)kae TEHJCHIIII0 3pOCTaHHS, X04a 1 He TaKy 3HaYHYy.

Amnaniz HaBeneHoi iH(opMarlii CBiTYHTH, MO Y CBITi BigOYBa€ThCS MOCTIMHE 3POCTAHHSA
BUTOKY KOH(ineHIiiHOT iHpopmamii. Jleski po30DKHOCTI B OTPUMAaHUX pe3yibTaTax aHali3y
BUKIMKaHI THM, o Infowatch posrnsnae numne BHyTpimHi iHIuaeHTH, B Toi yac sik SECURIT
Analytics aHani3ye Bci TMnHM arak. BpaxoByrouu 1eil ¢akTop, MOKHA 3pOOUTH BHMCHOBOK, IO
piBEHb BHYTPIIIHIX aTak € CTaOUTbHO BHCOKHMM, a 3arajibHa JWHAMIKA BUKJIMKAHA JIOJAaTKOBHUM
3pOCTaHHSM aKTUBHOCTI 30BHILIHIX TOPYIIHUKIB.

YMCNOo YCRiWHKMX aTak
800 [~

700 [~
600 [~
500 [~
400 [~
300 [~
198
il -

2006 2007 2008 2009 2010 pik
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[lepeBaxkna OimpIIiCTh IHIMICHTIB BHUTOKY KOH(ieHUiNHHOT iHpopMmalii (Ha IyMKy
anamitukiB Infowatch Bona cknanae 6mm3bpko 96%) cTocyeThes came MepCOHAIBHUX JaHUX Yepes3 iX
BHUCOKY BapTICTh Ha HEJEraJlbHOMY PUHKY 30yTy Ta iX HEIOCTaTHIO 3axuIleHicTh. HaBuanbHi
3aKJIaid HE € BHUKIIOYEHHSM — 3a pe3ylbTaTaMH JociipkeHHs [6] y 12% BumaakiB BUTIK
NEPCOHATBLHUX JTAaHUX BiZJOYBaBCs 3 OCBITHIX yCTaHOB. TakuM YMHOM, Tiepe/l KEPIBHUIITBOM BHUILIOTO
HABYAJIBHOTO 3aKJIaAy MOCTA€ JOCUTH CKJIAJHE MUTAHHS 100 OpraHizamii e()eKTUBHOTO 3aXUCTY
iH(opMarii B ToMy yHcii i mpo ¢izudHy ocoOy.

Ha mpuknani anamizy akTyalbHOTO Ha ChOTOJHI JUTSl BUIIUX HABUAIHHHUX 3aKJIJ(IB MUTAHHS
nojiavi 3asB PO BCTYII, PO3IJIsHEMO Tpouenypy 360py NEPCOHANLHUX JIAHHX. A61Typ1€HT Mae
IIPAaBO 3apEECTPYBATUCS B IHTEPAKTUBHOMY pexuMi [7], mpore BiICyTHI Oyab-sKi HOPMATHUBHO-
NPaBOBI aKTH, B SKUX BH3HAUCHO MEXaHI3M OJIEpP’KAHHS 3roJy Ha BUKOHAHHSA JMCTAHLIMHMX
oreparliii 3 BUKOPHCTAHHAM IEPCOHATIBHUX JAaHUX KOPHUCTYBAayiB iHTEpHET-cepBiciB. Buxosuum 3
NoJIoKeHb 3akoHy Ykpainu «lIpo 3axucT mepcoHalNbHHUX JTAaHUX», 3r0Jla CyO'€KTa MepCOHAIBHUX
JTaHUX — 1Ie OyIb-sKe JOKYMEHTOBaHE, 30KpeMa MUChbMOBE, T0OPOBLUTLHE BOJICBUSBIICHHS (PI3UIHOL
ocoOM W00 HaJaHHS J03BOJYy Ha OOpoOKy 1i MEepCOHANbHUX MJAaHUX BIAMOBIAHO MO
chopmynpoBaHoi Metu ix 00poOku. OTKe, Take BOJICBUSBICHHS HE OOOB’SI3KOBO Mae OyTH
MUCHbMOBUM — L€ JIMIIE€ OJMH 3 MOXIIMBUX BapiaHTIB, ajle BOHO Ma€ OYTH JOKYMEHTOBAaHHM.
YTOYHIOIOUM TOHATTS JOKYMEHTY 3BepHeMocs 10 3akoHy Ykpainu «llpo iHdopmaiito», 3riqHo
SKOTO «JOKYMEHT — L€ MaTepiajJbHMH HOCIH, 0 MICTUTH IH(OpPMaIli0, OCHOBHUMH (DYHKLIIMU
AKOTO € 1i 30epekeHHs Ta IepeiaBaHHs y yaci Ta MpocTopi», ToOTO, 3a(iKCOBaHy B €IEKTPOHHOMY
BUTJIAI 3TOMY, fKa 30epiraeTbcst Ha )KOPCTKOMY TUCKY KOMII'IOTE€pa, MOKHA BBAXKATHU 3aKOHHOIO.
Ane CKIaJHICTh TMOJSATae B JOBEACHHI QakTy, MO caMe I 0co0a, y KOHKPETHHI Yac Hajaia 3roy
Ha BUKOPUCTAHHS MEPCOHAIBHUX JaHUX 3 MIEBHOIO METOI0. MOKIIMBUM PIIIEHHSM € BUKOPHUCTaHHS
€JIEKTPOHHOT0 IIU(PPOBOro Hinnucy, ajuke crarts 3 3akony Ykpainu «lIpo enekrponnuii uudpoBuit
MIAMUCY» TOBOPUTH, IO €JIEKTPOHHUN IU(PPOBHIA MIAMHUC MPUPIBHIOETHCS 0 BIACHOPYYHOTO, SKIIO
HOro miaTBepKEHO 3 BUKOPUCTAHHAM MOCHIICHOTO cepTHdikara kimoda. Lleit crnocid 6e3nepeyHo €
Ha/AIHUM, ajie peaji3yBaTu Horo B MeKax BUIIIOTO HaBYAJILHOTO 3aKJIa1y CKIIaIHO.

30epiraHHs OJepKaHUX NEPCOHATBHMX HaHUX 3rigHo ctarti 13 3akoHy «llpo 3axmer
MEepPCOHANBHUX JaHUX» Tependadae Ail mOA0 «3abe3nmedeHHs iX IUTICHOCTI Ta BiIMOBITHOTO
pexumy noctymy no Hux» [2]. [licas 3akiH4eHHSI CTpOKY 30epiraHHs MEepPCOHAbHI JaHl MOBUHHI
OyTH 3HUIIEHI, a BIJIACHUK TMOBIMOMIICHUNH Tpo (aKT 3HHUIICHHS. AJIMIHICTpaIlis BHIIOTO
HaBYAJBHOTO 3aKjialy BIAMOBIZHO 10 BuUMor 3akoHy Ykpainu «lIpo indopmamito» [3] 3a
HEBUKOHAHHS MpaBuUi 0O0poOku iHpopMallii, 30KkpeMa, NHpo MEpCOHANbHI JaHi, MOXe OyTu
NPUTATHYTa J0 JUCHMIUTIHAPHOI UMBUIBHO-IPABOBOi, aJAMIHICTPaTUBHOI a00 KpUMIiHAJIBHOL
BianoBigansHOCTI (cT.182 KpuminansHoro koaekcy Ykpainu). HemonaBno Konexc Ykpainu mpo
aZIMIHICTpAaTHBHI TPaBOMOPYIIECHHS TakoX Oyno momoBHeHO crartamu 188-39 1 188-40, sxi
nepeadavaloTh HakiIagaHHs wmTpady y pas3l HemoAep)KaHHS BCTAaHOBJICHOTO 3aKOHOJIABCTBOM
MOPAIKY 3aXUCTy EPCOHATBHUX JAaHUX Y 0a31 MepCOHATBHUX JTaHUX.

3 ypaxyBaHHSIM HOBHX OpraHi3allifHUX O0cCOOJMBOCTEHl OOpOOKM IMEepPCOHANBHUX MaHUX B
paMKax BHCYHYTHX 3aKOHOJABCTBOM BHMOT, CYITE€BO YCKJIAQJHIOETbCA TEXHIYHA CTOpOHA
3a0e3neueHHs LbOTo Mpolecy. 3akoH Ykpainu «[Ipo 3aXucT mepcoHaIbHUX JaHUX» PEriiaMeHTYeE,
10 BOJIOJUIEIH (PO3MOPSAAHMK) 06a3U MEepPCOHATBHUX JTaHUX MOBUHEH 3a0€3MEUNTH MEBHUN PIBEHBb
rapaHTiil 3aXucTy JaHuX npo (pizuyHy ocoOy, Tak sK 1e iHdopMaris 3 0OMEKEHUM IOCTYIIOM, i
o0poOnsTHCS BOHAa MOBMHHA, BinmoBimHO a0 crarTi 8 3akoHy «lIpo 3axucr iHdopmamii B
iHpOpMaLifHO-TEIEKOMYHIKAI[IMHUX cucTeMax» [8] 13 3acTOCYBaHHSM KOMIUIEKCHOI CHCTEMH
3axuCTy iH(pOpMaIlii 3 MATBEPAKEHOIO BiIIOBIIHICTIO.

3arajiom, pe3yinbTaTH MPOBEICHOTO aHaJli3y JI03BOJIAIOTH 3pOOUTH BUCHOBOK, IIIO CTAaHOM Ha
yepBeHb 2011 poky HOPMAaTHBHO-IIPABOBE 3a0€3MEUEHHs CYCHUTBHUX BiIHOCHH B YKpaiHi 1100
3aXMCTy MEPCOHATBHUX JaHUX BUMara€ TEpPMIHOBOTO NMPUUHATTS PALY MiI3aKOHHUX HOPMATHBHO-
MIPABOBUX aKTiB, 10 PETJIAMEHTYIOTh MPOLEAYPH 0OpOOKH MEepPCOHATBHUX JTaHUX B iH(QOpMaliiHO-
TEJICKOMYHIKAlIMHUX CUCTeMaX. BiIMOBITHO CKJIAMHICTh Ta 0araTorjiaHOBICTh MOCTaBIEHOT 3a1a4il
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notpedye TICHOT CIiBIpali pi3HUX 3aKOHOJABYMX Ta BUKOHABYMX OpPTraHiB BIAAM KpaiHU. Y CBOIO
4epry, aJMIHICTpallisi BUIIOTO HABYAJIHHOTO 3aKJIa/ly Ma€ BUPIIIUTH HU3KY CKIIAJHUX, MaTepiaabHO
BUTPATHUX OpraHi3allifHUX 1 MPOrpaMHO-TEXHIYHUX 3aXOJiB IIOJO0 MPHBEICHHS IPOLECIB
¢byHKIIOHYBaHHS 1H(OPMAIITHO-KOMYHIKAIIHHOT CUCTEMH Yy BIANOBIAHICTH BHUMOTaM YHWHHOTO
3aKOHOJIaBCTBA.
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