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FEATURES OF USING AMAZON INSPECTOR  
TO IDENTIFY VULNERABILITIES  

OF CLOUD APPLICATIONS 
Vulnerability to various cyber-attacks, loss of data confi-
dentiality, increased number of failures and reduced sta-
bility of information infrastructure, increased capital 
costs, new requirements for data independence, problems 
with scaling business information infrastructure can be 

the main problems that a business may face. The above-
mentioned problems can serve as a basis for migration to 
cloud technologies, which in turn will ensure a reduction 
in expenses for infrastructure support, increase the effi-
ciency of information infrastructure management com-
pared to work in a local environment, and increase the 
flexibility of the organization. The relevance of the re-
search lies in improving information security, ensuring 
confidentiality, integrity and availability, identifying appli-
cation and environment vulnerabilities through the use of 
built-in AWS services. The purpose of this work is to 
implement the evaluation and improvement of the securi-
ty of the working environment and the application de-
ployed on the basis of cloud services by automating the 
scanning and analysis of the AWS workload. 
Keywords: Amazon Web Services, AWS, Amazon In-
spector, IAM, cloud technologies, vulnerability, infra-
structure, monitoring. 
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METHOD OF ANALYSIS OF OUTGOING TRAFFIC  

PACKAGE SIGNATURES 

Nataliia Petliak, Yuliia Khokhlachova 

To detect outgoing malicious traffic, a method based on fuzzy logical inference has been developed to analyze signatures 
of outgoing traffic. The study results indicate that continuing activities in this direction are worthwhile to unload net-
work resources during peak loads. The method verifies the signature of the outgoing traffic packet against a set of 
rules. The key tasks of the method are connection permission, if the packet signature is defined as permitted during 
classification; blocking the connection, if it is determined that the signature of the package is prohibited; and adding 
new signatures to existing dictionaries. During the experiment, the method confirmed its effectiveness. Having a meth-
od based on fuzzy logic for signature analysis of outgoing traffic packets has several advantages, including the detection 
of previously unknown attacks, reduction of the total number of cyber-attacks, prevention of overloading of network 
equipment, and reduction of the probability of compromise. current network. 
Keywords: fuzzy logic, signature analysis, outgoing traffic, signature classification. 
 

RELEVANCE AND PROBLEM STATE-
MENT 

The rapid growth of the number of users of dig-
ital technologies leads to an increase in the number 

of cyber incidents and cyber-attacks on various 
spheres of activity. Any attack can cause not only 
significant financial losses but also reputational losses 
for a certain person, company, or even the state. 
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Types and methods of attacks change and improve 
faster than the processes of digitalization of society. 

The problem of detecting anomalous traffic 
does not have a sufficient solution. Well-known in-
trusion detection systems are focused on detecting 
attacks on corporate networks, rather than detecting 
attacks coming from networks, and use their power 
to attack third parties. 

Public computer networks are used mainly in 
public places. Such an opportunity increases the 
number of visitors to various institutions at the ex-
pense of insignificant material costs. Any person can 
connect to such a network without identification. 
This, in turn, allows the offender to additionally hide 
while performing malicious actions. 

Detecting malicious traffic and anomalies plays 
an important role in security. Therefore, it is neces-
sary to use intrusion detection systems capable of 
protecting the network from known and future 
threats. 

Existing intrusion detection and prevention sys-
tems focus on protecting your network and are not 
designed to detect anomalous traffic from your net-
work aimed at attacking third parties. 

Thus, the main difficulty of detecting malicious 
and anomalous traffic directly arises from modern 
trends in the development of information technolo-
gies, which are inextricably linked to the constant 
growth of its parameters: volume; generation speed; 
the number of traffic sources and recipients; the 
number of logical flows unrelated to their goals and 
tasks; increasing the level of data heterogeneity, etc. 
[1]. 

All this leads to significant complications for 
traffic analyzers, since not all existing systems can 
cope with such large volumes and complexity, and 
violators hide their actions in the general flow of 
actions of legitimate users. 

Thus, the main contradiction of the subject area 
is as follows: on the one hand, it is necessary to in-
crease the accuracy of detecting violators, since their 
actions are constantly improving, and the network 
traffic of attacks becomes less visible due to the in-
crease in the volume of all traffic in public networks, 
and the violators themselves mask their actions un-
der legal; on the other hand, existing models, meth-
ods and algorithms for detecting malicious and 
anomalous traffic do not have the necessary efficien-
cy, as they either have a high risk of missing the at-
tacker (type II error) or, on the contrary, the risk of 
attributing the attacker to a legitimate user (type I 
error). A possible reason for this contradiction is 
some subjectivity inherent in all criteria for malicious 

activity. So, for example, some users identified as 
violators could simply perform several wrong ac-
tions: enter the wrong password, mistakenly upload a 
document or send a document to the wrong address, 
connect someone else's device, etc. 

The solution to this contradiction may consist in 
the application of highly effective specialized tech-
nologies for processing network traffic in the field of 
information security, as well as in the combination of 
existing and new methods of analysis and detection 
of malicious activity.  

Research in this field [2] shows that the search 
for new solutions, improvement of existing ones, or 
solutions focused on a narrow problem is being car-
ried out. 

In particular, the use of neural networks [3] im-
proves and modernizes existing intrusion detection 
systems. 

In [4], the IPS system only focuses on mitigating 
DoS attacks by analyzing packets using deep learning 
techniques. 

Anomaly-based IPS using fuzzy logic prevents 
various distributed denial-of-service attacks [5]. 

The identification of new signatures in IPS 
based on SNORT signatures can be solved using 
decision trees, but the detection of multi-stage at-
tacks requires machine learning techniques, fuzzy 
logic, and neural networks [6], however, the signifi-
cant complexity of these systems leads to a signifi-
cant increase in cost, and it will be impractical for 
implementation in small and medium networks. 

Various methods are proposed in the article [7]; 
one of the most important methods is intrusion de-
tection systems, which provide quick detection and 
notification of network intrusions to take prompt 
action to reduce the amount of damage caused by 
these attackers. The main problem of the proposed 
intrusion detection systems is the number of gener-
ated false positives and the low percentage of accu-
rate detection of intrusions in them. 

The network anomaly detection method pro-
posed in [8] based on fuzzy logic detects DDoS at-
tacks and analyzes their intensity. 

A fuzzy network intrusion detection system [9] 
uses a set of fuzzy rules using symmetric Gaussian 
membership functions to determine the probability 
of specific or common network attacks based on 
packet signatures.  

[10] presented methods for monitoring traffic 
using a fuzzy logic approach that can mitigate attacks 
and manage resources during their action. 

In [11], a fuzzy inference model and system are 
proposed, and membership functions and fuzzy pro-
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duction rules are defined, taking into account the 
numerous QoS and QoE requirements of multime-
dia traffic and the state quality of the CS (Current 
Service) communication channel. The traffic anoma-
ly detection method based on the correlation analysis 
of the destination IP addresses in the outgoing traffic 
on the outgoing router [12] is effective, but the pro-
posed approach can only provide anomaly detection 
near the source, so its use will be impractical in large 
networks. From the analysis of the subject area and 
known solutions of network traffic research, it can 
be concluded that the use of fuzzy logic methods 
allows to significantly increase the effectiveness of 
detecting malicious packets, therefore it is considered 
appropriate to develop a fuzzy logic model and 
method. A logical conclusion for the signature analy-
sis of outgoing traffic packets, which became the 
goal of the study.  

MAIN PART 
The results of studies of computer network 

(Fig.1) configurations of various sizes indicate the 
following: 

- SOHO networks use routers and switches that 
can filter IP addresses, MAC addresses, domains, and 
web content according to certain rules, but do not 
protect against external or internal malicious actions 
in the network; 

- medium-sized corporate networks use routers 
and managed switches that allow you to perform a 
set of measures to protect the network from external 
attack and may contain basic intrusion detection sys-
tems, but do not analyze the traffic that is in the 
network and do not monitor malicious outgoing 
traffic; 

- large corporate networks use similar network 
devices, but their difference may be the number of 
ports and bandwidth, which ensure stable operation 
for a larger number of users, while parameters relat-
ed to network security remain unchanged. 

After analyzing typical computer network archi-
tectures, the following conclusion can be made: 

- Wi-Fi access points do not affect network se-
curity; 

- the equipment used in SOHO networks has no 
protection or a low level of protection against exter-
nal attack; 

- the equipment used in corporate networks has 
an average or high level of protection against an ex-
ternal attack or a malicious network user carrying out 
an attack or unauthorized access in the middle of the 
network about other network users; 

- none of the possible types of equipment ana-
lyzes outgoing traffic from the network for its "nor-
mality". 

 
Fig. 1. Typical computer network configuration 

In the absence of functionality to detect attacks 
coming from the network against third parties, the 
network may experience a decrease in the speed of 
traffic transmission and compromise of the network. 

Based on the identified problem, a fuzzy logical 
inference model was developed for signature analysis 
of outgoing traffic packets. This model provides 
automatic updates of signature dictionaries used to 
inspect packets of outbound traffic to quickly add 
previously unknown signatures to dictionaries, in-
cluding zero-day attacks, by analyzing signatures ac-
cording to established rules. Analysis of all packet 
header parameters will slow down the analysis of 
network traffic and increase the load on network 
equipment. Therefore, it is advisable to choose pa-
rameters that allow identifying the largest number of 
attacks, to maintain the stable operation of the net-
work (fig.2). 

 

Fig. 2. Using the Pareto principle to optimize  
parameters for signature formation 

It should be noted that the traffic intensity indi-
cator will appear during this analysis. Therefore, the 
package signature will look like this: 

𝑠 = {𝐼𝑃𝑠, 𝐼𝑃𝑑, 𝑃𝑠, 𝑃𝑑, 𝑃𝑟, 𝑆𝑑, 𝑇}, (1) 

where IPs is the IP address of the source, is a set of 
IP address values that can acquire one of three states: 
prohibition, permission, and unknown; IPd is the 
destination IP address, this is a set of port values that 
can be in one of three states: deny, allow, and un-
known; Ps – output port; Pd – destination port; Pr – 
the value of the protocol, which can be in one of 
three states: prohibition, permission, and unknown; 
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Sd – data transfer rate, Sd is a set of data transfer rate 
values, which can be one of three states: low, medi-
um, and high; T – the time of arrival for inspection. 

IP addresses are a set of IP address values that 
combine three sets: 

𝐼𝑃𝑠 = 𝐼𝑃𝑠𝑔 ∪ 𝐼𝑃𝑠𝑏 ∪ 𝐼𝑃𝑠𝑛, (2) 

where IPsg – a set of IP addresses defined as allowed; 
IPsb – a set of IP addresses defined as prohibited; 
IPsn – a set of IP addresses that are not defined as 
allowed or denied. 

The elements of the set IPsg do not belong to 
the sets IPsb and IPsn: 

𝐼𝑃𝑠𝑔 ∩ 𝐼𝑃𝑠𝑏 = ∅, (3) 

𝐼𝑃𝑠𝑔 ∩ 𝐼𝑃𝑠𝑛 = ∅. (4) 

The elements of the set IPsb do not belong to 
the sets IPsg and IPsn: 

𝐼𝑃𝑠𝑏 ∩ 𝐼𝑃𝑠𝑔 = ∅, 
(5) 

𝐼𝑃𝑠𝑏 ∩ 𝐼𝑃𝑠𝑛 = ∅. (6) 

The elements of the set IPsn do not belong to 
the sets IPsg and IPsb: 

𝐼𝑃𝑠𝑛 ∩ 𝐼𝑃𝑠𝑔 = ∅, 
(7) 

𝐼𝑃𝑠𝑛 ∩ 𝐼𝑃𝑠𝑏 = ∅. (8) 

The sets IPd, Ps, Pd, Pr have a similar content 
and division of elements. 

Packet filtering rules were formed based on the 
available data. 

The rule-based fuzzy logic inference method for 
outbound traffic packet signature analysis in the pre-
vious section performs a real-time comparison of 
outbound traffic signatures against a set of rules that 
characterize whether a traffic packet is allowed or 
denied. category. The main task of the method is: 

- allow connections that are considered permit-
ted by the rules; 

- prohibit connections that are considered pro-
hibited by the rules; 

- adding signatures to the dictionary. 
Here is the sequence of the method (fig. 3). 
Step 1. Receiving the package. 
Step 2. Formation of the package signature. 
Step 3. If the generated signature of the packet 

belongs to one of the rules satisfying the requirement 
of allowed traffic, then the packet is allowed to be 
transmitted and proceed to step 4. Otherwise, pro-
ceed to step 5. 

Step 4. The packet signature is written to the set 
of allowed connections and the transition to step 8 
occurs. 

Step 5. If the generated packet signature belongs 
to one of the rules that satisfy the requirement of 
prohibited traffic, then the connection in which the 
packet and the user's IP address are received is 
blocked, go to step 6. Otherwise, go to step 7. 

Step 6. The packet signature is written to the set 
of forbidden connections and the transition to step 8 
occurs. 

Step 7: The signature of the packet is written to 
a set of unspecified connections, after which the 
packet is allowed to be transmitted. 

Step 8. Completion of package processing. 
Step 9. If there is a transmission of the following 

packets, then the transition to step 1 takes place. 
Otherwise, the transition to standby mode is per-
formed until the next packet is received for verifica-
tion. 

 

Fig. 3. Graphical representation of the work of the 
method based on fuzzy logical inference for analyzing the 

signatures of outgoing traffic packets 

The method is implemented using a hardware-
software tool, where the software code is developed 
using fuzzy logic, which checks the output signature 
(namely, IPd, Pd, Pr, Sd elements) for the appropri-
ateness of the traffic type. IP and Ps elements are 
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used to identify a user on the network. The T ele-
ment is used to set the timestamp when the signature 
arrives for verification. After a certain period (the 
value may vary depending on the average duration of 
the user's stay on the network), the signature will be 
deleted. This is necessary so that the size of the dic-
tionary is acceptable. In total, the set contains 81 
feature classification rules. 

To decide on whether to allow or prohibit send-
ing a packet using a method based on a fuzzy logical 
conclusion for the signature analysis of outgoing 
traffic packets, the classification of the signature fea-
tures of the outgoing traffic packet elements is car-
ried out using Matlab (fig. 4). 

 

Fig. 4. Scheme of implementation of fuzzy logical 
conclusion for classification of signs of signature elements 

using Matlab 

Each input and output linguistic variable are de-
fined by a set of terms (fig. 4): 

- IPd: prohibition, unknown, permission; 
- Sd: low, medium, high; 
- Pr: prohibition, unknown, permission; 
- Pd: prohibition, unknown, permission. 
A trapezoid was chosen as the membership 

function for inputs and outputs (fig. 5). 

 

Fig. 5. Sets of terms of input and output variables 

The choice is due to the results of network traf-
fic research when the range of values of each param-
eter can be described by a t-function, which is trian-
gular or trapezoidal (fig. 6), where the upper edge of 
the trapezoid determines the range of values of each 
parameter, which allows to assign the analyzed traffic 
to one or another class (permitted or prohibited). the 
left and right bounds are deviations that suggest that 
the traffic belongs to the uncertainty class. 

The proposed method is the basis for the 
implementation of a system for detecting violators in 
public networks. 

 

Fig. 6. An example of a membership function 

The problem is to ensure the necessary effi-
ciency of the specified system. Therefore, it is nece-
ssary to define performance metrics that will allow us 
to assess how precisely, fully, and qualitatively the 
developed system fulfills the tasks set before it. 

A comparative analysis of research in the field of 
detection of malicious traffic in public networks 
made it possible to determine the requirements for 
an intruder detection system implemented based on 
the described method. These requirements can be 
divided into two groups: functional and non-fun-
ctional. Functional requirements are a list of 
functions that the system must perform. Non-
functional requirements describe the target chara-
cteristics of the system, such as time constraints, 
error rate, completeness, accuracy, etc. 

A set of non-functional requirements for a 
malicious traffic detection system can be defined as 
three classic components for evaluating efficiency: 
timeliness (T), reasonableness (O), and resource 
intensity (R). 

Timeliness means the ability of the system to 
provide a solution to the problem – detection of 
malicious traffic within the specified period. Requi-
rements for timeliness can be established in a formal 
form: 

SsTT S  ,min , (9) 
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where 𝑇 is the time of detection of malicious traffic 
by the system under development – the time of de-

tection of malicious traffic by system 𝑠 from the set 

of all alternative systems 𝑆. For the developed system 
to be used in a mode close to real-time, it must de-
tect malicious traffic in a time that does not exceed a 
given limit. This timeliness requirement can be estab-
lished in the following form: 

T
def

T PTTP 0)(  , (10) 

where TP  – the probability of completion of the 
system process of detecting malicious traffic in the 
given time, defT  – the permissible time of system 

operation (equal to min ST ), TP0  – the permissible 

value of the probability. 
Validity refers to the degree to which the system 

performs the task, namely the proportion of detected 
intruders compared to their actual presence in the 
network. The system's formal compliance with this 
criterion can be determined using a performance 
metric (which will be discussed later) and presented 
in a formal form: 

a) for completeness, accuracy, neatness, F-
measure: 











SsOO

OO

i
S

i

i

,max
; (11) 

b) by mistakes: 











SsOO

OO

i
S

i

i

,min
, (12) 

where 𝑂 – a set of efficiency metrics, iO – the effi-

ciency indicator, i
SO  – the efficiency indicator of 

system 𝑠 from the set of all alternative systems 𝑆. 
Increasing the validity of the system's function-

ing will mean an overall increase in the security of 
public networks, thus achieving the research objec-
tive.  

One of the most general indicators characteriz-
ing work efficiency is the F-measure, so this re-
quirement can be written as follows: F-measure → 
max. 

Resource intensity characterizes the software 
and hardware needed by the malicious traffic detec-
tion system to solve its task, as well as its characteris-
tics.  

Let's define the requirement in a formal form as 
a set of the following indicators – number of hosts 
(h), average network traffic (n), volume of occupied 
space on SSD/HDD (v), average processor load (c), 
average memory load (m):  











SsRR

RR

i
S

i

i

,min
, (13) 

where R – is set of resource intensity indicators, iR – 

the resource intensity indicator (h, n, v, c, m), and i
SR – 

the resource intensity indicator of system s from the 
set of all alternative systems S. 

The general performance requirements of an 
evolving malware detection system can be expressed 
using the following fairly well–known and frequently 
used performance metrics: TP (True Positive) – the 
number of packets identified as malicious that are; 
FP (False Positive) – the number of packets identi-
fied as malicious, but they are not; TN (True Nega-
tive) number of packets that are not identified as 
malicious, but are (i.e. not malicious); FN (False Pos-
itive) is the number of packets that are not detected 
as malicious but are not (i.e. malicious). The classic 
synonym for FP is errors of the first kind, and FN is 
for errors of the second kind. 

The effectiveness of detecting intruders by the 
system can be evaluated using other metrics that are 
more understandable for humans: completeness, 
accuracy, precision, errors, and F-measure. 

Completeness (r) characterizes the ability of the 
system to detect violators without taking into ac-
count the number of false positives. The complete-
ness rate can be calculated as the proportion of cor-
rectly identified malicious sessions among all existing 
malicious sessions: 

FNTP

TP
r

+
= . (14) 

Accuracy (p) characterizes the system's ability to 
detect only intruders without intercepting legitimate 
traffic. The accuracy rate can be calculated as the 
proportion of correctly identified malicious sessions 
among all detected malicious sessions: 

FPTP

TP
p

+
= . (15) 

Accuracy (a) characterizes the ability of the sys-
tem to make correct decisions regarding the identifi-
cation of intruders. The accuracy rate can be calcu-
lated as the proportion of correctly identified mali-
cious and benign sessions among all user sessions: 

FNFPTNTP

TNTP
a

+++

+
= . (16) 

Error (e) characterizes the ability of the system 
to make incorrect decisions regarding the identifica-
tion of violators. The error rate can be calculated as 
the proportion of incorrectly identified malicious and 
benign sessions among all user sessions: 
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FNFPTNTP

FNFP
e

+++

+
= . (17) 

The F-measure (f) is commonly used to jointly 
evaluate a system for completeness and precision. 
The F-measure can be calculated as the ratio of the 
double product of the completeness and accuracy of 
the system to their sum: 

2
.

p r
f

p r

 
=

+  
(18) 

With the help of the indicated indicators, the 
developed system of detecting intruders in the public 
network can be compared both with the closest ana-
logues and with its modifications. 

Schematically, the performance indicators TP, 
TN, FP and TN of the violator detection algorithm 
can be graphically represented as follows (fig. 7). 

To evaluate the effectiveness of this method, a 
fuzzy logic inference system was developed using 
Matlab, which was deployed in a test environment. 
The immediate test environment is a local network in 
which 50 users, whose activities were not malicious, 
were working at the same time. Also, 40 attacks of 
various types and using various devices were carried 
out on the network (tab. 1). The results of the system 
are as follows: 

Hours of operation are 24 hours 
A total of 10,000 packets were analyzed 
Including: 
• safe packages – 5,000; 
• suspicious – 1,000; 
• dangerous – 4,000. 

 

Fig. 7. Graphical interpretation of the efficiency 
indicators of the violator detection algorithm 

Table 1 
Data of experimental studies 

Packages Standard Experiment 

All 10 000 TP TN FP FN 

Safe 5 000 4601 - - 399 

Suspicious 1 000 - 536 464 - 

Dangerous 4 000 - 4000 - - 

According to the given data, the following effi-
ciency indicators were obtained in percentages: 

90,84%=100%*464)+4601/(4601=p  

92,02%=100%*399)+4601/(4601=r  
91,37%=100%*000) )/(10536 4601 (4= +a  

8,63%=100%*000) )/(10399(464= +e  
91,43%= )+)/(**(2= rprpf  

The results of the fuzzy inference system as a 
whole are shown in the form of a response surface 
(fig. 8). 

 

Fig. 8. Work results in the form of a response surface 

Based on the determined indicators, it can be 
concluded that the intruder detection system, devel-
oped based on the method of detecting malicious 
outgoing traffic based on a fuzzy logical conclusion, 
meets the requirements of public network protec-
tion. Reducing the number of first errors can be 
achieved by expanding the set of network traffic 
classification rules. 

CONCLUSION AND FUTURE DIREC-
TIONS 

The purpose of the study was to improve the 
security of public networks by detecting malicious 
and anomalous traffic in them. 

In this work, well-known methods of analyzing 
incoming traffic based on fuzzy logical inference are 
considered. The goal was to study the parameters 
based on which traffic analysis is carried out, to find 
out the problems of these methods. 

A model of fuzzy logical inference was pro-
posed to analyze the signatures of outgoing traffic 
packets. This model provides a comparison of the 
original packet signatures with the signatures stored 
in the corresponding dictionaries. 

Using a method based on fuzzy logic to analyze 
the signatures of outgoing traffic packets, the ability 
to classify outgoing traffic packets to ensure secure 
connections or block malicious ones is realized. 
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In the work, the security indicator is determined 
through the validity metric (F-measure) taking into 
account the limitations of other validity metrics, as 
well as taking into account the timeliness and re-
source requirements. intensity. 

Thus, the result of the study should be a combi-
nation of different approaches to detect intruders in 
public networks. 

Such an association takes into account the posi-
tive approaches existing today, getting rid of their 
negative aspects as much as possible. 

At the same time, the maximization of the F-
measure of complex algorithms was achieved under 
the following metric restrictions: completeness, accu-
racy, precision; and errors; taking into account re-
quirements for timeliness and resource intensity. 
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МЕТОД АНАЛІЗУ СИГНАТУР ПАКЕТІВ ВИ-

ХІДНОГО ТРАФІКУ 

Для виявлення вихідного зловмисного трафіку розро-
блено метод на основі нечіткого логічного висновку 
для аналізу сигнатур вихідного трафіку. Результати 
дослідження свідчать про те, що варто продовжувати 
діяльність у цьому напрямку, щоб розвантажити ресу-
рси мережі під час пікових навантажень. Метод пере-
віряє підпис пакета вихідного трафіку відповідно до 
набору правил. Ключовими завданнями методу є: 
дозвіл з'єднання, якщо під час класифікації підпис 
пакету визначено як дозволений; блокування з'єднан-
ня, якщо під час класифікації визначено, що підпис 
пакету заборонений; додавання нових підписів до 
існуючих словників. В ході експерименту метод підт-
вердив свою ефективність. Наявність методу на основі 
нечіткої логіки для сигнатурного аналізу вихідних 
пакетів трафіку має низку переваг, включаючи вияв-
лення раніше невідомих атак, зменшення загальної 
кількості кібератак, запобігання перевантаженню ме-
режевого обладнання та зниження ймовірності комп-
рометації. поточна мережа. 
Ключові слова: нечітка логіка, аналіз сигнатур, вихі-
дний трафік, класифікація сигнатур. 
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АНАЛІЗ СУЧАСНОГО СТАНУ КІБЕРАТАК В УКРАЇНІ ПІД ЧАС ВІЙНИ 

Святослав Храмов, Іван Опірський 

Актуальність проблеми кібербезпеки в Україні надзвичайно висока в контексті повномасштабного 
вторгнення. За останні роки кібератаки стали невід'ємною частиною гібридної війни, яка ведеться проти 
країни. Дослідження сучасного стану кіберагресії в Україні є важливим завданням з погляду національної 
безпеки. Ця наукова робота має на меті ретельно проаналізувати структуру, тенденції та особливості 
кібератак, які спрямовані проти України під час військового конфлікту. Дослідження передбачає аналіз 
різноманітних форм і методів кіберагресії, вивчення їхнього впливу на державу та ідентифікацію 
можливих заходів для захисту критичних інформаційних інфраструктурних об'єктів. Результати 
дослідження можуть послужити основою для розробки та впровадження ефективних стратегій з 
кібербезпеки, спрямованих на покращення захисту інформаційної безпеки країни в умовах військового 
конфлікту. Актуальність цієї роботи полягає в її потенційній здатності допомогти українському уряду та 
органам безпеки ефективно реагувати на виклики військового конфлікту в кіберпросторі. Для підтримки 
дослідження було проведено широкий аналіз літератури та статей, які надають інформацію про 
кібератаки під час війни. Крім того, були використані емпіричні дані про кіберінциденти, зафіксовані в 
Україні з початку конфлікту, що дозволило детально оцінити масштаби та специфіку загроз. Особливу 
увагу приділено аналізу типів кібератак, їх тактичних і стратегічних цілей, а також методів, які 
використовуються для їх реалізації. Дослідження також виявляє основні вразливості, які використовуються 
зловмисниками, і пропонує можливі шляхи їх усунення. Серед основних типів атак розглядаються DDoS-
атаки, фішингові атаки, впровадження шкідливого програмного забезпечення, SQL-ін'єкції та інші. Крім 
того, розглядається вплив кібератак на різні сектори економіки та соціальної сфери, включаючи державне 
управління, енергетику, фінанси та інфраструктуру. Результати дослідження мають практичне значення 
для формування державної політики у сфері кібербезпеки. Вони можуть бути використані для розробки 
рекомендацій щодо підвищення захищеності інформаційних систем, удосконалення нормативно-правової 
бази та посилення міжнародного співробітництва в цій сфері. Дослідження також підкреслює необхідність 
підвищення кібергігієни серед населення та покращення підготовки спеціалістів з кібербезпеки. 
Ключові слова: кібератаки, війна, типи кібератак, успішність кібератак, ІПСО, DDoS-атаки, 
прогнозування, методи протидії. 
 

ВСТУП 
Постановка проблеми. У сучасному інфор-

маційному суспільстві, де технологічний прогрес 
стає неодмінною складовою кожного аспекту 
життя, кіберпростір стає не лише ареною для 
технологічного розвитку, але й полем боротьби в 
контексті військового вторгнення рф на терито-
рію України. Одним із ключових аспектів цієї 
нової реальності є кібератаки під час війни, що 
визначаються використанням технічних засобів 
для завдання шкоди інформаційно-комуніка-
ційним системам противника. Динамічний роз-

виток цього феномену викликає необхідність 
глибокого аналізу сучасного стану кібератак в 
умовах війни. Дослідження стану кібератак під час 
війни є актуальним, адже за показними кількість 
кібер-порушень безпекового стану в України 
стрімко зросли з початком повномасштабного 
вторгнення рф. Кібератаки почали використову-
ватись як елемент військової стратегії, стали за-
грозою глобальної безпеки, а необхідність кібе-
ратак стає критичною складовою військової дія-
льності та національної оборони. Метою дослі-
дження є глибокий аналіз та систематизація су-
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