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FEATURES OF USING AMAZON INSPECTOR
TO IDENTIFY VULNERABILITIES
OF CLOUD APPLICATIONS
Vulnerability to vatious cyber-attacks, loss of data confi-
dentiality, increased number of failures and reduced sta-
bility of information infrastructure, increased capital
costs, new requirements for data independence, problems
with scaling business information infrastructure can be
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the main problems that a business may face. The above-
mentioned problems can serve as a basis for migration to
cloud technologies, which in turn will ensure a reduction
in expenses for infrastructure support, increase the effi-
ciency of information infrastructure management com-
pared to work in a local environment, and increase the
flexibility of the organization. The relevance of the re-
search lies in improving information security, ensuring
confidentiality, integrity and availability, identifying appli-
cation and environment vulnerabilities through the use of
built-in AWS services. The purpose of this work is to
implement the evaluation and improvement of the secuti-
ty of the working environment and the application de-
ployed on the basis of cloud services by automating the
scanning and analysis of the AWS workload.

Keywords: Amazon Web Services, AWS, Amazon In-
spector, IAM, cloud technologies, vulnerability, infra-
structure, monitoring.
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METHOD OF ANALYSIS OF OUTGOING TRAFFIC
PACKAGE SIGNATURES

Nataliia Petliak, Yulita Khokhlachova

To detect outgoing malicious traffic, a method based on fuzzy logical inference has been developed to analyze signatures
of outgoing traffic. The study results indicate that continuing activities in this direction are worthwhile to unload net-
work resonrces during peak loads. The method verifies the signature of the outgoing traffic packet against a set of
rules. The key tasks of the method are connection permission, if the packet signature is defined as permitted during
classification; blocking the connection, if it is determined that the signature of the package is probibited; and adding
new signatures to existing dictionaries. During the experiment, the method confirmed its effectiveness. Having a meth-
od based on fuzzy logic for signature analysis of ontgoing traffic packets has several advantages, including the detection
of previously unknown attacks, reduction of the total number of cyber-attacks, prevention of overloading of network
equipment, and reduction of the probability of compromise. current network.

Keywords: fuzzy logic, signature analysis, ontgoing traffic, signature classification.

RELEVANCE AND PROBLEM STATE-
MENT

The rapid growth of the number of users of dig-
ital technologies leads to an increase in the number

of cyber incidents and cyber-attacks on various
spheres of activity. Any attack can cause not only
significant financial losses but also reputational losses
for a certain person, company, or even the state.
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Types and methods of attacks change and improve
faster than the processes of digitalization of society.

The problem of detecting anomalous traffic
does not have a sufficient solution. Well-known in-
trusion detection systems are focused on detecting
attacks on corporate networks, rather than detecting
attacks coming from networks, and use their power
to attack third parties.

Public computer networks are used mainly in
public places. Such an opportunity increases the
number of visitors to various institutions at the ex-
pense of insignificant material costs. Any person can
connect to such a network without identification.
This, in turn, allows the offender to additionally hide
while performing malicious actions.

Detecting malicious traffic and anomalies plays
an important role in security. Therefore, it is neces-
sary to use intrusion detection systems capable of
protecting the network from known and future
threats.

Existing intrusion detection and prevention sys-
tems focus on protecting your network and are not
designed to detect anomalous traffic from your net-
work aimed at attacking third parties.

Thus, the main difficulty of detecting malicious
and anomalous traffic directly arises from modern
trends in the development of information technolo-
gies, which are inextricably linked to the constant
growth of its parameters: volume; generation speed;
the number of traffic sources and recipients; the
number of logical flows unrelated to their goals and
tasks; increasing the level of data heterogeneity, etc.
[1].

All this leads to significant complications for
traffic analyzers, since not all existing systems can
cope with such large volumes and complexity, and
violators hide their actions in the general flow of
actions of legitimate users.

Thus, the main contradiction of the subject area
is as follows: on the one hand, it is necessary to in-
crease the accuracy of detecting violators, since their
actions are constantly improving, and the network
traffic of attacks becomes less visible due to the in-
crease in the volume of all traffic in public networks,
and the violators themselves mask their actions un-
der legal; on the other hand, existing models, meth-
ods and algorithms for detecting malicious and
anomalous traffic do not have the necessary efficien-
cy, as they either have a high risk of missing the at-
tacker (type Il error) or, on the contrary, the risk of
attributing the attacker to a legitimate user (type I
error). A possible reason for this contradiction is
some subjectivity inherent in all criteria for malicious

activity. So, for example, some users identified as
violators could simply perform several wrong ac-
tions: enter the wrong password, mistakenly upload a
document or send a document to the wrong address,
connect someone else's device, etc.

The solution to this contradiction may consist in
the application of highly effective specialized tech-
nologies for processing network traffic in the field of
information security, as well as in the combination of
existing and new methods of analysis and detection
of malicious activity.

Research in this field [2] shows that the search
for new solutions, improvement of existing ones, or
solutions focused on a narrow problem is being car-
ried out.

In particular, the use of neural networks [3] im-
proves and modernizes existing intrusion detection
systems.

In [4], the IPS system only focuses on mitigating
DoS attacks by analyzing packets using deep learning
techniques.

Anomaly-based IPS using fuzzy logic prevents
various distributed denial-of-service attacks [5].

The identification of new signatures in IPS
based on SNORT signatures can be solved using
decision trees, but the detection of multi-stage at-
tacks requires machine learning techniques, fuzzy
logic, and neural networks [6], however, the signifi-
cant complexity of these systems leads to a signifi-
cant increase in cost, and it will be impractical for
implementation in small and medium networks.

Various methods are proposed in the article [7];
one of the most important methods is intrusion de-
tection systems, which provide quick detection and
notification of network intrusions to take prompt
action to reduce the amount of damage caused by
these attackers. The main problem of the proposed
intrusion detection systems is the number of gener-
ated false positives and the low percentage of accu-
rate detection of intrusions in them.

The network anomaly detection method pro-
posed in [8] based on fuzzy logic detects DDoS at-
tacks and analyzes their intensity.

A fuzzy network intrusion detection system [9]
uses a set of fuzzy rules using symmetric Gaussian
membership functions to determine the probability
of specific or common network attacks based on
packet signatures.

[10] presented methods for monitoring traffic
using a fuzzy logic approach that can mitigate attacks
and manage resources during their action.

In [11], a fuzzy inference model and system are
proposed, and membership functions and fuzzy pro-
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duction rules are defined, taking into account the
numerous QoS and QoE requirements of multime-
dia traffic and the state quality of the CS (Current
Service) communication channel. The traffic anoma-
ly detection method based on the correlation analysis
of the destination IP addresses in the outgoing traffic
on the outgoing router [12] is effective, but the pro-
posed approach can only provide anomaly detection
near the source, so its use will be impractical in large
networks. From the analysis of the subject area and
known solutions of network traffic research, it can
be concluded that the use of fuzzy logic methods
allows to significantly increase the effectiveness of
detecting malicious packets, therefore it is considered
appropriate to develop a fuzzy logic model and
method. A logical conclusion for the signature analy-
sis of outgoing traffic packets, which became the
goal of the study.

MAIN PART

The results of studies of computer network
(Fig.1) configurations of various sizes indicate the
following:

- SOHO networks use routers and switches that
can filter IP addresses, MAC addresses, domains, and
web content according to certain rules, but do not
protect against external or internal malicious actions
in the network;

- medium-sized corporate networks use routers
and managed switches that allow you to perform a
set of measures to protect the network from external
attack and may contain basic intrusion detection sys-
tems, but do not analyze the traffic that is in the
network and do not monitor malicious outgoing
traffic;

- large corporate networks use similar network
devices, but their difference may be the number of
ports and bandwidth, which ensure stable operation
for a larger number of users, while parameters relat-
ed to network security remain unchanged.

After analyzing typical computer network archi-
tectures, the following conclusion can be made:

- Wi-Fi access points do not affect network se-
curity;

- the equipment used in SOHO networks has no
protection or a low level of protection against exter-
nal attack;

- the equipment used in corporate networks has
an average or high level of protection against an ex-
ternal attack or a malicious network user carrying out
an attack or unauthorized access in the middle of the
network about other network users;

- none of the possible types of equipment ana-
lyzes outgoing traffic from the network for its "nor-
mality".

Binkprrrmit
CerMeHT Mepeiki

Fig. 1. Typical computer network configuration

In the absence of functionality to detect attacks
coming from the network against third parties, the
network may experience a decrease in the speed of
traffic transmission and compromise of the network.

Based on the identified problem, a fuzzy logical
inference model was developed for signature analysis
of outgoing traffic packets. This model provides
automatic updates of signature dictionaries used to
inspect packets of outbound traffic to quickly add
previously unknown signatures to dictionaries, in-
cluding zero-day attacks, by analyzing signatures ac-
cording to established rules. Analysis of all packet
header parameters will slow down the analysis of
network traffic and increase the load on network
equipment. Therefore, it is advisable to choose pa-
rameters that allow identifying the largest number of
attacks, to maintain the stable operation of the net-
work (fig.2).
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Fig. 2. Using the Pareto principle to optimize
parameters for signature formation

It should be noted that the traffic intensity indi-
cator will appear during this analysis. Therefore, the
package signature will look like this:

s = {IPs,IPd, Ps, Pd, Pr,Sd, T}, (1)

where IPs is the IP address of the soutce, is a set of
IP address values that can acquire one of three states:
prohibition, permission, and unknown; IPd is the
destination IP address, this is a set of port values that
can be in one of three states: deny, allow, and un-
known; Ps — output port; Pd — destination port; Pr—
the value of the protocol, which can be in one of
three states: prohibition, permission, and unknown;
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Sd — data transfer rate, S4 is a set of data transfer rate
values, which can be one of three states: low, medi-
um, and high; T'— the time of arrival for inspection.

IP addresses are a set of 1P address values that
combine three sets:

IPs = IPsg U IPsb U IPsn, 2

where [Psg — a set of IP addresses defined as allowed;
IPsb — a set of IP addresses defined as prohibited;
IPsn — a set of IP addresses that are not defined as
allowed or denied.

The elements of the set IPsg do not belong to
the sets IPsb and [Psn:

IPsg N IPsb = @, 3)
IPsg N IPsn = Q. )

The elements of the set IPsh do not belong to
the sets IPsg and [Ps:

IPsb N IPsg = @, ©
IPsb N IPsn = @. ©)

The elements of the set IPs# do not belong to
the sets IPsg and [Psb:

IPsnNIPsg = @, @)
IPsn N IPsb = Q. ®

The sets IPd, Ps, Pd, Pr have a similar content
and division of elements.

Packet filtering rules were formed based on the
available data.

The rule-based fuzzy logic inference method for
outbound traffic packet signature analysis in the pre-
vious section performs a real-time comparison of
outbound traffic signatures against a set of rules that
characterize whether a traffic packet is allowed or
denied. category. The main task of the method is:

- allow connections that are considered permit-
ted by the rules;

- prohibit connections that are considered pro-
hibited by the rules;

- adding signatures to the dictionary.

Here is the sequence of the method (fig. 3).

Step 1. Receiving the package.

Step 2. Formation of the package signature.

Step 3. If the generated signature of the packet
belongs to one of the rules satisfying the requirement
of allowed traffic, then the packet is allowed to be
transmitted and proceed to step 4. Otherwise, pro-
ceed to step 5.

Step 4. The packet signature is written to the set
of allowed connections and the transition to step 8
occurs.

Step 5. If the generated packet signature belongs
to one of the rules that satisfy the requirement of
prohibited traffic, then the connection in which the
packet and the user's IP address are received is
blocked, go to step 6. Otherwise, go to step 7.

Step 6. The packet signature is written to the set
of forbidden connections and the transition to step 8
occurs.

Step 7: The signature of the packet is written to
a set of unspecified connections, after which the
packet is allowed to be transmitted.

Step 8. Completion of package processing.

Step 9. If there is a transmission of the following
packets, then the transition to step 1 takes place.
Otherwise, the transition to standby mode is per-
formed until the next packet is received for verifica-
tion.

Obtaining a package signature

¥

‘ ‘ A vague logical conclusion ‘ ‘

Allow secure package

!

Writing a signature into the set of allowed G
signatures

Prohibited
traffic

Deny dangerous package

Writing a signature into the set of forbidden B
signatures

v

Allow suspicious package

.

Writing a signature into a set of suspicious U
signatures

Fig. 3. Graphical representation of the work of the
method based on fuzzy logical inference for analyzing the
signatures of outgoing traffic packets

The method is implemented using a hardware-
software tool, where the software code is developed
using fuzzy logic, which checks the output signature
(namely, IPd, Pd, Pr, Sd elements) for the appropri-
ateness of the traffic type. IP and Ps elements are
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used to identify a user on the network. The T ele-
ment is used to set the timestamp when the signature
arrives for verification. After a certain period (the
value may vary depending on the average duration of
the user's stay on the network), the signature will be
deleted. This is necessary so that the size of the dic-
tionary is acceptable. In total, the set contains 81
feature classification rules.

To decide on whether to allow or prohibit send-
ing a packet using a method based on a fuzzy logical
conclusion for the signature analysis of outgoing
traffic packets, the classification of the signature fea-
tures of the outgoing traffic packet elements is car-
ried out using Matlab (fig. 4).

input

utmf output

Logical Operati

ions.

®
® o
not

Fig. 4. Scheme of implementation of fuzzy logical
conclusion for classification of signs of signature elements
using Matlab

Each input and output linguistic variable are de-
fined by a set of terms (fig. 4):

- IPd: prohibition, unknown, permission;

- 8d: low, medium, high;

- Pr: prohibition, unknown, permission;

- Pd: prohibition, unknown, permission.

A trapezoid was chosen as the membership
function for inputs and outputs (fig. 5).

Sugeno
Lo w

result (2 MFs)

Pa (3 WFs)

Fig. 5. Sets of terms of input and output variables

The choice is due to the results of network traf-
fic research when the range of values of each param-
eter can be described by a t-function, which is trian-
gular or trapezoidal (fig. 6), where the upper edge of
the trapezoid determines the range of values of each
parameter, which allows to assign the analyzed traffic
to one or another class (permitted or prohibited). the
left and right bounds are deviations that suggest that
the traffic belongs to the uncertainty class.

The proposed method is the basis for the
implementation of a system for detecting violators in
public networks.

Wembership Funciion Plot

Inpul Virisbie 1P

Fig. 6. An example of a membership function

The problem is to ensure the necessary effi-
ciency of the specified system. Therefore, it is nece-
ssary to define performance metrics that will allow us
to assess how precisely, fully, and qualitatively the
developed system fulfills the tasks set before it.

A comparative analysis of research in the field of
detection of malicious traffic in public networks
made it possible to determine the requirements for
an intruder detection system implemented based on
the described method. These requirements can be
divided into two groups: functional and non-fun-
ctional. Functional requirements are a list of
functions that the system must perform. Non-
functional requirements describe the target chara-
cteristics of the system, such as time constraints,
error rate, completeness, accuracy, etc.

A set of non-functional requirements for a
malicious traffic detection system can be defined as
three classic components for evaluating efficiency:
timeliness (T), reasonableness (0), and resource
intensity (R).

Timeliness means the ability of the system to
provide a solution to the problem — detection of
malicious traffic within the specified period. Requi-
rements for timeliness can be established in a formal
form:

T<minT,seS, )
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where T is the time of detection of malicious traffic
by the system under development — the time of de-
tection of malicious traffic by system s from the set
of all alternative systems S. For the developed system
to be used in 2 mode close to real-time, it must de-
tect malicious traffic in a time that does not exceed a
given limit. This timeliness requirement can be estab-
lished in the following form:

PT(T<Ty) 2Py, (10)

where PT — the probability of completion of the
system process of detecting malicious traffic in the
given time, Ty — the permissible time of system

operation (equal to min Tg), P, — the permissible
value of the probability.

Validity refers to the degree to which the system
performs the task, namely the proportion of detected
intruders compared to their actual presence in the
network. The system's formal compliance with this
criterion can be determined using a performance
metric (which will be discussed later) and presented
in a formal form:

a) for completeness, accuracy, neatness, I-
measure:

0'e0
0' >max0l,seS’ (1
b) by mistakes:
0'eO
(12)

O'min<Ol ses’

where O — a set of efficiency metrics, O'— the effi-
ciency indicator, Of — the efficiency indicator of

system S from the set of all alternative systems S.

Increasing the validity of the system's function-
ing will mean an overall increase in the security of
public networks, thus achieving the research objec-
tive.

One of the most general indicators characteriz-
ing work efficiency is the F-measure, so this re-
quirement can be written as follows: F-measure —
max.

Resource intensity characterizes the software
and hardware needed by the malicious traffic detec-
tion system to solve its task, as well as its characteris-
tics.

Let's define the requirement in a formal form as
a set of the following indicators — number of hosts
(h), average network traffic (#), volume of occupied
space on SSD/HDD (»), average processor load (¢),
average memory load ()

R'eR
R'min<Rl,seS’ (13)
where R — is set of resource intensity indicators, R'—
the resource intensity indicator (4, , v, ¢, m), and Ré —
the resource intensity indicator of system s from the
set of all alternative systems .

The general performance requirements of an
evolving malware detection system can be expressed
using the following fairly well-known and frequently
used performance metrics: TP (True Positive) — the
number of packets identified as malicious that are;
FP (False Positive) — the number of packets identi-
fied as malicious, but they are not; TN (True Nega-
tive) number of packets that are not identified as
malicious, but are (i.e. not malicious); FN (False Pos-
itive) is the number of packets that are not detected
as malicious but are not (i.e. malicious). The classic
synonym for FP is errors of the first kind, and FN is
for errors of the second kind.

The effectiveness of detecting intruders by the
system can be evaluated using other metrics that are
more understandable for humans: completeness,
accuracy, precision, errors, and F-measure.

Completeness (7) characterizes the ability of the
system to detect violators without taking into ac-
count the number of false positives. The complete-
ness rate can be calculated as the proportion of cor-
rectly identified malicious sessions among all existing
malicious sessions:

TP

f=—— . 14
TP + FN 19

Accuracy (p) characterizes the system's ability to
detect only intruders without intercepting legitimate
traffic. The accuracy rate can be calculated as the
proportion of correctly identified malicious sessions
among all detected malicious sessions:

TP

SR =g

(15)
Accuracy (@) characterizes the ability of the sys-
tem to make correct decisions regarding the identifi-
cation of intruders. The accuracy rate can be calcu-
lated as the proportion of correctly identified mali-
cious and benign sessions among all user sessions:
W TP+TN . 16)
TP +TN + FP + FN
Error (¢) characterizes the ability of the system
to make incorrect decisions regarding the identifica-
tion of violators. The error rate can be calculated as
the proportion of incorrectly identified malicious and
benign sessions among all user sessions:
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. FP + FN
TP+TN +FP +FN

(17)

The F-measure (f) is commonly used to jointly
evaluate a system for completeness and precision.
The F-measure can be calculated as the ratio of the
double product of the completeness and accuracy of
the system to their sum:

_2%kpxr
p+r

f

(18)

With the help of the indicated indicators, the
developed system of detecting intruders in the public
network can be compared both with the closest ana-
logues and with its modifications.

Schematically, the performance indicators TP,
TN, FP and TN of the violator detection algorithm
can be graphically represented as follows (fig. 7).

To evaluate the effectiveness of this method, a
fuzzy logic inference system was developed using
Matlab, which was deployed in a test environment.
The immediate test environment is a local network in
which 50 users, whose activities were not malicious,
were working at the same time. Also, 40 attacks of
various types and using various devices were carried
out on the network (tab. 1). The results of the system
are as follows:

Hours of operation are 24 hours

A total of 10,000 packets were analyzed

Including:

* safe packages — 5,000

* suspicious — 1,000,

* dangerous — 4,000.
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Fig. 7. Graphical interpretation of the efficiency
indicators of the violator detection algorithm
Table 1
Data of experimental studies
Packages | Standard Experiment
All 10 000 TP TN FP | EN
Safe 5000 4601 - - ]399
Suspicious 1 000 - 536 464 | -
Dangerous 4 000 - 4000 - -

According to the given data, the following effi-
ciency indicators were obtained in percentages:
p = 4601/(4601 + 464) *100% = 90,84%
r = 4601/(4601 + 399) *100% = 92,02%
a = (4601+4536)/(10000) *100% = 91,37%
e = (464 +399)/(10 000) *100% = 8,63%
f=@*p*r)/(p+r)=91,43%

The results of the fuzzy inference system as a
whole are shown in the form of a response surface

(fig. 8).

Fig. 8. Work results in the form of a response surface

Based on the determined indicators, it can be
concluded that the intruder detection system, devel-
oped based on the method of detecting malicious
outgoing traffic based on a fuzzy logical conclusion,
meets the requirements of public network protec-
tion. Reducing the number of first errors can be
achieved by expanding the set of network traffic
classification rules.

CONCLUSION AND FUTURE DIREC-
TIONS

The purpose of the study was to improve the
security of public networks by detecting malicious
and anomalous traffic in them.

In this work, well-known methods of analyzing
incoming traffic based on fuzzy logical inference are
considered. The goal was to study the parameters
based on which traffic analysis is carried out, to find
out the problems of these methods.

A model of fuzzy logical inference was pro-
posed to analyze the signatures of outgoing traffic
packets. This model provides a comparison of the
original packet signatures with the signatures stored
in the corresponding dictionaries.

Using a method based on fuzzy logic to analyze
the signatures of outgoing traffic packets, the ability
to classify outgoing traffic packets to ensure secure
connections or block malicious ones is realized.
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In the work, the security indicator is determined
through the validity metric (F-measure) taking into
account the limitations of other validity metrics, as
well as taking into account the timeliness and re-
source requirements. intensity.

Thus, the result of the study should be a combi-
nation of different approaches to detect intruders in
public networks.

Such an association takes into account the posi-
tive approaches existing today, getting rid of their
negative aspects as much as possible.

At the same time, the maximization of the F-
measure of complex algorithms was achieved under
the following metric restrictions: completeness, accu-
racy, precision; and errors; taking into account re-
quirements for timeliness and resource intensity.
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METOA AHAAI3Y CUTHATYP ITAKETIB BI-
XIAHOT O TPA®IKY

AAf BUABAGHHA BUXIAHOTO 3AOBMHCHOIO Tpadiky po3spo-
OACHO METOA Ha OCHOBI HEYITKOIO AOITYHOIO BHCHOBKY
AAl AHAAI3Y CHTHATyp BHXIAHOTO Tpadiky. PesyapraTn
AOCAIAKEHHSA CBIAYATD IIPO Te, IO BAPTO IPOAOBIKYBATH
AIMABHICTD ¥ IIbOMY HAIIPAMKY, IIIOO PO3BAHTAKUTH PECY-
pcH MepeKi IA 4Yac IKOBHX HaBaHTAKeHb. MeToa mepe-
Bipfi€ INAIIKC ITaKeTa BUXIAHOTO TPadpiKy BIAIIOBIAHO AO
HaOOpy mpaBuA. KAIOYOBHMU 3aBAAHHAMH METOAY €
AO3BIA 3'€AHAHHS, fAKIO MIA 9ac KAacuikamil Iarmc
ITAKETy BU3HAYCHO SIK AO3BOACHEHI; OAOKYBAHHS 3'€AHAH-
Hil, fIKINO INA 9ac KAaacuikalii BU3HAYEHO, IO IHAIHUC
ITaKeTy 3a00pOHEHHI; AOAABAHHA HOBUX INAIHCIB AO
ICHYFOYNX CAOBHHKIB. B XOAl eKcIIepHMEHTy METOA IIAT-
BEpAUB CBOIO edpekTuBHICTE. HafBHiCT METOAY HA OCHOBI
HEYITKOI AOIIKH AAfl CHIHATYPHOIO aHAAI3y BHXIAHHX
mmaketiB TpadiKy Mae HH3KY II€pEBar, BKAIOYAIOYH BISAB-
ACHHSA paHIIlle HEBIAOMHUX aTaK, 3MEHIICHHA 3araAbHOL
KIABKOCTI KiDeparak, 3aIOOIraHHS IIEPEBAHTAKEHHIO Me-
PexKeBOTO ODAAAHAHHSA Ta 3HIDKCHHSA HMOBIPHOCTI KOMII-
poMeTartii. TOTOYHA Mepexka.

Karo4doBi cAoBa: HediTKa AOriKa, aHAAI3 CHTHATYP, BHXI-
AHHH TpadiK, KAacHIKaLs CUTHATYP.
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AHAAI3 CYUACHOTO CTAHY KIBEPATAK B YKPAIHI ITIA UAC BIMHU

Csarocaas Xpamos, Ian Onipcekui

Axmyansmicme  npobaemu  xibepbesnexu 6 Yrpaini 1adssuyano 6UCOKa 6 KOHIMEKCHIE NOSHOMACUINAGHOZ0
migpeHernA. 3a ocmanii poxu Kibepamaru cmiasu Hesio'eMHOI0 acmuior iGpudHo 6ilint, AKa 8edentvia npomu
Kpainu. Aocaionenta cyuactozo cmary Kibepazpecii 6 YKpaii ¢ 6ancauuM 3a80aHHAM 3 102470 HAYIOHAABHOT
besnexu. Lla naykosa poboma mac ta Memi pemenvto npoarnanisysaniu cpyxmypy, meHoenyii ma o0cobaueocmi
Kibepamar, AKki cnpamosari npomu Yipainu nid uac éiticbosoeo Korgaikmy. Aocaidmenna nepedbavac aranis
pisHomarimmux opm i Memodis Kibepachecii, susuenns IxXHvoe0 6nAUSY Ha Oepaasy ma ideHmupixayirn
MOHCAUBUX 3aX00i8 OAA 3AXUCHY KDUMUUHUX IHPOpMayitnux ingpacnmpykmypnux of'exmis. Pesyavmanu
Q0CAIONCEH A  MOINCYME  NOCAYIHCUIY  0CHOBOT0 AR POIPOGKHU  7ia  81posaddceris  epermusrux  cmpamecit 3
Kibepbesnext, cHPAMOBarUX Ha NOKDaMeHHA 3axucmty iHPopMayilinoi besnexu Kpaitu 6 yMosax 6ilicbKko8020
KoHgaikmy. Axmyansuicnre yici pobomu nosseac 6 i nomenyiiinin 30ammnocni 00n0MonU YKpaincoKomy ypady ma
opearam GesneKu epexmuso peazysami Ha SUKAUKY 6IlicbK06020 KoHGAiKmY 6 Kibepnpocmopi. Aaq nidmpusiu
Qocnioncentin 6)a0 nposedeno wUpOKui  ananis Aimepamypu ma cmanmetl, AKi Hadawoms ingopmayin  npo
Kibepamarxu nio wac eitinu. Kpim mozo, Gyau suxopucmarni emnipuuni dani npo xibepinyudenmu, 3agixcosatii 6
Vipaini 3 nowamny wongpaixmy, wo 003604410 demanviio oyinumu Macmady ma cneyugdiky sazpos. Ocobausy
Y6azy MpuoiAeHo arasi3) Munie Kibepamar, ix mMarmuuHux i crpameciunux yijetl, a makoss Memoois, AKi
BUKOPUCII08Y 1071665 047 IX peanisayii. ocnioncenis maKodne 6UABAAE OCHOBHI 8PAINUEOCHII, AKE SUKOPUCIIOBY 10116
3A0MUCHUKAMY, § NPONOHYE MOseAUSE utafxu ix yeynernnn. Ceped ocrosux munis amax posessdarmses DDoS -
amax, Qinnieosi amax, 8nposaNCeHA wKIOAU8020 npozpamiozo abesneueris, SQL in'cxyii ma inmi. Kpim
71020, P03eAADACHIBEA BIAUE KibePamaK Ha Pi3ni ceKmopu eKoHOMIKY ma coyiassiol cepu, 6Ka104anyu depocasie
ynpasainna, enepeentury, pinarcu ma ingpacmpykmypy. Pesyavmantu docaioncena maroms npaxmuume snavenns
0112 gopmysania depacasroi nosimuxu y cpepi kivepbesnexu. Boru moncyme Gymu suxopucmani 041 pospobxu
pexomendayiii wodo nidsumens 3axumeHoni iHPOPMayilinux cucneM, YOOCKOHANCHHA HOPMAamueHo-npasosoi
Gasu ma nocuaena MincHapodozo cnispobimmuymea 8 yit cgepi. Aocaioocerns marose niokpecaroe 1eodxionicns
ni0BUIYeHHA KibepeieieHi ceped HaceeHHa 1ia NOKDPAleHHA NI00M08KI CHEYIANICHIIE 3 KibepbesneKy.

KuarouoBi caoBa: kibepamaky, 6ifina, munu Kibepamax, yenimmicns kivepamax, II1CO, DDoS-amaru,
1POZHO3YB AN, MENOOU HPOmMUOL.

BCTVYII

ITocranoBka mpobaemu. Y cygacHOMy iHMOpP-
MAITIHHOMY CYCIIABCTBI, A€ TEXHOAOITIHHUI ITPOIPec
CTA€ HEOAMIHHOIO CKAAQAOBOIO KOKHOTO ACIIEKTY
AKHUTTA, KIOEPIIPOCTIP CTA€ HE AHWIIE APEHOIO AAA
TEXHOAOITIHOIO PO3BHUTKY, aA€ H IIOAEM OOPOTHOU B
KOHTEKCT] BIiCBKOBOIO BTOPrHEHHA P Ha TEPUTO-
pito Vkpaian. OAHHM 13 KAIOYOBHX AaCIIEKTIB Iri€l
HOBOI PeaAbHOCTI € KiOepaTakW ITA 9ac BIFHH, IO
BU3HAYAIOTHCA BUKOPHCTAHHAM TEXHIYHHX 3aCODIB
AAA

3aBAAHHA INKOAM 1H(OPMAIIHHO-KOMYHIKA-

LIfHAM CHCTEeMaM IIPOTUBHHKA. AHMHAMIYHHI PO3-

BUTOK I[bOTO (PEHOMEHY BHKANKAE HEOOXIAHICTD
IAHOOKOTO aHaAI3y Cy4acHOIO CTaHy kibeparak B
yMOBax BiftHH. AOCAIAKEHHSA CTaHy KiOepaTak ITiA 9ac
BIFIHU € aKTYaABHHM, aAXKE 32 ITOKA3HUMH KIABKICTB
KIOep-IIOpyIIIeHb OE3IIEKOBOIO CTaHy B YKpaiHK
CTPIMKO 3POCAH 3 IIOYATKOM IIOBHOMACIIITAOHOIO
proprueaad pd. Kibeparaku mogasun BUKOPUCTOBY-
BATHCh AK E€AEMEHT BIHCBKOBOI CTpaterii, CTaAm 3a-
IPO30IO TAODAABHOI OE3IIEKH, 2 HEOOXIAHICTH Kibe-
paTaK CcTa€ KPHUTHYHOIO CKAAAOBOIO BIHCBKOBOI Alfl-
ABHOCTI Ta HAIIOHAABHOI 00OpoHH. MeToro AOCAL-
AKEHHSA € TAHOOKHIT aHAaAl3 Ta CHCTEMATH3AIUA Cy-
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