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priate model is proposed that provides a formalized de-
scription and criteria for evaluating the effectiveness of
each of the operations and the recognition procedure as a
whole. At the same time, for the first time, the list of
criteria for assessing the quality of pre-processing of im-
ages, subject to neural network analysis in the biometric
authentication system, has been substantiated, and for the
first time, approaches to determining the parameters of
interference and recognizing attacks using dummies have
been proposed. The approach to determining the parame-
ters of obstacles involves comparing the parameters of
obstacles with the location and number of key and con-
trol faces that they overlap. Recognition of attacks is pro-
posed to be implemented based on the analysis of the
dynamics of basic emotions, the dynamics of eye move-
ment parameters and the environment. The results of this
study are important in the context of the development of
effective biometric authentication tools, as they provide a
formalized description of the requirements for the func-
tionality of the main components of this procedure for
recognizing the identity and emotions of personnel of
critical infrastructure facilities.
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OCOBAHUBOCTI BUKOPHMCTAHHA AMAZON INSPECTOR
AAA BUABAEHHSA BPA3AVIBOCTEM XMAPHIX AOAATKIB

Amnppir IlTapruxa, boraarx Heaoayc

Ocrosrumu npobaemams 3 AKUMU MOINGe 31UMOBXHYIUCE GI3HEC MONCYII CAYZY6ANIU EPASAUBOCIHIE 00 PISHOMAHIN-
Hux: Kibepamar, empani Konpidenyifinocni oanux;, 36iavuenns KiasKocmi 36018 i smeruens cmabinvocmi ingo-
pMayininoi ingpacmpykmpu, 30iAbueNHA KanimarsHux sUumpant, Ho6i 6UMOozl 00 1e3aeNcHOCHE 0anux, npod.ie-
MU 3 Mactmabysaniam ingopmayiiinol ingpacmpykmypu Gisiecy. 3asmaueni suuye npobaeMu Moxcymes 1y2yéa-
mH NIOIPYHIAM 048 Mizhayii Ha XMapii mexHo02L, wo 6 6010 Uepey 3abesneyuntt IMeHIeH A 6U0arKie Hda nio-
TPUMKY IHPPACHIPYKIYDU, NI0BUMUNG ePEKIMUBHICHIL YNPABALHHA IHPOPMayitinoi iHDpacnmpykmypu 6 nopismsn-
Hi 3 Pob0nI0ID 6 SNOKANBHOMY Cepedosuyl, 30iMbuumy eHyUKicms opeanizaysi. Axmyanrsuicns doctioncentia nosneac
6 nokpamenti iHpopMayiiinoi besnext, 3abesneyqera KOH@DIOCHYIIHOIII, YLAICHOHL § DOCHIYNHOCHIE, BUABACHHIO
6pasaugocme 000amry i cepedosuma 3asoaxy suxopucmarns 66yoosanux cayms AWS. Memorw darnoi pobomu ¢
81posadIICeHIA OYIHKU [ NOKpamerna besnexu pobouozo cepedosuma i 000amKy, poszopuynomy Ha 6asi xmapHux cep-
61616, ULAAXOM ABIIOMamu3aysi ckanysania i aranizy pobouozo asarmancertia AWS.

Kuarouosi caoBa: Amazon Web Services, AW'S, Amazon Inspector, LAM, xmapni mexronoeis, spassusicnrs,

IH@pacmpyKmypa, MoHimope.

BCTVYII

3a yMOB CTPIMKOTO 1 O€3IEepPEpBHOIO PO3BUTKY
IHOPMAIIHHIX TEXHOAOIIH PI3HI MOTHBH MOXKYTb
CTUMYAIOBATH OI3HEC-IIEPETBOPEHHSA, fAKI ITAIITOB-
XYIOTh BAACHHKIB ITIAIIPHEMCTB AO IIEPEXOAY HA XMa-
pHi TexHOAOT. XMapHI OOYHUCAECHHA — II€ TEXHOAO-
rif, fika PO3IIHPIOE CPepH KOMIIIOTEPHOI MepeiKi,
CTBOPIOIOYN CEPEAOBHIIE, AKE IIPOIIOHYE MACIIITA-
OOBaHICTD, KpAIlle BUKOPUCTAHHA AITAPATHOIO 3a0€3-
IIEYEHHS, IIPOrPAMI Ha BIMOTY Ta CXOBHIIIE, 4 TAKOXK

HITKYl BUTPATH B AOBIOCTPOKOBIH II€PCIIEKTHBI 3a-
BAAKH CTBOPEHHIO BIPTYaABHHUX CEPBEpIB, KAOHOBA-
HHX 13 ICHYFOUHX EK3EMIIAfIPIB, KOKHA 3 AKHX ITPO-
IIOHY€ MailKe MHUTTEBE IIABHINEHHA IPOAYKTHBHOC-
Ti, IIIO AO3BOAAE KOMITAHIfAAIM IIIBUAKO M AMHAMIYHO
pearysatu Ha HOBI BuMorn [1]. «Xmapa» mMoxe pos-
MiryBaTHCA Ha TepUTOpii KoMmaHil 260 3a if Mexamm.
OAHAK 13 3pOCTAaHHAM ITOIHUTY ITOTPeda B KOH(IACH-
HIHOCT], IIAICHOCTI Ta AOCTYIIHOCTI AQHHX CTaAd
OAHIEIO 3 HAWBAKAHBIIINX IIPOOAEM Yy XMapHHX 00-
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gucAeHaAx. [1o0 rapaHTyBaTH 3aAOBOACHHA ITHX
oTped, y XMapl BUKOPHUCTOBYIOTBCA PI3HI KPHIITO-
rpadpigHi IMAXOAH, MOAEAL PO3IIOAIAY POAEH, HaAa-
INTYBAHHSA CIICIIAABHUX MEXaHI3MIB aBTOpH3aIli Ta
ayrerrudikanii [2]. Amazon Web Services (AWS) €
CBITOBHM AlA€POM y cpepl XMApHUX IPOBAHAEpPIB 1
HAaAA€ IMUPOKUN CIEKTP XMAPHHUX IIOCAYT, 30KpeMa:
obuncAeHHA, 30epiraHHA AAHNX, 043U AAHUX, Mepe-
A1, IHCTPYMEHTH PO3POOKH IIPOTPAMHOTO 3a0e3Iie-
YEHHS, IIITYIHUH IHTEACKT, AHAAITHKY, O€3IIEKY TOIIO
[3]. V mift poOOTI MH AOCAIAKYEMO AefKi BOYAOBaHI
IHCTPYMEHTH OE3IIEKH Ta aHAAI3y XMApPHHUX PECypciB
Ta PO3TAAAAEMO ITUTAHHA OE3IEKN XMAPHHUX AOAATKIB
posropayTux y AWS.

AHAAI3 OCTAHHIX AOCAIAJKEHD I
ITYBAIKAIIINA

XmapHl OOYHCACHHSA IITHPOKO 3aCTOCOBYIOTHCA
KOMITAHIAAMI AAfl PO3MIITIEHHA AOAATKIB 13 ITOKpaIiie-
HOIO IIPOAYKTUBHICTIO 32 HEBEAUKHX OIIEPAILHHIX
BATPAT 1 CKAAAHOCTL. PO3BUTOK XMapHHX AOAATKIB
ITOEAHYETHCA 31 30IABIIICHHAM BEKTOPIB 3arpo3 Oes-
e Ta BpasAuBOCTEH. ABTopamu [4] IpomoHyeThCsA
HOBHII IHCTPYMEHT OITIHKU Ta 3a0€3IIeYeHHA Oe3IIeKn
anst xmapu 1mip HasBoro CloudSafe, sxumit 3abesrredye
ABTOMATH30BaHy OIIHKY Oe€3IleKu Ta 3a0e3Iedye
HAHKPAIIUH KOHTPOAD OE3IIEKH AAA XMAPHU IIAAXOM
3ICTaBACHHA PI3HUX IHCTpyMeHTIB Oe3rreku. Aae Bap-
TO 3a3HAYMTH, IO IIEH IHCTPYMEHT BHMAIA€ AOAAT-
KOBHX HAAAIITYBAHD T4 BIIPOBAAKCHHA CTOPOHHBOIO
IIPOIPAMHOTIO 3a0€3IIEUYEHHA y XMAPHY 1H@pPaCTPyK-
TYpPY BaIlloi Opramisariii, IO He 3aBKAH € AO3BOAE-
HIM 3 TOYKH 30py OE3IIEKH caMOi Opramizartii.

V pobori [5] 3a3HaueHo, O piBeHb OE3IEKH ic-
HYFOYHX AOAATKIB ITOBUHEH MICTHTH BAOCKOHAACHI
pireHHs Oe3IeKH AAA IABHITICHHA PIBHA O€3IIEKH, a
TaKOXK IIPOAYKTHBHOCTI 3aIIPOIIOHOBAHOI apXiTEKTy-
pu. 3alpoIIOHOBAaHA APXITEKTypa OE3IEKH MICTHTDH
pIIIEHHA AAfl AOCATHEHHA KOH(MIACHIIHOCTI, IIiAic-
HOCTi 3 CHABHOIO IIOAITHKOIO aBTeHTHMIKAI AAfL
PO3pPOOKH XMAPHUX IIPOIpam y BeO-cAyx0i Amazon.
[Ipore HaBiTh HaMKpAIIl PIIIEHHA BHMAralOTH IIPO-
I'PAMHHX Ta OE3IIEKOBHUX OHOBACHB B 3B’A3KYy 3 ITOf-
BOIO HOBHX BPa3AMBOCTEH Ta ITOTECHIIIHUX 3arpos.
Came ToMmy icHye HEOOXIAHICTH IIOCTIFHOTO MOHITO-
PHHIY Ta aHAAI3y IPALNIOIOYHX XMAPHHUX AOAATKIB Ha
HAfBHICTD TAKOI'O POAY 3arpo3 [6-8].

AWS mapae OaraTo pi3HUX IHCTPYMEHTIB Oe3Ire-
KM, III0O AOIIOMOTITH KAIEHTAM 3aXMCTUTH CBOI ODAi-
koBi 3armcu Ta porpamu AWS. B Aaniit pobori mu
AOCAIAIMO OAMH 3 CEPBICIB, IIIO BIAITOBiAA€ 32 OesIre-
Ky came 1porpam i Aoaatkis. Amazon Inspector — e
CAyKOa OIUHKK OE3IIEKH IIPOTPaM, POTOPHYTHUX Ha
Bipryasprux marnmHax (EC2). Li ominkm BrArOYa-

IOTh AOCTYII AO MEpEiki, 3araAbHI BPa3AMBOCTI Ta
pusuku (CVE), xorTpoabni noxasuuku Center for
Internet Security (CIS), a Takox 3araAbpHI HaKparii
IIPAKTHUKA, TaKl K BUMKHEHHS BXOAY AAfA TOOt KOPH-
cryBada 1o mpoTtokoAy SSH i mepesipka AO3BOAIB
CHCTEMHOTO KATAAOTy Ha Bammx nprumipHmkax EC2
[9]. Ha ocHOBI AaHHX, HAAAHHX y IIPOrpami areHTa,
Inspector cTBOproe 3BIT i3 AE€TAABHHIM CIIMCKOM pe-
3YABTAaTiB Oe€3IeKH, VIIOPIAKOBAHUX 32 CTYIICHEM
HeOe3eku. MeToro AaHOi POOOTH € BIIPOBAAKECHHSA
OIUHKH 1 HOKPAIIEHHA OE3IEKH XMAPHOTO AOAATKY
IITASIXOM aBTOMATH3AIlll CKAHYBAHHSA 1 aHAAIZy pOOO-
goro HasauTaxeHHA AWS 3a Aomomororo Amazon
Inspector.

OCHOBHA YACTHMHA

Ileprr 3a Bce BHAIAIMO HaMOIABII ITOIIHPEH]
BPA3AHBOCTI, fIKI BHHHKAIOTH IIPH POOOTI 3 cepsica-
v AWS:

1. 3araapHOAOCTYIIHE CXOBHIIE 30epiraHHA Aa-
Hux S3. Cepsic S3 A03BOAsIE CTBOPIOBATH TaK 3BaHI
Oaketn (bucket) — opramizoBaHe MicIie AASl CTATHHY-
Horo 30epiranua (afiaiB. CAyKOa AO3BOAAE HaAAIII-
TYBATH BIAPO S3 TaKMM YHMHOM, ITIO 1HITH KOPHUCTyBadl
3MOYKYTh OTPHUMATH AOCTYII AO HBOIO, TOOTO, 3po0u-
i nyoaianuM. Lle osmagae, mo OyAb-XTO 3 BIAIIO-
BiaAnmv URL mocmaaneAM 200 AO3BOAOM  MOKE
OTPUMATH AOCTYII AAA UHTAHHSA, IHKOAH — 3aIIHCY.
3araAbHOAOCTYIIHHIT OaKeT MOKE OyTH 3PYIHHM AAA
OOMIHY 3araABHOAOCTYITHUMH 200 AAfl PO3MIIICHHSA
CTATHYHHUX BEO-CaITiB, IIPOTE II€ CTBOPIOE HHU3KY
pusukiB Oesrrexu. Hacaiakamu 1miel mmpobaemu mo-
AKYTb OYTH PISHHMH, B 3aACKHOCTI BiA TOTO YU KOPH-
CTyBad 330BHI Ma€ IIPaBO Ha 3aIIUC 1 91 30epiraeTbes
koH(iAcHIIHA 1H(OpMara y Oakeri. AHOHIMHII
KOPHCTYBad MOKE IIPOYHTATH 30eperKeni AaHi i 1e-
pesarmicary iX, IO eKBIBAAEHTHO BHAAAEHHFO. SIKITo
y OaxeTi pO3MIIIEHUI CTATHYHHE KOHTEHT, TOAL 3A0-
BMHUCHHK OTPHUMYE MOKAUBICTD 3MIHHTH OYAB-IIIO
BCEPEAMHI T2, HAIIPHKAAA, BCTAHOBHTH CKpHIIT XSS
[10]. Amazon peKOMEHAYE HEPIOAMYHO IIEPEBIPATH
KOHITyparIifo 1 HAAAIITYBAaHb AO3BOAIB OaxeTiB. S3
TaKOK IIPOIIOHYE MEXaHi3M 3aXHCTy IIAAXOM Iud-
PYBaHHA HA CTOPOHI cepBepa. 3aCTOCOBYIOUN IIi 3a-
XOAU O€3IIEKH, KOPUCTYBAadl MOKYTh MIHIMI3yBaTH
pusuku 1 3a0e3mednTH KOH(DIAGHINHHICTD, IiAlC-
HICTB 1 AOCTYIHICTB cBOIX AanuX [11, 12];

2. Eckanamia mpusiaeiB. Tumosa BpasAuBICTB,
AKa AO3BOAfIE OTPHUMATU OiABIIE IIPHUBIAEIB, HIXK MO-
’Ke€ MAaTH OAUH OOAIKOBHII 3aIINC, IIIO B CBOIO YEpry
AACTh 3AOBMHCHHKY HEABTOPHU30BAHHUHI AOCTYII AO
OIABIIIOl YaCTHHH pecypciB cepesoBuima. [lpmkaa-
AOM peaAi3arrii Takoi BPa3AMBOCTI MOMKE CAYIYBATH
HAAQHHA IIPUBIAEIB CIIBPOOITHHKY, IOO BIH MIr
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CTBOPIOBATH HOBI BIpTyaAbHI cepBepa. Aaai kopuc-
TyBad4 IepeAac icuyrouy poAb B EC2 marmuny. fkimio
ICHY€ POAB 13 BHIIHMH IIPUBIACAMH, KA MOKE OyTH
HAA2HA BIPTYaABHOMY CEPBEPY, TOAL 1€l KOPUCTYBAY
MOJKE CTBOPHUTH HOBHUI BIPTYaABHHI CEPBEP 3 IIIEFO
pPOAAIO. AOAATKOBOIO IIPOOAEMOIO MOKE CTaTH Ke-
PYBAaHHA CEPEAOBHIIAM 13 AEKIABKOMA OOAIKOBHMU
sarmucamu. Lle cTBOproe HaAMIpHY 32AEKHICTB BIA
IIOAITHK KOHTPOAIO AOCTyIy, Aki Hapae AWS. Boru
MOJKYTh HAAABATH 3aHAATO OAraTo IpHBIAEiB 1 CTBO-
pIOBATH CHTyallil, B fAKHX MOKAHBE 3AOBKUBAHHA
HUMH. PeaAizoByroun AaHy BpPa3sAUBICTD 3AOBMUCHHK
MOJKE OTPHMATH HECAHKIIIOHOBAHHUH AOCTYII AO pe-
CypCiB, HAIIPHUKAAA, AOCTYII AO 0a3sM AAHHX, AAHHX
OOAIKOBHX 3aITHCIB KOPHUCTYBa4iB 200 BUXiAHI darian
IIpOrpaM, pO3TOPHYTHX Ha BIPTYaABHHX cepbBepax. B
CBOIO 9EPIy 3AOBMUCHHUK MOKE MOAHMIKYBATH 20O
BUAAAATH BAKAHBI AaHi, IO IOPYIIYE IAICHICTD
indpopmariii. 3aBAAKH TPHBIAEAM IOPYIITHHK CIIO-
KIFTHO MOJKE PO3IIOBCIOAUTH 3AOBMECHE IIPOIPaMHE
3a0e3meyueHHs 400 POSTOPHYTH CEPEAOBHINE AAf
peaaisamii aTak Ha i cucremu [13];

3. IliapoOxka 3armmtiB Ha croponi cepepa. SSRIF
(Server-Side Request Forgery) — e Bpasausictb BeO-
AOAQTKIB, fKA AO3BOAfE 3AOBMUCHUKY IHIIIFOBATH
CEepBEpPHI 3aIIUTH AO IHIIHX pecypciB y mepexi. Lle
MOKE IIPU3BECTH AO PO3KPUTTA KOHQIACHIIHHOL
iadopmariii, BTpydaHHsa y poOOTH BHYTPIIIHIX CHC-
TeMm 200 BIIAMBY Ha 30BHIIIHI cepicu. [liA gac pea-
Alzanif Ii€el aTaku 3AOBMUCHUK HAMATa€TBCA IIEPEKO-
HATH CEpPBEpP BHUKOHYBATHU 3aIIUTH AO BHYTPIITHBOI
200 30BHIIIHIX cucTeM cBOiMu iHCTpyKIiAME. [Iporo
MOJKHA AOCAI'TH, KOHTPOAIOIOYH BXIAHI AaHI, HAIIPH-
kAap, URL-aapecy, mo nepeaaerses Ha BipTyaAbHUIT
cepBep AASl BUKOHAHHSA 3aIIMTIB. XaKep MOKE CIps-
MyBaTH IIl 3aIIMTH Ha BaxAuBl pecypcrm. Hacaiakm
VCIIIITHOI aTaKH MOKYTb OyTH AOBOAI CEPHO3HHMH.
SIKIIO  3AOBMHICHHKY BAACTBCH CKOMIIPOMETYBATH
BHYTPIIIHI cCHCTEMU 200 CAYKOH, AO AKHX BIH OTpU-
maB Aoctyn gepe3 SSRE, BiH Moxke KopucTyBaTHCA
CEPEAOBHINIEM AAfl PO3ITOBCIOAKEHHS IITKIAAIBOTO
CEPEAOBHINA, OTPHUMAHHA AOCTYIy AO KPEAUTHHX
AQHIX KOPHCTYBa4iB 200 0a3 AAHHX, IIIO MOKE IIPU3-
BECTH AO IapaAidy cucreM Ta 1HMPaCTPyKIypH,
BTPATH KOHTPOAIO HaA cucteMamu [14, 15];

4. Hemnaaitiai koHdpirypanii 3a 3aMOBYyBAHHAM.
Yacto cayxbu AWS HIpOIOHYIOTH KOPHCTyBadam
TUIIOBUN ITAOAOH HAaAAIITyBaHb cepsicy. Haaarmrry-
BaHHA 32 3aMOBYYBAHHAM YacTO PO3POOAEHI, II0O
320€3IECIUTH 3PYIHICTD a00 AETKICTh KOPUCTYBAHHIL
[Ipore axmeHT HAaAa€TbCA CaMe Ha ACIEKTi 3aXHIIIe-
HOCTI, IIIO B CBOIO YEPry MOKE IIPU3BECTH AO ITOPY-

IIEHHIO AAHNX, HECAHKIIOHOBAHOIO AOCTyIy a0o0
ITIOPYIIIEHHIO BIAITOBiAHOCTI [16];

5. Hemnaaitini xoudiryparii mepexi. ITia dgac
HAAAIITOBYBAHHA MEPEKEBUX KOMITOHEHTIB AWS
MOKHA AOHIYCTHUTHCA IIOMHAOK 1 ITIAAATH MEPEKEBY
tH@pacTpyKkTypy pisHEM prusukam. Icuye Garato da-
KTOPIB, fKI ITOTPIOHO OpaTh AO YBAIM IIPU CTBOPEHH,
HAIIPHKAAA, BipTyaabHOTO cepsepy AWS, 1mo0 3A0B-
MHUCHHUK MaB fIKHAMEHIIIE BIKOH AAfA aTakn. Hartaac-
TIIIIOIO IIOMHAKOIO € BIAKPHTTA HEITOTPIOHUX IOPTIB
AAfl TIyOAT9HOTO [HTEpHETY, IO MOXKE AATH MOMKAH-
BICTb OTPHUMATH XaKePy HAIPAMY AOCTYII AO PECypcCiB
BcepeAnHi Mepexi. [Torano Hasarrroani ado cAabki
IIpaBUAA OpaHAMAyepa TAKOK CAYIYIOTb PHU3HUKOM, OO
MOKYTh AO3BOAHTH HEABTOPH30BAHOMY Tpadiky
BXOAHUTH 1 BUXOAUTH 3 Mepexi. SAOBMUCHUKIA BHKO-
PHCTOBYIOTH Il IIPOTAAHHH, IOO OOINTH 3aXOAH
Oe3IeKH, PO3IIOYATy aTaKy 1 OTpUMATH KOHIAEH-
mirtai AaHi [17].

AAfl BUKOHAHHSA ITOCTABACHUX 32A29 OyAM BHO-
pani HactymHi cepsicu maatdpopmu AWS: Elastic
Beanstalk (EB), IAM, Amazon Inspector [18]. Ilpu
BHOOpPI KOKHOI 3 CAYKO BpPaxOBYBaAHCA (PAKTOPH
AOLIABHOCT], (DYHKITIOHAABHOCTI, MOMKAMBOCTI MacC-
IITa0yBaHHA 1 1HTerpamii 3 IHIIMMH cepBicamu, 2
TaKOK IIHH 32 BUKOPUCTAHHA IOCAyrH. PobGora Ae-
Akux cepsiciB AWS mozke Oyrm TICHO ITOB’A3aHA i3
B32€EMOAIEIO 3 IHIMUMH CAYKOamu. Tak, HAIIPHKAAA,
cepic Elastic Beanstalk suxopucroBye EC2 aas
CTBOPEHHA Ta KEPYBAHHA BIPTYaABHHUMH CEPBEPAMH,
S3 Aaf 30epiranna cratHaHux (PafiAiB (300paiKeHs,
datiais CSS abo ckpurrris JavaScript), Elastic Load
Balancer aast posmoaiay Tpadpiky MK pI3HHMHU €K3e-
MIIASIpAMH BIpTyaAbHHX cepBepiB, IAM aas yrpas-
AIHHA AOCTYIIOM AO PECYPCiB Ta OOMEKEHb IIPUBIACIB
kopuctysauis [19].

3 MeTOIO OTPHUMAaHHSA OIABII IIOBHOIO (PYHKIIIO-
HAAY, MOMKAHBOCTEH PO3IIHPEHOIO HAAAIITYBAHHSA
cepBiciB, CTBOPEHHA Ta KEPYBaHHA PECypcaMu, Ha-
AamnTyBasb Oesmeku AWS Hapae IHCTpyMEHTH KO-
MaHAHOTO psAAKa. B pamkax BukoHaHHA pOOOTH OyAH
Bukopucrani incrpymentn AWS CLI 1 EB CLI
AWS CLI aosBoasie B3aemoaiatu 3 AWS 3a pgormomo-
T'OI0 KOMAaHA B KOMaHAHOMY PAAKY 20O CTBOPIOBATH
crieHapii Ha OCHOBI X KOMaHA. BiH marpumye pis-
HI Oomepamifiii CHCTEMH 1 AO3BOAfIE BUKOHYBATH Oa-
rato pyukiionaspHux At 3 AWS. B cBoro uepry EB
CLI Hapae 3pydHI KOMAaHAU AAfl CTBOPEHHSA, HAAAIII-
TyBaHHSA, posropraHHa cepeaosuir Elastic Beanstalk.
AaHi ITakeTH IIPOrpaMHOro 3abe3ledeHHA OyAH 3a-
BaHTAKEHI T4 BCTAHOBAECHI HA OIIEPAIIIHY CHCTEMY

Windows 10 [20].
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[TiA 9ac BHKOHAHHA AOCAIAHOI YaCTHHH OyAH
BHKOPHUCTaHI MOKAUBOCTI cepBicy IAM Aad 3a0esie-
YEHHA HAAEKHOTO (PYHKIIOHYBAHHA PO3IOPHYTOrO
BeO-A0AATKY Ha 0a3i EB. Aas BiaAMerkyBaHHA OOAIKO-
BOTO 3aITHCy TOAOBHOTO (fOOt) KOPHCTyBa4da 3 poOO-
YHM CEPEAOBHILEM 1 IIPOLIECOM PpO30yAoBH iHpa-
CTPYKTypH OyAm cTBOpeHi HacTymHi cyrHOCTI TAM:
KOPHCTYBad 3 ITOBHOBKCHHAMH aAMIHICTpaTOpa,
Ipyna aAMiHICTPATOpPIB, POAl aAMIHICTPATOPIB, CEpBi-
cHi poai aa1 EB, moaitukm aoctymis. Takox, Aeski 3
CYTHOCTEH, HAIIPUKAAA, IIOAITHKH AOCTYIIB 200 POAI,
Oyan sreneposani cepsicom EB. Poai B cayx61 IAM
OyBarOTh ABOX THIIIB: POAB 1 cepBicHa poAb. Poab

spector [ VPC [ 1am

Elastic Beanstalk @ Enviranment succossFully Launched.

Elastic Beanstalk > Environments > VulnerableApp-env

Applications

Environments

VulnerableApp-env i«

Change history

Environment overview

w Application: VulnerableApp

Application versions Health Environment 10
saved configurations @ Green (F e-pr3rgjathg

Domain i
¥ Environment: VulnerableApp- Application name

env

vulnerableapp-envus-east-2.elasticbeanstalk com [4

Ga to emvironment [3

MOyKe OyTH IIPU3HAYECHA AASl KOPUCTYBadiB 20O rpym
KopHcTyBauiB. B cBOrO Wepry cepsicHa pOoAb IIpH3HA-
ugacteca cayxkOam AWS (EC2, Lambda Tomo) aas
HAAQHHA IM MOMKAMBOCTI BUKOHAHHSA ITEBHUX OIIepa-
mifi. CepBiCHA POAB HAAAE CAYKOAM ITOBHOBAKCHHS,
IIO0O BOHU MOTAU B32€EMOAIATH 3 IHIITUMH CEPBICAMU
AWS Ta pecypcamm B Mexax akkayHty. [lia wac
cTBOpeHHA cepBicHOI poal aad EC2 Takox crBOpro-
€TbCA TPOMIAD EK3EMIIAAPY 3 CKBIBAACHTHHUM IMEHEM
POAIL, IIIO AAFOTh MOKAHUBICTD BIPTYaABHUM CEpBEpaM
BUKOHYBATH olleparlii BiA iMeHl iHImmx cayx0 AWS.
3a mpoireM EK3EMIIAAPY TAKOMXK ABTOMATHYHO 3a-
KpPIITATOETBCA cama poab [21].

B & @ ohier

c Actions ¥

Upload and deploy

Platform Change version

Platform

Node.js 18 running on B4bit Amazon Linux 2/5.8.2

Running version

Configuration

Events Health Logs Monitoring Alarms. Managed updates Tags

Euents

Health

Logs Events (12) info

Monitaring
Q. Filter events by text, property or vafue

Alarms
Managed updates S Tvpa —
Tags

June 7, 2023 03:43:23 (UTC+3) @ nFo
June 7, 2023 03:43:23 (UTCH3) @ nro
¥ Recent environments

June 7, 2023 03:43:17 (UTC+3)

@ mro
@ ko

SuperMEGALAST-emv

132123123123-ev1231 June 7, 2023 03:43:17 [UTC+3)
Testapp-env

June 7, 2023 03:43:17 (UTC+3) @ o
125215213 15-env21513125

June 7, 2023 03:42:50 (UTC+3)

@ InFo
@ INFO

2222-env2

June 7, 2023 03:42:46 (UTC+3)

Added EC2 instance i-081647¢h0a0d297be’ ta Auto Scaling Group awset ath k. L

Succasstully launched environment: VulneranleApp-env

Application available at vulnerableape-env.us-east-2.clasticheanstaliccom.

Adding instance i-08f647cb0a0dag7be’ to your environment

HB31H2IFLOV.

Environment health has been set to GREEN
Instance deployment completed successtully.

Instance deployment: You didn't specify a Node s version in the ‘package json' file in your source bundle. The deployment didn't install a specific Node js versian

Puc. 1 Inrepdpetic cropiHKE HAAAIITYBAHD 1 MOHITOPHHIY CEPEAOBHIIA IIICASL
3aBEPIIICHHS IIPOIIEAYPH PO3TOPTAHHA AOAATKY

B sKocti TecTOBOro AOAATKYy OyB OOpaHHI TH-
ITOBHUI BeO-caiiT, crBOpeHnit 3a Aoromororo Elastic
Beanstalk ma maardopmi Node.js. Takoro tumy Ao-
AQTKH 3PYIHO BHKOPHCTOBYBATH fIKIIIO HA METI CTO-
iTh TecTyBaHHA 1 IepeBipka OE3IIEKH AOAATKY, Mepe-
x1, IHpacTPyKTypH, poAei 1 moaituxk IAM Torro.

OApasy IiCAf 3aITyCKy IIPOIIEAYPH PO3TOPTAHHSA
AOAQTKY KOPHCTyBada IIEPEAAPECOBYIOTh Ha CTOPIH-
Ky, AKA MICTHTBH IH(OPMAIIIO Ta HAAAIITYBAHHA AAA
KEPYBAHHA T4 MOHITOPHHIY CTBOPEHOTO CEPEAOBHIIIA
(puc. 1). Bkaaaka "Events" Ha cTopiHI cepeaoBHIIa
Elastic Beanstalk mapae indopmaniro mpo MOAIL,
moB'A3aHl 3 UM cepeaosuieM. Bona BiaoOpakae
CIIMCOK OCTaHHIX IIOAIN, fAKl crasuca abo BIAOyBa-
FOTBCA y cepeaoBurrt. Koxkua 1moais BiaoOpakaeTbesa
3 BIAIIOBIAHUMH AETAAfIMH, HAIIPHKAAA, 9ac 1 THII
ITOAll, TIOBIAOMAEHHSA 1 ommc. Ll BkAaaaka € kopwmc-

HUM IHCTPYMEHTOM AAf MOHITOPUHIY Ta BIACTEKEH-
Hfl IIOAIN, AKI BIAOYBAIOTBCA B CEPEAMHI CEPEAOBUIIA
Elastic Beanstalk. I'lporec crBopeHHA cepeAOBHIIA
BKAFOYA€ HACTYITHI €TAIIN: IATOTOBKA CEPEAOBHIINA,
KOH(MITypyBaHHA CEPEAOBHIIA, 3AIIYCK BIPTYaABHOIO
cepsepa EC2 Ta BiaioBIAHOI iH(pacTpyKTypH, 3aBa-
HTQ/KEHHA Ta PO3TOPTAHHA AOAATKY 1 BaAlaarid ix
poborn. [TiATBEpAMKEHHAM YCINIIHOCTI 3aIIyCKy ce-
peaosnrma cayrye moais Successfully launched envi-
ronment: VulnerableApp-env.

ITicas ycminrHOro po3rOpTaHHA AOAATKY HACTY-
ITHIM KPOKOM € akTmBarifd Amazon Inspector B me-
’KaxX aKayHTy, A€ HOTPIOHO 3AIICHUTH CKAHYBAHH.
[TicAs TMATBEpAKEHHA aKTHBAIIll, KOPUCTyBAYA IIEpeE-
AAPECOBYE Ha CTOPIHKY ITaHeAl kepyBamHA. Ha it
BKAAAII AOCTYIIHHI 3aTaABHUIT OIASIA CTAHY OE3IICKH
pecypciB akkayHTy. KopucryBau Moike IeperAsHyTH
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OCHOBHI ITOKa3HUKN O€3IeKH, Takl AK BUABACHI Bpa3-
AMBOCTI, PIBEHb 3arpo3d, CTAaTyC ckaHyBamua BC2
cepsiciB. Inspector Bumarae IIOIepeAHBO BH3HAUE-
HUX HAAAIITYBAaHb HAAAHUX KOPHUCTYBAYEM Y BHTAAAL
moAltukn IAM. CayxOa Hapae MOMKAUBICTD 3TCHEPY-
BAaTH THIOBUI IMAOAOH HAAAIIITYBAHb ITOBEAIHKH
poboru. IToAlTrKka AO3BOAIB AAfl POAI, fIKa Ha3MBa-
ereca  Amazonlnspector2ServiceRolePolicy, ao3Bo-
Aate Amazon Inspector BHKOHyBaTHM HACTyIIHI 3a-
BAAQHHA: BUKOHYBATH All AASl OTPUMAHHA BIPTYyaAb-
HIMHU CEPBEPAMU MEPEKEBUX IMAAXIB; BUKOHYBATH
onepamii 3 CloudWatch; B3aemoaiarn 3 1AM, mo6
orpuMary 1H(OPMALIIO PO IMOAITHKH, fAKI MOXKYTH
CTBOPIOBATH Bpa3AmBi Mica 6e3nexn Tormo. Oapasy
IICASl BBIMKHEHHSA CAYKOHM 1 HAAAIITYBaHb ITOAITHK,
Amazon Inspector nmounHae aBromMaTH3OBaHe Oe3Iie-
pepBHe ckaHyBaHHA BpasanBocteir EC2 BipTyaAbHHX
cepBepis.

Amazon Inspector Hapae AaHl IIPO 3araAbHi
BpasamBocti Ta pusukn (Common Vulnerabilities
and Exposures — CVE) aas exsemmaspiB BipTyaAn-
Hux cepsepis EC2, auire 3a yMOBH BCTAHOBAEGHOTO
Ta akruBoBaHOro areHta Amazon EC2 System Man-
ager (SMM). Amazon EC2 Systems Manager mHaaae
LIEHTPAAI30BaHE KepyBaHHA Ta aBromartu3ariro EC2
pecypcam, IO AO3BOAAE CIPOCTHTH YIIPAaBAIHHA Ta
3abe3neunT e(EKTUBHICTD BAIIIOIO XMapHOIO Cepe-
asosuria AWS. Ao dyHKIIOHAABHIX OCOOAHBOCTEH
i€l CAYKOM BIAHOCATBCA: CTBOPIOBAHHA AOITIHHUX
IPyII pecypciB, HAIIPHUKAAA AOAATKIB, KOMIIOHEHT
AOAATKIB 200 POOOUl CEPEAOBHIINA; 3MIHE KOHIIy-

pAaIliil pecypciB, BIAIIOBIAHI CIIOBIITIEHHSA, OIT€PAIiiHI
ITOBIAOMAEHHS, IHBEHTAPHU3AIIIO IIPOTPAMHOIO 3a-
Oe3IeYCHHA Ta CTaH BIAIIOBIAHOCTI BHIIPABACHD;
AO3BOAfE BHKOpHCTOBYBaTH pecypcu AWS AAd aB-
TOMATH3AIll THIIOBUX 1 IOBTOPIOBAHUX OIIEPAIlii.
AAST 3aBAaHTAKEHHS Ta BCTAHOBACHHS IIbOIO AreHTA
IIOTPIOHO IAKAIOYHTHCHA AO BIPTYaABHOTO cepBepa 1
BHUKOHATH [HCTAAAIIIO IIPOTPAMHOTO ITAKETY.

Ananis pesyavmamis cxanysars

CkaHyBaHHA BIPTYaABHUX CEPBEPIB MOKE 3aMHA-
T TpuBaAnd vac. [Iporec mepeBipku 3aA€KHTD BIA
KIABKOCTI pecypciB, fiKi IOTPIOHO IIepeBipUTH, Ta
00cAry AaHHX, fKi TpeOa mpoaHaAisyBatu. AAsS HeBe-
AMKHX PO3TOPHYTHX CEPEAOBHII] 400 OKPEMHX Pecy-
pCIB CKaHYBaHHA MOJKE 3aHHATH AMIIE KIABKA XBU-
AmH. OAHAK, AAl BEAUKHX Ta CKAAAHHX 1HPACTPyK-
TYp, IO BKAIOYAIOTH OAaraTo PecypciB, CKaHYBAHHSA
MOKE 3aUHATH TOAUHN 200 HaBIThH OiABIIIE,

Ha Bxaaani "Findings" B Amazon Inspector mo-
’KHA ITOOAYUTH PE3YABTATH CKAHYBAHHA HA BPa3AH-
BOCTI Ta IPOOAEMHU O€3IIeKH, BUABACHI B PO3TOPHY-
Ti# iHdpacTpykTypl. TyT BiIAOOparkaroThCA 3HAMACHI
IIpoOAEMH, AKI MOKYTh BKAFOYATH BPa3AMBOCTI, I1O-
TEHIIHI aTaKH, HEIPABUABHY KOHIrypariro, BIACY-
THICTP HEOOXIAHHX 3aXOAIB O€3IleKH Ta IHII IIpo-
oaemu. Kopucrysad mMoke pIABTPYBATH PE3YABTATH
32 PI3HIMH KATErOpifAMH, TAKUMH fK BPa3AHBOCTI,
KOHirypaniiini mpodAemu ab0 3arpo3u Oe3IEKH.
Tako MOKHA ITIEPETAAAATH CTATYC BHABACHD, BKAIO-
YaIOYM aKTHUBHI, BUIIPABAEHI 200 BIAXHAEHI ITPOOAe-

mu (puc. 2).

Findings: All findings .

‘ C | M Export findings Create suppression rule ‘

Inspector X
All findings ranked by severity.
v Findings Findings (25)
Choose a row to see the fmm’ng details.
By vulnerability
Active w | Q Add filter
By instance

By container image

By container repository
Severity v Title

All findings W High

Suppression rules

CVE-2023-32233 - kernel-he  i-08f647c...

1 @

Impacted ... Type v ‘ Age v Status

Package Vulnerability 22 hours Active

Account management

¥ General settings

EC2 scanning settings New
ECR scanning settings

Usage

Vulnerability database search

New

High
High

Medium
Medium
Medium
Medium
Medium

Medium

CVE-2022-27384 - mariadb-

CVE-2022-27380 - mariadb-

Port 2049 is reachable from

CVE-2019-9923 - tar

CVE-2021-46659 - mariadb-

Port 22 is reachable from an

CVE-2021-46667 - mariadb-

CVE-2021-46663 - mariadb-

i-0Bf647¢

i-08f647c...

i-08f647¢

i-08f647¢c...

i-08f647c...

i-08f647c...

i-08f647¢..

i-08f647c...

Package Vulnerability
Package Vulnerability
Network Reachability
Package Vulnerability
Package Vulnerability
Network Reachability
Package Vulnerability

Package Vulnerability

Puc. 2. Crircok BHABACHUX 3arpo3

22 hours

22 hours

6 hours

22 hours

22 hours

6 hours

22 hours

22 hours

Active

Active

Active

Active

Active

Active

Active

Active

Harucuysimu Ha IAeHTHMIKATOP 3aTPO3H MOKHA
OTPHUMATH ACTAABHHE omuc 1€l 3arposn. Ommc mic-
TUTH 1H(MOPMALIIO IIPO THII 3arpo3H, i HOTEHINHH]

HACAIAKH T4 MOKAHBI crrocobu Bukopucranus. Ommc
3arPO3MU TAKOXK MOKE BKAIOYATH TEXHIYHI ACTAAL IIPO
BPa3sAUBICTH 200 HPOOAEMY OE3IIEKH, BKAIOYAIOYH
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a3y, CVE-iaertudikarop (Ko BiaoMumii) Ta
onmuc BpasamBocti. KopmcryBau moke Al3HATHCH
OiABIIIE IIPO IFO 3arpo3y, il BIAMB Ha OE3IIEKy CHC-
TEMH Ta MO)KAUBI HACAIAKH, fKI BOHA MOKE MATH HA
mdpactpykrypy. Ommc 3arpo3u TakoxK MOMKE MiCTH-
TH PEKOMEHAAI IITOAO BHUIIpaBAeHHA npodaemu. L1
PEKOMEHAAQIT] MOKYTh BKAFOUATH KOHKPETHI KPOKH
200 PEKOMEHAOBAHI 3aXOAH OE3IIEKH AASl BUPIIIICHHSA
BuABAEHOI IpoOAemu. [le Moxke BKATOUATH ITIAKA3KK
IOAO KOHIryparii, OHOBAEHHA IIPOTPAMHOTO 3a-
OesrmedeHHsA 2400 BCTAHOBACHHS 32aXOAIB O€3IIEKU AASA
3aITO0IraHHA ATAKAM.

3aranom, Amazon Inspector mpu ckaHyBaHHI
AOAATKYy, posropayromy 3a Aoromororo Elastic Be-
anstalk mpm ckaHyBaHHI BIpTyaABHOIO cepBepa BU-
ABUB 25 Bpa3AMBOCTEH. BIABIITICTD 3arpo3 CKA2AAFOTD
BPAa3AMBOCTI IIPOTPAMHHUX ITAKETiB, BHUKOPHCTAHHUX
AASL cTBOpeHHSA BeO-caiity — 17. Haiibiabime 3arpos
cepeAHboi cryreni Takkocti — 19 (tada. 1).

Kokna 31 3HAAEHUX BPa3AHBOCTEH MOKE IIO-
TEHIIIHO IIPUBECTH AO BUTOKY AAHUX Ta ITOPYIIHTH
pPOOOTY AOAATKY 3araAoM. Po3rasiHyBIIN OmHC 1 Ae-
TaAl KOKHOI 3 HHX MOKHA OIIHHTH CYTh IIPOOAEMH
Ta piBeHsb ii 3arposmu:

o CVE-2023-32233 — fkernel-headers, kernel-tools
and 1 more. Y sapi Linux ao Bepcii 6.3.1 mia gac 00-
POOKH IAKETHHUX 3aIINTIB MOKE OyTH BHKOPHCTAHO
AAf BUKOHAHHA AOBIABHHX OIEpAIliii YHUTAHHA Ta
sarmcy B mam’Ati Aapa. HempusiseifioBani AokaAbHI
KOPHCTYBa4dl MOKYTb OTpumary Ipusisei root. Lle
BIAOyBa€TbCA dYepe3 HEIPABHABHE BHUKOPHCTAHHSA
AHOHIMHHUX HAOOPIB. 3arpo3a CTOCYETHCA IAKETIB Ha-
AQAIIITYBaHHA oIepaTuBHOI cucremu Linux;

Tabanma 1
Cricox 3HAWACHHX BPa3AMBOCTEH Amazon
Inspector npu ckanysamsi Aooaatky VulnerableApp

Port 22 is reachable
from an Internet | Aocrymmicre mepexi | Cepeans
Gateway — TCP
CVE-2021-46667 — | BpasausicTs mmpo-
. . Cepeans
mariadb-libs IPAMHOTO IAKETY
CVE-2021-46663 — | Bpasausicrs mpo-
. . Cepeans
mariadb-libs IPAMHOTO IIAKETY
CVE-2022-38090 — | Bpasausicrs mpo-
. Cepeams
microcode_ctl IPAMHOTO IIAKETY
CVE-2022-31624 — | Bpasausicrs mpo-
. . Cepeams
mariadb-libs IPAMHOTO IIAKETY
CVE-2021-46666 — | BpasausicTs mmpo-
. . Cepeams
mariadb-libs IPAMHOTO IIAKETY
Port 5432 is reach-
able from an Inter- | Aocrymmicte Mepexi | Cepeans
net Gateway — TCP
CVE-2021-46668 — | BpasausicTs mmpo-
. . Cepeans
mariadb-libs IPAMHOTO IIAKETY
CVE-2022-21216 — | BpasausicTs mmpo-
. Cepeans
microcode_ctl IPAMHOTO IIAKETY
CVE-2021-46657 — | Bpasausicrs mpo-
. . ] Cepeans
mariadb-libs I'PAMHOTO ITAKETY
Port 3389 is reach-
able from an Inter- | Aocrynsicts mepexi | Cepears
net Gateway — TCP
CVE-2022-2521 — Bpasausicrs npo-
.y Cepeans
libtiff IPAMHOTO IIAKETY
Port 1433 is reach-
able from an Inter- | Aocrymsicts mepexi | Cepears
net Gateway — TCP
CVE-2021-46661 — | Bpasausicrs mpo-
. . Cepeans
mariadb-libs IPAMHOTIO ITAKETY
CVE-2021-3800 — Bpasausicts npo-
. Cepeans
glib2 IPAMHOTO ITAKETY
Port 443 is reacha-
ble from an Internet | Aocrynuicte mepexi |  Huspka
Gateway — TCP
Port 80 is reachable
from an Internet AocryiHicTs Mepeski Huspka
Gateway — TCP
Port 25 is reachable
. .| Imdop-
from an Internet | AocrymricTs Mepesxi .
Gateway — TCP 8

Ha3sga Tun Cryminb
3arposu 3arposu TAOKKOCTI
CVE-2023-32233 —
kernel-headers, Bpasausicrs mpo-
Bucoxa
kernel-tools and 1 IPaMHOTO TTAKETY
more
CVE-2022-27384 — | Bpasamusicrs mpo-
. . Bucoxa
mariadb-libs IPaMHOTO TTAKETY
CVE-2022-27380 — | Bpasausicrs mpo-
. . Bucoxa
matiadb-libs IPAMHOTIO IIAKETY
Port 2049 is reach-
able from an Inter- | Aocrymsicrs mepexi | Cepeanst
net Gateway — TCP
CVE-2019-9923 — Bpasawmsicrs mpo-
Cepeans
tar TPAMHOTO ITAKETY
CVE-2021-46659 — | Bpasausicrs mpo-
. . Cepeans
mariadb-libs IPaMHOIO IIAKETY

o CIVV'E-2022-27384 — mariadb-libs. Bpasausicts,
mos'azana 3 OibaioTekoro mariadb-libs. Llg Bpasam-
BiCTh MOKE MATH HOTEHIIMHUMN BIIAUB HA CHCTEMU,
AKI BUKOPHCTOBYIOTB IFO OiOAIOTEKy AAfl poOOOTH 3
6asamu Aanux MariaDB. Bpasausicte CVE-2022-
27384 mMoxe AO3BOAUTHA 3AOBMHCHHKAM BHUKOHATH
aTaKy BIAAAACHOIO BHKOHAHHA KOAY 20O OTpHUMATH
HECAHKITIOHOBAHHUI AOCTYII AO CHCTEMH, AKIIIO HEAO-
CTaTHBO 3axHIneHa 200 3actapisa Bepcia mariadb-libs
BUKOpHUCTOBYEThCA. Lle Moike mpusBectn AO BTpaté
KOH(DIACHIIIITHOCT], IIAICHOCTI Ta AOCTYIIHOCTI Aa-
HHX. 3arpo3a CTOCYETbCA IAKETIB IIPOIPAMHOIO 3a-
OesmedeHHA AAS pOOOTH 3 6a3010 Aannx MariaDB;
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o CIVE-2022-27380 — mariadb-libs. Bpasausicts
CTOCYETBCA IIPOOAEMH B KOMIIOHEHTI IIPOIPAMHOIO
mmaketry mariadb-libs my_decimal::operator = Mari-
aDB Server Bepcii 10.6.3 1 Hukdge, fiKa AO3BOASIE 3A0-
BMICHUKAM BHKAHKATH BIAMOBY B OOCAYrOBYBAaHHI
(DoS) 3a AOIIOMOTOIO CIIEHIAABHO CTBOPEHHUX 1H-
crpyki SQL. 3arposa crocyerbes mmakeTiB mporpa-
MHOTO 3a0e3IIeUeHHA AAA POOOTH 3 0A30I0 AAHHX
MariaDB;

o port 2049 is reachable from an Internet Gateway —
TCP. Tlopr 2049, fxuii BHKOPHCTOBYE IIPOTOKOA
TCP, aocrymumii aast 3'eAHaHHA 3 [HTEpHET-IIATO-
som. Ile moke maTm HacAlAKOM Te, IO cepBic 2o
IIporpama, fika BUKOPHCTOBYE IIEH IIOPT, MOMkKE OyTH
aoctynHa 3 Imteprery. BaanBo BpaxosyBath, IO
aoctyrHicts nopty 2049 3 Imrtepmery moxe matu
IIOTEHIIIIHI PU3UKU 3 TOYKH 30py Oe3reku. 3A0BMU-
CHHKH MOKYTh BUKOPHUCTOBYBATH IIEH ITOPT AAfl CKa-
HYBaHHfA, aTaK 400 HECAHKI[IOHOBAHOTO AOCTYIIy AO
cHCTEMH. 3arpo3a CTOCYETbCA HAAAIITYBAHb MEPEKI
cepBepa;

o CI'E-2019-9923 — tar. 3arpos3a IOB’fA3aHa 3
YPa3sAHBICTIO, 3HAHAEHOIO B YTHAITI “tar”’, fika BHKO-
PHCTOBYETBCHA AAfl CTBOPEHHA Ta OOPOOKH apXIBHHIX
daiiaiB. Lg BpasAHMBICTE HOTEHINHHO MOMKE AO3BO-
AUTH 3AOBMUCHUKY IIepe3arncata aiAn, o Ipu-
3BEAE€ AO BHKOHAHHA AOBIABHOIO KOAY 200 HECAHK-
IIOHOBAHOIO AOCTYIy AO KOHMIAeHIIHHOI iHdOp-
Martii. YpasAHBICTb BHHHUKAE YEPE3 HEAOAIK y TOMY,
AK YTHAITA «tar» OOPOOAAE CHMBOAIYHI ITOCHAAHHA
1iA gac posapxisaiiii. CTBOPIOIOYHN CIIEIaABHO CTBO-
peHmit apxXiBHUHA aiiA, 3AOBMUCHHK MOKE MaHIITy-
AXOBATU CHMBOABHHMH ITOCHAQHHAMH, ITOO ITepesa-
IIICyBaTH AOBiABHI aviam B cuctemi. Lg Bpasan-
BICTh MA€ HACAIAKU AAA OE3IIEKH, OCKIABKH HEIO MO-
K€ CKOPHUCTATHCA 3AOBMUCHHUK, MAIOYU AOCTYII AO
3AOBMHUCHO CTBOPEHOTO apXiBHOTO (pafiAy. Y cmiriHe
BUKOPHCTAHHA ITi€i BPa3AHBOCTI MOKE IIPU3BECTH AO
3AaMy IIABOBOI CHCTEMH, HECAHKI[IOHOBAHOIO AOC-
TyIy AO KOH(DIACHIIHHUX AaHHX a0O BHUKOHAHHA
ITKIAAMBOTO KOAY. 3arpo3a CTOCYEThCH IAKETIB IIPO-
I'PAMHOTIO 320€3IIeYeHHA AASl POOOTH 3 APXIBYBAHHAM
AAHUX;

o CIVE-2021-46659 — mariadb-libs. Bpasausicts
BusABAcHA B maketi “‘mariadb-libs”. Lla BpasamsicTs
IIOTEHIITHO MOKE AO3BOAUTH 3AOBMHCHHKY BHKO-
HATH AOBIABHHIT KOA 2400 CIIPUYUHHUTU CTaH BIAMOBH
B oOcayrosyBauHi (DoS) y Bpasausiii cucremi. Ypas-
AHBICTD BUHHKAE YEPE3 HEAOAIK y TOMY, fIK OiOAlOTE-
ka “mariadb-libs” oOpoOAsic meBHI THUIIM BBEACHHX
AaHUX. BukopmcroByroun mro Bpa3AHBICTH, 3A0BMH-
CHHK MO’KE MAHIIIYAIOBATH BBCACHHAM TAKAM YHHOM,
III0 BHKAHKAE IIEPEIIOBHEHHA Oydepa a0o iHmi mpo-

OAEMH 3 ITOIIKOAKEHHAM IIaM ATi, IO IPH3BOAUTDH
AO BHKOHAHHA AOBIABHOIO KOAy 20O 3000 IIporpa-
mu. Briaus miief BpazauBocTi MOxke OyTH CepHO3HNM,
OCKIABKM BOHA MOKE AO3BOAUTH 3AOBMHUCHHUKY OT-
pHMaTH HEABTOPU30BAHUI AOCTYII AO YPaKEHO!I CHC-
TEMH, HOPYILIHUTH MIAICHICTh Oa3M AaHUX 20O IOpPY-
IIATH  AOCTYIIHICTB CAyxOM. 3arposa CTOCYETbCA
ITAKETIB IIPOTPAMHOTO 3a0€3IICYCHHA AAA POOOTH 3
0aszoro Aannx MariaDB;

e port 22 is reachable from an Internet Gateway —
TCP. BpasausicTp Bkasye Ha Te, IO HOPT 22, AKUN
3a3BUYall acomniroeTeca 3 mporokorom Secure Shell
(SSH), aocrymumit uepes Imrtepmer-mmaros. ko
mopT 22 AoctymHHUI uepes [HTepHeT-1IAFO3, IIe 03-
Havae, Mo cAy:xkOa SSH, Aka mparroe y BIAIOBIAHII
cucremi, AoctyHa 3 Inrepuery. [Topr 22 € cranaap-
THUM IIOPTOM, Ha fIKOMy cAyx0u SSH mpocayxosy-
IOTh BXiAHI 3’eAHaHHA. Skmo mopr 22 aocTymHHIT
uepes [HTepHeT-111AT03, ITe 03HaYaE, 110 cAYk0a SSH
y HOB’fI3aHili cucTtemi AOCTyIHa AAfl ImTepHery, 1o
ITOTEHIIIHO POOHTH i MIIIEHHIO AAf HECAHKITIOHO-
BAHOI'O AOCTyIy 200 3AOBMHCHHX Aii. 3arposa cro-
CY€ThCA HAAAIITYBaHb MEPEKI cepBepa;

o CVVE-2021-46667 — mariadb-libs. Y 1mporpam-
Hux makerax MariaDB BusBA€HO Bpa3AMBICTB IIAO-
YHCEABHOIO IIEPEIIOBHEHH, A€ BUAIACHO HEAICHUI
poamip ref_pointer_array. LI mpobaema mpusBoAuTs
AO BIAMOBH B OOCAYrOByBaHHI. 3arposa CTOCY€TbCA
ITAKETIB IIPOIPAMHOIO 3a0€3IIeYEeHHA AASl pOOOTH 3
0a3010 Aanux MariaDB;

o CVVE-2022-21216 — microcode_ctl. 11a Bpasan-
BiCTh, IIOB’A3aHA 3 ITakeTOM «microcode_ctly. Mikpo-
KOA — Il MIKpOIIpOrpama, fika BCTAHOBAFOETBCA Ha
IICBHI IIPOLIECOPH KOMITFOTEPA AAf KEPYBaHHSA iX
POOOTOIO Ta IIABHIIEHHSA IIPOAYKTHBHOCTI. Y I[bOMY
koukperHomy CVE BuaBAeHO mpoOAemy OesIieku B
mmaketi microcode_ctl, AKHI BHKOPHCTOBYETBCA AAA
OHOBAEHHA MIKPOKOAY B cmcremax Linux. Hepoaik
MOJKE AO3BOAHTU IIPUBIACHOBAHOMY KOPHCTYBA4€Bi
IIOTEHIIHHO AO3BOAUTH PO3KPHTTA iHMOpMarii de-
pe3 AOKAABHHE AOCTYIL. 3arpo3a CTOCYEThCA IIPOILe-
Cy OHOBAEHB IIPOIPAMHOIO HakeTy “‘microcode”;

o CIVV'E-2022-31624 — mariadb-libs. Cepsep 06azu
Aaanx MariaDB Ao Bepcii 10.7 BpasauBuii A0 BIAMO-
BU B oOcayroByBauHi. [liA 9ac BHKOHAHHA METOAY
plugin/server_audit/server_audit.c log_statement_ex
yrpumyBare OAokysauHs lock_bigbuffer me smHima-
€TBCA HAACKHUM YHHOM, ITIO AO3BOASE AOKAABHIM
KOPHCTyBadaM 1HIIIFOBATH BIAMOBY B OOCAYTOBYBAaHHI
gepe3 B3a€EMOOAOKYBaHHSA. 3arpo3a CTOCYETbCS ITaKe-
TIB IIPOIrpaMHOrO 3a0e3leYeHHA AAf poOOTH 3 Oa-
3010 Aaaux MariaDB;
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o CIVE-2022-33972 — microcode_ctl. HerpaBuab-
HHUH PO3PAXYHOK y MEXaHI3Mi KAFOYA MIKPOKOAY AAA
AeAkux MacrrradboBanux 1porecopis Intel(R) Xe-
on(R) 3-ro MOKOAIHHA MOKE AO3BOAUTH IIPHUBIACHO-
BAHOMY KOPHCTYBad4eBl ITOTEHIIHO BBIMKHYTH pPO3-
kpuTTa 1HOpMAII Yepe3 AOKAABHHN AOCTyIL 3a-
IPO3a CTOCYETHCA IIPOIIECY OHOBAEHB IIPOIPAMHOIO
mmakety “microcode”;

o CIVE-2021-46666 — mariadb-libs. Cepsep 0asu
Aaamx MariaDB Ao sepcii 10.6.2 pomyckae aBapiiitae
3aBEPILCHHA POOOTU IIPOrPAMH YEPE3 HEIPABHABHY
00poOKy mepexoAy BiA Bupasy HAVING Ao Bupasy-
WHERE. 3arposa crocyerbcs akeTiB IPOrpaMHOTO
3abe3redeHHA AAA POOOTH 3 6a30r0 Aanux MariaDB;

® port 5432 is reachable from an Internet Gateway —
TCP. Ilopr 5432 3a3Brvaii aCOLIFOETHCA 3 CHCTEMOFO
kepyBanua Oasamu AaHmx PostgreSQL. Biaxprrumit
IIOPT, OCOOAMBO TOB’SI3aHHUI 13 CHCTEMOIO KEPYyBaH-
HA Oasamm Aanmx PostgreSQL, moxke cranoBuTH
3arposy Oesrrert, AKIIO BiH AoctymHuid B Imreperi
0e3 HaAeKHHUX 3aXOAiB Oesnexku. lle moreHminiaO
MOJKE IIPU3BECTH AO HECAHKIIOHOBAHOIO AOCTYILY,
BUTOKY AQHHX 200 3AOBMHCHHX aTaK, CIPAMOBAHIX
Ha 0a3y AaHHX. 3arpo3a CTOCYETBCA HAAAIITYBAHb
Mepexi cepsepa;

o CIVE-2021-46668 — mariadb-libs. Cepsep 0asu
Aaanx MariaDB ao Bepcii 10.5.9 comyckae 30610t mipo-
rpamMu  uepe3 meBHi Ao0Bri omepatopu SELECT
DISTINCT, ski HEHAAEKHUM YHMHOM B32EMOAIIOTH 3
OOMEKEHHAMU PECYPCIB CHCTEMH 30€piraHHA AAf
THMYACOBHX CTPYKTYp AaHHX. 3arposa CTOCYETbCA
IIAKETIB IIPOIPAMHOTO 3a0€3IEUCHHA AAA POOOTH 3
023010 Aaunx MariaDB;

® port 3389 is reachable from an Internet Gateway —
TCP. Tlopr 3389 3a3Buvaii acOIFOETHCA 3 IPOTOKO-
AOM BiaaaaeHOro pobodgoro crora (RDP), axuii Bu-
KOPHCTOBYETBHCA AAA BIAAAAGHOTO AOCTYIIY Ta KEpy-
BaHHA cuctemamu Ha 0a3i Windows. B moBisomaerHHi
3azHaueHo, mo «[lopr 3389 aocrymumit yepes Inre-
pHet-mmaro3 — TCP», 11e 03Ha4ae, 1110 BKa3aHUI HOPT
BIAKpHTHH 1 AocTynHuN 3 IHTepHETY 4Yepes mpoTo-
koA TCP. Biakpuruii 1 AOCTYITHHI HOPT IOTEHIIITHO
MO’KE INAAATH CHCTEMY HECAHKIIIOHOBAHOMY AOCTYILY
200 3aoBMuCHIM AlAM. Aoctyr Ao opty 3389 uepes
InTepHeT-1IIATO3 O3HAdaE, IO B CHCTEMI BBIMKHEHO
RDP i aocrymr Ao Hel 3alficHioerscs 3 InTepHery.
3arposa cToCyeThCA HAAAIITYBAHD MEPEIKI CEpPBEPa;

® port 1433 is reachable from an Internet Gateway —
TCP. Tlopr 1433 3a3BH9aii aCOIUIOETHCA 3 CHCTEMOIO
kepyBaHHA Oasamu Aammx Microsoft SQL Server.
Koan B moBiAOMAEHHI 3a3HAYEHO, IO BKA3AHUK
IIOpT BIAKpHUTHH 1 AoctynmHmE 3 IHTepmery dwepes
nporokoa TCP. 3 Toukn 30py Oesreku, Iie ITOTEH-

IIHO MOJKE IAAATH CHCTEMY, Ha AKiH Ipairroe Mic-
rosoft SQL Server, HecaHKIIIOHOBAHOMY AOCTYITy 200
3AOBMHUCHUM AlfM, OCKIABKI ITOpT 1433 BiAKpHTHIA 1
Aoctyrraui 3 IHTepHETy. 3arposa crocyeTbcs HaAa-
IITYBAaHb MEPEKI cepBepa.

AAf KOKHOI 3 BHABACHHX BPa3AHMBOCTECH IIPO-
HOHYIOTBCA IIAAXH Ta peKOMeHAaui'l' IIOAO IX ycy-
HEHH:

® nnpozpammi naxemu “mariadb-libs”. Aas 3merrme-
HHf pH3NKIB IIOB’A3aHUX 3 IraketoM MariaDB
Amazon Inspector Hapae pekOMEHAAL] IITOAO OHOB-
ACHHS BCTAHOBAGHHX ITAKETIB IIPOIPAMHOrO 3a0e3-
IIEYEHHA AO 3alPOIIOHOBAHOI BHUIIPABACHOI Bepcil
KOKHOTI'O IIaKE€T4, 1100 YCYHYTH BUABACHI BPa3AUBOC-
Ti;

® nnpozpammi naxemu “‘microcode-ctl”. Aasi ycyHEeHHA
PH3UKIB ITOBA3aHUX 3 MIKPOKOAOM IIOTIOHO OHOBH-
i BIOS 1 BcranOBACHI TIPOTPaMHI ITAKETH ITPOTPAMHI
AO OCTAaHHBOI Bepcii;

® sixpumi nopmu 2049, 22, 5432, 1433, 443, 80,
25, Aaf 3an00iraHHA BHUHHUKHEHHA HOTEHIIMHUX
3arpo3 BiA BIAKPUTHX IIOPTIB IIOTPIOHO OLIHUTH
HEOOXIAHICTD BIAKPHTTH KOMKHOIO AASl 30BHIIITHBOTO
AOCTYIIy AO CHCTEMH. SIKIITO BUKOHAHHSA 3aBAAHHA HE
repeAOavae HAAQAHHA IIOPTaM IYOAIIHOTO AOCTYILY,
TO MOKAMBO KpaIlle OOMEKHUTH IXHIO AOCTYIIHICTb.
PoboTa nmx mopTiB aCOINIOETHCA 3 HPOrPAMHUM
3abesredeHHAM, Hanpukaas, PostgreSQL, MSSQL,
SSH Tomy, BaKAMBO OHOBHTH ITaKETH IIPOIPAMHOIO
320€3II€YCHHA IIUX IIPOTPAM AAA BHIIPABACHHSA BIAO-
MHX BPa3sAHBOCTEH. Y OyAp fAKOMY pas3i HOTpiOHO
HaAAIITyBaTH (haipBOA 200 MEPEKEBI IOAITUKI AAS
ITIOTEHIIHHO HeOe3neaHoro Tpadiky Ha IIHX IOPTax.
TakoK PEKOMEHAYETHCA BCTAHOBACHHA AOAATKOBHX
3aXOAIB Oe3rexu, Taki AK iHTpadericHuil PiabTp.

B CHOBKU

B mpormeci aocaipxkeHHA OYyB IIPOBEACHHI aHa-
Ai3 (DYHKIIIOHAABHHUX MOMKAHBOCTEH, OCOOAHBOCTEH
koHiryparri Ta crrermdiku imrerparii cepsicis AWS.
Ha ocnoBi cayx0 Elastic Beanstalk i Amazon In-
spector OyB PO3TOPHYTHIT BEO-AOAATOK 1 IIPOBEAE-
HHUH IIpoIleC OINHKH BpasAambocred. OcHOBHI pe-
3yABTATH POOOTH MOMNKHA CPOPMYAIOBATH HACTYII-
HUM YHHOM:

1. Amazon Inspector Hapae edeKTUBHI MOKAH-
BOCTI OLIHKH O€3IIEKH AAA IIPOrPaM, POTOPHYTUX AK
ma 6a3i Elastic Beanstalk, Tak i ma 6a3i 3Buvalinmx
BipryasbEux cepsepis EC2. HMoro asromarmsobame
CKAaHYBaHHA Ta AHAAI3 AOIIOMArarOTh BHABUTH 3ara-
ABHI BPa3AMBOCTI Ta IOTCHINNHI PH3UKH OC3IIEKU B
mporpami Ta ii 0a30Biit iHdpacTpykTypi;

2. Imrerpamis Amazon Inspector y kuTTEBHIT
LIHKA PO3POOKH IIPOrPAMHOIO 3a0€3IICYECHHA IIPO-
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rpaM MO)KE€ 3HAYHO ITIABHIIHTHA pPIBEHb OE3IIEKM.
BxArounBIm ckaHyBaHHA T4 OIIIHKY BPa3AHMBOCTEH Y
IIPOIIEC PO3POOKU Ta PO3TOPTAHHSA, OpPraHisarii Mo-
KYTh 3aBYACHO BHABASATH Ta BHPIIIYBATH IIPOOAEMU
Oesrexu;

3. Amazon Inspector AOIOBHIOE IHIII ITAXOAH
AO TECTYBAHHSA OE3IIEKH, HAAAIOYH AOAATKOBY iH(O-
PMAILiIO Ta ITOKPHUTTH, CHEIU@IYHE AAS KOHKPETHO
B3ATOIO CepeAOBHINA. BiH MoOke BHABAATH BpasAH-
BOCTI, AIKI MOKyTh OYyTH IIPOIYIICHI INA 9aC TECTy-
BaHHA BPYYHY 20O IIPH 3aCTOCYBaHHI TPAAUIIHHUX
IHCTPYMEHTIB Oe3IIeKH, 320€3IIEUyIOYH OIABII KOM-
IIAEKCHUM 3aXHCT;

4. CBoevacHe yCyHEHHs BHUABACHUX BPa3AHBOC-
TEH Ma€ BHPIITAABHE 3HAYECHHA AASl IIATPHMKH O€3-
mekn mporpaM. Amazon Inspector Hasae AeTaAbHI
BHCHOBKH T2 PEKOMEHAAI, IO AO3BOAAE PO3POO-
HuKaM 1 komasAaM DevOps BusHauaTu npiopureTn
Ta OIIEPATUBHO YCYHYTH BPa3AUBOCTI.

Ha riacTaBi nux BUCHOBKIB MOHa chOpMyBaTH
HACTYIIHI PEKOMEHAALII:

1. Opranizariiam, fki BUKOPHCTOBYIOTh XMapHI
cepicu AWS, CAIA PO3TAAHYTH MOMKAUBICTH BHKO-
pucramaa Amazon Inspector y cBoiit crparerii Tec-
TyBaHHA Oe3reku. Bin mnpomonye IiHHHIT piBeHB
BUABACHHSA BPAa3AHBOCTEMN, AKHH AOIIOBHIOE iCHYIOYI
3aXOAM Oe3IeKu;

2. PexoMeHAy€eThCA PEryASpHE Ta CUCTEMATHYHE
CKaHYBaHHA IIPOTPaM 3a Aorromororo Amazon Inspe-
ctot, 1100 320€3IeYnTH ITOCTIHUI MOHITOPHHT IT0-
TEHIUHHUX Bpa3AuBoCTer. [left mpoakTHBHII IHAXIA
AOITOMAra€ BHABUTH Ta BHPIIIHTU IPOOAEMH Oe3Ire-
KU, IIEPII HIK IX 3MOKE€ BUKOPUCTATH 3AOBMHUCHHUK;

3. besnepepBHe HaBYAHHA T4 OHOBACHHSA HAli-
HOBIIIIIX METOAIB O€3IIEKH Ta PEKOMEHAAINN € HaA-
3BUYANHO BAKAMBHMU. PeryAapHuil meperasa i 3a-
CTOCYBAaHH#A BHUIIPABACHB 1 OHOBAEHB AAfl CTE€KA IIPO-
IpaM AOIIOMAra€ yCyHyTH BIAOMI Ta HOBI BPa3AHBOC-
Ti.

ITiacymOBYrOYH, BUKOPUCTAHHSA Amazon Inspe-
ctof, AK HATUBHOIO XMapHOIO iHCTPYMEHTY Oe3IeKku
AWS, y moeAHaHH] 3 IHIIUME CEpPBICAMH, ITIO BUKO-
PHCTOBYIOTBCA AAA PO3POOKH MOKE 3HAYHO ITABH-
IIUTH piBeHb Oe3lexku Iporpam. IHTerpyroun BuAB-
AEHHS T4 OIIHKY BPa3AHMBOCTEH y IIPOIIEC PO3POOKH
Ta PO3rOPTAHHA, OpraHi3amii MOMKYTb 3MEHIIHUTH
PH3HKH, 3aXUCTUTH KOHMIACHIIIHI AaHi Ta 3a0e311e-
YNTH 3aTaABHY O€3IIeKy Ta CTIHKICTh CBOIX IPOIpaM.
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FEATURES OF USING AMAZON INSPECTOR
TO IDENTIFY VULNERABILITIES
OF CLOUD APPLICATIONS
Vulnerability to vatious cyber-attacks, loss of data confi-
dentiality, increased number of failures and reduced sta-
bility of information infrastructure, increased capital
costs, new requirements for data independence, problems
with scaling business information infrastructure can be

DOI: 10.18372/2410-7840.26.18841
YAK 004.77

the main problems that a business may face. The above-
mentioned problems can serve as a basis for migration to
cloud technologies, which in turn will ensure a reduction
in expenses for infrastructure support, increase the effi-
ciency of information infrastructure management com-
pared to work in a local environment, and increase the
flexibility of the organization. The relevance of the re-
search lies in improving information security, ensuring
confidentiality, integrity and availability, identifying appli-
cation and environment vulnerabilities through the use of
built-in AWS services. The purpose of this work is to
implement the evaluation and improvement of the secuti-
ty of the working environment and the application de-
ployed on the basis of cloud services by automating the
scanning and analysis of the AWS workload.

Keywords: Amazon Web Services, AWS, Amazon In-
spector, IAM, cloud technologies, vulnerability, infra-
structure, monitoring.

ITapruxa AsApiit IropoBuy, x.1.H., CTapIINil BUKAZAQY
kadeapn saxucry iHGopmaril HarionaapHOrO yHiBEpCH-
TeTy «/ABBIBCHKA IIOAITEXHIKY.

Andrii Partyka, Ph.D., Senior Lecturer the Department
of Information Security, Lviv Polytechnic National Uni-
versity.

E-mail: andrijp14@gmail.com.

Orcid ID: 0000-0003-3037-8373.

Heaoayc Boraan IropoBud, CTyAcHT, CIICIHAABHOCTI
125 Kibepbesmexa HarionaapHOro yaiBepcurery «/\bBIB-
CHKA IOAITEXHIKA».

Bohdan Nedodus, student the Department of Infor-
mation Security, Lviv Polytechnic National University.
E-mail: nedodusbohdan@gmail.com.

Orcid ID: 0009-0007-3822-5829.

METHOD OF ANALYSIS OF OUTGOING TRAFFIC
PACKAGE SIGNATURES

Nataliia Petliak, Yulita Khokhlachova

To detect outgoing malicious traffic, a method based on fuzzy logical inference has been developed to analyze signatures
of outgoing traffic. The study results indicate that continuing activities in this direction are worthwhile to unload net-
work resonrces during peak loads. The method verifies the signature of the outgoing traffic packet against a set of
rules. The key tasks of the method are connection permission, if the packet signature is defined as permitted during
classification; blocking the connection, if it is determined that the signature of the package is probibited; and adding
new signatures to existing dictionaries. During the experiment, the method confirmed its effectiveness. Having a meth-
od based on fuzzy logic for signature analysis of ontgoing traffic packets has several advantages, including the detection
of previously unknown attacks, reduction of the total number of cyber-attacks, prevention of overloading of network
equipment, and reduction of the probability of compromise. current network.

Keywords: fuzzy logic, signature analysis, ontgoing traffic, signature classification.

RELEVANCE AND PROBLEM STATE-
MENT

The rapid growth of the number of users of dig-
ital technologies leads to an increase in the number

of cyber incidents and cyber-attacks on various
spheres of activity. Any attack can cause not only
significant financial losses but also reputational losses
for a certain person, company, or even the state.
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