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bility of imposing significant fines in case of violation of data 
protection rules. The method will allow businesses to assess 
the potential financial consequences of a data leakage and im-
plement effective preventive measures to saving themselves 
from possible fines. This developed method will help organi-
zations effectively implement the GDPR requirements, en-
suring a high level of data protection and appropriate risk 
management. The purpose of this paper is to develop a 
method for assessing the negative consequences of a PD con-
fidentiality leakage in case of violation of the requirements es-
tablished by the GDPR. The method of assessment in accord-
ance with the provisions of the GDPR Regulation, which, 
through the stages of identifying the object of assessment 
(providing information about the enterprise), determining the 
level of violation, forming primary expert information and fi-
nalizing the procedure for processing expert data, analytically 
transforms the sets of input data of the developed tuple model 
of the integrated representation of parameters, values of val-
ues reflecting the judgment of experts, developed new assess-
ment rules, scattering of points and a certain set of recom-
mendations. 

Keywords: cybersecurity, cyber security, information protec-
tion, information security, personal data, a multiple-theoreti-
cal representation, GDPR-model, model of personal data pa-
rameters, assessment in the area of information security, 
GDPR regulation, losses assessment, loss of personal data. 
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DEFINING THE SEQUENCE OF INTEGRATING TRUSTWORTHINESS 

COMPONENTS INTO INFORMATION SECURITY SYSTEMS 

Oleksandr Bakalynskyi, Fedir Korobeynikov  

The article explores the concept of trustworthiness as an approach to building information security systems, which helps to 
maintain trust in the information systems they protect. Key components of trustworthiness are identified and ranked: resilience, 
security, safety, privacy, and compliance. Attention is focused on the significance of the emergent interaction of these components, 
providing a justified percentage weight for each of them. Two approaches to creating trustworthy systems are considered: the 
integration of trustworthiness components into the system architecture at the design stage, and the adaptation of existing systems. 
The advantages and disadvantages of each approach are discussed in the context of implementation speed, cost-effectiveness, and 
alignment with the philosophy of trustworthiness. 
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RELEVANCE AND PROBLEM STATE-
MENT 

The level of civilizational development is primarily 
determined by the volume of information required for 
creating products produced by civilization [1]. This not 
only includes goods and services but also social institu-
tions, forms of state governance, ideas, cultural phenom-
ena, etc. 

Existing principles for constructing information se-
curity systems [2, 3] are based on the triad of confidenti-
ality, integrity and availability (the CIA triad) [4]. How-
ever, there is a growing need to supplement such sys-
tems with new properties aimed primarily at ensuring 
trust in the information systems being protected and, 
consequently, in the information they process. This is 
because the principle of trust, according to some schol-
ars [5], is one of the fundamental principles underlying 
the functioning of cyberspace. 

Thus, there is a need for research into concepts for 
constructing information security systems that aim to 
ensure trust in information systems. The concept of 
trustworthiness proposed by NIST [6], and further de-
veloped by other scholars [7, 8], is based on the idea of 
integrating information processing systems with the se-
curity systems by introducing components into the over-
all architecture that can maintain trust in these systems: 
reliability, resilience, security, safety, privacy, operational 
stability, compliance, among others. 

The aim of this article is to define the sequence for 
integrating trustworthiness components into existing in-
formation security systems. 

To achieve this, a classification of the set of com-
ponents (those that pertain to the broad domain of in-
formation security) is conducted, followed by their rank-
ing. The ranking criterion is the impact of a particular 
component on the overall level of trust in the infor-
mation system. 

MAIN PART 
Defining Trustworthiness 
So, it is precisely the set of components that ensure 

trust in information systems, each of which somewhat 
differently formulates its own problem domain and po-
tential solution space, that led to the genesis of trustwor-
thiness. NIST proposed this specifically to reconcile the 
concepts, frameworks, and analytical processes of all 
these strategies in order “to achieve a compromise be-
tween various approaches to ensuring trust that can be 
applied to each system” [6]. 

There are several definitions of trustworthiness in 

the domain of information security. According to NIST, 

trustworthiness is: "The attribute of a person or enter-

prise that provides confidence to others of the qualifica-

tions, capabilities, and reliability of that entity to perform 

specific tasks and fulfill assigned responsibilities." [9]; 

A characteristic of information systems that are: 

“...reasonably secure from intrusion and misuse; provide 

a reasonable level of availability, reliability, and correct 

operation; are reasonably suited to performing their in-

tended functions; and adhere to generally accepted secu-

rity procedures." [10]; 

"The degree to which the behavior of a component 

is demonstrably compliant with its stated requirements." 

[6]. 

"In addition to security, other aspects of trustwor-

thiness include reliability, safety, and resilience" [11]. 

Industrial Internet Consortium (IIC) defines trust-

worthiness as the degree of confidence one has that the 

system performs as expected. Characteristics include 

safety, security, privacy, reliability and resilience in the 

face of environmental disturbances, human errors, sys-

tem faults and attacks [8]. 

The U.S. Department of Homeland Security pro-

vides a more detailed and comprehensive (but quite tol-

erant of the NIST and IIC definitions) interpretation, ac-

cording to which trustworthiness is "a multidimensional 

measure of the extent to which a system is likely to sat-

isfy each of multiple aspects of each stated requirement 

for some desired combination of system integrity, sys-

tem availability and survivability, data confidentiality, 

guaranteed real-time performance, accountability, attrib-

ution, usability, and other critical needs” [12]. 

Summarizing the above definitions, it can be said 

that trustworthiness in the context of information sys-

tems signifies a multifaceted characteristic that deter-

mines whether the system is deserving of trust. Trust-

worthiness comprises five main components related to 

the domain of security, namely: security, resilience, 

safety, privacy, and compliance. 

Ranking Trustworthiness Components 

To determine the priority of integrating additional 

trustworthiness components into existing information 

security systems, definitions for each component were 

clarified, and they were ranked based on their level of 

importance. 
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A model has been proposed in which the five key 
components of trustworthiness emergently interact with 
each other, together constituting 100% of the system's 
trustworthiness level. 

This model provides for the following distribution 
(fig. 1) of the significance of components: Security ac-
counts for 25%, Resilience for 25%, Privacy for 20%, 
Safety for 20%, and Compliance for 10%. 

 
Fig. 1 Distribution of the significance  
of the trustworthiness components 

Let's delve into each of these components to deter-
mine why security and resilience occupy the most signif-
icant positions in this model, and also justify the relative 
contributions of other components. 

1. Security – 25% Importance in the Model. 
The concept of security within the context of trust-

worthiness aligns closely with definitions presented in 
Ukrainian information security regulations, the NIST 
Cybersecurity Framework 1.1 [13], and ISO 27000 series 
standards [14]. Security is the safeguarding of systems 
and data against unauthorized access, use, disclosure, 
disruption, modification, or destruction. It includes 
measures to protect against both external threats, such 
as cyber-attacks, and internal threats, such as human er-
ror or insider threats. 

The notion encompasses several key areas: 
- confidentiality: ensuring that only those who 

have the right to access the information can do so; 
- availability: ensuring reliable and timely access to 

information by authorized entities; 
- integrity: maintaining and assuring the accuracy 

and completeness of data. 
The reason security holds a 25% weight in the 

model is that it forms the fundamental layer of trust. 
Without proper security measures, any other aspects of 

trustworthiness could be compromised, undermining 
the overall reliability and functionality of the system.  

2. Resilience – 25% Importance in the Model. 
Resilience refers to the ability of systems to with-

stand, recover from, and adapt to adverse conditions, 
disruptions, or threats, whether intentional (e.g., a cyber-
attack) or unintentional (e.g., a system failure or natural 
disaster). Unlike security, resilience focuses on ensuring 
continuous operation even under unforeseen circum-
stances [15]. 

Resilience consists of four stages: preparation, re-
sistance, adaptation and recovery. The stages of adapta-
tion and recovery are crucial and involve the system's or 
organization's ability to change its structure, processes, 
or behavior in response to changing conditions or new 
threats. Adaptation can be both reactive and proactive, 
encompassing not only immediate responses to chal-
lenges but also ongoing learning and optimization based 
on the analysis of past events and anticipation of future 
changes. 

Resilience fortifies trust in a system or organization 
by ensuring the system's operability under conditions of 
stress and uncertainty. 

Both Security and Resilience occupy top positions 
in this hierarchy because they form the foundational 
level of trust. These are primary criteria without which 
all other components of trustworthiness become unfea-
sible. 

In essence, while security lays the groundwork to 
prevent unauthorized access and protect data integrity, 
resilience ensures that even if a system faces challenges 
or setbacks, it can recover and adapt. Together, they 
constitute 50% of the model’s trustworthiness because 
they are essential for any system to function reliably and 
to maintain stakeholder trust. 

3. Safety – 20% Importance in the Model. 
Safety focuses on minimizing the risk of harm to 

users and surrounding systems. This aspect explores 
how a system can be employed to either eliminate or 
minimize the likelihood of adverse human or infrastruc-
tural impact [16]. 

Safety is not merely a mechanism for preventing 
physical or psychological harm; it is an integral attribute 
that ensures a system poses no threat to other "friendly" 
systems. This is particularly crucial in complex infor-
mation ecosystems where multiple systems of various 
types interact with one another. 
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This component is garnering increased attention in 
contemporary research, as not only technological but 
also ethical aspects of safety are beginning to play a larger 
role in fostering trust in systems. It concentrates on pre-
venting negative interaction scenarios, thus strengthen-
ing trust and, consequently, the overall trustworthiness 
of the system. While security deals with protecting the 
system against unauthorized access and data breaches, 
and resilience is about the system's ability to recover and 
adapt to adverse conditions, safety adds an additional 
layer by focusing on the well-being of users and other 
interconnected systems. This is why it has been assigned 
a 20% weightage in the trustworthiness model. 

Safety acts as a supportive component that comple-
ments security and resilience. It helps in building a more 
comprehensive trust model, ensuring that not only is the 
system secure and resilient, but it is also designed and 
deployed in a manner that is safe for users and other sys-
tems it interacts with. 

4. Privacy – 20% Importance in the Model 
Privacy in the context of trustworthiness is both a 

right and ability for an individual or organization to con-
trol who, how, and when access can be gained to their 
personal or sensitive information [17]. 

Privacy involves measures to ensure personal data 
is processed properly and only according to specific, law-
ful, and clearly outlined purposes. It also includes the 
right to anonymity, where information about an individ-
ual or organization remains hidden from unauthorized 
parties. Unlike confidentiality, which can relate to any 
kind of data, privacy is specifically oriented towards in-
formation associated with individuality. Privacy is a key 
aspect in building trust in information systems and en-
suring an individual's right to control their personal 
sphere and digital footprint. Trust in a system is greatly 
enhanced when users know that their personal and sen-
sitive data are well-protected, thus reinforcing the sys-
tem's overall trustworthiness. 

Both Safety and Privacy occupy equal positions in 
the hierarchy of trustworthiness with a weightage of 
20%. They focus on different but complementary as-
pects of ensuring the system does not harm users or ad-
jacent systems. 

Safety aims at minimizing physical or systemic risk, 
ensuring the system does not become a threat due to 
flawed architecture. 

Privacy concentrates on protecting personal data 
and the sanctity of users' personal lives. 

Together, they provide a significant foundation for 
ensuring trust in the system, as both are geared towards 
user protection but through different mechanisms and 
parameters. While security sets up the base layer of trust 
by defending against unauthorized access and data 
breaches, privacy adds a more personal layer by safe-
guarding individual rights and freedoms. The two com-
ponents are mutually reinforcing, each complementing 
the other's shortcomings to create a robust framework 
of trustworthiness. 

5. Compliance - 10% Importance in the Model. 
Compliance, as a component of trustworthiness, is 

the process and practice of aligning information systems, 
processes, and operations with norms, standards, inter-
nal organizational policies, as well as national and inter-
national legislation [18]. It involves continuous monitor-
ing and verification of systems, processes, and personnel 
actions to ensure compliance with established require-
ments, as well as responding to deviations from these 
requirements and changes in legislation. 

Compliance aims to ensure that all aspects of the 
operation of information systems or organizational ac-
tivities are conducted not just within the bounds of the 
law but also in accordance with commonly accepted 
norms and values. This enhances the level of trust from 
clients, partners, regulators, and other stakeholders. 
Compliance not only reduces legal and operational risks 
but also reinforces the organization's reputation as a re-
liable and responsible player in the digital space. 

Compliance is crucial for adhering to laws and reg-
ulations, but its role is limited compared to other com-
ponents. It provides a minimal level of trust through 
conformity to standards but is not sufficient for full trust 
in the system. 

Noteworthy 
In information systems, trustworthiness is not a 

simple sum of its individual components [12]. Rather, a 
high level of trust arises from emergent relationships be-
tween them, where the interaction and interdependence 
of each component lead to the formation of a compre-
hensive, dynamic, and adaptive property of the system 
to ensure its own safety at all levels. The choice of addi-
tional components depends on the context and needs of 
a specific organization or system. 

Approaches to Implementing Trustworthiness Components 
in Information Systems 

In contemporary academic discourse [12], two dis-
tinct methodologies have been identified for developing 
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trustworthy information systems based on the construct 
of trustworthiness. The first approach advocates for a 
complete overhaul of existing systems, designing them 
"from scratch" with an architecture intrinsically aligned 
to principles of security, resilience, user safety, privacy, 
and regulatory compliance. This method is inherently 
congruent with the trustworthiness framework, offering 
a multi-layered, systemic implementation of trust mech-
anisms that address three insurmountable challenges as-
sociated with traditional, exogenously applied infor-
mation security systems: 

- trust gap in security personnel: traditional infor-
mation security systems often bestow system adminis-
trators and operators with elevated privileges and access 
[19], posing risks of abuse for personal gains, potentially 
leading to information leakage or other security viola-
tions; 

- security system vulnerability: just as primary sys-
tems are susceptible to attacks; their corresponding se-
curity systems are not exempt from vulnerabilities [20]. 
malicious actors may exploit these weak points to cir-
cumvent security measures and gain access to critical 
data; 

- scalability issues: traditional security systems 
may become an impediment to scaling the primary sys-
tems as they necessitate additional resources, intricate 
management, and constant monitoring [12]. 

However, we are confronted with organizational re-
alities of constrained resources that hinder the wholesale 
replacement of extant information systems. Implemen-
tation of this first approach demands not only significant 
initial capital investments and the availability of skilled 
trustworthiness experts in every development team, but 
also mandates the reservation of substantial organiza-
tional time resources for comprehensive integration of 
complex security architectures. Moreover, existing legis-
lative frameworks [21] may also restrict the adoption of 
certain types of information security systems, further 
complicating matters. 

In such circumstances, a pragmatic alternative is the 
incremental deployment of key trustworthiness compo-
nents. This could be done in accordance with their hier-
archical significance as outlined in the proposed ranking 
model, aiming to augment trust levels and assure multi-
faceted security within the scope of available resources. 

By adopting a phased approach, organizations can 
methodically address each facet of trustworthiness, in-
crementally bolstering system reliability without a com-

plete system overhaul, thus allowing for a more feasible 
transition towards a trustworthy architecture. 

CONCLUSION AND FUTURE DIREC-
TIONS 

In the current study, key components and ideas 
shaping the concept of trustworthiness in information 
systems were identified. A ranking model was developed 
to prioritize these components, offering an effective 
strategy for their integration into either newly developed 
or existing information security systems. 

It was established that Security and Resilience are 
fundamental to the concept of trustworthiness, each 
contributing 25% to the overall trust metric. These com-
ponents should be prioritized for implementation as 
their absence undermines the effectiveness of all subse-
quent trust-based features. Privacy and User Safety, each 
accounting for 20% of the overall trustworthiness score, 
focus on the prevention of harm through different 
mechanisms. Compliance, with the least weight of 10%, 
ensures the system's alignment with legislative standards. 

Two primary approaches to the development of 
trustworthy systems were analyzed: full-scale integration 
of trust elements at the inception stage and an incremen-
tal approach to retrofitting existing systems. While the 
former represents the ideologically purer form of trust-
worthiness, its practical implementation is often marred 
by resource constraints and organizational inertia. Con-
versely, the incremental model, albeit suboptimal from a 
theoretical standpoint, offers a pragmatic compromise, 
allowing organizations to sequentially enhance system 
trustworthiness within existing resource allocations. 

The findings of this research can serve as a basis for 
further exploration and development of trustworthiness 
integration mechanisms in information systems. Given 
the increasing digital transformation of society, the im-
portance of building inherently trustworthy systems is 
underscored. Future research may focus on the develop-
ment of adaptive trust models that can respond to 
emerging security challenges and technological advance-
ments. 

The contributions of this work provide a founda-
tional framework that can catalyze further academic in-
quiry and practical application in the burgeoning field of 
information system trustworthiness. As digital transfor-
mation continues to accelerate, the exigency to build in-
herently trustworthy systems has never been more criti-
cal. Future studies could delve deeper into creating adap-
tive trust models that can evolve in response to emergent 
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security threats and technological advancements, the-
reby ensuring the relevance and resilience of our frame-
work in dynamically changing digital ecosystems. 
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ВИЗНАЧЕННЯ ПОСЛІДОВНОСТІ 
ІНТЕГРАЦІЇ КОМПОНЕНТІВ 

ТРАСТОСПРОМОЖНОСТІ В СИСТЕМИ 
ЗАХИСТУ ІНФОРМАЦІЇ 

В статті досліджується концепція трастоспроможності 
(trustworthiness) як підхід до побудови систем захисту ін-
формації, що сприяє підтриманню довіри до інформа-
ційних систем, які вони захищають. Визначаються та ра-
нжуються ключові компоненти трастоспроможності: ре-
зильєнтність, безпека, безпечність,  приватність  і  комп- 
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лаєнс. Акцентується увага на значущості емерджентної 
взаємодії цих компонентів, надається обґрунтована відсо-
ткова вага кожного з них. Розглядаються два підходи до 
створення систем, що заслуговують на довіру: інтеграція 
компонентів трастоспроможності в архітектуру систем на 
етапі проектування, та адаптація наявних систем. Висвіт-
люються переваги та недоліки кожного підходу в кон-
тексті швидкості впровадження, економічності та відпо-
відності ідеології трастоспроможності. 
Ключові слова: трастоспроможність, приватність, без-
пека, резильєнтність, безпечність, системи захисту інфо-
рмації. 
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