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APPLICATION OF GENERATORS OF PSEUDO-
RANDOM NUMBERS AND SEQUENCES IN
CYBER SECURITY, METHODS OF THEIR
CONSTRUCTION AND QUALITY ASSESSMENT
Due to the rapid development of computing and measure-
ment technology, as well as the implementation of ad-
vanced technologies, the scope of application for pseudo-
random number generators and pseudo-random sequences
has significantly expanded, placing new demands on their
design and quality evaluation methods. Quality pseudo-
random sequences, although essentially deterministic, pos-
sess nearly all the properties of true random processes and
successfully replace them, as the generation of random se-
quences is extremely complex. Due to the diversity and
wide range of tasks that require the use of pseudo-random
numerical sequences, new algorithms, methods, and tools
for obtaining such sequences are constantly being devel-
oped and improved. Using pseudo-random sequence gen-
erators, one can obtain sequences of numbers where each
element is practically independent of others and follows a
specific prescribed distribution law, with the uniform dis-
tribution being the most common. Thanks to their statisti-
cal properties and generation speed, pseudo-random num-
ber and sequence generators are essential tools in various
fields, including simulation modeling (economic, mathe-
matical, physical, medical research, military applications),
computer game development (generation of 3D models,
textures, and worlds, as well as creating diversity and ran-
domness in the behavior of characters and events), and
measurement technology. Overall, it's important to note
that developers of pseudo-random sequence generators
face a set of stringent requirements regarding specific char-
acteristics of the results they create using these generators.
These requirements can vary depending on the generatot's
intended purpose and can be particularly high and demand-
ing when pseudo-random sequences are used in cybet-
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security and information protection. For example, for cryp-
tographic applications, the requirements are extremely rig-
orous and may sometimes even contradict each other. To
verify whether the generated sequence meets the specified
criteria and requirements, it is necessary to evaluate its qual-
ity, which involves assessing various features and parame-
ters. Since the development of pseudo-random sequence
generators aims to make them resemble sequences of truly
random numbers, the basis for any evaluation of genera-
tors lies in comparing the statistical characteristics of the
generated sequence with the characteristics of truly random
sequences. For this purpose, various tests are used, which
allow the detection of existing statistical regularities and,
thus, the identification of low-quality pseudo-random se-
quences.

Keywords: pseudorandom number generators, pseu-
dorandom sequence generators, cyber security, genera-
tion, testing, quality assessment.
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METOAOAOTIA OLITHKM CYMU PU3UKIB KIBEPBE3ITEKU IH®OPMAILIINTHOT
CUCTEMMU OB’EKTIB KPUTUUHOI IH®PACTPYKTYPU

Ceprifi I'oauap, Osexcauap IloreHko

Az susraueriin exoHoMiuHOT 00YLAbHOHI 3Ac1I06)8aMHA § 6UBODY MUX Yl IHIIUX 3aX0016 10 0GPOGYE PUSUKY MpPoeKL)
) YinoMY, BKANYAIONY AK Opcanisayiling, MaK i MexHiUHI, Heo0XIOHO 30LUCHUIY OYIHOUHE NODIEHANHA 6apmIOcHIi
marix 3axo0i 3 MakcuMa b0 6eAUYUHON0 30UNIKIE 8 pesyabmanti 0ii 0exinsKox pusuxis. B pobomi sanponorosara
Meri000.1025 OYIHKU CYMU PUSUKIS KibepOesneKi ingbopMayitinoi cucmemu 06 ckmis Kpumuuroi ingpacmpyxmypu.
Sanponorosaria y crianimi Meni000.4102i5 0a3)EMbiA Ha 3acII0C)atHi Men00i8 POSPAXYHKY CYMU PUHKIS i 06YUUCACHH
Komnaexcroeo pusuxy. Ha nidemasi sanpononosanoi 6 daniti cmammi Memodonoeii npedcmagaeno cmpyxmypri
lttieria 00UUCAIOBANBHUX CUCHIEM OYIHKY PUSUKY KibepbesneKu THPOPMayilinux cucimeM, /o peati3)wntt Mmenoou
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POSPAXYHKY VMU PUSUKIE 1A OOUUCACHHA KOMNJEKCHO20 DUSHKY, a MaKoxn 100Y008ati NPOIPAMHI CUCIIEMHU.
Ompumari pesyavmanmu Moncyms Gymu 8uKopucmani npu SusHauenni Pusury ckaadnozo npoexnsy (Mosce Gymiu
CKAGOHA IHPOPMayiiina cUCIIeMa), o Xapakmepusyemvea Hacaiokamu npy peasizayii 0anozo npoexmy i tmo-

BIPHICIIIO YUX HACAIOKIS.

KArouoBI caoBa: Kkibepbesneka, pusux, Kpumuura ingpacmpykmypa, ingopmayitina cucnema, Meno00.402i.

BCTVII

Ha cporoAHIIHIN A€HB B TaAy3fX, fIKl KHTTEBO
BAKAHUBI AASl KPUTHYIHOI IH(PACTPYKTYPH IIHPOKO
BHUKOPHCTOBYIOTBCA aBTOMATH30BAHI CUCTEMU YIIPaB-
AIHHA TEXHOAOTIYHHMU ITPOIECAMH, AKI BKAIOYAIOTD
CHCTEMH AHUCIIETYEPCHKOTO YIIPABAIHHA 1 300py Aa-
HHUX, CUCTEMH PO3IOAIAGHOTO VIIPaBAIHHA T4 I1HIII
KOHIryparii cucTteM yIpaBAIHHSA.

[Ile BIAHOCHO HEAQBHO IHUTAHHA OE3IIeKH 00'€K-
TiB KpHTUYIHO! IHDPACTPYKTYPU AEPKABU BHPIIITyBa-
AOCS IIO ABOX OCHOBHHX HAIIPAMKAX: 3aXHCT BIA Heca-
HKITIOHOBAHOTO AOCTYITy Ha O0'€KT Ta 3a0e3IeYcHHA
HAAIFTHOTO (DYHKIIIOHYBAHHA aBTOMATH30BAHUX CHC-
TEM YIPaBAIHHA TEXHOAOITYHHUM 1porecoM. OAHAK
PO3BHTOK T4 HOIMUPEHHA 1H(MOPMAIIIHIX TEXHOAO-
riff, TAobGaAizaria iHGOPMALIIHO-TEACKOMYHIKAIIH-
HUX MEPEK 3yMOBHAHU IIOABY HOBOTO THITY 3aIrpo3 Oe3-
IeKn 00'€KTIB - 3AOMY 1 ITOPYIIEHHA PEKUMIB (DYHK-
LIOHYBAHHS KAFOYOBHUX 00'€KTiB i opmaTmzarii, Ak
BIAITOBIAAIOTH 33 VIPaBAIHHA Ta 3a0e3ledeHHsA Oe3-
IIeKH 00 €KTIB KpUTH4IHOI iH(pacTpykrypu. 3a0e3Ire-
kiOepOesnexn  iH(OpMAIIHHUX — CHCTEM
00’eKTIB KpUTHUIHOI 1HMPACTPYKIYPHU pPerAaMeHTy-
erbcs 3akoHoM Ykpainn «[Ipo ocHoBHI 3acaau 3a0e3-
IeYeHHA KibepOesreku YKpaiHm», AKHH BH3HAYAE
IIPaBOBI Ta OPraHi3ariiiHi OCHOBH 3a0€3IICYEHHS 3a-
XHCTY ’KUTTEBO BAKAMBHX IHTEpPECIB AFOAUHH 1 IPOMa-
ASHIHA, CYCIIABCTBA T4 ACP/KaBH, HAIIOHAABHHUX iH-
TepeciB YkpaiHu y KiOepIpocTopl, OCHOBHI ITiAl, Ha-
IIPAME Ta IPUHIIAIIN ACP/KaBHOI HOAITHKH Y cpepi Ki-
OepOesrekn, IOBHOBAKEHHA ACP/KABHHX OPIaHiB,
IIAIIPUEMCTB, YCTAHOB, OpTraHi3ariii, ocib Ta rpoma-
AfH y 11iH1 cdpepi, OCHOBHI 3aCaAl KOOPAMHAII IXHBOL
AIIABHOCTI 13 3a0e3rredenHs kibepOesreku. Y BIAIO-
BIAHOCTI AO AaHOTO 3aKOHY Y KpaiHu KiOep3axucT — e
CYKYIIHICTb OPTraHI3AlIIHUX, IPABOBHUX, IHKEHEPHO-
TEXHIYHHUX 3aXOAIB, 4 TAKOXK 3aXOAIB KpumrTorpadid-
HOIO Ta TEXHIYHOIO 3aXHCTy iHdOopMarlii, cripamosa-
HUX Ha 3aII00iraHHsA KIOEPIHIIMACHTAM, BHABACHHS Ta
3aXHCT BIA KiOepaTak, AIKBIAAIIIO X HACAIAKIB, BIAHO-
BACHHA CTAAOCTI 1 HAAIITHOCTI (DYHKITIOHYBAHHA KOMY-
HIKAIIAHIX, TEXHOAOTIYHHUX CHCTEM. 3a0€3IIeYeHHs

YCHHA

KIOepOe3IIeK AOCATAETHCA CTBOPEHHAM CHCTEMU YII-
pasaiansa indopmariiinoro Oesnekoro (CVID) y Bia-
noBiaHOCTI A0 MikHApoAHOTO crasaapty ISO/TEC
27001:2013 Ta/abo CTBOpPEHHAM KOMIIAEKCHOI CHC-
temu 3axucty iHdopmanii (KC3I) y BiamoBiaHOCT] AO
3akony Ykpaiau «[Ipo szaxucr irdopmarii B iHdop-
MAITIFTHO-TEACKOMYHIKAIIIITHIX CHCTEMAX».

Oannm 3 ocHoBHux etamiB 1obysosu CVIDb,
KC3I sBAsIETBCA CTBOPEHHA CUCTEMHU PU3UK-MEHEAMK-
MeHTy. B crcremi pusmk-mMeHeARKMEHTY IIpOIIeC Orii-
HKHJ PH3HUKY € OCHOBOIO Ta INAIPYHTAM AASl HAYKOBHX
AOCAIAKEHD B OOAACTI aHAAI3Y T4 BAOCKOHAAEHHSA IC-
HYFOYHX, 4 TAKOK BHHAXOAY HOBHX METOAIB OIIHKH
PHU3HKY, INABHIIEHHA TOYHOCTI HOTO OINHKH, 3AIFC-
HEHHS HaA PUSHKAMH MATEMATHIHUX OIIEPAITiii.

Crefikxoaaepu 1HAOOPMAIIIHUX CHCTEM IIpar-
HYTb 3BECTH AO MIHIMYMY PHU3HKH KiOepOe3IeKu, a Ta-
KOK MIiHIMI3yBATH BUTPATH HA 3aXOAM 11O MiHIMi3artii
IUX pU3HKB. EKOHOMIYHA AOIIABHICTD 3aCTOCYBAHHSA
1 BHOIp THX YH IHIINX 3aXOAIB 11O OOpPOOI PH3HUKY,
BKAIOYAIOYHN AK OPraHI3aIiIHI, TaK 1 TEXHIYHI, BU3HA-
YA€THCA OIIHOYHNIM IOPIBHAHHAM BAPTOCT] TAKUX 3a-
XOAIB 3 MaKCHMAaABHOIO BEAHYHMHOIO 30HTKIB B pe-
3yAbTaTI All AGKIABKOX pH3HKIB. Pe3yAprar OLIHKK
CYMHU TaKHX PU3HKIB AAIOTH INACTABH AASl IPUHAHATTA
piIIeHHs IIOAO MPUHHATHOCTI iX piBHA 1 HEOOXIAHO-
CTi YU EKOHOMIYHOI AOIIABHOCTI iX ITOAQABIIIOf OOPO-
oxu. ITia cymoro pu3nKiB OyA€MO PO3YMITH IIEBHY Be-
AMYHHY, IO BUSHAYAETHCA 30MTKAMH Y PE3YABTATI pe-
aAizari ycix CKAAAOBHX PH3MKIB, 1 IMOBIPHICTIO pea-
Alzarii nux pusuki. Taka 3aAada ABAAETHCA aKTYAAD-
HOIO AAA BU3HAYECHHS PHU3HUKY CKAAAHOIO IIPOEKTY
(Mo:xe OyTH cKAaAHA iHGOpMALIIiHA CHCTEMA), ITIO Xa-
PAKTEPHU3YETHCA HACAIAKAMH IIPH PeaAis3ariii AAaHOTO
ITPOEKTY 1 IMOBIPHICTIO ITUX HACAIAKIB.

IcHyroul MAXOAM AO BU3HAYEHHSA HOHATTA PU3U-
KiB Ta METOAH IX OILIHKH HEAOCTATHBO IIOBHO OIIHCY-
FOTD 1€ IOHATTA, HE BPAXOBYIOTh CYO €KTUBHHUI pU-
3WK, ITIO YCKAAAHIOE KOPEKTHY Horo ormiHky. [ lnrannsa
OIIHKH PU3HKIB KibepOesmexkn 1HMOPMAIIHHIX CHC-
TEM AOCAIAKYBaAOCS Oararbma HaykoBramu [1-6]. Pa-
30M 3 THM, HEBUPIIICHHUM 3aAUIIAETHCA ITHTAHHI,
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ITOB’fI3aHE 13 MOKAHBICTIO PO3PAXYHKY CYMH PH3UKIB,
IO AAAO O MOKAUBICTD 3AIICHEHHSA KIABKICHO! OITi-
HKH PU3HKY IPOEKTY y HiAOMy 40O BHOPAHOTO Ha-
HIPAMY PO3BHTKY IIPOIIECY.

Takum YUHOM, HA Cy9aCHOMY €TAIll PO3BUTKY Ha-
VKU 1 TEXHIKH ICHYy€ OO’€KTUBHE IPOTUPITYA MIXK ITOT-
peOoIO0 B PO3PAXYHKY CYyMU PH3HKIB Ta OOYHCACHHI
KOMITACKCHOTO PH3HKY, 3 OAHOIO OOKY, Ta BIACYTHI-
CTIO BIATIOBIAHHX METOAIB PO3PAXyHKY, 3 1HITIOTO.

3 OTAAIAY Ha BUKAQAEHE BHITIE, TEMA AOCAIAKEHHSA
IIPUCBAYCHA BUPIIICHHIO BAKAUBOI HAYKOBO-IIPHKAA-
AHOI IIpOOAEMH, ITOB’I3aHOI 3 PO3POOKOIO METOAOAO-
rif OIHKK pU3HKIB KiOepOesteKkn IHOPMAIIHHIX CH-
creM OO’€KTIB KpUTHYHOI 1HDPACTPYKIYpH, OPi€HTO-
BaHO! HA CTBOPEHHSA BIATIOBIAHHX METOAIB pO3paxy-
HKY CyMH PH3UKIB, € aKTYaABHOJO.

OCHOBHA YUACTHMHA

Icaye Aocute Oarato monATh «pusnuk»y. OAHE 3
HUX BU3HAYa€ pu3uK R, Ak AMOBIPHICTD 200 MOMKAH-
BICTh P HACTAHHSA BHUITAAKOBOI IIOAIi, IIIO IIPUBOAUTH
AO IIEBHHUX 30WTKIB h, 1 MOxe OyTH 3aIIMCAHO Y BH-
TAAAL

R=p-h. 1)

Bianosiano Ao (1) sasexsicts 36murTkiB h B pe-
3yABTATI HACTAHHA AEAKOI ITOAI BIA MIMOBIpHOCTI p if
HACTAHHSA MOKHA IIPEACTABHTH Y BUTASAAL

R
h(p):E’Ae p=0. @)

Hexaii, icHye n pU3HKIB, A€ KOKEH PHU3HUK ITPEA-
craBaeHHE rpadikom Qyukiii (2) i BU3HAYAETHCA
HMOBIPHICTIO HACTAHHA BUITAAKOBOT HOAIT (puc.1), 1o
IIPUBOAUTH AO IIEBHUX 30HUTKIB (TOUKH 4, 5, 0).
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Puc. 1. Busuayenus cymu pusuxis

Mertoa BHU3HAYEHHA CYyMH PH3UKIB Iiepeabadac
ITOCAIAOBHOTO BH3HAYCHHA: MAKCUMAABHHUX 3HAYEHB
30MTKIB AASl KOKHOTO PU3HKY; HMOBIPHOCTI BHHUK-
HEHHSA TOAIH (puc.1), 0 IPU3BOAATH AO MAKCHMAAD-
Hux 30mTKiB (Toukm 1, 2, 3),; BEAUYHHH CyMapHHX
30MTKIB, ITIO HE TIEPEBUIIYE CYMY MAKCUMAABHHX 301-
TKIB AAfl KOKHOT'O 3 PH3HKIB; HMOBIPHICTD BHHUKHE-
HHf MaKCHMAABHHX 30MTKIB, K CymMH HMOBIpHOCTEI
CYMICHHX TOAIIL.

Prusux cymm BU3HAYAE€TBCA, AK AOOYTOK BEAH-
YMHNA CYMAPHHX 30HTKIB 1 WMOBIPHOCTI IX BHHHK-
HEHHSL.

OTpumaHi PE3yABTATH AQFOTH MOKAMBICTD BH-
3HAYATH BEAHYNHY CYMaPHHX 30MTKIB 1 HIMOBIPHICTD
IX BUHHMKHEHHSA, 4 TAKOX 3AIACHIOBATH OILIHFOBAHHA
CYyMU PH3HKIB 3 METOIO CIIPUAHHA IPUHHATTIO Pi-
IIICHb 110 HOro 00poOri. OMIHIOBAHHA PU3HUKY BKAIO-
4yae B ceOe IOPIBHAHHA OTPUMAHUX PE3YABTATIB i3 3a-
AQHIMH KPHTEPIAMUA AOIYCTUMOIO PU3HKY 200 AOIIY-
CTUMUX 30HTKIB.

BeAnky poAs mipum oItiHII pU3HKY BIAITpae Te, Ak
ITOTpeOH IHAMBIAA MOKYTh OYTH 3aAOBOAEHI B PE3yAb-
TaTi 3AICHEHHA CHPHATAHBOIO PE3YABTATY 1 AKY 3a-
I'PO3Y AAA HBOI'O MOKE IIPEACTABAATH HECIIPHUATAU-
Buii pesyabrar. [lpuitaarta pimmens B cdpepi yrpas-
AIHHf PH3UKAMH B 3HA4YHINA Mipl 3aA€KHTBH BIA BIA-
9yTTA PH3HKY. AOLIABHICTB ypaxyBaHHA CyO'€KTHB-
HOT'O PHU3HUKY IATBEPAKYETHCA AOCAIAKEHHAMH, IIPO-
BeACHHUMH B [7].

Tomy, KOpeKTHA KIABKICHA OIiHKA ITOBHOIO PH-
3UKY ITOBHHHA IIOEAHYBATH B COOl HE TIABKH CKAQAOBY
00'€eKTHBHOTO PU3HKY, 2 M CKAAAOBY Cy0'€KTHBHOIO
PHU3HKY.

OAHak, ICHYIOYi METOAH OLIIHKH PHU3UKIB HE Bpa-
XOBYIOTB CyO'€KTHBHY CKAQAOBY PHU3HKY, IO YCKAAA-
HIOE€ KOPEKTHY OINHKY PHU3HKIB.

SIx mokasyroTh AOCAiAKEHHSA [8], TOBHUIT PU3NK
MOZKHA ITPEACTABUTH Y BUTAAAL KOMITAEKCHOTO YHCAA:

R=r+iv, 3)
A€ 7— OO’€KTHBHUI PU3UK; ¥ — CYO EKTUBHHUH PU3HK;

i=+/-1.

[Ipn mbomy, MOAYAB KOMITAEKCHOTO pH3HKy |R |
BU3HAYAE AICHY XapaKTEPHCTUKY ITOBHOI'O PU3HKY:

IR|=+r?+v*, (4)
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a4, APIYMEHT KOMITAEKCHOTO PU3UKY:

@ =arctg %, ©)

€ IOKa3HUKOM IIPEBAAFOBAHHS OAHIEI CKAQAOBOI pu-
3HUKY HaA IHITIOFO.

MaeMO cxemaTHIHE BIAOOPAKEHHA METOAY O0-
YHUCAEHHA KOMIIAGKCHOTO PH3UKY (pHC. 2).

BBeaeHHs BXigHWUX
naHnx

O6uncneHHs

cy6'EKTUBHOTO
pU3NKy

| OBuymncneHHs I BusegeHHs pesynbTaris |
| BeeaeHHs BxigHux | | ObuncneHHs I | I
| AaHnx | y |
¥ 1 > _ 2
06'€KTUBHOTO [ y=x L l |
| pU3NKy | 0 % | %
| ‘ | |
| | O6uncneHHn O6YnCnNeHHs | BuseaeHHs
| I - | L peaynbraris |
y=3y; 23 ‘,=\/; Y obyncneHHs
i=1 % l KOMMIMEKCHOro PU3UKY
| | | |
I |

Puc. 2. CxematudaHe BINOOPaKEHHA METOAY OOYMCACHHSA KOMIIACGKCHOTO PH3UKY

V3araAbHEHa METOAOAOrIA, PO3pOOAEHA B Aa-
HOMY PO3AlAl, OA3y€ThCA Ha METOAl EKCIIEPTHUX OIli-
HOK 1 IIPEACTABAECHUX BHIIIE METOAAX Ta BKAIOYAE Ha-
CTYIIHI OCHOBHI €TaITH:

- BH3HAYECHHA OA30BUX IAPAMETPIB;

BU3HAYAIOTHCA IIAPAMETPH, AKI ABAAIOTHCA Oa-
30BUMHU, AAl OOYHNCACHHSA CYMH PU3HUKIB, BAKOPHCTO-
BYIOYH 3aIIPOIIOHOBAHI § AUCEPTALINHINA pOOOTI Me-
ToAu. Brusmayennsa 0asoBux mapamerpiB Mome Oyrn
3AIICHEHO, AK IPUKAAA, METOAOM EKCIIEPTHHX OIli-
HOK;

- BBEACHHS BXIAHUX AAHUX: BBEACHHA BXIAHUX AQ-
HHX 3AIICHIOETBCA B MOAYAD ITAM AT1 1 AAAl B MOAYAB
obuncaernd. B Mmoayal mam’sti dpopmyersea 0asa Aa-
HUX BXIAHHX AQHHX T2 PE3YABTATIB OOYHCACHb;

- OOYMCAEHHA CYMH PH3HUKIB OO’€KTHUBHOI CKAQ-
AOBOT;

- OOYHCACHHA CyMU PU3HKIB CyO’€KTHBHOI CKAQ-
AOBOT;

- BU3HAYEHHA CYMHU PHU3HUKIB OO’€KTHBHOI 1 Cy-
O’EKTUBHOI CKAAAOBHX;

- Bi3yaAi3aIlif pe3yAbTaTiB OOYHCACHb.

Hapannaa pu3nKy y BHIASAI KOMIIAGKCHOIO Y-
cAa, 3 ypaxyBaHHAM OO'ekTHBHOI Ta Cy0'eKTHBHOL
CKAQAOBHX, BIAKpHUBA€ IIEPCIIEKTUBH IIOOYAOBU MOAE-
A€W ITOBEAIHKH 3 PU3HKAMH HAa OCHOBI 3aCTOCYBAHHSA
armapaty Teopii PyHKIIIH KOMIIA€KCHOI 3MIHHOJ.

For
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Puc. 3. CrpykrypHO-aHaAITHYIHE BIAOOpAXKEHHA
PO3pOOAEHOT METOAOAOTII OIIHKK PH3UKIB.

MaemMO CTPYKTypHO-aHAAITHYHE BIAOOpPaKEHHSA
PO3pPOOAEHOT METOAOAOTI] OIIHKK PH3HUKIB (pHC. 3).
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Buxopucrosyroun 3arrporroHOBaHy B I CTATTI
METOAOAOTIIO, MOMKAHMBO IIOOYAYBATH IIPOrpamMHi 1
armapaTHO-IIPOrPAMHI CHCTEMH, fAKI Oa3yIOTbCA HA BHU-
KOPHCTAHHI METOAIB PO3PAXYHKY CyMH PH3HKIB T2 00-
YHCAEHHA KOMITAGKCHOTO PH3HKy KibepOesIekn iH-
dopmamiinux cucreM 0O0’€KTIB KpuTH4aHOI iH(pa-
CTPYKTYpH.

Ha miacraBi AaHOI MeTOAOAOTI BIreprie po3poo-
ACHO CTPYKTYPHI PIIIICHHA OOYHUCAIOBAABPHUX CHCTEM
PO3PaxyHKy CyMH PH3HKIB (pHC. 4), Ta OOYNCACHHSA
KOMITACKCHOTO PH3HKy KiOepOesmexku IH(OpMAILin-
HUX cructeM (puc.b).

Puc. 4. CrpykrypHe pillieHHA OOYHCAFOBAABHOL
CHCTEMH CYMH PH3HKIB

L

Puc. 5. CrpykrypHe pirreHHS OOYHCAIOBAABHOI CHCTEMHU
PO3PAXYHKY KOMIIACKCHOTO PHU3HKY

CrpykrypHE piIlleHHA OOYNCAIOBAABHOI CHCTEMH
PO3paxyHKy cymMH puU3HKiB (puc. 4), fiKe, 32 PaxXyHOK
BUKOPHUCTAHHA MOAYAIB BBEACHHSA, OOYUCACHH 1 aHa-
AI3y AQHHUX, OAOKIB PO3PaXyHKY, BU3HAYCHHA Ta POP-
MYBaHHSA AQHUX, AO3BOASIE 3AIFICHIOBATH aBTOMATH30-
BaHUI PO3PAXYHOK HACAIAKIB BIA All CYMICHHX ITOAIM,
3 YpaxXyBaHHAM ITOKA3HUKIB, TAKUX AK IMOBIpHICTb BH-
HUKHEHHS ITOAIM, IITO IIPU3BOAATH AO HACAIAKIB, T Be-
AWYUHA ITAX HACAIAKIB.

Ao ckaaay obumcaroBaspHO! cuctemu (puc. 4)
BXOAATH: MOAYAb BBCACHHS ITOYATKOBUX AAHHUX 1,

OAOK ITam’AITi 2, MOAYAb OOYHCACHHS 1 AaHAAI3Y AAHHX
3, MOAYAD BUBEACHHS Ta Bisdyaaisari indopmarii 11,
MOAYAB OOYHCAEHHS 1 aHAAI3Y AAHHX 3 MICTUTD OAOKH
dopmMyBaHHA MACHBY PU3HKIB IIOAIN 4, OAOK po3paxy-
HKY 3HAYCHHA MaKCHUMAABHUX 30HTKIB y PE3yAbTaTI
CyMHU PH3UKIB 5, OAOK (DOPMYyBaHHA MACHBY HMOBIp-
HOCTEN BUHHKHEHHS IIOAIH, ITIO IIPU3BOAATH AO MaK-
CHMAABHHUX HACAIAKIB B YMOBaX All KOKHOTO PH3HKY 0,
OAOK BH3HAYCHHSA HMOBIPHOCTI CYMH PHU3HKIB CyMic-
HUX BUITAAKOBHUX ITOAIN 7, OAOK BU3HAYEHHSA HMOBIp-
HOCTI ITOAl{, ITTO IIPU3BOAUTD AO CYMHU PHU3HKIB 3 MaK-
CHMAABHIAMHI HACAIAKAMH AASL KOKHOI ITOAIl 8, OAOK
PO3PaxyHKy CYMH PH3HKIB B yMOBaX All pusumkis 9,
OAOK pO3paxyHKy 301TKIB Ipu All cymu pusukis 10.

CrpykrypHE pilreHHs OOYHUCAIOBAABHOI CHCTEMH
KOMITAEKCHOT'O PH3HUKYy (pHC. 5), fKe, 32 paXyHOK BH-
KOPHCTAHHS MOAYAIB BBEACHHSA, OOYMCACHHSA 1 aHa-
AI3y AQHHX, OAOKIB PO3PAaXyHKY, BU3HAUEHHA T2 POp-
MYBAHHSA AQHUX, AO3BOASIE 3ALFICHIOBATH aBTOMATH30-
BaHUIT PO3PAXYHOK IIOBHOTO PHU3HKY, 3 YPAXYBAHHAM
00’eKTUBHOI Ta CyO’€KTHBHOI HIOIO CKAAAOBHUX, 3 BU-
KOPHUCTAHHAM TeOPii BEKTOPHOI aAT€OPH Ta KOMITACK-
CHUX YHCEA.

Ao ckraay obumcAroBasbHOI cucremu (puc. 5)
BXOAATB: MOAYAb BBEACHHSA IIOYATKOBUX AAHHUX 1,
OAOK ITam’AIT1 2, MOAYAb OOYHCACHHSA 1 aHAAI3Y AAHHX
3, MOAYAb BHBEAEHHSA Ta Bidyaaisanii indopmarii 7,
MOAYAB OOYHCACHHS 1 aHAAI3Y AAHUX 3 MICTUTH OAOK
PO3PaXYHKY KBaApaTy BXIAHUX AaHUX 4, OAOK cyma-
TOpa BXIAHUX AQHHX 5, OAOK PO3PAXyHKY KBaApPAT-
HOro KopeHs 6.

Ha ©6as3i 3a1rpoIrroHoBaHOI METOAOAOTIT Ta CTPYK-
TYPHUX PIIIEHb OOYHCAIOBAABHUX CHCTEM PO3PO0-
ACGHO AATOPUTMIYHE 3a0€3IIeYEHHA AAA peaAlsarii Bi-
ATIOBIAHOTO IIPOIPaMHOIO 3a0e3IedeHHsA 1 Ha iX oc-
HOBI PO3POOAEHO IIPUKAAAHI IIPOTPAMHI CHCTEMH.

Maemo imTepdeiic IporpaMHOl CHCTEMH PO3pa-
XYHKY CYMH PHU3HKIB, HACAIAKIB BIA ITNX PU3HKIB, HIMO-
BIPHOCTI HACTAHHA ITUX HACAIAKIB (puc. 0).

Bukopucrosyroun 3amporoHoBaHe IIpOrpaMHe
3a0e311eYeHHA BUKOHAHO OOYNCACHHA CYMH PH3HUKIB:
BIA 3arpO3, IO MOXKYTh BHHHUKHYTH IIA 9aC MEPEKEBOL
B32€MOALI, BIA 3aIP0O3, IIIO MOKYTh BUHUKHYTH ITIA 9ac
pPOOOTH 3 IIPUKAAAHUM IIPOTPAMHUM 320€3II€ICHHSAM,
BiA 3arpo3, IIIO MOKYTh BHHHKHYTH B MEPEKEBHX OIle-
pamifHuxX cucremMax IHQOPMAIIHHO-TEACKOMYHIKa-
LIfHOI CHCTEMH 3aXHINEHOIo By3Ay lHTEepHET AOC-

TYIy.
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5 oo s e — ST

Pospaxyosi aami Logam pusmc ‘

Pusiac 2 |
IMosipricTs 00

MaKcumansHe SHaveHHR CYMapHOro Kacriaxy hm Hacnigm 0 on
Hacnizmn MAX 0 ron

nogd 20 max: lflompspeec

PesynsTam pospaxyrie

Cyma pusnkis R

ImoBipHicTs Cyrm pramKia p

pvsuxsie Pm

Hacrigxn cyrm puzsxie h

Buganim aan Pospagro |

Puc. 6. Iatepdetic mporpamu

B pesyaprati poboTH IIporpaMHOro 3aco0y (puc.
7) 3AIICHEHO PO3PAXYHOK 3HAYECHHA CYM PHU3HKIB BIA
3arpos, IO MOMKYThb BUHUKHYTH IIA 9aC MEpPEKeBOl
B32€EMOAI, BIA 3arp0O3, IITO MOKYTh BUHUKHYTH ITIA 9acC
pPOOOTH 3 IIPUKAAAHIM IIPOIPAMHIM 320€3IICICHHSAM,
BIA 3arpo3, IO MOKYTh BUHHKHYTH B MEPEKEBHX OIIe-
panifinux cucreMax IH(OPMAIIHO-TEAEKOMYHIKa-
LIFHOI CHCTEMU 3aXHINEHOro By3Ay Imrepmer aoc-
Tyny. Takox 3AICHEHO PO3PaxyHOK 3HAYEHHA HAC-
AIAKIB TIPH peaAi3artii KOKHOI 3 IPYII 3arpo3 1 IMOBIp-
HICTb BUHUKHEHHS IIUX HACAIAKIB.
- (=] ©

Dopam pusisc

5 Kanekynarop cymu pusii

Pospaxyrosi nar
[ -
R1=180.R2 = 100, oV =

Makcimansne swadesa cymaproro acainky hm Hacni 500 rp

e Hacnigat MAX 10000 gy

IMOBIpHICTS BVHAAHEHHA ORI, LUO NPSBORATS A0 MaX HACHAKS pam L Logom pusiec._|

pim = 0,018, p2m = 0,01, Pesynsram pospaxyrcie

Cyma puznkie R 556 4
002782 IMOBIpHICTS Cyrm pusHKie p 05

IMOBIPHICTE BUMMIHENHR MIKCUMATHX HACTIBIAKBIB CYVI PHSHKLS P

Hacriarm cyrm puswxie h 8182352

[ Baanami e

[__Posparox

Puc. 7. ITprxaaa po3paxyHKy

B CHOBKU

OTpuMaHi pe3yAbTATH MOMKYTH OYTH BHKOPHC-
TaHi IpPH BU3HAYECHHI PU3UKY CKAGAHOIO IIPOEKTY
(mozxe OyTH cKAaAHA iH(OpPMAaLIIiHA CHCTEMA), ITIO Xa-
PAKTEPHU3YETHCA HACAIAKAMH IIPH peaAizamii AaHOro
IIPOEKTY 1 IMOBIPHICTIO ITUX HACAIAKIB, 2 TAKOXK Ad-
FOTh IIACTABU AAA IPHHHATTA PIIIEHb IIPO EKOHOMI-
YHY AOIIABHICTD 3ACTOCYBAHHS 32aXOAIB IIO 3MEHIIIE-
HHIO PU3HKY.
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METHODOLOGY FOR ASSESSMENT THE SUM
OF CYBERSECURITY RISKS OF THE
INFORMATION SYSTEM OF OBJECTS OF
CRITICAL INFRASTRUCTURE

To determine the economic feasibility of the application
and selection of certain measures to handle the risk of the
project as a whole, including both organizational and tech-
nical, it is necessary to make an estimated comparison of
the cost of such measures with the maximum amount of
losses resulting from several risks. The paper proposes a
methodology for assessing the amount of cybersecurity
risks of the information system of critical infrastructure fa-
cilities. The methodology proposed in the article is based
on the application of methods for calculating the sum of
risks and calculating complex risk. Based on the methodol-
ogy proposed in this article, structural solutions of compu-
ting systems for assessing the risk of cybersecurity of infor-
mation systems that implement methods for calculating the
sum of risks and calculating complex risk are presented, as
well as software systems are built. The results can be used
to determine the risk of a complex project (there may be a
complex information system), characterized by the con-
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sequences of the project and the likelihood of these conse-
quences.

Keywords: cybersecurity, risk, critical infrastructure, infor-
mation system, methodology.
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