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FEATURES OF USING SOCIAL NETWORKS TO
ACHIEVE CYBERINFLUENCE

In the modern information society, such a type of virtual
communities as social networks has become widespread.
The task of such social Internet services is to provide users
with all possible ways of interacting with each other. Social
networks, in addition to fulfilling the functions of support-
ing communication, exchange of opinions, meet their pro-
fessional needs, political ambitions, satisfaction of their in-
terests in art, permission and preservation of information
by members of the virtual community, increasingly become
objects and use of informational and cybernetic influence.
Monitoring of open sources, accounts, groups, application
of social engineering methods and realization of cybernetic
influences are considered the main stages of conducting cy-
bernetic operations in social Internet services that use
them. In the conditions of the Russian Federation's large-
scale war against Ukraine, which has a largely hybrid com-
ponent, digital means of mass communication and social
Internet services are widely used by the enemy to exert de-
structive informational, psychological and cybernetic influ-
ence on the military-political leadership, personnel and
population of the country as a whole. Therefore, it is
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relevant to analyze the vulnerabilities of an individual user,
depending on the information posted by him in social net-
works, and to develop methods of protection against de-
structive cybernetic influences, so that it is possible to cre-
ate an effective system for detecting and countering them
in the future.

Keywords: social network, social Internet service, virtual
community, cyber influence, social engineering, vulnerabil-
ities of social network users.
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AOCAIAJKEHHA MOKAMBOCTEN BUKOPUCTAHHSA UATBOTIB
31 IITYYHUM IHTEAEKTOM AAA AOCAIAJKEHHA )KYPHAAIB ITOAT

Ipan Omnipcerni, Biraaiti Cycykariao, CBarocaaB Bacuanmme

Aara crnamma ananizye Moncausicntt SUKOPUCIIAHHS Yart GOIILS 3 ULINYUHUM THINCACKINOM 044 AHdAI3) IHYUOeHI116
ingpopmayiinoi besnexu. Bona susnauae, ax 4ambony Moyms 00n0Mozmu Opeani3ayiam noKpamum ueuoKicme
A OMHICHIY Peazybariiin 1Ha IHYUOCHINH, SMEHILUNIN HABAIIANCEHIIA 6 PYNaX OesneKu ma MIHIMIZYEamu 6NAUE
inyudermis. Y cmammi posensaoaronmsca SUKAUKY, 10 CIIOAME NEPED OpeaHi3ayiaMu 6 peazyéatiii Ha iHyuoeHm,
6KANYaoY 6ce GLavuittl 06cAz ma cKAadHicns 3azpo3 ma deiyum Keanigpikosanux cneyianicmie vesnexu. Takoone
p032NA0ACHIBCA, AK UNLYHHULL THINENCKI MOXCE 00NOMOZINY OP2ai3aliam SUpisuumu yi npoo.ieMu, asmmoManmusyodn
36udating 3a60aia, MaKi AK aHali3 HCYPHALE NOOIL ma 8USHAYEHHA IHOUKanopie Komnpomemayii cucmem. I Ipono-
HY10IbCA CHOCOGU MatlfymIHb020 peazysania Ha IHYUOeHIU 7a POJL asmoManusayii 6 poscaidysarnri Kibepbesnexi.
Takoon, nposedero araniz sancausocmi 36aiancyéais asmomamusaysi 3 A100C6KUM 0006100M ma. cYONCeHHAM, a
1aAKONHC HEOOXIOHICIIIO HOCIHIITIHUX THEECHIUYIIL ) 11eXHOA02I 1A NEPCOHANY, ol sunepedsamy Hosi sazposu. B yi-
AOMY Crmanima Haoac inghopMayir npo nepesazi SUKOPUCIIAIIS UMY U020 IHINeAeKI) 044 Peazysartia ta inyuoennu
IHOpMayiiinoi besneKu ma nidKpecaoe HeoOXionicnry opeaniayiii cHpuiManit 4am 0016 3 wmyHuM inmeseKmom
AK KAOHOBUL KOMNOHeHM iX crpanmecii Kibepbesnext.

Karouosi caoBa: vambom, LLmyunuii Inmenexm, xibepsrouunn, xibepsacposu, xivepbesnexa, SIEM, inyudernnu,

IDK, ChatGPT.
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BCTVYII

[[IBrAKe 3pOCTAHHA TEXHOAOTIH CTBOPHAO AAf
Oi3Hecy AK MOKAMBOCTI, Tak 1 mpooAemu. Hespaxka-
FOYH Ha T€, IO TEXHOAOITYHHUII IIPOIPeC IPU3BIB AO
IMABHIIEHHA €(EKTHBHOCTI Ta PE3YABTATUBHOCTI
oIrepariiii, BIH TaKOK IIPHU3BIB AO 30IABIIICHHSA 3arPO3
kiOepOesmeri. ¥V I[bOMy KOHTEKCTI CHCTEMH BHSAB-
AGHHS BTOPrHEHb Ta KepyBaHHA IoAlamu (SIEM)
CTAAW BRKAUBUM IHCTPYMEHTOM AASl OPTAHI3AIIINA AASA
mouitopunry cBoel IT-indpacrpykrypu Ta BuAB-
ACHHS IOTEHINWHUX 3arpo3 Oesrrer. 3 MOABOO IITy-
gHOTO iHTeAeKTy (Al) 1 MAITMHHOTO HABYAHHA CHC-
temu SIEM Ha OCHOBI IITYYHOTO IHTEAEKTY CTAIOTH
HOBUM PIIIEHHAM, fAKI AOIIOMATarOTh OPTaHI3AIIAM
BUABASATH 3arpO3H KibepOesIrerni Ta pearyBaTi Ha HUX
Y peaAbHOMY yacl. V miif cTaTTi OyA€ IpOaHAAI30BAHO
Ba/KAUBICTh BUKOPUCTAHHA 49aTOOTIB HA 023l IIITyd-
HOTIO IHTEAEKTY AAA KiOepOe3IIeKH, BUCBITACHO IIepe-
BATM TAa HEAOAIKH ITi€l TEXHOAOTII Ta AOCAIAKEHO IIO-
TCHIIAHNI BIANB Ha MalOyTHE KibepOesmeku. Aoc-
AAKYIOUN POAb INTYYHOIO IHTEAEKTY AAA AOCAL-
AKEHHS KIDEP3AOUNHIB, I CTATTA MA€ Ha METi 3a0e3-
IIEYUTH ITIOBHE PO3YMIHHSA TOTO, fIK IITYIHHUI IHTEACKT
MOJKE IABHINHTH e(DEKTUBHICTD 1 PE3yABTATUBHICTD
onepariiii KioepOe3IeKn AAS OpraHi3ariii.

Ircrpymentn 6esnexu iHdopmariii Ta KepyBaHHA
IIOAIIME PO3POOAEHI, III0O AOIIOMOITH OPTaHI3aIifaM
KOHTpOAIoBaTH C€BOIO IT-iHdpacTpykTypy Ta BuAB-
AATH ITOTEHIIIHI 3arpO3H OE3IIeIl IPOTe HE 3aBKAU
OPTaHI3aIlifd Ma€ 3MOIY BUKOPHCTOBYBATH TEXHOAOTII
AAST AOCAIAKEHHS KiOep3AaounHiB 3 [IITyarmm irnTeae-
kroM. [Ipote incTpymMenTH KibepOesneku 6e3 BUKOPH-
craund [ Itygroro Iareaexry MaroTh 1 cBOI IiepeBaru:

1. PenTabeAbHICTD: IHCTPYMEHTH O€3 IITy4HOIO
IHTEAEKTY MOKYTb OyTH ACIIEBIINMH, HIK PIIICHHA
HA OCHOBI IIITYYHOTO IHTEAEKTY, IIIO POOUTB iX €KOHO-
MiYHO e(PEKTUBHIIIIM BAPiaHTOM AASl HEBEAHKHX OP-
raHisaniii a0 opraisariii 3 0OMeKEHUM OFOAKETOM.

2. Ilpocrora BHUKOPHCTaHHA: IHCTPYMEHTH Oe€3
IIITYYHOIO 1HTEACKTY MOKYTh OYTH ACITIIIMU AAfl Ha-
AQIITYBAHHA T4 BHKOPUCTAHHS, BIMArafOYH MCHIIIE
TEXHIYHHUX 3HAHb AAf HAAAIITYBAHHA Ta OOCAYIOBY-
BaHH.

3. HaaamrryBanua: IHCTPyMEHTH O€3 IITYYIHOIO
IHTEACKTY MOKYTb OyTH OIABIII HAAATOAKYBAABHUMII,
AO3BOASIFOYN OPraHi3aIlifiM CTBOPIOBATH BAACHI IIpa-
BHAQ KOPEAAIIIl Ta MEXaHI3MHU BUABACHHS, AAAITTOBAHI
AO IXHIX KOHKPETHHX IIOTPeO OE3IeKM.

4. I'my4KicTh: IHCTPYMEHTH O€3 IITY4HOIO IHTeE-
ACKTY MOJKYTb OyTH OIABIII I'HYYKAMH, AO3BOAAIOYH
OprasisamifsM 3a IIOTPeOH IHTErPyBaTH iX 3 IHIITHMHU
IHCTPYMEHTAMH Ta ITPOIECAMH OE3IIEKM.

Tomy AAfl opramisarfiii fiki MaroTb OOMEKEHNN
OIOAKET Ta PECYPCH MOJKE OYTH HE AOLIABHHM BHUKO-
pucranns [Htyanoro Inreaexry. [TpoTe ars Beanmkmx
oprauisamiii 3 OlAbIIIME. MOKAUBOCTAME LIITy<HEIi
IHTEAEKT MOKE CTATH Y HATOAl Tak AK Ma€ Takl Iepe-
BATH:

1. ABromaTmsamis: pilliecHHA Ha OCHOBI IITydY-
HOTO IHTEAEKTY MOKYTb aBTOMATH3YBATH Oararto 3a-
BAAHB, 3MCHIIYIOYN POOOYE HABAHTAKCHHSA Ha KO-
MaHAH OE3IIEKH Ta AO3BOAAIOYH IM 30CEPEAUTHCA Ha
OIABIIT CKAAAHUX 3aBAAHHSX.

2. Posmmpene BUABAEGHHA 3arpo3: pillleHHA Ha
OCHOBI IIITYYHOT'O 1HTEAEKTY MOKYTb aHAAI3YBATH Be-
AMKI OOCATM AAHUX 1 BHABAATH CKAAAHI 3arpo3d, fKi
MOJKYTb OyTH IIPONYIIEHI TPAAUIIHHIMU IHCTPYMEH-
TAMH.

3. IliABuIIIeHa TOYHICTB: pIIIEHHA HAa OCHOBI
IITY9HOIO 1HTEACKTY MOKYTh 3MEHIIIUTH ITOMHUAKOBI
CHPAIbOBYBAHHA Ta IIOMHAKOBI HETaTHBHI PE3YAb-
TAaTH, IABUIIYIOYH TOYHICTb BUABACHHSA 3aTPO3 1 3Me-
HIIYIOYH BTOMY BiA ITOIIEPEAKECHb.

4. MoHiTOpHHT y pexuMi peaAbHOTo dJacy. Pi-
IIIEHHA Ha OCHOBI IIITYYHOIO IHTEAEKTY MOKYTh 320€3-
IIEYyBATH MOHITOPUHI Y PEKUMI PEAABHOIO YaCy Ta
CIIOBIITICHHS, ITIO AO3BOASIE KOMAHAAM OE3IIEKHU IIIBH-
AKO PearyBaTy Ha IIOTEHIIIITHI 3arpO3H.

3araAoMm fIK IHCTPYMEHTH O€3 IITyIHOTIO IHTeAe-
KTy, TaK 1 PIIIIEHHA HA OCHOBI IITY9YHOTO IHTEACKTY Ma-
FOTBb CBOI II€PEBATH T2 HEAOAIKH, 1 HANKPAIITHI Bapi-
aHT AAfl Oprasisamii 3asexkaTuMme BiA i KOHKPETHHX
rroTpe0 1 OroAxkeTy. Y TOI 9ac AK piIlIeHHSA Ha OCHOBI
IITY9HOIO IHTEAEKTY IIPOIIOHYIOTh PO3IIHPEH] MOK-
AMBOCT] BUABAEHHSA 3aIPO3 1 aBTOMATH3AIlli, IHCTpyMe-
pra SIEM 06e3 IITy9HOro IHTEAEGKTY MOMKYTh OYTH
E€KOHOMIYHO e(PEeKTHUBHIIIIMU Ta AAAIITOBAHIMHU.

Tocmanosxa npobaemu

Sk MoxHA epEKTUBHO BHKOPHCTOBYBATH TEXHO-
AoTri{ IIITY9IHOrO IHTEAEKTY, III00 AOIIOMOITH B PO3CAi-
AYBaHHI Ta 3aITOOIraHHI KIOEP3AOYHMHAM, OAHOYACHO
BUPIIIYIOYN IOTEHLINHI €THYHI IIPOOAEMH, IIOB’f-
3aHi 3 KOH(IACHINNHICTIO Ta yIEPEAKEHICTIO? 30K-
pema, ax Il moKHA BHKOPHCTOBYBATH AASl BHAB-
AEHHS T4 3aIIODIraHHA KiOep3arpo3am, BHABACHHS Ta
BIACTEKEHHS KIOEP3AOUNHIIIB, 4 TAKOK AHAAI3Y BEAH-
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KUX OOCATIB AQHHX, 0O BUABUTH 3aKOHOMIPHOCTI T2
TEHACHII, AKI MOKYTh BKa3yBaTH Ha 3AOUNHHY AIAAB-
HicTe? KpiM TOrO, fK Il CHCTEMH IIITYIHOTO IHTEACKTY
MOKHA PO3POOHTH Ta BIIPOBAAUTU TAKHUM YHHOM,
o0 HaAaBaTH HPIOPHUTET KOHMIACHIIWHOCTI T2
CIIPABEAAHBOCTI AQHUX 1 3MEHIIYBATH PU3HUK 30epe-
KEHHA YIEPEAKEHOCT! YU AUCKpHMIHAI? Biatiosial
HA Il 3aIIUTAHHA MAIOThb BHUPIIIAAbHE 3HAYECHHA AAA
po3poOKH ePeKTUBHUX 1 BIATIOBIAAABHHX IHCTPYMEH-
1iB LI AAst po3cAiAyBaHHSA KIOEP3AOUHHIB.

Ananis ocmanmix docaioncens i nybaixayii

[ITyaanii IHTEAGKT 1 MAIIIMHHE HABYAHHA CTa-
FOTh ACAAAl TIOIYAAPHIIIAMI AAf aHAAIZY KypHAAiB
3aBASKM IXHIH 3AATHOCTI OOPOOAATH BEAHKI OOCATH
AQHHX 1 BUABAATH 3aKOHOMIPHOCTI, fIKI AFOAIM MOZKE
Oyrm Bakko BuABHTH. AAf npukaaay Min Ay,
Deticpert A, I'yitaenr YWixen i Biexk Cpixkymap y cBo-
emy AocaiaxkerH! «Deepl.og: BusBA€HHA Ta AlaTHOC-
THKa aHOMAAIM 13 CHCTEMHHX KYPHAAiB 32 AOIIOMO-
IOI0 TAHOOKOTO HABYAHHA» IIPEACTABAAIOTH Deep-
Log, moaeAb rAnOOKOI HEHpOHHOI Mepexi, fKa
BUYHTHCA BUABAATH AaHOMAAIl B AAHUX JKYPHAAY, ITEPEA-
Oavar0Yu HACTYIIHY IIOAIFO »KypHAAY Ha OCHOBI icTO-
puuaHEX AaHHX. Lleft miaAxiA mokasye 6araroodinsarodl
PE3YABTATH Y BUABACHHI aHOMAAII 1 AlATHOCTHII ITPO-
OAEM y CHCTEMaX PEaAbHOIO CBITy. AocAiameHHs
"Drain3: rayuxnii i edpexruBamii ppeiMBOPK aHAAIZY
kypHaaiB" mposeaere Eayapao baanxko, Barreaic At-
Alpakic Ta Poapiro @Pomnceka mpeacraBage Drain3,
OHOBAEHY BEPCIIO AATOPUTMY aHAA13y KypHaAy Drain.
Drain3 npononye miaBuIneHy edeKTUBHICTD 1 THYY-
KICTB, IIIO POOHUTDH HOTO OIABII IIPHAATHHM AASl OOPO-
OKH BEAMKOMACIIITAOHIX AAHUX KypPHAAY. ABTOPH AC-
MOHCTPYIOTE epekTuBHiCTh Drain3 y BusHavueHHi 111a-
OAOHIB KyPHAAIB 1 3SMEHIIIEHH] PYYHHIX 3YCHAD IIA 9ac
aHaAizy ypHaaiB. L myOaikarii AeMOHCTPYOTH pi3-
HomauiTHI 3acrocyBauHsA LI Aas aHAAIZy KypHAAIB,
BKAFOYAFOYH BUABACHHA aHOMAALH, pO30ip KypHAAIB,
Oesreky Ta KepyBaHHA xmaporo. [loroumi aocai-
AKEHHA B ITiH raAy31 CIPAMOBAHI HA ITOAAABIIIE THABH-
meHHA ePEeKTUBHOCTI Ta PE3YABTATHBHOCTI aHAAI3Y
AKYpPHAAIB 32 AOIIOMOTOIO MeTOAIB [11.

MeToro cTaTTi € AOCAIAKEHHSI MOKAUBOCTI BUKO-
pucranaa 4arooTis 31 Hltyarum IaTeaekrom aast AO-
CAIAKEHHSA KIOEP3AOYMHIB.

OCHOBHA YACTHMHA

I'1i020mo6Ka cepedosuma

SIK mOTEHINIHO Bpa3AUBE CEPEAOBHINE OYAO BH-
kopuctaHo AoAaTok OWASP Juice Shop Ha cepsepi
Ubuntu B Digital Ocean. AetaspHa cxema HaAarmTy-
BAHHA CEPEAOBHINA BKa3aHa Ha PUCYHKY 1. Aad rmia-
TOTOBKH CEPEAOBHINA OYAO IIPOBEACHO HACTYIIHI Alf:
crBopeno cepsep Ubuntu B Digital Ocean, BcranOoB-
AeHo Owasp Juice Shop Ak KOHTEHHEp Ta BCTAHOB-
AeHo Nginx Ak Reverse Proxy aas 3ammcy BCIX 3amm-
TiB.

Ubuntu Cepeep

' OWASP Juice Shop Nginx Reverse
Container

i Proxy

Chat GPT

Puc. 1. Cxema noTeHIIAHO BPa3AHBOIO CEPEAOBUIIA

AAf TeHeparii JKypHaAIB ITOAIH 3 ITOTECHIIHHIMN
aTaKaMU Ha HAAAIIITOBAHE CEPEAOBHUIIE BUKOPHCTOBY-
BaAMCh HacTymHi 3actocyHkm: Nessus, nmap, Burp-
Suite Ta Metaspoit. ABTOMATH30BaHi 3aCOOH IIOIIYKY
BPAa3AHBOCTEH BHKOPHUCTOBYBAAUCH AAA TOTO, IIIOO
OXOIIUTH AKOMOTA OIABIIIE THINB aTaK. 30KpEMa AAA
AAQHOTO EKCIIEPUMEHTY OYAO BH3HAYEHO, II[O aBTOMa-
THU30BaH1 PIITIEHHA AAFOTh HACTYITHI II€PEBaru:

® peaAlcTHYHI CIIeHAPIl aTaK: CKAaHEPH BPA3AH-
BOCTEI CTBOPEHI AASl IMITAII PeaAICTHYHHX CIIeHapiiB
aTaK, AKl IMITYIOTb ITOBEAIHKY 3AOBMUCHUKIB y PEaAb-
HOMy CBITl. BukopucroByroun mi IHCTPYMEHTH AAA
CTBOPEHHS KYPHAAIB, MOKHA CTBOPHUTHU PAA CIICHAPIIB
aTak, AKi MOXKYTb AOIIOMOITH BaM IIepeBipuTH edek-
tusHicTe IDS y BHABAGHHI Ta pearyBaHHI Ha Pi3HI
THUITH ATAK;

® Y3TOAKEHE TECTYBAHHA: IHCTPYMEHTH aBTOMA-
THU30BAHOTO CKAaHYBAHHSA, TaKi AK Nessus, MOXKYTb BH-
KOHYBATHU Y3TOAKEHE TECTYBAHHSA B KIABKOX CHCTEMAX,
IIIO BAXKAUBO, KOAU ITIOTPIOHO mepeBipuTr epeKTHB-
uicte IDS y Beanxomy macrirra®i;
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® KOMIIACKCHE TECTYBAHHA: CKAHEPH BPa3AHUBO-
CTEH MOXKYTb IEPEBIPATH IITUPOKUI CIIEKTP BPa3AH-
BOCTEH 1 BEKTOPIB 2aTaK, BKAIOYAFOYH BPA3AUBOCTI Me-
peKi, BeO-AOAQTKIB 1 XOCTIB;

® cdexTuBHE TECTYBAHHA: ABTOMATHYHI CKa-
HEPHU BPAa3AHBOCTEH MOKYTh BUKOHYBATH TECTYBAHHS
Ha0ATaTO IIBUAILE, HK TECTYBAHHSA BPYIHY;

3araAOM BHUKOPHCTAHHf aBTOMATH30BAHHUX 1H-
CTPYMEHTIB CKaHYBAHHA BPAa3AMBOCTEHl AAfl CTBO-
PEeHHA KYPHAAIB € e(EKTHBHHM CIIOCOOOM TECTY-
BaHHA MOKAHUBOCTEI CHCTEM BHUABACHHSA BTOPIHEHB 1
BUABACHHA ITOTEHIIIHUX BPAa3AHMBOCTEH 1 CAaOKHX
MICIIb.

Aocaiomennn xibepamax 3a donomozoro GPT-3.5

AAS AOCAIAKEHHS PI3HUX THIIIB KiOepaTak 3a AO-
romororo GPT 3.5 OyA0 BUKOPHCTAHO KyPHAAH T10-
Al 3reHepOBaHi IIiA Yac IIOIIEPEAHBOrO Kpoky. Ilep-
IMAH THI aTakK AKAH Oyao Hapano GPT-3.5 ¢ araka
ODOXOAY KaTaAOTy BUKOPHCTOBYE HEAOCTATHIO IICPEBi-
PKy Oe3nekn a00 Ae31H(EKIII0 HAAAHUX KOPUCTYBa-
dgeM imMeH (pafiaiB. ATaka Ha OOXIA KATAAOIY, TAKOXK
BiAOMa fIK aTaKa Ha OOXIA IITAAXY 200 IepexiA Ha Karta-
AOT, € THIIOM KiDepaTaku, fika BUKOPHUCTOBY€E BPa3AHBI
MiCIIl B MEXaHi3Max OOpOOKH (DafiAiB BeO-AOAATKY.
3AOBMHCHUK IIparHe OTPHUMATH HEaBTOPHU3OBAHHUI
AOCTYII AO (PaliAOBOI CHCTEMH IPOIpaMH, AO3BOAf-
FOYH YUTATH, 3MIHIOBATH 200 BHAAAATH KOHIACH-
ifini dpafiau Ta AaHi.

Please analyze this log and let me know what type of attack hacker is trying to perform:
92.253.XX.XX - - [13/Mar/2023:21:33:39 +0000] "GET

T hecd il B Sewefeeifeoieeni]-vo]-..Jetc/passwd HTTP/1.0" 404 564 "-" "Mozilla/4.0
(compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)"

The log entry you provided shows a GET request being made to a web server with the IP
address of 92.253.XX.XX, where the requested URL is
ooidodeoifeoeifowicfoviceic )i o) ... [etc/passwd™. This is indicative of an attempted
directory traversal attack.

In this type of attack, the attacker attempts to access files or directories outside of the
intended directory structure by manipulating input such as the requested URL. In this
specific case, the attacker appears to be attempting to access the /etc/passwd file, which
is a commonly used file on Linux and Unix systems that contains user account

information.

The 404 response code in the log indicates that the requested file was not found on the
server. However, the fact that the attacker attempted to access this file suggests that they]

were attempting to gather information about the system, potentially in preparation for a
further attack.

Overall, this log entry indicates an attempted directory traversal attack, specifically an
attempt to access the [etc/passwd file. It's important to note that such attacks can be a

prelude to more serious attacks, and should be taken seriously.

Puc. 2. Busuauenns araku Ha 0OXiA KaTaAOry

Chat GPT OyAo 3aIIpOIIOHOBaHO ABa 3aIIHCH 3
JKYPHAAY TIOAIN: 3aITHC IO MICTHTH B cOOI iH(OpMa-
LI{FO IIPO HMOBIPHY aTaKy OOXOAY KATAAOTY Ta 3aKOAO-
BaHHI BapiaHT aTaku OOXOAy KartaAory. Sk Gawmmo
ChatGPT 3mir BU3SHAYHTH THII ATAKA § OOOX BHITAA-
KaxX, fK BKa3aHO HAa PHCYHKAX Ta OIIMCATH 3aIIHTH,
3AIICHEHI 3AOBMHCHUKOM. 3amuT 0O€3 KOAYBAHHSA
ChatGPT posmnisHaB 3a 7 cCeKyHA, 3aKOAOBaHUIT 3a 8
CeKyHA. AaHMI Yac € BIAHOCHHM Tak, fK 9ac peary-
BaHHA TAKOXK 3AACKHUTH BIA MEPEKEBOTO 3’CAHAHHSA
AOKAABHO IIPHCTPOIO 3BIAKH 3aIIyCKAE€TBCA AOCAIL-
AJKEHHS Ta IIAPAMETPIB AOKAABHOI CHCTEMHU.

Please analyze this log and let me know what type of attack hacker is trying to perform:
92.253.xxx.xxX - - [13/Mar/2023:21:33:39 +0000] "GET
[%uffOe%uffOe/%uffOe%uffOe/%uffOe%uffOe/%uff0e%uffOe/%uffOe
%uffOe/%uff0e%uffOe/%uff0e%uffOe/%uffOe%uffOe/%uff0e%uffOe
[%uffOe%uffOe/%uffOe%uffOe/%uffOe%uffOe/etc/passwd HTTP/1.0" 400 166 "-" "-"

The log entry you provided shows a GET request being made to a web server with the IP
address of 92.253.xxx.xxx. The requested URL appears to contain a sequence of
"%uffOe" characters, which represents the Unicode character for a full stop or period.
The use of these characters is an attempt to bypass security measures that may be in

place to prevent directory traversal attacks.

Specifically, the attacker appears to be attempting to access the "/etc/passwd" file by

repeatedly using the "%uffOe" sequence to traverse up the directory tree. The resulting
URL is: "/..[....Jetc/passwd".

The HTTP response code in the log entry is 400, which indicates that the request was
malformed and could not be understood by the server. This may be because the server
has security measures in place to prevent directory traversal attacks and is blocking such

requests.

Puc. 3. Busnagyenns araku Ha OOXIA KaTaAory
AAS 3AKOAOBAHOTO (DPATMEHTY JKYPHAAY ITOAIN

Hacrymuuit tuir ataka Akuii OyB 3aIIpOIIOHOBA-
muit Aas ChatGPT e XSS araxa. MixcaiiToBHI CKpH-
nruar (XSS) — 1e T ypasAHBOCTI BEO-AOAATKIB,
AKUI AO3BOAAE 3AOBMUCHHUKAM BUKOHYBATH IITKIAAHBI
crieHapii Ha BeO-CTOpPIHKAX, AKI ITEPErASAAFOTDH IHIII
KOpHUCTyBa4l. ATaka BIAOYBa€TbCA, KOAH IIporpama
BKAIOYA€ HEHAAINHI AaHI (3a3BUYAll AaHI, BBEACHI KO-
pHCTyBadYeM) Ha BEO-CTOPIHKY O€3 HAAEKHOI IIepeBi-
PKH, eKpaHyBaHHA 200 KOAYBaHHA. Y PE3YABTATI ITIKi-
AAUBHH KOA 3AOBMHCHHKA BHKOHYETBCA B KOHTEKCTI
Opaysepa KepTBH, IO ITOTEHIIIHO MOKE IIPU3BECTH
AO KPAADKKI AQHHX, 3aXOIIACHHA OOAIKOBOTO 3aIIHCY
200 IHIITUX 3AOBMHUCHUX AlIL.

Aas anaaisy XSS aTaku OyAO BHKOPHCTAHO MO-
Aeab GPT-4.0. XSS. ChatGPT suspaums Tan aTakm
Ta ommcaB npuHIHUI ekcrAyatanil XSS. byao Busna-
YEHO INO 3AOBMUCHHK HAMAra€ThCA BIAHHYTH Ha
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AOAATOK depe3 JavaScript KOA Ta depes HapaMeTrpH
URL. 7Kypnaa mmoaiii sxasye Ha sarmt GET Ao dpariay
"xmd79st7.asp" 3 aoaarkoBum mapamerpom URL, 110
MicTuTh BOyAOBaHmi JavaScript koa: "<script>
document.cookie=%22testmtbo=2804;%22</script
>". ByAo BU3HA4YEHO, 1110 3AOBMICHHUK IIPOBOKYE CEp-
Bep BIAOOpasuTH mei KOA Ha BeO-CTOpIHIN i, K pe-
3yABTAT, BUKOHAE HOrO B Opaysepl kopucryBada. Ta-
ko ChatGPT mpoanaaisyBas BIAIIOBIAB cepBepy Ta
BKA3aB PE3YABTAT BHKOHAHHA 3arnTy. byAo Bu3Ha-
YEHO, 110 BIATTOBIAB MICTHTH KOA 404, 1110 03Ha4Ya€
"He snatipeno". Tomy ChatGPT Bkasas, 1o moixe
CBIAYHTH IIPO T€, IIIO BeO-CepPBEP HE BIAIIOBIB HA 3a-
T a00 ImoTouHa KOHMIryparifs cepBepa ITEPEIKo-
AKA€ BHKOHAHHIO Takux atak. Ha mpoBeaeHHA aHa-
Al3y 3HAAOOMAOCH 24 cexyHAH. AOIIABHO BiA3HA-
YHTH, 1110 3aUT CPOPMOBAHO YKPAiHCHKOIO MOBOIO.

92.253.xx.xx - - [13/Mar/2023:21:33:53 +0000] "GET /xmd79sr7.asp?
<script>document.cookie=%22testmtbo=2804;%22</script> HTTP/1.0" 404 564 "-"
"Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)"

3a flaHuMK 3 XypHany Nnoaiit, 3aeTbes, WO 3N0OBMUCHUK HaMaraeTbCs BUKOHATM aTaky Ha

OCHOBI B6YJOBaHOro CKpUnTa, Tak 3BaHui "Cross-Site Scripting” ataky (XSS).

XSS araka nonsirae B TOMy, LU0 310BMUCHUK BCTaBNSE WKIANMBUIA KOA, (3a3BUYai
JavaScript) B cTopiHKy Be6-caiiTy 3 MeTOI0 KpafiXKv AaHux KopucTysaya, Mmoaudikawii
BMICTy Be6-caiTy abo BUKOHaHHS iHLWMX Ail Bif iMeHi XepTeu. B gaHoMy BUnaaky,
3N10BMUCHUK HamaraeTbcs Béyaysatu koa JavaScript yepes napametpu URL.

XypHan nogi nokasye 3anut GET ao dainy "xmd79sr7.asp" 3 4OAATKOBUM NapaMeTpom
URL, wo mictutb B6yaoBaHuin JavaScript kog: "
<script>document.cookie=%22testmtbo=2804;%22</script>". 3n0BMUCHUK
CcnofiBaeTbes, WO cepsep BinobpasuTb Leit Kog Ha Be6-CTOpIHLI i, AK pe3ynbTaT, BUKOHae
ioro B 6pay3epi kopucTyBauya.

OpHak, y XypHani nofii BkasaHo koa 404, wo o3Havae "He 3HaiigeHo". Lie Mmoxe
CBIAYMTYM Npo Te, Wo Beb6-cepBep He BiANOBIB Ha 3anuT abo noToyHa KoHoIrypauis

cepBepa NnepeLwKoaXXae BUKOHaHHIO Takux aTtak.

Puc. 4. Buzmadenna XSS atakn

Takox B paMKax AAHOTO AOCAIAKEHHSA OYAO IIPO-
aHAAI30BAHO MOKAHBICTD BHABACHHSA CKAaHYBAHHA Ha
BPa3AMBOCTI Ta aHAAI3Y AEKIABKOX 3aITHCIB 7KyPHAAiB
IIOAIHT OAHOYACHO. AAfl AAHOTO AOCAIAKCHHS OYAO
Bukopucrano 4at-60t ChatGPT Bepciro moaeai GPT
4.0. ChatGPT BusHauus, 1110 HaAQHI JKYPHAAH ITOALT
BKa3yIOTb HA T€, ITI0 3AOBMHICHUK HAMATAETHCA 3HANTH
BPa3AUBi TOYKH BeO-cepBepa, BUKOPHUCTOBYIOUN Pi3HI
ITAAXH 1 MeTOAM 3anuTiB. OIpalroBaHHA KYPHAAIB
ITOAILH TprBaAO 16 cexyHA. Takoxk OyAO ompanboBaHO
Ta IPOAHAAI30BAHO KOKEH 3aIINT IHAUBIAyaAbHO. Ba-
PTO 3a3HAYMTH, IIIO 3aIIUTH OYAH OIIPAIbOBaHI T4 Bi-
AIIOBIAb HAAQHA YKPaiHCHKOIO MOBOIO.

92.253.xx.xx- - [13/Mar/2023:21:33:52 +0000] "POST /spipe?Source=nessus HTTP/1.0"
404 564 "-" "Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)"
92.253.xx.xx - - [13/Mar/2023:21:33:52 +0000] "POST /cgi-bin/mainfunction.cgi
HTTP/1.0" 404 564 "-" "Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)"
92.253.xx.xx - - [13/Mar/2023:21:34:07 +0000] "POST /flex2gateway/http HTTP/1.0" 404
564 "-" "Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)"

LLi 3anucu XypHany nogiji BKasyloTb Ha Te, WO 3N0BMUCHWK HaMaraeTbesi 3HanTu
BPa3nuBi TOUKU Be6-cepBepa, BUKOPUCTOBYIOYM Pi3Hi WAAXM | MeToam 3anuTie. Taka
aTaka Bifoma sk "ckaHyBaHHs" abo "npobuBaHHs" Be6-cepBepa.

1. Mepuumit 3anuc Bigobpaxae cnpoby 3n10BMUCHUKA BUKOHATU POST-3anuT Ha "[spipe?
Source=nessus" 3 knieHTa MSIE 8.0. "nessus" - e ckaHep 6e3neku, SKuit Moxe
BKa3yBaTW Ha Crpoby BUSBNEHHA BPa3/IMBOCTEM.

2. [pyruii 3anvc cBig4nTh Npo cnpoby 3N0BMUCHMKA BUKOHATU POST-3anuT Ha "/cgi-
bin/mainfunction.cgi". BiH Moxe HaMaraTucs BUKOpUCTaTK BPa3/MBOCTI, NOB'A3aHi 3
CGl-ckpuntamu.

3. TperTiit 3anuc nokasye cnpoby 3n10BMUCHUKA BUKOHATU POST-3anuT Ha
"[flex2gateway/http". Lle Moxe Bka3dyBaTu Ha cnpoby aTaku Ha Bpa3nusocTi Adobe

Flex abo AMF (Action Message Format) 3acTocyHkis.

Y BCiX TPbOX BUNagkax cepsep Bignosigae kogom 404, wo o3Havae "He 3HaigeHo". Lle
CBiAYMTL NPO Te, Lo aTakyoUmMii He 3HaLLIOB XOAHUX iCHYI0UMUX pecypcis abo BPasnuemux
eNleMeHTIB 3a HaBeleHUMHU LuNsxamMu. 3aranom, cepsep 34a€TbCs CTIMKUM [0 LuX cnpob

arTak.

Puc. 5. BusBAeHHs ckaHyBaHHA Ha BPAa3AHBOCTI

92.253.xx.xx - - [13/Mar/2023:21:39:23 +0000] "GET /wp-login.php HTTP/1.0" 404 162
"${jndi:ldap://log4shell-generic-
8Vno2Ky4QW5hhAz16ZUWS${lower:ten}w.nessus.org/nessus}" "${jndi:ldap://logdshell-
generic-8Vno2Ky4QW5hhAz16ZUW ${lower:ten}.w.nessus.org/nessus}"

92.253.xx.xx - - [13/Mar/2023:21:39:28 +0000] "GET /wwwadmin.cgi HTTP/1.0" 404 162
"${indi:ldap://log4shell-generic-
8Vno2Ky4QW5hhAz16ZUW${lower:ten}.w.nessus.org/nessus}" "${jndi:ldap://log4shell-
generic-8Vno2Ky4QW5hhAz16 ZUW${lower:ten}.w.nessus.org/nessus}"
8Vno2Ky4QW5hhAz16ZUW${lower:ten}.w.nessus.org/nessus}" "${jndi:ldap://logdshell-
generic-8Vno2Ky4QW5hhAz16 ZUW${lower:ten}.w.nessus.org/nessus}"

92.253.xx.xx - - [13/Mar/2023:21:39:23 +0000] "GET /wp-login.php HTTP/1.0" 404 162
"$(jndi:ldap://log4shell-generic-
8Vno2Ky4QW5hhAz16ZUWS${lower:ten}.w.nessus.org/nessus}" "${jndi:ldap://log4shell-
generic-8Vno2Ky4QW5hhAz16ZUW ${lower:ten}.w.nessus.org/nessus}"

92.253.xx.xx - - [13/Mar/2023:21:39:28 +0000] "GET /wwwadmin.cgi HTTP/1.0" 404 162
"$({indi:ldap://log4shell-generic-
8Vno2Ky4QW5hhAz16ZUW${lower:ten}w.nessus.org/nessus}" "${jndi:ldap://log4shell-
generic-8Vno2Ky4QW5hhAz16ZUW${lower:ten}.w.nessus.org/nessus}"

It seems like someone is attempting to exploit the Log4Shell vulnerability on your server.
The Log4Shell vulnerability (CVE-2021-44228) is a critical security vulnerability found in
the Apache Log4j library that allows remote code execution. It gained significant attention
when it was discovered in December 2021.

In the logs you provided, the attacker is trying to access */wp-login.php™ and
*/wwwadmin.cgi® endpoints with malicious payloads. They are using the
“${jndi:1ldap://...}" syntax, which is specific to the Log4Shell vulnerability. The
attacker is trying to make your server connect to their malicious LDAP server to execute

arbitrary code. ‘G Regenerate response

Puc. 6.Bussaenns excuayaranii Log4j Bpasausocti

CKAQAHICTD JKYPHAAIB ITOALH ITOCTYIIOBO 301Ab-
IIIYBAAACHh B XOAl AAHOTO AOCAiAKeHHA. AAf HacTyII-
HOI'O aHAAI3y OYAO HAAAHO 3AIIHCH 3 KYPHAAIB IIOAILH,
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AKI OYAM 3aITHCAHI CEPBEPOM IIIA 9aC CIIPOON EKCIIAY-
aramii Log4j Bpasamsocti. Bpasamsicte Log4Shell
(CVE-2021-44228) — 11¢ KpUTHYIHA BPa3AHBICTD O€3-
exH, BuABACHA B OiOaioTeri Apache Logdj, sixa Ao-
3BoAf€ BiaaaaeHO BukOoHyBaTH KOA. ChatGPT 3 Buko-
pucranaam GPT 4.0 ycImiInmHo BUABUB €KCIIAYATALIIO
CVE-2021-44228. Ha aanwii anaai3 3HaA00MAOCH 15
cexkyHA. BapTo 3a3HaunTy, 1110 OTPUMAHUIT PE3YABTAT
HAAAHO AHTAIHCHKOIO MOBOTO.

OTO0X, Y pe3yAbTaTI AAHOTO AOCAIAKEHHSA MOKHA
3pOOHUTH BHCHOBOK, IO 3 yCIX HAAAHUX 3aIIHTIB
ChatGPT omnparmroBaB yci Ta YCIIIIIHO BHUABUB YyCi
THIN aTak. TakoxK y pamMKax AQHOTO AOCAIAMKEHHS
OyAM IPOBEACHI EKCIEPUMEHTU 3 BHKOPHUCTAHHAM
MACHBIB KYPHAAIB ITOALl 3 BUKOPHCTAHHAM ACKIABKOX
3AIIMCIB KYPHAAIB IIOAIN, 3 AIKUMU MOAEAB YCITIITHO
CIIPABHAACE.

BHMCHOBKU

Yar-60TH Ha OCHOBI IITYYHOIO IHTEAEKTY, TAK fIK
ChatGPT, MOKyTh peBOAIOIIIOHI3yBaTH CIIOCIO pO3c-
AAYBaHHA KIOEP3AOYHHIB, 3a0€3IIEUYIOUN IIIBHAKE,
MacIITaboBaHe Ta EKOHOMIYHO eeKTUBHE PIIIeHHA
AASl AHAAI3Y BEAHUKHX OOCATIB AAHUX 1 BHABACHHSA I10-
TEHIIIHHUX 3arpo3. Sk ImokazaAm AOCAIAKEHHS, pO3T-
ASHYTI B I CTaTTi, 9aT-00TIB HA OCHOBI IIITYIHOIO
IHTEAEKTY MO’KHA HABYHUTH BUABASTH MOAEAI ITOBEAl-
HKH, IIO3HAYATH INAO3PIAY AKTUBHICTD 1 HAAABATH II€-
PCOHAAI30BAHY INATPHUMKY KEPTBAM KiIOEP3AOUMHIIIB.

OAHAK BUKOPUCTAHHA 9aT-OOTIB HA OCHOBI IIITY-
YHOTO IHTEAEKTY AAfl PO3CAIAYBAHHA KiOEP3AOUIHHIB
TAKOK ~BUKAMKAE BWKAHMBI C€THYHI IIpOOAEMH,
ITOB’A3aH] 3 KOH(DIACHINIHICTIO AQHHUX, VIIEPEAKEHI-
CTIO T4 MOKAHBICTIO YaT-OOTIB IHATPUMYBATH AFC-
kpuMiHanifai npaxkruka. [[lo6 mepexonarmes, 1o
49aT-OOTH HA OCHOBI IIITYYHOTI'O IHTEAEKTY BUKOPHCTO-
BYIOTBCHl BIAIIOBIAAABHO T2 €(PEKTHBHO B KOHTEKCTI
pO3CAIAYBaHHA KIOEP3AOUHHIB, BAKAUBO, IOO Mali-
OyTHI AOCAIAKEHHS OYAN 30CEPEAKEH] HA BHPIIICHH]
LIAX IIPOOAEM.

Icaye KiAbKa HAIPAMKIB MAMOYTHIX AOCAIAKEHB
IIOAO BUKOpHCTAHHA 4aT-00TiB Ha OocHOBI LI AAs
poscaiayBarHA KiOep3AounHiB. OAHIEIO 3 BaKAUBHX
cep yBaru mae OyTu po3poOKa 4aT-O00TiB, IIpHU3HAYE-
HUX AAfl 3aXHCTY KOH(IACHIIHHOCTI KOPHUCTYBAYiB 1
ITOM AIKITIEHHA PHU3UKY YIIEPEAKEHOCTI IH AUCKPHMI-
mgaril. [le MOXke BKATOYATH BUBYEHHS HOBUX ITIAXOAIB
AO aHOHIMI3aIlli AAHHX, BIIPOBAAKECHHA CyBOPOIO

KOHTPOAIO AOCTYITy AO AAHHX i BUKOPHCTAHHSA IIepe-
AOBUX AATOPHIMIB AAfl BUABACHHSA Ta IIOM AKITICHHSA
VIICPEAKEHD Y HABYAABHHIX AAHIX YaT-OOTA.

THITIIM BaXKAMBHM HAITPAMKOM AOCAIAJKEHD MOJKE
CTATH PO3POOKA 4aT-0O0TIB, 3AATHHUX AHAAI3YBATH HETE-
KCTOBI AJKEpPEAd AAHHX, HAIIPUKAAA 300PaKCHHSA Ta Bi-
Aco. Lle moke mepeAbaYaTH BKAIOYEHHS IIEPEAOBHX
METOAIB KOMITFOTEPHOTO 30PY Ta OOPOOKH IIPHPOAHOL
MOBH B AATOPUTMH 4aT-00Ta, 11100 BiH MIr iAeHTHIKY-
BATH T4 aHAAI3YBATH MYABTUMEAIITHHUI BMICT, ITOB’f3a-
HHH 3 KIOEP3AOYMHHICTIO.
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RESEARCH OF THE POSSIBILITIES OF USING
CHATBOTS WITH ARTIFICIAL
INTELLIGENCE FOR LOGS ANALYSIS
This article analyses the possibility of using chatbots with
artificial intelligence to investigate information security in-
cidents. It identifies how chatbots can help organizations
improve the speed and accuracy of incident response, re-
duce the burden on security teams, and minimize the im-
pact of incidents. The article examines the challenges or-
ganizations face in incident response, including the increas-
ing volume and complexity of threats and the shortage of
skilled security professionals. It also looks at how artificial
intelligence can help organizations solve these problems by
automating mundane tasks such as analyzing event logs
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and identifying indicators of system compromise. Future
incident response methods and the role of automation in
cyber security investigations ate suggested. It also explores
the importance of balancing automation with human expe-
rience and judgment and the need for continued invest-
ment in technology and personnel to stay ahead of emerg-
ing threats. Overall, the article provides insight into the
benefits of using artificial intelligence to respond to infot-
mation security incidents and highlights the need for or-
ganizations to embrace Al chatbots as a key component of
their cybersecurity strategy.

Keywords: Chatbot, Al, cyberthreats, cybercrime, cybet-
security, SIEM, incidents, IDR, ChatGPT.
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MOAEAFOBAHHA ITH®OPMALIIMTHO-TICUXOAOTTUYHOT'O BITAMBY HA CYCITIABCTBO

Bososumup ApremoB, Bososumup Xoporirxo, FOaiga XoxaauoBa

Y cmammi oacmuca susnanenna ingopmayiiino-neuxonoziunux enausis (IL1B) i ocrosni mkanu ix enaus na coyi-
anviil spynu cyeninsomea. Hasedero onuc modeni, wo 6edyms 00 oprmu Heairitinozo dugeperyiansre pistanni. B
M00esti 6paxosaro iHPOPMayitinuil 6NAUE Ha Macosy c6100MIcib MiNcocodUcHIicHO HGBOPpMayiiinoi 63acMo0ii, 3acobis
Macosoi iHgoprayii ma epexn sabysaria enausy I11B. Iloxasaro, uo modens Mae pimerina y 61enq0i ysazanvienoi
soetcmuynoi kpusoi. Hasedero cmanucmuyiie po3nodinenns 3a 4acom OKPeMUX YAeHI6 cOYIYMY, AKI NIOMIPUMYIONE
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