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USERS OF SPECIAL PURPOSE INFORMATION
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BIOMETRICS

The article deals with the urgent scientific problem of
protecting information systems of the critical infrastruc-
ture sector from unauthorized access. The author pro-
poses a model for the authentication of users of infor-
mation systems based on the use of behavioral biometrics
and the mathematical apparatus of the theory of fuzzy
logic. The essence of the proposed approach is, first of
all, to construct a user profile of the system based on the
engineering of behavioral patterns (frequent dependen-
cies) from a set of investigated parameters, which quite
tully reflect its inherent subconscious characteristics dur-
ing the reproduction of the process to be authenticated.
Secondly, the problem of fuzzy authentication of system
users is reduced to determining the level of compliance
of their behavioral characteristics with the existing profile
based on the analysis of a set of investigated parameters
in conditions of some fuzziness and inaccuracy of control
information. The presented model makes it possible to
identify subconscious behavioral traits inherent in a par-
ticular user that are present in different psychoemotional
states, in turn, it allows you to get rid of many descrip-
tions of the states of each account and reduce the num-
ber of false positives in the process of identity authentica-
tion, which significantly increases the efficiency of cyber-
security of information systems in the critical infrastruc-
ture sector.
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AHAAI3 AOCAIA’KEHD 3 PO3I'OPTAHHA DNSSEC B IHTEPHETI

Terauna Ilpruxoapko

Cucmema domernux iMer € 1esi0 eMHow dacnmuroro adpecayii 6 mepeswi Tnmeprenm. Hedoaixu 6 peanizayii npomoxosy DINS
0036041710716 6UKODPUCINO8YSanY 11020 01 IN06MUCHUX Oifl, NIUaC AKUX MOsce GYIIU NOPYHLEHD YIALCHICHy § 00cmynHicny Oa-
Hux npu 06miri darumu mine DINS-xaienmom ma DINS-cepsepor. Aag saxucmy yinicrocmi npu o6mini danumu DNS
npusnavena mexonoeis DNSSEC, axa sanobicac ompumarnnrw pansuiusux danux DINS-waicnmamu. B cmammi do-
CATONCYENILEA CYMACHUT Cimat SUKOPUCIIAHHA mexHoA0] posuiuperta besnexu cucmemy domernux imen DNSSEC ma
poseasdaromven numania nonumy Ha usuerna noxasnuxis 3 poscopmanns npomoxosy DNSSEC i npobnemu, wo napasi
ICHY1071 3 OIIPUMAHHAM MAKCUMAABHO 11061020 YABACHHA HPO Mactmab poseoprmatiia daroco npomoxosy 6 Iumepreni.
DNSSEC odoss045¢ 6nactuxam dovertux iMet SUKOPUCIIOBYEarmt Men00 yugdposozo nionucy iHgopMaysi, 4Ky 60 6Ho-
canw 6 cucmemy domernnux iver DINS. Lle sabesneuye saxucm cnoscusauis, max ax dani DINS, saxi niddanuca cnomsopero,
8UNAOK080 Ab0 31 3AUM YMUCAOM, 00 Hiux te 0ox00amb. | Tumatsa, axe supimye DNSSEC: Yu mosncra dosipamu 6i0nosidi
DNS? 3 2010 poxy 6ysa sabesnedera momncausicnms suxopucmariia nionucy DNSSEC na camomy sepxrvomy pisni DINS,
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AKUL HASUBACHILEA KOPEHEBUM, 10 Tcmomno noaecutye eaobanste poseopmarng DNSSEC. Odwuax Hasims decams poxis no
momy memny enposadocenra DINSSEC ax i panime saruuaromoen wusekumn. B cmammi nodano cywacnusi cmar,
NOPISHANBHUL aAHANI3, NPOOACMU 1A NEPENEKIIUBH BHPOBAVNCEHHA YIET MeXHOI020E 0NA 3aXUCHI) THPOPMayilinux pecypcis.
Biorocna cxaadmicmn mexronoedi ma eidcymmicnmy comosux pimeris ra pisti iHmepHen-KopUCLYSayis CIpPUMYIONIL 1meMn
snposadncerin DINSSEC. Bodnouac ye 06ymos.ero 00damxosumu sumpanii onepanopis menekomyHikayitl ma nposaiioepie
nocaye Ha adminicmpysarnrs, a maxox sidcymuicmto niompumxy DNSSEC 6 obnaduani onepamopevozo pisHa ma 6
peccmpanmopis domerrux ivmen. Desnexa DINS nosurna Gymu 1esid'emrorn wacmurorn niary no abesneyerio Gesnexu yeix
Kopucmysauis Inmeprent, ockinsku cucnmema, 0cHOBHUM 3a80anHAM AKOL € nepemsopers imer Mepexcesux 8ysiie 6 1P-adpecu,
BUKOPUCII08) 1071665 GYKBAABHO 8CIMa 000amKaMul § cAYHCOAMY 8 MeEPedct.

KuroqoBi caoBa: Gesnexa ingpopmayiinux pecypeis, xivepesnexa, DNS, DNSSEC, TLD, gT1.D, dowmen, domenra 3o-

#a, ICANN.

BCTVYII

Cucrema AoomenHuX iMeH (anrA. Domain Name
System, Aaai DNS) moAns BHKOpHCTOBYETBCA BCIMA,
BIA IIPUBATHHUX KOPHUCTYBAYiB AO ACPKABHUX OpPraHiB
BAAAH, fIKI INAKAFOYArOTBCA AO IHTepHery, 1 maixke
BciMa mpucrpoamu B Iurepreri. Texmoaoria Oyaa
CTBOPEHA 3aAOBIO AO TOIO, AK XTO-HEOYAb B3araAl
II09aB AyMaTH 1Ipo MepexeBy Oesmeky. DNS mpa-
1roe 0e3 aprenTHIKAI 1 MmudpyBanHi, TOOTO Ha-
OCAIII OOPOOASiE 3aITHTH OYAB-AKOTO KOPUCTYBAYa.

3 momeHTy ii crBopenna B 1983 porii TexHoAO-
rif BCE INE 3aAMINAETHCA BKPAH BPA3AHMBOIO AO aTakK.
30KpemMa, Ha 3AATHICTb 3AOBMHCHHKIB (harbCHIKY-
BaTH BIAIOBIAI Ha 3ammru Ao DNS, tim camum Ao-
3BOAAIOYN IIEPEHAPABAATY KIHIIEBHX KOPHCTYBAYiB
Ha BeO-CAlTH A CBOIM KOHTPOAEM.

AAsl po3B’A3aHHA MOPOOAEMH 3OBHIIIHIX aTak
BUKOPHCTOBYETHCA PO3IIUPEHHA CHCTEMU OE3IIEKU
AOMEHHUX iMeH AAd 1mporokoAy DNS  (amra.
Domain Name System Security Extensions, Aaai
DNSSEC).

Metoro pobOTH € AOCAIAKEHHS Cy4aCHOIO
crany Bukopucrauaa trexuosorii DNSSEC Ta morm-
Ty Ha AOCAIAKEHHS MACIITaOIB PO3TOPTAHHA AAHOL
texHoAorii B InTepreri.

Icaye Tak 3BaHa crTpaTeria «rAHOOKOTO 3aXHCTY»
(defense in depth), sAxa mMoke MmOAImIIHTH OE3IIEKY
BCi€l CHCTEMH, TOMY IO OPraHi30BaHA TaKUM dYU-
HOM, 1100 y pa3i 30010 OAHOTO PIBHA 3aXHCTY MOMK-
Ha OyAO BHKOPHCTOBYBATU IHIIHNIN PIBEHb 3aXHCTY,
TaKk K BOHA IIepeADavae KiAbKa HE3aACKHUX PIBHIB.
Posmmpenna cucremm Oesleku AOMEHHHX IMeH
DNSSEC moske 6yt OAHHM 3 ITUX PIBHIB TAUOOKO-
ro saxucty lurepuery. Iloainrmennsa Gesmexkn inTe-

puery Bumarae posropranua DNSSEC y scix some-

HaX BEPXHBOIO piBHA (aHTA. top-level domain, Aaai
TLD) [1].

IIle ma xoudepenmii Nordunet 2012 y mpesen-
tarii moao DNSSEC 6yao TBepAxKeHHs, IO ITOHAA
80% aomeniB moxyth BukopucropyBatu DNSSEC,
AKIIO X BAACHHKM TAK BBAKATHMYTb 3a ITOTPIOHE
[2,9]. Lle mBuake 3pocranns posropraaas DNSSEC
Bke Ha BepeceHb 2012 poky, mopymmAo 0arato Im-
TaHb  IIIOAO
DNSSEC B

OB’ A3aHUX 3 pOSFOpTﬂHHHM.

3araAbHOIO CTaHy PO3TOpTAaHHA

Imrepreri 1 cymyrHix mpobaem,
Ha ximens 2020 poxy larepmer-kopropariis 3

IIPUCBOEHHA IMeH 1 HomepiB (aHra. Internet
Corporation for Assigned Names and Numbers,
aaai ICANN) mmoBiaOMEAQ, IO PO3IIUPEHHA OesIre-
ku cucremn AomeHHEX iMmen DNSSEC Ttemep pos-
ropuyre y Bcix 1195 icHyrounmx AomMeHax 3araAbHOTrO
kopuctyBanusa (aHrA. generic Top-Level Domain,
gTLD).

He AuBAAYHCH HA ITHPOKE PO3IIOBCIOAKCHHSA
DNSSEC na piBHi AAMIHICTPATOpIB IIYOAIIHHEX
AOMEHIB (0cO0a, IO 3AIMCHIOE 3aXOAU 3 aAMIHICTpa-
THUBHOTO CYIIPOBOAY HYOAIYHOIO AOMEHYy Ta 3a0€3-
IICYCHHA HOTO IIPAIE3AATHOCTI) AOMEHHHUX 30H,
BIIPOBAAKCHHA B IHTepHETI BHMAarac BEAHKHX 3y-
CHAB.

V mipy Toro fx AaMiHICTpaTopH IIyOAIdHEX
AomeHiB nounHaroTh mATpuMyBata DNSSEC, Pe-
€CTPATOPH AOMEHIB (0C0O0a, IO HAAAE IIOCAYIH 3
peecTpariii Ta CyIIpOBOAY AOMEHHOIO IMEHI) TaKOXK
MarOTh AOKAQAATH 3YCHAASl B IIbOMY HAIIPAMKY AAA
AOMEHHHX IMEH, 3apEECTPOBAHHX dYepe3 HUX, fAK 1
popariaepu  IHTEpHET  ITOBMHHI — BKAIOYHTH
DNSSEC-Banipamiro Ha THX cBOix Pe3zoaBepax
(DNS-cepBepu mposariaepis), fiki OOpPOOAAIOTH 3a-

T A0 DNS.
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Xowa 3acrocysanaa DNSSEC me Bupimye Bci
IpoOAeMH 3axHCTy Mepexi I[HTepHeT, TexHOAOTIA
AOIIOMATra€ IHTEPHET-KOPUCTYyBAYaM AOOHPATHCH AO
HEOOXIAHOTO pecypcy i 3armobirae Tax 3BaHIHN «aTari
IIOCEPEAHHKA», A€ KOPHCTyBa4da, Oe3 HOro BIAOMa,
HAIIPABAAIOTD HA IIOTCHINHHO IIKIAAMBHE CaIiT.
DNSSEC 3acrocoByerbcsi Ha AOAATOK AO IHIIIHX
TeXHOAOIIH, Takux Ak TLS (3axmcr TpaHcrmopTHOTO
piBHA, METOA, 3a3BHYAll BHKOPHCTOBYETBCA B
HTTPS), sixi 3aXuIaroTh 3B'130K MK KIHIIEBUM KO-
pucTyBadem i AomeHOM [3].

ABkex, creriasicramu B cdepl MepexeBoi Oes-
ITeKH OYAH BHABACHI Ta HABEACHI OCHOBHI KOMIIOHE-
ntu 6esnekn DNS, cepea fKux 1 mocuaeHHsA Oesie-
KHI 32 PaxyHOK 3aXHIIIEHOCTI CEPBEPIB Ta CTBOPEHHSA
11aOAOHIB BBEACHHSA B €KCIIAVATAINIO; 1 aHAAITHKA T2
3BITHICTh 32 PAaxXyHOK BEACHHA KYPHAAIB IIOALH; 1
KiOeppOo3BiAKA Ta BHABAECHHS 3arPO3 34 PaxXyHOK BU-
BUYCHHA T4 AHAAI3y OTPHUMAHUX AHAAITUIHHX AAHUX
IIPO 3aTPO3H 3 3aTAABHOAOCTYIIHHX AJKEPEA; 1 BIIPO-
BaAKEHHA YAOCKOHaAeHHX IIpoTokoAiB DNSSEC,
DoT ta DoH. Aae, i MO#HA BUMIPATH, HACKIABKH
AOOpe posnoscroaxene pukopuctanad DNSSEC?

Axa xiapkicte DNS-resolvers (kommr'rorepu /
cepBepH, fAKi IPOBAMAECPH BHKOPHCTOBYIOTH AAf
IIOIIYKy KOHKPETHOIO BY3Ad, 3aIIUTYBAHOIO KOPHC-
TyBadeM, KOAU AaHI OTPHUMaHi, KOPUCTyBad II€pEHa-
IIpaBAfAETBCA Ha BIATTOBIAHY IP-aapecy) Hapasi Buko-
nye nepeBipky DNSSEC aomennoro imeni? fxa
KIABKICTD KOPHCTyBadiB IHTEpHETY KOPHCTYIOTBCA
numu 3acobamu? Lli nmuraHHA AeAaAl CTArOTh BKpai
BAKAUBUMIL.

Tomx 6esneka DNS mmoBunza Oyri HeBia'eMHOFO
YACTUHOIO ITAAHY IO 320€3IEYCHHIO OE3IEeKH, OCKi-
ABKH CHCTEMa, OCHOBHHM 32aBAAHHAM fIKOI € Ieper-
BOpPEHHA IMEH MeperKeBUX By3AlB B IP-aapecn, Buko-
PHCTOBYIOTBCA OYKBAABHO BCIMa AOAQTKAMH 1 CAYK-
Oamu B Mepeixi.

[Ipo aKTyaAbHICTH IIPOBEACHHA AOCAIAKEHB
ciaunte onyoaikopannii ICANN samuT mporosu-
Iiii, ITOAO IIOIYKIB ITAPAAHHKA, 3AATHOIO AOCAi-
AxyBati Maciradbn posropranaa DNSSEC y Inre-
pueri [4], a came, BUBYATH aKaAE€MidHI Ta TaAy3eBi
myOAiKariii, 3HaXOAUTH 1 pIKCyBaTH Pi3HI METOAOAO-
rif Ta ITOKA3HHUKH, AKI BUKOPHUCTOBYIOTBCHA AAA BHMi-

proBanHA Bcix acrektiB posropranaa DNSSEC Ta

TOTYBATH PEKOMEHAAIII 32 TOKA3HUKAMH, AKI AAIOTDH
MaKCHMAaABHO IIOBHE VABACHHS IIPO MACIITAOH PO3-
ropraraa DNSSEC.

ITocrae mmTaHHA, YOro BapTi CUCTEMHU 3aXHCTY,
III0 HAPa3l BUKOPUCTOBYIOTHCHA OaratbMa ACpKaBHI-
MU T4 IIPUBATHUMH OPIaHi3amiaMu a00 IIPUBATHIMHI

ocobamu, koAu Ha piBHI DNS saxwuct BIACYTHINA?
BHKAAA OCHOBHOI'O MATEPIAAY

V BIAIIOBIAb Ha 3arpo3u, ITOB’A3aHI 3 BPa3AHBIC-
10 DNS, MikHApOAHA Opramisariis 31 CTaHAAPTH3A-
uil (amra. Internet Engineering Task Force, aaal
IETE ) pospobmaa DNSSEC - 3acid aAs mepeBipku
DNS-3arruris.
DNSSEC moe Aatu BIEBHEHICTH B TOMY, IO BIA-

IiAICHOCTI Iammvm - cAoBamm,
oBiAb Ha Barmr DNS-3zanmT He miapoOaena. Brpo-
BaaxeHHA DNSSEC € He TIABKE KpaIIorO TaAy3eBoi
IIPAKTHKOIO, aA€ TaKOK €(DEKTHBHO AOITOMAra€ yHU-
KHYTH OiAbImocTi atak Ha DNS.

Koporkmii onuc po6orn DNS. 1106 3posy-
Mith Ak mmpairorors DNS-aTakm Ta mpoTokoa cuc-
Temu Oesrteku Aomenuux imen DNSSEC Bakamso
MaTH 3araAbHE PO3YMIHHA fIK IIPAIFOE€ CHCTEMA AO-
menumx imerr DNS.

Koxna BiABiAaHA BeO-CTOpIHKA, KOMKEH HaAl-
CAQHUU EAEKTPOHHHH AHNCT, KOXKHA KAPTHHKA YU
BIA€O, ITIO OTPHUMAHI 13 COIIAABHHX Mepex: yci Il
B32€MOAIL BukopucToBytoTh DNS AAfl TIEpETBOpEHHSA
3PYYIHHUX AASl AFOAUHI AOMEHHUX IMEGH Ha BIATIOBIAHI
tiomy IP-aapecw, 1110 HEOOXiAHI cepBepam, MapIIpy-
THU32TOPAaM Ta IHIIUM MEPEHKEBUM IIPHCTPOAM AAA
repeHarpaBAeHHA Tpadiky depes InTepHer A0 moT-
PiOHOTIO MiCIId IIPU3HAYEHHA.

HaBeAeHO BIATIOBIAD Ha 3aITHT MEPEKEBOIO KO-
MaHAOIO /0§t AO AOMEHHOIO IMeHI1 zcann.org, odirii-
uuii caiit kopropariii ICANN, kit Mu MokeMo
BUKOPHUCTATH K IIPUKAAA!

zcann.org has address 192.0.43.7

zeann.org has 1Pv6 address 2001:500:88:200::7

zeann.org mail is handled by 10 pechoral.icann.org.

zcann.org mail is handled by 10 pechora5.icann.org.
zcann.org mail is handled by 10 pechora3.icann.org.
zcann.org mail is handled by 10 pechorad.icann.org.
baunmo BIAIIOBIAHICTD HA3Bl CailTy zcann.org aA-
pec cepsepy 192.0.43.7 ma 2001:500:88:200::7, ae
PEaAbHO 3HAXOAHUTBCA Ilel caiT. Bukopucranns

IHTCpHCTY Ha 6YAB—HKOMY HpI/ICTpOI IIOYNHAETHCA 3
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DNS, xoAm xopucryBad BBOAHTH iM’A BeO-CaliTy y
Opaysepi Ha cBOeMy TeaedpoHi a0 HOYTOVII, Opay-
3ep, B CBOXO 4epry, 3a aoonomororo DNS-client, sxuit
€ YACTHHOIO OIEPAIIIHOI CHCTEMH IIPHUCTPOIO, IIe-
peaac sammmt A0 DNS-resolver. DNS-resolver, B
CBOIO Yepry, y BiAIOBiAb Ha 3aruT DNS-client, mae
HaACcHAaTH BAacHl 3ammtu DNS, gk mpasuao, Ha
KIAbKa PI3HHX aBTOPUTATHBHHX cepbepis imeH. Koan
DNS-resolver maacmaae 3ammT AO aBTOPHTETHOIO
cepBepa iMeH, BIH HE MAa€ MOKAMBOCTI IIEpPEBIPUTH
cupaBxHICTh BiAIOBIAL. DNS-resolver moske mepesi-
PUTH AHWIIE T€, IO BIAIIOBIAD HAAXOAHUTE 13 Tiel ca-
moi IP-aapecn, kyam DNS-resolver maaicaas opwuri-
HaABHHUI 3armmt. Aae moxaapsatuca Ha IP-aapecy
AKEpPeAa BIAITOBIAL - T1e HEHAAIMHHE MEXaHI3M ITepe-
BIDKH AOCTOBIPHOCTI AaHHX. 3aKAAA€HA CTPYKTypa
DNS He A03BOAfE€ PO3IIZHATH IAPOOACHY BIAIIO-
BIAb Ha OAMH 31 CBOIX 3armTiB. [Hakie kaxydu, 3A0-
BMICHUK MOKE HAIIPABHTH KOPHCTyBada Ha ITOTCH-
LIIHO ITKIAAMBUN CaiT, 2 KOPHCTYBAY I[bOTO IIPOC-
TO HE IOMITHTb.

CAIA TAakOXK 3BEPHYTH yBary i Ha Te, IO AAfl
npuckopenusa poboru DNS-resolvers B cBoemy B
Kermi 30epiraroth Aani DNS, Aki BOHEH OTPHUMYIOTH
BiA aBropuTaTHBHIX DNS-cepsepis. Uac, mporsarom
Aakoro DNS-resolver 30epirae 3ammc, Ha3uBae€TbCA
TTL (time to live).

3armT Ha oTpuMaHHA AaHEX DNS, 110 3Haxoadrbes

Sxmmo DNS-client mHaacmaae

B kerri DINS-resolver, To ocrauniil MoxKe BIAIDOBICTH
HerafiHO, Oe3 3aTPUMKH, ITOB'A3aHOI 3 HEOOXIAHICTIO
CIIOYATKY BIAIIPABHTHU 3aIIUT OAHOMY 200 AEKIABKOM
aBTOpUTATUBHUM cepBepaM. OAHAK Y BUKOPUCTAHHS
MOKAUBOCTEH KEIIYBAHHA € 1 3BOPOTHA CTOPOHA:
AKITIO 3AOBMHCHUK BIAIIPABAAE ITAPOOAEHY BIAIIO-
Biab DNS, sxy monepeanbo Oyao mpuitasaro DNS-
resolver, TO 1€ IPU3BOAUTH AO OTpyeHHA Kerra. [i-
cas mporo DNS-resolver modnnae moBepraTu Imax-
paticeki aani DNS immumMm, X10 poOnTh 3amUT AO
BKE CKOMIIPOMETOBAHOI aAPECH.

PoboTa HaA IIOIIyKOM piIlIeHHA IIPOOAEMU He-
AOCTaTHBOI HAAIFTHOCTI MEXaHI3MIB II€PEBIPKH aBTe-
arugHocti B DNS mogasacsa B aaaexkux 1990-x po-
Kax, i pesyaprarom craB mmporokor DNSSEC, akuit
AO3BOAfIE IABHITIUTH HAAIMHICTD IEPEBIPKNA aBTEH-
tranocti B DNS 3a pomomororo nudpoBux mArm-

CiB, 3aCHOBaHUX Ha KpuHITOrpadii BIAKPHTOIO KAFO-

ua. [Ipu Buxopucranni DNSSEC me 3ammry 1 Bia-
moBiai DNS miammcyroreca karodem, a cami AaHi
DNS miAmmcyroTsest BAACHUKOM ITHX AQHUX.

3acrocysaunua DNSSEC ao3Boasie 3a6e3meqnt
ABI BaxkAnBi (pyHkril B DNS:

- IlepeBipka crpaBHKHOCTI AKEpeAd AAHHX AO-
3Boade DNS-resolver mepesiputu, 9u AlFICHO OTpH-
MaHI AAHI HAAIHAIIIAY 3 Ti€El 30HU, 3BIAKH, K BIH BBa-
A€, BOHU MAIOTh OYTH.

- Ilepesipka miaicHocTi Aanux A03BOAsIE DNS-
resolver mepeBipyTH, YU HE OYAH IIi AaHI 3MIHCHI ITiA
9ac IIepeAadl, ICASA TOTO AK BAACHUK 30HU ITAIINCAB
iX 3aKPUTHM KAFOYEM IIi€]l 30HM.

Ax npusectu DNSSEC B Airo? Aas mpasu-
AbHOI pobotu nporokory DNSSEC mosunni OyTu
3aAlAHI OOMABI HOro CTOpPOHM: IyOAlKaIlisf, Aka BU-
KOHYETbCA BAACHUKAMH AOMEHIB, 1 IIOIIYK, SAKHIT
3a3BUYAll BUKOHYETHCA MEPEKEBHMU OIIEPATOPAMH,
[IIo6 BiA

DNSSEC 6yaa xopucts, iX ITOBUHHI BUKOPHCTOBY-

TAKUMH ~ AK  1HTEPHET-IIPOBAHAEPH.
BaTH OOMABI CTOpOHH [5].

BaacHuKn AOMEHIB, BIATIOBIAAABHI 32 ITyOAlKa-
miro Aaamx DNS, mmoBuuni 3a0e3nmevnTy MAIDMCAH-
asa cBoix aanux DNS 3a poomomororo DNSSEC, aas
mporo HeoOxiAHO BrkArOumMTH DNSSEC-mianmc Ha
cBoix DNS-cepBepax (abo y cBoix peecrparopis) i
IIEPEAATH peeCcTpaTopy iHOpPMAILIO, IO Ha3WUBa-
erbesa DS-3ammmcom.

MepexeBuM —oreparopaM IIOTPIOHO BCHOTO
amtre BkarounTn 1epeBipky DNSSEC na Peszoase-
pax, ki 00pooAaroTe DNS-3ammti AAf KoprcTyBa-
4iB. [Tporpamue 3abesneuenna PezoaBepis Bce dwac-
tinre BrkArouae repesipky DNSSEC 3a 3amoBuyBan-
HAM.

TowxK 3AA€TBCA, IO AASl IIOBHOIIIHHOIO PO3rop-
tagaa DNSSEC noTpibno BuKOHATH AOCHTH UITKI 1
Ha IEPIIHH IOrAfA IIPOCTI 3aBAAHHA, OIEPATOPH
Mepexl MarOTh 3AINCHUTH BKAFOYEHHSA IIEPEBIPKU
DNSSEC, a BaacHUKM AOMEHIB MAIOTH AOAATU ITH-
dppoBuIl MIAIIIC AO BUKOPUCTOBYBAHUX HUMH IMEH.

To 9omy  3araABHOCBITOBHH PIBEHb BIIPOBa-
axeraas DNSSEC, sakuit 6yB po3poOAeHNI ITOHAA
20 poxiB Ha3aA, AeAb AocAr 25%, 3TIAHO CTATHCTHY-
HOIO aHAAI3y PEriOHAABHOIO IHTEPHET-PEECTPATOPA
APNIC  (Asiatcpko-THXOOKEaHCBKHIT MepeKeBUN

tHdOpMALIHHNA HEHT).
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Biamosicti Ha IIe IMTaHHA MOKAHMBO, IIOIIEpe-
AHBO AOCAIAMBIIIHI MACIITAON posropranusg DNSSEC
y laTepHeri, moymHaroum 3 MOMEHTY 3aIIyCKy AO
CbOTOACHHSA, IIPOAHAAI3YBABIIH IIPUYUHU TaAbMY-
BAHHS, III0 ITOB’SI3aH] 3 TUMH YU IHITIMU TEeXHIYHU-
MH, GKOHOMIYHUMHU Ta AAMIHICTPATUBHHUMU ACIICK-
TaMH, fIK Ha PIBHI AEpKaB TaK 1 CBITOBOMY PiBHI.
[IloAo AepiaB, AK IPHUKAAA AEPKABHOIO PETYAIO-
BaHHA IUTaHb posnobcroaxeHHds DNSSEC B Vikpa-
imi, cala srapatu IlocranoBy KaOminy Bia 12 gepBus
2019 p. Ne 493 «IIpo BHECEHHA 3MIH AO AEAKHX I1OC-
taros Kabinery MinictpiB Vkpainn 1moao gyHKIi-
onyBaHHA OMIIIIHIX BeO-CAlTIB OpPraHiB BHKOHAB-
90l BAAAU», B 3arAaABPHUX ITOAOMKCHHAX SKOI HABEAC-
o HactyrHe: «Odimifinnii Bed-caiiT (BeO-1opTaA)
OpraHy BUKOHABYOI BAaAM Ta Oopiriiini BeO-pecypen,
IIIO ITOB’A3aHI 3 AIIABHICTIO OpraHy BUKOHABYOI BAQ-
AH (AaAl - opiriiHmii BeO-caiiT), HOBUHHI OyTH PO-
amimennmu B Aoomeri GOV.UA Ta y pasi morpedu y
AsomeHi .YKP.

AomMeH, Ha AKOMY po3MirmeHuH odiriiinuii Beo-
CaifT, HOBUHEH OYTH INAINCAHUIN 13 3aCTOCYBAHHAM
TexHoAoril 3axucty AomeHHux imen DNSSEC».[6].
IIpoBectr BUMIprOBaHHA AASl OTPUMAHHA BIAITOBIAL
AKa 7K KIABKICTh OMINIfiHUX BeO-pecypciB BUKOPHC-
TOBY€E TEXHOAOIIIO, IIIAKOM MOKAHBO, IIPOCTO IOpa-
XYBaBIIHM KIABKICTh INAIIMCAHHX AOMEHHUX IMEH B
AOMEHHIN 30Hi.

Taxky indopmariiro moxe BIACAIAKyBatH Peectp
BIAITOBIAHOT AoMeHHO] 30HH. ToOTO OKpemi Peectpu
30HH MOXKYTh 3POOHTH BHCHOBOK IIPO KIABKICTBH
Bukopucranaa DNSSEC y cBoiif AOKaAbHIN 30HI,
maaxom peecrparil sarmmmcis DS (RR). Aae ckaapan-
Hf 3araAbHOI KapTtuHn posnoscroaxeHHa DNSSEC
B ycboMy lHTEpHETI € OIABII CKAAAHIM 3aBAAHHSAM.

[Ipobaemarnka OB’ 3aHA B 3HAXOAMKECHHI KiAB-
KICHOI'O ITOKA3HMKA, B OCHOBI SIKOIO € IIMTAHHS KiAb-
KOCTI ITIAITICAaHUX 30H, KIABKOCTI ITEPEBIPEHHUX 3a-
mutiB, kiAbkocTi DNS-resolvers 3 ImATPHUMKOIO
DNSSEC, kiAbKOCTI KOpHCTYBAdiB.

KoxHe 3 HaBeAeHUX KIABKICHUX IIUTAHDb HE Mac
IIPOCTOI BIATIOBIAL, II€ 32aACKHUTH AK BIA TEXHIIHHX
dakropiB, Tak 1 BiA (pIHAHCOBUX Ta AAMIHICTPATHB-
HUX, fK Ha PIBHI A€P/KAaBHOMY TaK 1 Ha PiBHI ITIpHUBAT-
HUX IHAIPHEMCTB, VIIOBHOBAKCHHX Ha 3aIIpOBa-

axeras DNSSEC na cBoix piBHAX.

SIkmmmo K 3BEpHYTHCH AO HIPOIIOPIIL, a HE AO
aOCOAIOTHOI KIABKICTL, TO, MOMKAHBO PO3TAAHYTH
crrocoOn OTpUMAaHHA BIAIIOBIAEH. Takum dYnHOM
IIEPEHAEMO BIA HHUTAHHA «IKAa KIABKICTB» AO «AKa
9aCTKary, 1 mepedOpMyAIOEMO:

- Sxa DNS-resolver
DNSSEC?

- Sfka 4acrka KOpI/ICTyBa‘-IiB BI/IKOpI/ICTOBye

JaCTKA IIATPHUMYE

DNSSEC i ae 11i kopucTyBayir?

Lli muTaHHA CTOCYFOTBCA KIHIIEBHUX KOPHCTYBA-
9iB Ta IMIAICHOCTI CAYKOM, IIIO HAAAETHCHA KIHIICBHM
KOPHCTyBa4yaM, a HE IIPO AOMEHHI 30HU fK Takl. [H-
IIIMH CAOBAMH, II€ IINTAHHA ITTOAO BUKOPHCTAHHSA
DNSSEC Ha BiAMiHY BIA HHTaHB IIPO T€, CKIABKU
aomeniB  miammcani DNSSEC. B exonomiunomy
IIAAHI MOJKHA CKa3aTHd, IO II€ IOIAfIA B CTOPOHY
ronnty, a He Ha nporosuiiro DNSSEC [2]. Tlpo-
AHAAI3YBATH YACTKY Ta MICIE3HAXOAKEHHA Hapasl
MOKEMO 3aBAAKH CTaTHCTHII, AKy 30upae APNIC. 3
apyroro xBapraay 2019 poxy xiapkicts validating
KopucTyBauis 3pocaa 3 12% ao 22%, maiixe Ao 110-
ABoeHHA. B 1iaomy 6am3pko 68% xopucryBadis He
BUKOHYVIOTH KOAHOI 1epesipku DNSSEC B aAammit
4ac, HOPIBHAHO 3 86%, KOAU Iie BUMIPIOBAHHSA PO3-
rrogarock y 2013 pomi [7].

Axmo B 1mudpax, TO PpiBeHb IEPEBIPKH
DNSSEC 3araAbHOCBITOBHI HABEACHO Ha PHC.2, T4

OTAfIA Y IIPOIEHTHOMY CIIBBIAHOIIEHHI KpaiH
CxiapOi €Bpormm HaBeAeHO Ha puc.3, Ae Ykpaina
Ma€ TPETIO IO3UILIO0  IIO
DNSSEC.

3 HaBeAEHOTIO,

PO3ITOBCIOAKEHHIO
KIABKICTD ~ KOPHCTYBAYiB
DNSSEC 3pocrae, aae mporo HEAOCTaTHBO, IIOO
VHHUKHYTH aTaK, TAKHX fIK Cepifi MUKHAPOAHHX KaM-
manii 1o 3axonAenHro DNS B 2018 1 2019 pokax,
IO IIpUBEAA AO IIOfABI IepIroi B cBiti AupexkruBu 3
HapsBuuaninux curyaniii Arerarcrsa CLIIA 3 kiOep-
6esmeku 1 Oesmexu indpacrpykrypu (US-CERT) i1
miarrroBxaysa ICANN A0 HOBTOPHOTO IPU30BY AO
BCIX 3aI[iKABAGHHUX CTOPIH IIOBHICTIO pPO3TOPHYTH
DNSSEC [5].

Bxe B Tpasui 2021 poxy Iarepner-kopriopariisa
ICANN omny6aixkyBara samur npomosurii (RFP),
o0 3HANTH INAPAAHHUKA, 3AATHOIO AOCAIAKYBATH
macrrrabu posropranuad DNSSEC B Inrepreri [8].
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Puc.1 IIsuaxicts nepesipku DNSSEC ao tpasua 2021 poxy. I'pacix orpumano 3 odiniiinoro pecypcy perio-
HaApHOTO iHTepHET-peecTparopa APNIC (AsiaTcpko-THXOOKeaHCHKUI MepeKeBUI 1H(MOPMAIIHHAIN IIEHTP).

PoboTa 0XOIAFOE TaKi 3aBAAHHS:

1. BuBdeHnHA akaAeMIYHOI Ta TaAy3eBOi AlTepa-
TypH, IIOB’I3aHOI 3 PO3TOPTAHHA POSIIHUPEHD Oe3IIe-
k DNS (DNSSEC).

2. Ilomyk 1 AOKYMEHTYBAaHHA PI3HHUX TEXHIK Ta
ITOKa3HUKIB, IO BHUKOPHUCTOBYIOTBCA AAfl BHMIPIO-
BaHA DNSSEC posropraHHf, BKAIOYAIOYH INAIIN-
CaHHSA, IIEPEBIPKY Ta OYAb-AKI 1HITI BIAITOBIAHI 3aXO-
AH. Sk MeTpHKy MOKHA BKa3yBaTH aOCOAIOTHE 3Ha-
ueHHsA, KoedilieHT ad0 1HIIHI BIATIOBIAHHI mapa-
MeTp.

3. IlpoanaaisyBaTu 3aAOKYMEHTOBAHI METPHKH
Ta PEKOMEHAYBATH, fIkI METPHKH ITOBHHHA MaTH Op-
ramizania ICANN, 1106 orpumaTy HaOIABII IIOBHE
yaABAeHHSA 1po craH posropranHa DNSSEC.

4. ITiAroTyBaTH BUYEPIIHUIL 3BIT, B AKOMY AETA-
AI3yBaTH BHCHOBKH, BKAIOYAIOYH ACTAABHY 0iOAio-

rpadiro ycix AKepeA, AO AKX 3BEPTAAUCD.

Code Region DNSSEC Validates
XA World 2543%
XE Europe 34 52%
XC Americas 3020%
XF Oceania 30.09%
XD Asia 22 19%
XB Africa 2167%
XG Unclassified 1.13%

Puc.2 Pisens nepesipku DNSSEC 1o csity Ta
perionax. Bubipky orpumano 3 odimiinoro pecypcy
perioraapnoro inrepuer-peectparopa APNIC (Asiarcs-
KO- THXOOKEeaHCHKUI MepeKeBUH iH(MOPMAIIHHATT
LIEHTD).

IToBHMI TEKCT 3aIIUTy AO CBITOBOI CIIABHOTH,
3aIiKaBAeHOI B 320e3mevenHi cTabiAbHOI, Oe3rnevnol
Ta BiaMOBOCTIIiKOI ekocuctemu DNS Oyro omyOai-
KOBaHO B AOKyMeHTI Project Overview for the
DNSSEC Deployment Metrics Research REFP [8].

cC Country DNSSEC Validates

CZ Czech Republic, Eastern Europe, Europe 71.03%
PL Poland, Eastern Europe, Europe 93.00%
UA  Ukraine, Eastern Europe, Europe 36.36%
RU Russian Federation, Eastern Europe, Europe 30.10%
BG Bulgaria, Eastern Europe, Europe 27.89%
SK  Slovakia, Eastern Europe, Europe 18.77%
MD Republic of Moldova, Eastern Europe, Europe 1057%
HU Hungary, Eastern Europe, Europe 10.46%
BY Belarus, Eastern Europe, Europe 10.39%
RO Romania, Eastern Europe, Europe 541%

Puc.3 Pisens nepesipku DNSSEC kpain Cxianoi €po-
. Bubipky orpumano 3 odinifinoro pecypcy
perioraapHOTO iHTEpHET-peecTparopa APNIC

(Asiarcpko-TuxookeaHChKuit
MepexKeBHH IHPOPMAIIHHUI [IEHTP)

[Ticast BCeOIIHOIO aHAAI3y 3TIAHO 3aBAAHb, IIIO
onyoaikoBani ICANN, wmoxAmBO OyAe BUABATH
micrid raapmyBauusA B posroprarai DNSSEC i BuOy-
AYBATH CTpaTerii IIOAO ITOAAABIIHX AlM, AASl IIPHC-
xopennd suposasxerHs DNSSEC s Iarepreri.

B CHOBKU
3a pe3yAbTaTaMH AOCAIAKEHHSA CYy4acHOTO CTa-

ny Buxkopuctanusa TexaoAorii DNSSEC moskma 3po-

OHTH BUCHOBOK, II[O BIIPOBAAKEHHA AQHOI TEXHOAO-
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rii B InTepHeTi BUMarae BEAMKHX 3YCHAB 1 BHTpPAT
(9aCcTO 3HAYHUX) B YCHOMY CBITI.

BripoBapkeHHA IIBOTO AOCHUTB CTAPOrO HOBOB-
BEAEHHA HEYXHUABHO IIPOCYBAETHCA BIIEPEA, AAEC Ha-
BEACHHUN aHAAI3 ITOKA3y€, IO IBOIO HEAOCTATHHO
AAfl IIOBHOTO PO3rOPTAHHA. 3araAbHa KapTHHA Oe3-
ek B laTepueri aocutb xasroriaHa. [IAaax mix
URL-aapecoro B aApecHHIT pAAOK Opaysepa i cTopi-
HKOIO CafTy, IKYy MH OTPUMYEMO, BUMAra€ HeaOUAKOL
KIABKOCTI cAlrtoi AoBipu. Ik Ha cBiTOBOMY piBHI, TaK
1 Ha pIBHI AEpKaB OKPEMO IIOTPIOHO MOKPAIIIATH
CTIFKICTD 1HPACTPYKTYPH aApecariii Ta MapIIpyTh-
sarif, moTpibuO 3minanTH DNS 1 3pobutn i OiAbIIT
CTIHKOIO AO cIpoO 1i ckommpomeryBata. Aasf Ipa-
BuAbHOI poboru nporokoAy DNSSEC nosnmmi
OyTH 3aAlfHI BAACHUKHA AOMEHIB, AIKI BIAIIOBIAAIOTB 32
nyoAikamiro iHdopmari 8 DNS, i moBunHi mpocre-
KUTH 32 THM, 00 ix Aani DNS Oyam miammcasi
DNSSEC, T2 Mepexesi ormepaTropu ITOBUHHI BKAFO-
gnta DNSSEC-Baaiaamiro Ha THX cBOiX Pesoasep,
AKI 00poOAArOTH 3armT A0 DNS.

PeryAroBanus poOOTH 33AITHUX CTOPIH MA€ BiA-
OyBaTHCh AK HA ACP:KABHOMY piBHI, TaK 1 Ha piBHI
MIKHAPOAHHUX OpraHi3aIfiid, AIABHICTD fAKHX Ma€

BiaHoOIrenHsa Ao DNS.
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AHAAUN3 UCCAEAOBAHUI
1O PA3BBEPTHIBAHUIO DNSSEC
B UHTEPHETE

CucremMa AOMEHHBIX MMEH ABAAETCS HEOTHEMAEMOM dYa-
creio appecaruu B ceru Murepuer. Hepocrarku B pea-
Am3anuu Iporokosa DNS m03BOAAOT HCIIOAB30BATH €T0
AAfl 3AOHAMEPEHHBIX AECMCTBHUI, BO BPEMA KOTOPBIX MO-
JKET OBITh HAPYIIEHA LIEAOCTHOCTD H AOCTYIIHOCTH AAH-
HBIX IIpH OOMEHE AAHHBIME MEXAYy DNS-kawmentom n
DNS-cepBepom. AAfl 3aIuThl IIEAOCTHOCTH IIPU OOMeHe
AaaapMu DNS npeanasnagena texuororua DNSSEC,
KOTOpas IPEAOTBPAIIACT IIOAVICHHE (DAABIINBBIX AAH-
meix DNS-kanenTamu. B cratbe mccaeayercsa coBpemen-
HOE COCTOfIHHE HCIIOAB30BAHUA TEXHOAOTHH PACIIHpE-
HuA OesomacHOCTH cucreMbl AOMeHHBIX nvMeH DNSSEC
1 PaCcCMATPHUBAIOTCA BOIIPOCHI CIIPOCA HA H3YYCHHE II10-
KasaTeAeH ITo passepthBaHUIO ITpoTokoAa DNSSEC u
HIPOOAEMBI, KOTOPBIE CYILECTBYIOT C IIOAYICHHEM MaK-
CHMAaABHO IIOAHOIO IIPEACTABACHHA O MACIITabax pas-
BEPTHIBAHUS WaTtepnere.
DNSSEC mosBoasieT BAAAEABIIAM AOMEHHBIX MMEH HC-

AAHHOTO  IIPOTOKOAA B
IIOAB30BATH METOA HHPOBOI IMOAIIICH HHAOPMAITHH,
KOTOPYIO OHH BHOCAT B CHCTeMy AOMEHHBIX mmveH DNS.
D10 ObecriednBaeT 3aIuTy IOTPeOUTEACH, TAK KAK AdH-
meie DNS, HOABEpIIINXCA HMCKAKEHUIO, CAYIaHHO HAU
CO 3ABIM YMBICAOM, AO HHX HE AOXOAAT. Bompoc, korto-
peiit perrract DNSSEC: MokHO AM AOBEpATH OTBETY
DNS? C 2010 roaa Obiaa obecriedeHa BO3MOKHOCTD
ncnoab3oBarua noarca DNSSEC ma camom BepxHeMm
yposHe DNS, KoTOpEIil HA3BIBAETCA KOPHEBEIM, YTO CY-
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IIIECTBEHHO ~ ODA€rvaeT TIAODAABHOE —Pa3BePTHIBAHIEC
DNSSEC. OaHaKO A2Ke AECATH AET CITyCTf TEMITHI BHEA-
perns DNSSEC mo-mpexseMy ocrarorcs Huskumu. B
CTaTbe IIPEACTABACHBI COBPEMEHHOE COCTOSIHHE, CPABHH-
TEABHBIH aHAAN3, IIPOOAEMBI U IIEPCIIEKTUBB BHEAPCHUS
9TOH TEXHOAOTHH AASl 3aIIUTHl MH(MOPMALIMOHHBIX pe-
cypcoB. OTHOCHTEABHAS CAOKHOCTD TEXHOAOTHH H OT-
CYyICTBHE TOTOBBIX PEIICHUN Ha YpPOBHE HHTIECPHET-
IIOAB30BATEACH  CACPKHUBAIOT  TEMIBI  BHECAPCHHSA
DNSSEC. B 1o ke BpemA 310 OOYCAOBAEHO AOIIOAHH-
TEABHBIMHU 32TPATAMH OIIEPATOPOB TEACKOMMYHUKALIMH 1
IIPOBAHAECPOB YCAYI HA AAMUHUCTPHUPOBAHHE, A TAKKCE
orcyrcrueM 1opAepxkn DNSSEC B oGopyaoBaHnn
OIIEPATOPCKOIO YPOBHA U § PETHCTPATOPOB AOMEHHBIX
nmen. besonacuocrs DNS pAoAxH2 OBITE HEOTHEMAEMOM
YACTHIO IIAAHA 110 OOECIIEYEHUIO OE30IMACHOCTH BCEX
moAb3oBateaci VIHTEpHET, IOCKOABKY CHCTEMa, OCHOB-
HOM 32A2Y€l KOTOPOM ABASCTCA IIPEBPAIIEHUE HMEH
ceTeBEIX y3A0B B IP-aapeca HCIIOAB3YIOTCA OYKBAABHO
BCEMU IIPHUAOKCHIAMI U CAY’KOAMIH B CETH.

KaroueBble caoBa: 6e30macHOCTb HH(MOPMAITHOHHBIX
pecypcos, kubepbesomacaocts, DNS, DNSSEC, TLD,

¢TLD, aomen, poomennas sona, ICANN.

ANALYSIS OF RESEARCH ON
DEVELOPMENT OF DNSSEC ON THE
INTERNET

The domain name system is an integral part of addressing
on the Internet. Disadvantages in the implementation of
the DNS protocol allow it to be used for malicious ac-
tions, during which the integrity and availability of data
may be violated when exchanging data between the DNS
client and the DNS server. DNSSEC technology is de-
signed to protect the integrity of DNS data exchange,
which prevents DNS clients from receiving false data.
The article examines the current state of use of DNSSEC
domain name enhancement technology and discusses the
demand for DNSSEC deployment indicators and the
problems that currently exist with obtaining the fullest
possible understanding of the scale of deployment of this
protocol on the Internet. DNSSEC allows domain name
owners to use the method of digitally signing the infor-
mation they enter into the DNS domain name system.
This provides consumer protection, as DNS data that has
been corrupted, accidentally or with malicious intent,
does not reach them. Question addressed by DNSSEC:
Can DNS answers be trusted? Since 2010, it has been
possible to use the DNSSEC signature at the top level of
the DNS, called the root, which greatly facilitates the
global deployment of DNSSEC. However, even ten years

later, the pace of DNSSEC implementation remains low.
The article presents the current state, comparative analy-
sis, problems and prospects of implementation of this
technology for the protection of information resources.
The relative complexity of the technology and the lack of
ready-made solutions at the level of Internet users con-
strain the pace of DNSSEC implementation. At the same
time, this is due to the additional costs of telecommuni-
cations operators and service providers for administra-
tion, as well as the lack of DNSSEC support for opera-
tor-level equipment and domain name registrars. DNS
security should be an integral part of the plan to ensure
the security of all Internet users, because the system,
whose main task is to convert the names of network
nodes into IP addresses, are used by virtually all applica-
tions and services on the network.

Keywords: security of information resources, cybersecu-
rity, DNS, DNSSEC, TLD, ¢TLD domain, domain zone,
ICANN.

ITpuxoarko Terauna FOpiiBHA - KepiBHUK AeapTaMEeH-
Ty cepsicHoi/Texniunol marpumkn TOB «luTeprer IH-
BECT».

E-mail: tata@mirohost.net.

Orcid ID: 0000-0001-6909-7697.

ITpuxoapko Tareana FOpepeBHA - PYKOBOAHTEAB Ae-
IapTAMEHTA CEPBUCHOM /TeXHIYEeCKOH mmoaaepxka OO0
«Murepuer Masecm.

Tetiana Prykhodko - head of Support Department,
Internet Invest, Ltd..

Koszaroscekuii Basepiii BasepifioBuu - A.1.H., pode-
cop, 3asiayBad kadeApH 3aco0iB 3axmcry iHOpMALT
Harmionaapsuit apiamifftHmii yHiBepcHTeT.

E-mail: vvkzeos@gmail.com.

Orcid 1D:0000-0002-8301-5501.

Kosaosckmii Basepuii Basepuesuy - A.T.H., mpodec-
COP, 3aBEAYIOIIHUI Ka)eAPOH CPEACTB 3AIUTEL HH(OP-
Marua HaItmoHaABHOTO aBHAITHOHHOIO YHHBEPCHTCTA
Kozlovskyi Valeriy- Doctor of Technical Sciences, Pro-
fessor, Head of the Department (Department of infor-
mation security systems) National Aviation University.

AxopiB IBam - acmipanr, Hamiomaspnwmit apiariiinmmii
VHIBEpCHTET.

E-mail: vvkzeos@gmail.com.

Orcid 1D:0000-0002-8301-5501.

Axosus HUBaH - actuupant, HanuoHaAbHBIN aBHAIIIOH-
HBIH YHUBEPCHTET.

Jakoviv Ivan - postgraduate student, National Aviation
University.

130


http://orcid.org/0000-0001-6909-7697
mailto:vvkzeos@gmail.com
http://orcid.org/0000-0002-8301-5501
mailto:vvkzeos@gmail.com
http://orcid.org/0000-0002-8301-5501

