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image encoding. An encryption method that used the
Hadamard matrix to encrypt color raster images was
identified. In the process, it was determined that it was
sufficient to use non-orthogonal Hadamard base matrices,
but in the future, 16 Hadamard 4x4 support matrices could
be used to improve the crypto-stability of the application.
An algorithm for encrypting image pixel combinations
using the Hadamard matrices was developed. First, for
each pixel of the image, this method randomly determines
three Hadamard matrices R, G and B. Then, for each
matrix of the encoded image, a matrix key is selected. The
key matrix is generated in such a way that when you ovetlay
one matrix on another, they form a combination of four
pixels that are as close as possible to the pixel of the input
/ sectret image. The R, G, and B matrices of one pixel of
the encoded image and key overlap. The matrix data is then
added to the encoded image and key image respectively
according to the pixel position. As a result, the web
application user receives two images (encoded image and
key). Only one of them cannot play a secret image. A web
application was developed that uses this encryption
method to encode and decode color images.
Keywords: Hadamard matrix, information
encryption, color images, web application.
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AOCAIAJKEHHSA TEXHOAOTIIN BITAMUBY TA METOAIB ITPOTUAIL ®IIITUHTY

Amurpo Mexes, FOsia Traq, Boaoasnmup basnsesua

Y cmammi npoaranisosaro axmyanvui 3azposu ingopMayiinii Gesneyi ma 3pobaeHo HPOZHO3 OCHOBHUX HANPAMKLE HpOsedeHH?
Kibgpamax 6 Maibymmvomy. 3 ac08ano, wo ceped icHyrouux 3azpo3 ingopmayitiniii desneyi 6sice Komputl Pix nocnine neputi no3uys
3aiMarny Menmoou coyianvoi invcenepii. Budineno natibinvu nomupens imncmpymenmu i Menodu 00Hici 3i cKAAD0BUX COYIanbHOF
iHoIceHepil - itie), 30KpeMa 6cnausaroyi 61KHa, Minccatinosut ckpunmure, novusxu URL-adpecu momo. Aocnionuxamu cgo-
PMYAB08aHD HUSKY PEKOMEHOaYI 1000 3aXUcHT) Opeari3ayitl 1a NiONPUEMCINE ) KOHINEKCIIE BUKOPUCIIATNA eEKMIUBHUN IIEXHIY-
Hux 3ac0016 3axucmy (Hanpuxiad, SIEM-pinenna - 0411 c60e4actozo 6uA6.1eHHA amart, AKuo IHGPACHPYKIpa 6UABUAAC 3apa-
HCEHO10, ABINOMAIIUI08AlT 3aC00U aHANI3) 3axuuyenocmi | euneaenn spasaugocmed 8 113, mepescesuti expar pisis dodanxis (web
application firewall) ax npesermusrutl 3axio 3axucny eeb-pecypeis), besnocepedrsozo axucny darux (30KpeMa, sbepescera KoHgpi-
Oertyitinol ingbopmayii' y 3aKpUumoMy U200 3 00MesNCeHUM Q0CHIYROM, De2YAAPHE CIIBODEHHA PesepeHUX KONiT cleme I 3bepenceritis
ix Ha 8udineHUX cepsepax OKPeMO 610 MEPENcesUX: ceeMernie pobouux: clucieMm), a marodn Gesnexts nepeoHaty (a came, nidsuuyerHsa
oGisrarocmi npayisnuxie 6 numarinax 1b, peyaspre nasuarnns nepconany npasuiam Gesneuroi pobomu 6 Inmepremsi, noacrerta

Mer00is amax i cnocobis 3axuciy mouo).

KarouoBi caoBa: ingopymayitina besnexa, coyianstia inmncenepis, Qimure, 3acobu saxuciny ingopyayii.
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Bceryn. ®axiBii B ycbOMy CBiTI BEAYTH Oesrepe-
pBHY OOpOTBOY 3 KIOEP3AOIHHHICTIO, 1 Ite, AK 1 pa-
HiITIE, 3MYIIy€ 3AOBMHUCHHKIB BAOCKOHAAIOBATH CBOL
tacrpymentun. Ha mowartky mmHyAOro poxy kide-
paTake CTAaAH BHIIPOOYBAHHAM AAfl OaraTbOX Op-
ramizarii pisaux cdep xurreaiaspaocti. Cepea icHy-
FOYHX 3arpo3 iHMOPMAIIIHO! OE3IIEKH BKE KOTPHI
pIK IIOCIIAB AIAYIOUl ITO3HINI 3aMMAIOTh METOAHU
cormiaAbHOI imxkeHepii. Kibep3AO9HHII IPOAOBKYIOTH
BIAHAXOAHUTH BCE HOBI METOAM BIIAHBY HA KOPHCTY-
BadiB, fIKI AO3BOAHAHN O IM 3apasUTH HIABOBY CHCTEMY
mkiaamsum 13, Bkpactu rporr abo oTpuMati AO-
cTyIr A0 KoH(pIAeHIIFTHOT iHdopMmartil Tormo. PirmuHr,
AK OAMH 3 HAWITONYAAPHIIIUX CEPEA UUCACHHHUX iH-
CTPYMEHTIB COIIIaABHOI IHKEHEpii, MOKE IPHIAMATH
pisHi dpopmu 1 MOxKe OyTH peaAl3OBaHHUIT 32 AOIIOMO-
roro Oe3Aidi 3acO0IB Ta METOAIB.

AHaAi3 OCTAaHHIX AOCAIAKEHB 1 IyOAiKarriii.
AocaipxeHHIO 1HMOPMAIIHHO! OE3IIEKH IIPHCBAICHI
podotu B.B. bapannuxa, B.M. Boryma, C.B. Bixo-
pesa, LA. T'opbenko, FO.I I'purrox, C.B. Kazmup-
ayk, I.®@. Konaxosmua, O.I'. Kopuenka, M.I'. Ayris-
koro, A.l Mapyrmaka, B.Il. Meapnixosa, B.B. Mo-
xopa, O.M. Hosikopa, O.B. Oaiiinuxa, O.B. Coc-
uina, C.B. Toarorm, B.O. Xoporko, O.K. FOaina T2
im. IlyOaixarii [2]-[5] MATBEPAXKYIOTH aKTyaABHICTH
3arpos indopmariiinoi 6esmexn. Cepea AKHX BiKe KO-
TPHI PIK HOCIIAB IIEPIM ITO3UIII 3aiMaIOTh METOAU
coriaapHOI 1HKeHepil [8, 9].

AocAipxKeHHS PISHOMAHITHHX aCHEKTiB indop-
MAIIHO-AHAAITHYIHOI  AIABHOCTI  3AIMICHIOBAAU

T.B. Abpamosa, C.C. Aaaurres, B.IT. Arexcaraposa,

A.A. Arasr,  C.0. baraynainosa,  T.B. Baosina,
A.B. T'opsuos, P.O. I'ypesny, M.I. 2Kaaaax,
O.I1. 3uauenko, B.I'. Kaavuenko, H.B. Kuciasp,
B.I1. Kaouko, H.B. Mopsze, C.JO. Hixidoposa,
O.B. I'lapxomenko, C.A. Pakos, M.B. Ceaina,

HO.M. Tkau, B.A. Caacreounin T2 im.

Bukxaaa ocHOBHOro marepiaay. AHaai3 akrya-
ABHHX 3arpo3 iH(OopMaLiiHOI Oe31IeKH Ha OCHOBI 3Bi-
TiB IIPOBIAHUX KOMITaHII 3 KibepOesmeku [7] Aae MO-
KAHUBICTD BUSHAYNTH HACTYIIHI TEHACHIIIL:

— KiApKicTh VHIKAABHUX KIOEPIHIIMAEHTIB IIPO-
AOBKYye pocty 1 Ha 47% NepEeBUIUAO ITOKASHUKU
AHAAOTIYHOTIO IIEPIOAY B MHHYAOIO POKY.

— IlepeBazaam 1irecIpAMOBaHI ATAKN - HA KOH-
KpeTHI opraHisamii Ta IX KAIEHTIB, Ha KPIIITOBAAIOTHI
Oip:xi. B XOAl MX aTak 3AOBMUCHUKH OYAH AOCHTH
BUHAXIAAMBI. BOHI He TIABKI BUKOPHCTOBYBAAHM ITIKi-
aamse 113, a # mykaAn ypasAuBOCTI HYABOBOTO PIBHS,
AI3HABAAHCS TIAPOAI aAMIHICTPATOPIB 32 AOITOMOTOIO
COINIAABHOI 1HAKEHEPI, OTPUMYBAAN AOCTYII AO PECYp-
CiB KOHTPATeHTIB.

— Tlpoaosikuaa poctu dacTka Kibeparak, BHKO-
HAaHUX 3 METOIO oTpuMaHHA iHMopmarii. [Ipraomy
3AOBMUCHUKH HAHOIABIIIE OYAH 3aIliKaBAEHI B IIEPCO-
HAABHUX T4 OOAIKOBUX AAHHX, 4 TAKOXK B AAHUX OaH-
KIBCBKHX KapT. Ix BUKPAaAAAU B OCHOBHOMY 32 AOIIO-
MOTOXO KOMITPOMETAIIl PI3HUX OHAANH-MAHAAHYIHKIB
- IHTEpPHET-Mara3uHiB, CEPBICIB AASl IIPOAAIKY KBUTKIB,
OpOHIOBAHHSA 'OTEAIB 1 T. II.

— Ilpusarni 0ocoOu CTpaKAAAU BIA PI3HOIO ITIKi-
AamBoro [13: BeAnKy HOro 4acTUHY BOHH BCTAHOBAIO-
BAAH CaMi IIO HEYBaKHOCTI a0O B pPE3yAbTATI He-
3HAHHSA, IPOTE 3yCTPIIAANCH 1 TAKI METOAH ATAK, KOAH,
HAIIPHKAAA, HOBI CMapT(OHH IIPOAABAAUCA B Mara-
3UHI 3 YK€ BCTAHOBAECHUM B ITPOIIUBKY ITKIAAMBHM
IIPOTPAMHUM 320€3IICUCHHAM.

SIKITIIO TOBOPHUTH IIPO HPOTHO3MU, TO, IMOBIPHO,
30epeKeThCA TEHACHIIIA AO 301ABIIIEHH YACTKU aTaK,
CIIPAMOBAHIX HA BUKPAACHHA AaHUX. barato komira-
HIIT IIPUAIASIFOTD HEAOCTATHBO YBArH 3aXHUCTy OOPOO-
AroBaHO! iH(OpMAIIil (0COOAUBO ITEPCOHAABHHUX 1 Me-
AMYHIX AQHHX), IIIO POOHTB 1l AETKOFO 3A00HYYIO Ha-
BITb AAfl HU3BKOKBAAI(PIKOBAHNX XaKepiB (AKHX 3 KOK-
HIM AHEM cTa€ Bce OiabIe). Orpumana indopmarrisa
ITOTIM IIPOAAETHCA Ha TIHBOBOMY PHHKY 1 BHKOPHCTO-
BYETBHCA AAA IHININX KiOepaTak.

Ha puc. 1 npeAcTaBA€HO pe3yAbTATH aHAAI3Y Ki-
oepsarpos 3a 2019 pik. 3riAHO 3 OIIpaILOBAHUMH
HAMH AAHIMH HAHOIABIIIA 9YaCTKA 3aTPO3, IO BUHUKA-
FOTb 1 y cpepi iHPOPMAIIIHOrO Oe3IeKH, CIIPHYH-
HEHl BUKOPHCTAHHAM ITKIAAMBOTO ITPOIPAMHOIO 3a-
oesnedenna (35%), Apyre MicIie ITOCIAA€ COIIaAbHA
imxeHepid, a came 18% BIA 3araAbHOI KIABKOCTI pea-
Al30BaHHX 3arpos, Tpere — 15%), 14% Ta 13% BiAmIO-
BIAHO IIPHITAAA€ Ha XaKIHT, MAOIp OOAIKOBUX 3aIIHCIB,
excrayarariro Beb-BpasamBocrert; DDOS araku ta
IHITI 3arPO3H CTAHOBAATDL AnIIe 5%,

Takum 9MHOM, BKe KOTPHH PIK IOCIIAD 3aiiMa-
FOTh METOAH COIIAABHOI IHKEHEPIl € OAHHM i3 ITOTYK-
HUX 3acO0IB 3AllicHeHHA kibepartak. Hampmxaaa, y
TpaBHI AocAiaHEKE 3 Lookout po3mosian 1po aTaku
HA YMHOBHUKIB, AUITAOMATIB, BIHCHKOBHX 1 IHIITHUX BHU-
cokonocTaBAeHux oci0 3 Ilakucramy, Adranicrany,
Iuail, OAE, B X0OAl IKHX OyAa BUKPAACHA BAXKAUBA 1H-
dopmariia 3 ix cmaprTdOHIB, BKAIOYAIOYH 300pa-
’KCHHS, 3BYKOBI 3aITHCH 1 TEKCTOBI ITOBIAOMACHHSA. AAf
TOTO OO 3apa3suTH MOOIABHI TeAeOHU IIITUIYHCH-
kuM [13, 3A0BMHUCHUKI 3aBOAMAH 3 JKEPTBAMU OECIAY
B coriaAbHIN Mepexi Facebook, B X0Al Akoi Alamamcs
(pIITIHIOBOIO ITOCHAAHHAM, HAIIPHKAAA Ha BIACO3a-
ITHC, IIPU IIEPEXOAIL Yepes AKy Ha CMapT(OH BCTAHOB-
AroBarocs mkipamee 13 3 cropoHHBOrO Marasmmy
AOAATKIB.
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Niabip obnikoBMx 3anucis
B EkcnnyaTauia Beb-BpasnmBocTeit
B DDos

IHWe

Puc. 1. AxryaapHi kibepsarposu 2019 poky

ToOAI 7 B TpaBHI ITle OAHA ITIKIAAMBA KAMIIaHif, fKa
mormmproBasacs gepes Facebook, Oyaa BuABAcHA exc-
rrepramu Radware3. QIrmmHroBi HoCHAAHHA BIAIIPaBAS-
AHCSA BIA 3apayKEHHUX paHire ociO 1 BeAn Ha (DaAbIIIBY
cropiuky YouTube, Ae sepTBi IPOITOHYBAAOCA BCTAHO-
BUTH posmmmpeHHa AAf Opaysepa Google Chrome .
[ITKIAABI PO3IIMPEHHA MACKYBAAMCA INA ACTITHMHI B

™ =

i [ A,
LWkianwvei I'Ii,qpoGHal
rinepocunaHHa youTube cTopiHka
(nepeHanpaBneHHs)
A

=E D -C

ocpiniriromy karasosi Chrome Web Crope, a Ha Alai 11e-
PETBOPIOBAAU 3APAKCHII KOMITFOTEDP B HOBY AQHKY OO-
THETy: BHKPAAAAH OOAIKOBI AaHI KOPHCTyBAYiB B
Facebook 1 Instagram, a TIOTIM IIPOAOBKYBAAN TIOIITH-
PEHHSA 3A0BMUCHHX ITPOTPAM CEPEA APY31B KEPTBH (PHC.
2). I'lpu mpOMy TIOTYAKHOCTI 3apaKEHUX IIPHCTPOIB BU-
KOPHCTOBYBAAUCA AASl MAMHIHTY KPAIITOBAAFOTHL.

__,nl . B
| =

KomaHOHO-KOHTPONbHWIA

3B’TOK

Wkignwuei
PO3LMPEHHSA AN
Chrome

MowmpeHHs
yepes
Facebook
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YouTube KpunTo ]
LaxpancTeo MaWHiHr Kpapixka
obnikoBux
haHux

Puc. 2. Cxema dimmnry gepes Facebook.

Orxe, dimuHr MOXKe IpUHMaTH pidHi popmu 1
MOJKE OYTH AOCATHYTHI 32 AOIIOMOIOIO Oe3Aldl iH-
cTpyMeHTIiB 1 MeTOAiB. Hafibiapmr mommupennMu iH-
CTPYMEHTAMH 1 METOAAMH, fIKI BUKOPHCTOBYIOTBCA AAA
IIPOBEACHHS (DIIIIMHIOBUX ATAK €:

— Buxopucrannsa masomeHis.

AAf HETEXHIYHUX KOPUCTYBAdiB, AKI HE 3HAHOMI
3 l€papXxI€ro MAAOMEHIB, IIEH TPIOK IIPAIIOE AK Maris

AAf xakepa. Harmprkaaa, eAeKTpOHHIE AUCT BIiA BIAO-
MOTO OaHKY Xyz, KA 3aITUTye OOAIKOBI AaHI KOpPHC-
TyBaya 1 mpocute mepertm 32  URL-aapecoro
www.xyzbank.user.com. biapmiicte  kopucTyBadiB
OyAe BBaKATH, ITIO IIOCUAAHHA OYAE IEPEHAIPABAATH
B po3AiA xyz bank. HacripaBai, mocuaanns nepenar-
paBUTh B PO3AiA «xyzbank» Ha caiiti www.user.com.
Xo4a AOMEHH VHIKAABHI, IIAAOMEHIB HEMAE, 1, OTKE,
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’KOACH BAACHHK AOMEHY HE MOKE 3a00POHHTH OYAb-
KOMY BHKOPHCTOBYBATH CBOE iM'fl B AKOCTI IIAAOMEHA
csoro Aomeny. lepapxia URL-aapec 3aBxanm iiae
cupasa HaAiBo. [locumaannsa mail.yahoo.com mepena-
IIpaBAfIE KOPHUCTYBa4da Ha AOMEH yahoo 3 ImaAAOMeHiB
B AKOCTI IIOIITH, TOAl fIK yahoo.mail.com npuBoAnTs
AO AoMmeHy mail.com 3 cybAomeHiB K yahoo.

— IIpuxosani URL-aapecn.

IHmmit mMpoKo BUKOPHCTOBYBAHMI METOA Ma-
HIITYAFOBAHHSA ITOCHAQHHAMH - II€ KOAM 3AOBMUCHUK
npuxosye dakraaauii URL-aapecy mia BiAkprTHM
texctoM. Lle o3rauae, 110 3amicTs BiAOOpakeHHs (pa-
krrgHOro URL 3A0YMHIT BHKOPHCTOBYIOTE TaKl IIPO-
rroswutii, sk «Hartucuite Tym 200 «lliarmucatucsa». Ha-
cupaBal URL, 1110 XxOBa€eThCA 32 TEKCTOM, IIEPEBOAUTD
KOPHCTYBa4iB AO (PIIIMHTOBUX caiiTiB. biabImn mepe-
KOHAMBHH AHCT MOYKE HABITh BIAOOpaKaTH paKTIIHY
ITOCUAAHHA, HAIIPUKAAA, WWW.americanexpress.com,
aAe AKIIO KOPHUCTYBaY HATHCHETE HA ITOCHAAHHSA, I1€
IIPUBEAE HOTO AO IHIIOro BeO-cairy. IHImmM crioco-
6om rpuxoBysanaa URL-aapecu € Bukopucranss in-
CTPYMEHTY CKOPOYEHHS, HAITPUKAAA tinyutl abo bitly.

— Tlommakosi URL-aapecn.

IHImM morpeHIM CII0cOOOM MaHIITyAFOBAHHSA
3 IIOCHAAHHAMH € T€, 1[0 3AOBMUCHHUKHU OYAYTB KYIIy-
BaTH AOMEHH 3 BapiaIliAMHU B HAIIICAHHI IIOIYASPHOTO
AOMeHa, HarpukAaa, facebok.com, googlle.com,
yahooo.com i T. 1. [loTiM BOHI OIIIyKyIOTH KOPUCTYBA-
9iB, CTBOPIOIOYN CXO:Kl CAWTH 1 3aAIIUTYFOYH OCOOUCTY
indopmariiro. Lleir METOA TakoX BIAOMEE AK BHKpa-
aeaaa URL abo typosquatting. [lepesara, sky orpu-
My€ 3AOBMHUCHHK, IIOAITA€ B TOMY, IO iX HaBITh HE
ITOTPIOHO BIAIIPABAATH IO €AEKTPOHHIN IIOIITI, III00
orpumatu Aoctyir. IlIBuarre, HeBeAnka HEADAAICTB
IIpH HAOOPI TEKCTY MOKE IIPUBECTH OAraTbOX KOPHC-
TyBa4iB AO HUX.

— Owmorpadivni TOMHAKH.

V 1poMy METOAI 3AOBMUCHHUK BBOAUTH KOPHCTY-
Ba4Ya B OMaHY, BUKOPUCTOBYIOYN B HAIIMCAHHI CXOK1
cumBoAH. Hamrpukaaa, Kopucrysad, AKHI 9acTO BIABi-
Aye Citibank.com, Moxxe OyTH IepeHAIPaBACHHH 32
ITocuAaHHAM, B skoMy Latin C 3aMIHFO€TBCA KHPHAH-
nero C. Kpim Toro, ciMBOAM, AKI 3AAFOTBCA CXOKUMH,
TaKO’K MOKYTh BUKOPHUCTOBYBATHCH AAA BBEAHHA B 00-
many. Hampukaaa, Beanka airepai (I) i maaennka L (1),
00MABA BUTASIAAIOTH OAHAKOBO. AHAAOTIYHO, HyAB (0)
1 Beauka 0 (O) TaKOXK BUIASAAIOTH OAHAKOBO.

— IliapoOka caifry.

[TiapoOxka caiiTy - 11e IIte OAUH METOA (DIIIHHTY,
B PE3YABTATI IKOIO CTBOPIOETHCHA CAHT ABIHHHK AAA
BUKPAACHHS AOTIHIB 1 mapoais. BebG-mapobaenus B
OCHOBHOMY B3AIMCHIOETBCA ABOMA CIIOCOOAMH: MIXK-
CaliTOBUI CKPUIITHHT 1 BeO-CIypUHT.

— MuixcaliToBUIT CKPUITTHHT

MixcaiiToBuii ckpumruar a0o XSS - 11e aTaka, B
AKIH 3AOBMHCHHK BUKOPHCTOBYE ITKIAAUBAN CKPHIIT
y BeO-A0AATOKY 200 BeO-caiiti. Lle Ayxe mormpena i
IMIPOKO BUKOPHCTOBYBAHA TEXHIKA, B AKIH BHKOPHC-
TOBYETBCA YPAa3AUBICTH BEO-AOAATKIB Ta BEO-CamTiB,
AKUI BIABIAYE KOPHCTyBad. 3PEIITOIO, IIKIAAUBUI
CKPHIIT ITOITAAA€ B Opay3ep KEPTBH.

Xo49a 3A0YMHIII MOKYTh BHKOPUCTOBYBATH XSS B
ActiveX a6o VBScript, HafibiAbII HOIIUPEHHM €
JavaScript, meprir 3a Bce TOMy, IIIO BiH BUKOPHCTOBY-
€TBCSA OIABIIICTIO BeO-caiTiB cporoaeHHs. 106 3my-
CHTH HOTO IPAIFOBATH, 3SAOBMUCHUKY IIOTPIOHO OyAe
BBECTH IIKIAAUBY HAAOYAOBY Ha CTOPIHKY, fIKY BIABi-
Ay€ epTBa. AAf TOTO, OO ITOTEHIIIITHA KEPTBA BiA-
BlA2AQ CTOPIHKY, 3AOBMHCHHUK BUKOPHCTOBYE METOAH
coniaAbHOI iHzKeHepii 400 MAHIITYAAITI TOCHAAHHAMU.
1106 3pobuTti HOro OIABII YCIMIITHUM AAS 3AOBMIC-
HUKa, BUKOPUCTOBYETbCA (POPMa AAA BBEACHHS OCO-
OHCTHUX AAHHX OE3II0CEPEAHBO HA CTOPIHII IAPOOAE-
Horo caiity. ITicAsl ITbOro 3AOBMHCHHK BCTABASE KOA,
AKHH OyAe BUKOPUCTOBYBATUCA HA BEO-CTOPIHII, 1 00-
pobasieTbest Opaysepom kopuctyBada. Koau Opaysep
3aBAHTAKY€ CTOPIHKY, ITKIAAMBUI CKPHIIT BHKOHY-
€TbcA 0e3 OYAb AKHX Al 3 OOKY KepTBH, B OIABIITOCTI
BUITAAKIB KOPHCTiBaY HaBITh HE 3AOTAAYETHCA, IO
TaKa aTaKa CTAAACH.

3axucr Bia XSS MOxKAMBA, XO4Ua 11 HEMOKAHBO
ITOBHICTIO YHUKHYTH. AedKki Opay3sepu MarOThb BOYAO-
BaHUI 3aXUCT XSS, TOMY 3aBKAU PEKOMEHAYETHCA I1e-
peBipATH mapameTpu Oe3mexkn Opaysepa i OHOBAO-
BaTH Opay3epH AO OCTAHHIX BepCii. AeAki HAAOYAOBH,
rtaki ik NoScript aas Firefox, AO3BOAAIOTE AO3BOAUTH
200 3a00POHNTH BUKOPHCTAHHA CKPHIITIB.

— Spoofing caiiry

IHIImit MeTOA, AKHE BUKOPUCTOBYETHCA AAA BEO-
IMAPOOKH - BeO-crypUHT, 3AINCHIOETBCA IIASXOM
CTBOPEHHSA (PAABIINBOTO BEO-CANTY, KU CXOKUN HA
OpUIiHAABHUI BeO-CafiT, AKUI KOpHCTyBad (pakTh-
YHO Ma€ HaMmip BiaBiAaTH. Spoof caiiT mMae aHaAOrTd-
Hui iHTepderic i Ansai 1 gacto mae cxoxuii URL.
Sxmo kopucTyBad mocrimraere i He IpHAiAfeTe Oa-
raToO YBard, TO MOKETE AETKO CTATH KEPTBOIO TAKUX
CalTIB, fIKI BUTAAAQFOTH IACHTHYHO 1X 3aKOHHHUM Bep-
CIAMH.

— Bcnausaroui Bikaa

CriamBarod9i ITOBIAOMACHHSA - OAUH 3 HAWIIPOCTI-
X CHOCODIB IPOBEACHHSA YCINIITHUX (DIITHMHIOBUX
arak. BoHI AO3BOAfIFOTH 3AOBMUCHHKAM BHKPAAATH
peecTpariiini AaHi, BIAIIPABASIOYM KOPHCTYBadaMm
CIIAMBAIOYl ITOBIAOMACHHSA 1 B KIHIIEBOMY PE3YABTATI
IIEPEBOAATE X AO TAPOOAEHHUX BEO-CANTIB.
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[Ile OAMH IMIIPOKO HMOMIUPEHUNH METOA (PIIIIIHT-
IIAXPaKCTBA - II€ CIIAMBAIOYA TEXHIYHA ITIATPHMKA».
[Tpu meperasial BeO-pecypciB KOPHCTyBadl OTPHMYE
CIIAHBAFOYE ITOBIAOMAEHHS IIPO 3aPAKEHHA CHCTEMH,
1 HEOOXIAHO 3BEPHYTHCA AO ITOCTAYAABHHUKA 34 TEXHi-
YHOIO IATPHUMKOIO.

AHAAI3 OCHOBHOIO IHCTPyMEHTapifo (iImHry,
AKUI OyB HAMH ITIPOBEACHHI, AB HaM ITACTAaBH CHOpP-
MYAIOBATH HACTYIIHI PEKOMEHAAI AAA OpraHi3arii Ta
IIAITPHEMCTB CTOCOBHO 3aXHCTY BIiA (PINTUHIOBHX aTakK:

1) Buxopucranusa edpeKTHBHIX TEXHIYHUX 3aCO-
1B 3aXHCTY:

— 3aco0HM  IIEHTPAAI30BAHOTO  yIIPaB-
AIHHA OHOBAEHHAMU AAfl BHKOPHCTOBYBAHOIO
I13;

—  aHTHBIPyCHI IIporpaMu (Ha BCIX IIPH-
CTPOAX), B TOMY YHCAl CITEIiaAi30BaHI, fKi, Ha-
IIPUKAAA AO3BOASIFOTH KOPHCTYBadaM BIAIIPaB-
AATH TAO3PIAL PaliAM Ha TIEPEBIPKY IIEPEA BIAK-
PHUTTAM BKAAACHHSA 3 AHCT2;

— SIEM-pimeHHA - AAf CBOEYACHOTO
BUABACHHSA aTaKH, AKIIO IHMPACTPYKTypa BHABU-
AQCh 3aPAKEHOIO;

—  aBTOMATH30BaHI 3aCOOH aHAAI3Y 3aXH-
IIIEHOCTI] 1 BUABAEHHSA BpasdauBocTei B [13;

—  MEpEKEBHIT €KpaH PpIBHA AOAATKIB
(web application firewall) sik peBeHTHBHII 3aXiA
3aXHCTy BeO-pecypciB.

2) 3axucT AaHHX:

—  30epexenHs koHMIAeHIIITHOI iHMOP-
Maril y 3aKpHTOMY BHTAAAL 3 OOMEIKEHIM AOCTY-
IIoM;

—  pEryAfipHE CTBOPEHHS PE3EPBHUX KO-
mif cucreM 1 30epeKeHHs IX Ha BUAIACGHUX CepBe-
Pax OKpPEeMO BIiA MEPEKEBUX CEIMEHTIB POOOYHX
CHCTEM;

—  MiHIMi3aIid IpUBIAEiB KOPUCTYBAYiB i
CAYKO;

—  BHKOPHCTaHHA PI3HUX OOAIKOBHX 3a-
ITACIB 1 TAPOAIB AASL AOCTYIIY AO PISHHX PECYPCiB;

—  3acTOCYBaHHA ABYX(DAKTOPHOI ayTeH-
trdiKaril TaM, A 1€ MOXKAUBO, HAIIPHKAAA AAS
3aXHCTY HPUBIACHOBAaHUX OOAIKOBHX 3aITHCIB.

— IIaPOABHA IIOAITHKA, IO IepeAdadae
CYBOPi BUMOTH AO MIHIMAABHOI AOBKHHI 1 CKAAA-
HOCTI TIAPOAIB;

—  OOMEKEHHA TEPMIHIB BHKOPHCTAHHSA
mmapoais (He Oiabrre 90 AHIB).

3) besmeka mepcoHaay:

—  IIABHINEHHA OOI3HAHOCTI IIPAIIBHH-
KiB B ItmTaHHsx 1B;

—  peryAsipHe HaBYaHHA IIEPCOHAAY IIpa-

BHAAM OE3IIEYHOI pOOOTH B IHTEPHETI,

—  IIOACHEHHA METOAIB aTak i cIIocoOiB
3aXHUCTY;
—  3aCTEPEKEHHA KOPHUCTYBadiB BIA BBe-

ACHHSA ODAIKOBHUX AQHUX Ha ITIAO3PIAHX BeO-pe-

Cypcax i TUM OIABIIIE BIA ITOBIAOMACHHS TaKOl 1H-

dopmarii komy 6 TO He OYAO IO €AEKTPOHHII

ITOIIITI 200 ITIA 9ac TeAe(POHHOI PO3MOBH.

—  IIOSICHEHHA ITOPAAKY Al B pasi IAO3P

PO IIaXPaKCTBO.

Bucaosku. Ormixe, AAf TOrO, 1100 3200IrTH 200
3MEHIIITU HMOBIPHICTh HACTAHHA (DIIIIMHIOBOL ATAKK
HEOOXIAHO BKUTH II€PEPaxOBaHi BHIIe 3ax0AH. Le He
BUYEPITHHUIT TIEPEAIK MOKAUBUX All, aA€ II€ TOM MiHi-
MaABHUH HAOIP, AKUH AOIIOMOKE YHEMOKAHBHTU Pe-
aAI3aITiF0 3HAYHOI YaCTUHU IHCTPYMEHTAPIIO COITIAAD-
HOI 1HzKeHepii.
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HMCCAEAOBAHHE TEXHOAOTHUH
BAUAHMA 1 METOAOB
IMPOTUBOAENCTBUS ®UIITNHTY
B craree mpoaHaAM3HpOBAHBI AKTYaABHBIE YIPO3BI HHQOP-
MAITHOHHOW OE30IIaCHOCTH U CACAAH ITPOTHO3 OCHOBHBIX
HAITPABACHHI IIPOBEACHHA KHOEpaTak B OyAyreMm. Bbrsc-
HEHO, ITO CPEAHU CYIIECTBYIOIIUX YIPO3 HH(POPMAITHOHHON
©E30I1ACHOCTH yiKe KOTOPBIH IOA TOAPSAA IIEPBEIE TIO3ULIHN
3aHHUMAIOT METOABI COLHMAABHON HHKEHEPHH. BriacaeHb!
HanOOAEE PACIIPOCTPAHEHHBIC HHCTPYMEHTEL I METOABI OA-
HOH W3 COCTABAFIOIINX COITHAABHON HHKCHEPHH - (pu-
ITIUHTA, B YACTHOCTU BCIABIBAFOITIHE OKHA, MEKCANTOBBII
cxkpurrrunr, ook URL-aapeca i Tomy roaobnoe. Mecae-
AOBATEAIMI CPOPMYAHPOBAH PAA PEKOMEHAAIMH IO 3a-
IINATE OPraHU3AINN U IPEAITPUATHI B KOHTEKCTE HCIIOAB30-
9P@PEKTUBHBIX  TEXHIYECKUX CPEACTB  3AIIHTHI
(manpumep, SIEM-pertieHus - AAfl CBOEBPEMEHHOIO OOHAPY-
KEHUS ATAKH, €CAH HH(PPACTPYKTYPA OKA3AAACh 3APAXKEHHOM,
aBTOMATHU3HUPOBAHHBIC CPEACTBA AHAAH32 3AITHINIEHHOCTH 1
obHapyxenusa yassumocreil B 110, cereBoii skpaH ypoBHA
npuaoxkeHuil (web application firewall) B kagecTBe TpeBeH-
THBHOI MEpBI 3aIlUTHl BeO-PECYPCOB), HENOCPEACTBEHHOMH
3AIINTHI AAHHBIX (B YACTHOCTH, COXPaHEHUE KOH(DHACHIIU-
AABHON MH(OPMALIUH B 3aKPBITOM BHAC C OIPAHHYCHHBIM
AOCTYIIOM, PEIYAA HE CO3AAHHE PE3EPBHBIX KOIIMH CHCTEM H
COXPaHEHHUSA UX Ha BEIACACHHBIX CEPBEPAX OTACABHO OT CETe-
BBIX CCTMCHTOB PaOOYMX CHCIEM), 4 TAKKE OC30ITACHOCTH
IepcoHara (B YACTHOCTH, IIOBBIIICHHE OCBEAOMAECHHOCTH
paborHukoB B Borpocax Kb, peryaaproe oOygenue nepco-
HaAa IIPaBUAAM Oe30IIacHOM paboTe! B MHTepHETE, OO DBACHE-

HUA METOAOB aTaK M CIIOCOOOB 3aIIUTHL U T.IL).

Karouesbie caoBa: HMudopmarmonnas 0e30maCHOCTS,
COLIMaAbHAA HEDKEHEPHs, (PUILIHHT, CPEACTBA 3AILHUTH HH-
dopmarim.

RESEARCH OF INFLUENCE
TECHNOLOGIES AND METHODS
OF COUNTERING FISHING
An increasing number of information security attacks that
have occurred in the last year could have been prevented. Dig-
italization continues to be one of the main trends in modern
business, which entails the use of both proven and latest in-
formation technologies in all sectors. Information security ex-
perts around the world are continuously fighting cybercrime.
This makes the attackers perfect their tools. At the beginning
of last year, cyber attacks became a test for many organiza-
tions in various sectors of the economy. Many events in the
field of information security could be prevented. The large-
scale and fast digitalization of all spheres of life and business
that we are currently observing is based on the use of a mass
of information technologies (both already proven and credi-
ble, as well as the latest). However, as practice shows, even
security technologies that have been used for years have not
been resolved. A cyber attack on a company with a well-orga-
nized defense system requires special knowledge and tools, as
well as high financial and time costs. Multistage, carefully
planned and organized cyber attacks aimed at a specific indus-
try ot specific, usually large, companies are called advanced

BaHUA

persistent threats. The article analyzes the current threats to
information security and makes a forecast of the main direc-
tions of cyber attacks in the future. Among the existing threats
to information security, for several consecutive years, the lead-
ing position has been occupied by methods of social engineer-
ing. Cybercriminals continue to invent new methods of influ-
encing users that would allow them to infect the target system
with malware, steal money or gain access to confidential in-
formation. Phishing can take many forms and can be achieved
using a variety of tools and techniques. During the analysis,
the authors identified the most common tools and methods
that are used to conduct phishing attacks. The analysis made
it possible to formulate the necessary measures in order to re-
duce the number of successful phishing attacks. This is not an
exhaustive list of possible actions, but a minimal set that will
make it impossible to implement much of the social engineer-
ing toolkit.

Keywords: information security, social engineering, phish-
ing, information security tools.
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