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OCOBAMBOCTI PEAAI3BAIIIA ATAKU AEABTEHTU®IKALIIL
B MEPEZKAX CTAHAAPTY 802.11

Pomam Koposrsros, Cepriii Kyrmrax

Y cmammi docaioncero i npodemoricnposario npaxmuty peasizayiro cneyiansHozo MUNY amaKil - «810M08d 8 00C1Y208)8arHI
Denial of Service (DoS) 6 mepescax: 1a ocrosi cmandapmy 802.11, a came amary deasmenmugpixayii. Aate docaioncerins inocmpye
MOKAUBY €xeMY 0iF 308 MUCHUKA I ciyeHapiti amaKky Ha Kaietma. Monerusicms pearizayii amaru deasmenmugpixayii besnocepeorvo
1108 A3aHa 3 0CO0AUBOCINAMU MEXAHIIMY BEIIAH0BACHHA 36 A3KY 6 Ge3opomositi epeswi crmandapmy 802.11. 3'econarra mine waien-
mom ma movroro docnyny (LA) ecmarosarenvea ungxom obmiry pisHumu Kadpamu, uob npotinu npoyedypu asmermugpixayii
7 acoyiayii. Bpasiuse micye 6 npoyeci 3°conarns (pos'eonarn) npucimpois ocepedocero nio dac 6inpasky Kopucmysaem xadpa
Oeasmermugpixaysi (deauth) Wi-I'i. Opediv deasmenmugpixayii ye nomugpixayin, a e sanum. 11i0 uac ompurmarra nosidomaerin
Oeasmenmugpixayii' (Heanencno 610 7020, wil ¢ 60HO NIOPOGAEHUM abO peansHuM), #o0Ha HPUEMara cropoHa He Modle 810Mo8HU-
mes 11020 6UKOHAMIY, 3a BUHAMKOM SUNAOKY, Koau éxaoyerud pecum saxucmy gpedmis (802.11w: MEP ato Management
Frame Protection) i 1e 6danoca yenimro surornamu xonmpons 610 nidpobxu gpeinia MIC (Message Integrity Check). Ocxinvxu
3anum Ha ckacy8aring asmenmugbiKayii HeMoscna ieHopysan. - M0UKa 00CIIYNY MUIIINNIEE0 Peazye Ha yi 3antum. SA06MUCHUK
nidpobse MAC-adpecy 3axornrozo Kaienma i sanyckae nepioduuri xadpu deasmermugpixayii. 1./ eidnosidae sionpasioro 6:010610i
npo ckacysaria asmenmugixayii Kaierma. Hanericme maroi spasausocmi Gesopomosux mepesc Wi-Fi, dossosse 3108mucrury
BL01paBAANIY NaAKeNIH DeasmIeHmUPIKay i, uo NPU3e00UNL 00 NOPYULEHHA 36 A3KY MINe KALEHMAMU 111d 110UKaMU 00CHIYNY, 00 AKUX
601y nidkaroders. Y pasi, axugo amara 6yoe npodoSIHYEanItca HECKIHHENHO, KALEHNT, 0e3)MOBHO, He 3MOdice NIOKAIOUUNIUCA 00 beso-
Pon1080i Mepesi, noxu 3108MucHUK He ckacye amary. Lomy, amara DoS ¢ kpumuuror amaror, aKa nopyuye nomoure sasanma-
IHEHHA T IPAHIAKYLI0, 10 BUKOHYENBLA KateHmoM. Pearizayia darozo eudy amaru nposoduntvin 3 6UKOPUCIIAHHAM 0eKIABKOX TH-
cmpymermis 6 onepayiiiniti cuememi Kali Linux 2016.2.

KArouoBI cAoBa: amiaka, asmennugbixayis, sazposa, iH'exyia naxenis, niokawuentis, mouka doomyny, gpeiv, DoS, Linux, Wi-Fi.

Bceryn

B ocrammi ABa ACCATHAITTS MU CTAAHM CBIAKAMHU HA-
POAKEHHS 1 PO3BUTKY TEXHOAOTLI], KA ICTOTHO 3MIHHA2
Harry pooorty 1 xurra: IEEE 802.11, Takox BiaoMuE
Ak Wi-F'1. Be3aapoTosi Mepeii BOAOAIFOTH TAaKMMH ITe-
peBaraMu K MaCIIITaOOBAHICTb, HU3bKA BAPTICTh, MOOI-
ABHICTb, HEBEAUKA KIABKICTD ITOMHAOK IIPH IIepeAadl
AAHUX 1 T.A. [7]. Bonu ue 38'13ani IIEPHMETPOM 1 HE BH-
MararoTh (I3UIHOTO 3'cAHaHHA. TOMY B AAHHI Yac 115
TEXHOAOTIA AyKe ITOIyAfipHA 1 OE3APOTOBI AOKAABHI
mepexi (WLAN) mormmpeHi OBCIOAN, BOHI BITPOBa-
AKYIOTBCA B TAKHX MICIIAX, AK IITKOAH, O(DICHI OYAIBAIL,
aepOIIOPTH, ITAPKH, TOTEAI, Kade, 1 9aCTO MAFOTh BEAU-
Ye3Hl 30HH IOKPHTTH, IO BKAIOYAIOTH LAl palioHN
micT. Beanknit paaiyc Al Mepe:xi, IIpH BUKOPHCTAHHI
texaoaorti Wi-Fi, mozxke aocaratn 300 meTpis B Mexkax
IpAMOT BUAUMOCTI 1 50 METPIB B 3aKPUTHUX ITPHUMIITICH-
uax. Lle € He TIABKI IIepeBAaroro CTaHAAPTY, aA€ 1 HOro
HEAOAIKOM. PaAlOXBHAI TIOIIMPIOIOTBCA B HEKOHTPO-
ABOBaHI 00AACTI Ta IX BaKKO cTpuMyBaTh. Lliero 0cob-
AMBICTIO MOKE CKOPHCTATHCA 3AOBMUCHUK, PO3IIOYa-
BIIIM aTaKy Ha HIYOrO HE INAO3PIOIOUOro kaienTa [12].
Hespakaroun ma Te, 1mo cranaapt IEEE 802.11 3mi-
HIOBABCS IIPOTATOM OAraThOX POKIB 1 OYB PO3IIHPEHUI
32 PAXYHOK BKAFOUEHHSA OIABII IOTYKHHUX KPHIITOIPa-
pIIHEX MeXaHI3MIB 1 ITOAITHK OE3IIEKH, OaraTo 3arpos
BCE IIE ICHYIOTH, 1 Aefikl 3 HHUX Ayxe cepriosni [1]. Lli

3arpO3H AY/KE€ BaiKKO YCYHYTH, OCKIABKH BOHH AO3BO-
A€HI OCHOBAMH IIPOTOKOAY, fKI HA AAHHII MOMEHT He
MOKYTh OyTH 3MiHEHI Yepe3 IATPHUMKY 3aCTapiAmX
puctpoiB. IToAaAwI AOCAIAKEHHS BpPa3AMBOCTEH
crapapty IEEE 802.11 meoOxiaHI AASl 3ar1OOiraHHsa
HOBHM 3A04YMHAM y 1i# raaysi [11]. Tomy, mo6 marn
VABACHHS IIPO 3arPO3H, IOB'A3aHI 3 BHKOPHUCTAHHIM
WLAN, HEOOXIAHO BUKOHATH CEPIFO TECTIB Ha ITOIIYK
BpasanBux Micite B WLAN.

MeTOX0 AOCAIAYKEHHA €: HEOOXIAHICTD PO3PO-
OHTH KOHIIEIIIIIO aTaKH AcaBTeHTHMIKAII Ta IIPAKTH-
gHO ii peaaisyBaru. AaHe AOCAIAKEHHA AO3BOAHTH
IIPOAEMOHCTPYBATH MOKAUBY CXEMY All 3AOBMHCHHKA
1 curyaniro ataku Ha KAleHTa. PesyapTaToM excrepu-
MEHTy OYA€ BIAIIOBIAb Ha IIMTAHHA, YU € ITOTCHIIIN-
HOIO 3aIPO30I0 AAA KAIEHTIB MOKAUBICTD BIATIPABKI
3AOBMHCHHKOM B MEPEKY IAKETIB AeaBTEHTHIKATII.

Konmneniisa araku AeaBreHTHdIiKAIIT

B 6esaporosiit mepexi cramaapry 802.11 3'ea-
HAHHA MUK KAIEHTOM Ta TOYKOIO Aoctymy (TA) Bcra-
HOBAFOETBCA IIAAXOM OOMIHY pisHHMH Kaspamu [6],
AK ITOKa3aHO Ha puc. 1.

Cramaapr Wi-Fi IEEE 802.11 Bumarae Buko-
HAHHfA ABOX OOOB'SI3BKOBHX IIOCAIAOBHHX KPOKIB AO
TOTO, IK KOPUCTYBAY 3MOKE IIOYATH IIEPEAATY AAHUX:
asrerTudikamia i aconiamia [5]. Tomy, kaienT Wi-Fi
MO3Ke I1epeOyBaT B OYAb-IKOMY 3 3 CTaHIB:
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— cran 0: KAleHT He aBTeHTH(MIKOBAHUI 1 HE ACO-
IiFTOBAHMIT;

— cra" 1: kalenT aBreHTH(]IKOBAHUI, are HE
ACOIIMOBAHMI;

— craH 2: KAIEHT aBTeHTH(IKOBAHUI 1 ACOITIHO-
BAHII.

KaienTt mozke BukonyBatu oOmin aaaumu (Data)
3 TA (Access Point) micas Toro, K BiH 3HAXOAHTHCH B
craui 2.

[IpucTpiit KOpHCTyBa4a BIAIPABASIE KAAP ACABTE-
prudikanii (deauth) Wi-Fi Ao immoro mpucrporo,
KOAM XOodue 3akiHumry Oesmeune 3'eaHanHA. Ppeiim
AeapreHTudiKal e Hotndikarid, a He 3amut [10].
ITia gac oTpuMaHHA TOBIAOMAEHHS AcaBTeHTHQIKAITIT
(HE32AEKHO BIA TOTO, YN € BOHO IIAPOOAEHHM 200
PEAABHIM), ’KOAHA ITPUIMAFOYa CTOPOHA HE MOJKE Bi-
AMOBHUTHCA HOTO BUKOHATH [9], 32 BUHATKOM BHIIAAKY,
KOAH BKAFOYEHHH pesKuM 3axucty dpoperimis (802.11wr:
MFP a6o Management Frame Protection) 1 He BAa-
AOCSl YCHIIITHO BHUKOHATH KOHTPOAB BIA IIAPOOKH
Ppetima MIC (Message Integrity Check). Koan kai-
eHT oTpuMye KaAp deauth, BiH Ge3mocepeAHBO IIepe-
XOAHUTD B cTaH () HE3aAE€KHO BIA CTaHY, B AKOMY BIH
3HAXOAUTBCHA B AaHHH MOMeHT. OTiKe, 3AOBMUCHHK

MOJKe 3aITyCTUTH aTtaky DoS, mApoOHBIIH 11e ITOBIAO-
MACHHS 1 THM CAMUM BIAKAFOYHBIIN 3B'A30K MiK Oe3-
APOTOBHMHU HIPHUCTPOAMH 1 IX TOUKOIO AOCTyiry. Ta-
KHM YHHOM, ITpa aTari DoS, KoAn 3A0BMHCHHK BIAIT-
paBAfic BEAHKY KIABKICTH KaApiB deauth, kaiemT, Ha
AKOTO HaIliACHA aTaKa, AocsArac crany 0 1 moTpedye mo-
BTOPHOI aBTeHTH]IKAIII], 1 HOBTOPHOTIO aCOIFOBAHHS.
Tomy, ataka DoS € KpUTUYIHOIO aTaKOIO, KA ITOPY-
IIIy€ IIOTOYHE 3aBAHTAKEHHA 1 TPAH3AKIIIFO, IO BUKO-
HYETBCA KAIEHTOM.

Cuenapiii aTaku THITy «BIAMOBA B OOCAYIOBY-
BaHHI» B OE3APOTOBHX Mepexax IHMPACTPYKTYypH
802.11 maBeaeno Ha puc. 2 [1, 5].

3aomucHuK 1iapoOase MAC-aapecy 3aKOH-
HOIO KAIEHTA 1 3aITyCKa€ IEPIOANYHI KaAPH ACABTECH-
tudikarii [6]. OCKIABKH 3aITHTH Ha CKACyBaHHS aBTe-
arudiKaIii HeMOKHA ITHOPYBATH TOYKA AOCTYITY MHT-
TEBO pearye Ha I 3arnTi. T/ BIAIIOBIAAE BIAIIPABKOIO
BIAITOBIAL ITPO CKACYBAHHA aBTeHTH@IKAII KAleHTA. Y
pasi, AKIIO aTaka OYAe IIPOAOBIKEHA, KAIEHT, O€3yMO-
BHO, HE 3MOJKE ITAKAIOUHTHCH AO OE3APOTOBOI Me-
peiki, TOKM 3AOBMUCHHK HE cKacye araky [8]. Araxa
TaKOK MOKE OyTH HaIliAGHA Ha IIEBHUI KaHAA, BUKO-
Hyro4H a1aKy DOS 0AHOYACHO Ha AEKIABKOX KOPHCTY-
BauiB [3].

Client
State 0
Not Authenticated,
Not Associated
i Authentication Request

State 1

Authenticated,

Not Associated Association Request
State 2

Authenticated,
Associated

Internet

Access Point

(V)

Authentication Response

ssociation Responseé

Puc. 1. O6MiH KaApaMu MK KAIEHTOM Ta TOYKOFO AOCTYILY IIiA 9ac 3'€ AHAHHS

Peaaizania aTaku AeaBreHTH(]IKAIIi]

Araka AeaBTeHTH(DIKALIT MOKe OyTH pearisoBaHa
3 BUKOPHCTAHHAM II1AKETA IIPOIPAM AAA AYAUTY O€3A-
poroBux mepex Aircrack-ng [4] omeparitinoi crc-
temu Kali Linux.

IIpoBeAeHUIT EKCIIEPHIMEHT CKAAAABCA 3 ACKIAB-
KOX €TAIIiB.

Eran 1. Pexxum moHiTOpHHTY

PexuM MOHITOPHHIY BIAHOCHTBCA AO PEKHMY
poboTtu 6e3ApOTOBOrO 00AaAHAHHA. B riboMy perxumi
amapaTHHH iHTEpdEiic He MAKAIOYAE€THCA AO KOAHOL

Mepesxl 1 3a3BHYAI BIH BUKOPHUCTOBYETHCHA AAA TTACHB-
woro cHidpdinra. Iarepderic orprumye Bei makeTu B
CBOEMY KaHAAl IIPOCAYXOBYBAHHS, HABITh AKIIIO BOHU
HE IPU3HAYCHI AAS HBOTO.

IHrma MeTa pexpMy MOHITOPHHIY - IH'€KIIiA ITake-
TiB. Moxna BBoAnMTH BHIaAKOBI Kaapu MAC IEEE
802.11 3a corromororo 3aroAoBka radiotap 1 MEPEKEBOIO
trrepdericy WLAN TiABKH B peKrIMI MOHITOPHHIY.

Ha puc. 3 mokasana yHKIIOHAABHA CXeMa iH'e-
Kuii makertis [2].
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Attacker

Puc. 2. Crenapiii ataku AeaprerTudikarii

B omepariiiniii cucremi Linux me MOAKAUBO IIIAfA-
XOM OO’€AHAHHS ITAKETa 3 3arOAOBKOM radiotap i BiA-
IIPaBKH HOIrO ApPadBEpy 3 BHKOPHCTAHHAM (DYHKIIH
COKeTa AAPA.

AN IIEPEXOAY B PEKIM MOHITOPHHIY BUKOPHC-
TOBYETHCA KOMaHAA (puc. 4):

root@kali:~# airmon-ng start wlan®

PHY Interface Driver Chipset
phye wlan®

(monitor mode enabled)
root@kali:~# airmon-ng stop wlan®

8812au

PHY Interface Driver Chipset

phyo wlan®@
(monitor mode disabled)

8812au

Generated Packet for injection
with radiotap header

Pcap function for
injection

y

radiotap header

process mac80211

Raw packet sending

Hardware

Frames transmission

Puc. 3. OyukmionasbHa cxeMa iH'exil IIakeTiB

airmon-ng start wlan0,
Ae wlan0 - im'st MmepesxeBoro irTepdericy.

Buxia 3 pesxumy MOHITOPHHTY 3AIFICHIOETBCA KO-
MaHAOIO:

airmon-ng stop wlan0.

Realtek Semiconductor Corp. RTL8812AU 802.1la/b/g/n/ac WLAN Adapter

Realtek Semiconductor Corp. RTL8812AU 802.1la/b/g/n/ac WLAN Adapter

Puc. 4. Pe3yabTaT BUKOHAHHA KOMaHA 3MIHH PEXUMY
poboTu aparrrepa

Eran 2. TecryBaHHA MEPEXKHOI KapTHU AAA
cHiddinra 6e3aporoBoro Tpadiky

AAf IIPOBEAEHHSA EKCIIEPHMEHTY OyAO OOpaHO
aoalarrazonnuii Wi-Fi apamrrep Alfa AWUS036ACH
cranAapty 802.11ac na ginceri Realtek RTL8812AU.

He Bci MepexHl KapTH IATPHUMYIOTh OE3APOTO-
Buil cuipdinr. Mu mokaemo, AK BHKOHATH TECT,
11100 BU3HAYMTH, YU 3AATHA MEPEKHA KapTa 3pOOUTH
VCIIIIHY 1H€KIIIO ITaKeTiB 1 BU3Ha4YnMO mmHr A0 TA.
Lle rae AoaaTkOBY Hinny iHdOpMariito. [To-mieprrre, 3a

PE3yABTaTAMH OTPHUMAEMO CIIMCOK TOYOK AOCTYIIY B
AlaIIa30Hi, AKHI pearye Ha TPaHCAALIO 30HAIB. [To-
Apyre, Aaf koxkHOI TA pobutsesa Tect 3 30 makeris,
AKHI TIOKa3ye AKICTh 3B'A3Ky. Lls AkicTs 3'eAHanHHA Ki-
ABKICHO XapaKTEPH3Y€ 3AATHICTh MEPEKHOI KAPTH yC-
ITIITHO BIATIPABAATH, 4 IOTIM HPHIAMATH BIATIOBIAL Ha
TECTOBI MAKETH. |H EXITITHII TECT MOKHA BUKOPHCTO-
BYBATH AAfl TECTYBAHHA KOHKPETHOI TOYKH AOCTYITY
a60 TecryBanus npuxopanoi SSID.
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CAIA 3BEpHYTH yBary, IO IEPEA IIPOBEACHHAM Te-
CTy OE3APOTOBA MEPE/KHA KAPTa IIOBHHHA OYyTH IIepeBe-
ACHA B PEIKIIM MOHITOPA 1 BCTAHOBACHO OQKAHHI KAHAA.

AAf BU3HAYCHHS, YN INATPUMYE MEPEIKHA KapTa
1’ eKIl{ HEOOXIAHO BUKOHATH KOMAHAY:

aireplay-ng -9 wlan0.

IIporpama mounHae 3 BIAIIPaBKA IITHPOKOMOBHHUX
30HAyIOUMX 3anuTiB. Lle mpoOHi 3armmTh, Ak OIHTY-
101b Bcl TA, mo nouyan ix, 3 HaaaHHAM 1HOpPMALIT
po cede. Crmcok TA, Akl BIATOBIAM Ha 3ariT OyAe

root@kali:~# aireplay-ng -9 wlane

BHUKOPHCTAHO HA HACTYIIHHX KpOKax. SIKIo OyAb-fka
TA BIAITOBIAAE — Ha €KpaHI APYKYETBCA ITOBIAOMACHHS
IIPO Te, IO KAPTa MOKE YCIIIITHO POOUTH iH'€KIIiFO.
[Torim aas koxuOI TA 31 crimcky BIATIpaBASA-
erbcd 10 30 CHpAMOBAHHUX 30HAYIOYHX 3AITHTIB.
CrpsAMOBaHHUIT 30HAYIOYNH 3aIIUT aAPECOBAHO KOHK-
pernii TA. KiapkicTs OTpHUMaHHX IPOOHUX 3aIIHTIB,
a TAKOK IX BIACOTOK, BUBOAATBCA Ha ekpaH. Lle moxa-
3y€, HACKIABKH AIKICHA KOMYHIKALIIA 3 KOHKpeTHOIO TA,

19:09:31 Trying broadcast probe requests...

19:09:31 Injection is working!

19:09:33 Found 2 APs

19:09:33 Trying directed probe requests...

19:09:33 34:CE:00:5D:03:7A - channel: 13 - "'

19:09:33 Ping (min/avg/max): 1.856ms/4.083ms/6.962ms Power: -42.00
19:09:33 30/30: 100%

19:09:33 80:1F:02:49:28:D0 - channel: 11 - 'Edimax'

19:09:34 Ping (min/avg/max): 2.269ms/5.481ms/20.234ms Power: -39.41
19:09:34 29/30: 96%

Puc. 5. Tect MepexHOl KapTH HA MOKAHUBICTD POOUTH 1H €Kil ITaKeTiB

PesyAbraTi BUKOHAHHA KOMAHAH:

— 19:09:31 Injection is working!: ITiantBepAsKerHs
TOTO, ITI0 MEPEKHA KAPTa MOKE POOUTH 1HKEKT;

— 19:09:33 Found 2 APs: Touku aoctyny (TA),
AKI OYAM 3HAHACHI TPAHCAAIIEIO 30HAIB 20O OTpH-
MAHHAM MasKIB;

— 19:09:33 34:CE:00:5D:03:7A - channel: 13 -"'"
3maiiaena Touka aoctymy. i MAC-aapeca, HOMep Ka-
HAAY, Ha IKOMY BOHA IIPALIFOE T IM'ST (B AAHOMY BHITAAKY
IM'fl IIPHXOBAHO HAAAIIITYBAHHAMU TOYKU AOCTYIIY);

— 19:09:33  Ping (min/avg/max): 1.856ms/
4.083ms,/ 6.962ms Power: -42.00: Cratuctuxa AKOCTI
3B'i3ky 3 TA;

— 19:09:33  30/30: 100%: ImankaTop AxocTi
3B'AI3KY.

Eram 3. 36ip Ta aHAAi3 makeTiB

Komanaa airodump-ng BUKOPHCTOBYETBCA AAA
3aXOIIACHHA OE3APOTOBHX ITakeTiB. Boma 3axomaroe
Pperivu 802.11 AAS ITOAAABITIOTO BUKOPUCTAHHA iX B
aircrack-ng.

BSSID PWR Beacons #Data, #/s CH MB  ENC CIPHER AUTH ESSID
80:1F:02:49:28:D0 -38 268 0 0 11 54 WEP WEP Edimax
34:CE:00:5D:03:7A -35 156 697 0 13 270 WPA2 CCMP PSK <length: o>
18:D6:C7:3B:77:4E -41 117 6 © 1 270 WPA2 CCMP  PSK TP-LINK 774E
1C:7E:E5:3B:63:72 -46 58 12 1 5 130 WPA2 CCMP  PSK Air
30:B5:C2:73:E1:1E  -47 59 0 © 8 135 WPA2 CCMP  PSK BeatGeneration
F8:1A:67:76:30:9E -49 32 0 0 6 135 WPA2 CCMP PSK kyivstarl2e
F8:D1:11:43:B8:84 -51 30 [¢] 0 4 135 WPA2 CCMP PSK TP
F8:1A:67:80:4B:60 -51 8 0 © 6 135 WPA2 CCMP  PSK VALERA

BSSID STATION PWR Rate Lost Frames Probe

(not associated) 34:2E:B6:DC:9C:1E -43 -1 0 44 goodman_5

(not associated) DA:A1:19:B2:6C:8B -53 G | 0 33 goodman_5
80:1F:02:49:28:D0 BC:A5:8B:D0:60:1B -43 0 -1 0 5

34:CE:00:5D:03:7A A8:BE:27:BF:6A:70 -39 Oe- Oe 110 372

34:CE:00:5D:03:7A 4C:4E:03:CF:28:75 -33 0e- Oe 0 204

18:D6:C7:3B:77:4E 48:9D:D1:00:39:0A -53 fe- 1 0 7

F8:1A:67:80:4B:60 68:3E:34:48:22:B2 -49 =1 0 1

Puc. 6. Pesyabrar BukoHaHHS KOMaHAH airodump-ng wlan(

ITicas 3aXOIIACHHSA 1 aHAAIZY ITAKETIB AOCTYIIHA Ba-
axAmBa 1HMOpMard, taka Ak MAC-aapeca, HOmep Ka-
HAAY 1 posmmpeHuil IAeHTUMIKATOP HAOOPY ITOCAYT
(ESSID) Touxu aoctyiry. basosa iaenTudikariis Habopy
rocayr (BSSID) — e MAC-aapeca TA, a STATION

rokazye MAC-aapecu Oe3APOTOBHX IIPHUCTPOIB INAK-
ArogeHuX A0 TA.

Aanl HEOOXIAHO BHOpATH KEPTBY 1 peaAidyBaru
araky AcaprenTudikarii. Hampukaaa, Bukopucraemo
tectoBy TA 3 mpuxoanum iM'sam i MAC-aapecoro
34:CE:00:5D:03:7A.
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Eramn 4. Ix’exnia kaApis

AAs yCIIIITHOL aTaku HEOOXIAHO IIepeBECTH Mepe-
KHY KapTy Ha IHOTPIOHIIT KaHAA 1 AAS BIAIIDABKH ITAKETIB
deauth BukopHCTOBYBaTH KOMaHAY aireplay-ng i3 3a3Ha-
ueraam MAC-aapecu TA 1 MAC-aapecu kaieHTa.

AN IIHOTO TIOCAIAOBHO BUKOHAEMO ABI KOMAHAH:

— iwconfig wlan0 channel 13;

— aireplay-ng -0 0 -a 34: CE:00:5D:03:7A -c
4C:4E.:03:CF:28:75 wlanO0,
A€

— «0» BiAIrpaBAsic mmakeT AcaBreHTH]IKALIIT,

— «O» xiapKicTh makeriB (3uauveHHs 0 - mepepu-
BaHHSA BPYYHY);

— «a» MAC-aapeca TOYKI AOCTYILY;

— «o» MAC-aapeca KAl€HTa, IKOTO HEOOXIAHO
BiakAroumru Bia TA.

3amicre BSSID moskna Brasysatm im's ESSID.
PobuTbcs e 3 OMITIEIO «-€y.

Kaapn deauth masxoaman ma TA mporsarom 30
cex. Ha gac ataku kaieHT OyB HOBHICTIO BIAKAFOYCHII
BiA TA, 110 YHEMOKAHBHAO OYAB-AIKY IIEPEAAUY Ad-
HUX, puc. 8.

root@kali:~# aireplay-ng -0 @ -a 34:CE:00:5D:03:7A -c A8:BE:27:BF:6A:70 wlan®

22:27:12 Waiting for beacon frame (BSSID: 34:CE:00:5D:03:7A) on channel 13
22:27:13 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [68|54 ACKs]
22:27:13 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [64|63 ACKs]
22:27:14 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [10]|108 ACKs]
22:27:15 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [ 7|180 ACKs]
22:27:15 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [15]|78 ACKs]
22:27:16 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [21|85 ACKs]
22:27:16 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [14|73 ACKs]
22:27:17 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [16|80 ACKs]
22:27:17 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [19]|83 ACKs]
22:27:18 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [18|80 ACKs]
22:27:18 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [43|67 ACKs]
22:27:20 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [64]|64 ACKs]
22:27:35 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [21]|86 ACKs]
22:27:35 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [57]66 ACKs]
22:27:36 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [64|62 ACKs]
22:27:36 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [64]|61 ACKs]
22:27:37 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [ 2|65 ACKs]
22:27:38 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [ 0]|167 ACKs]
22:27:38 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [ ©]109 ACKs]
22:27:39 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [ 0|64 ACKs]
22:27:39 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [ 0|64 ACKs]
22:27:40 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [ 2|63 ACKs]
22:27:40 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [ 7|63 ACKs]
22:27:41 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [ 0|57 ACKs]
22:27:42 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [ 0|52 ACKs]
22:27:42 Sending 64 directed DeAuth (code 7). STMAC: [A8:BE:27:BF:6A:70] [ 0|61 ACKs]
~C
Puc. 7. Pesyaprar BuUkOHAHHA KOMaHAH aireplay-ng
”/
% duting the attack
60 - //

S 40f /
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Puc. 8. [Tepeaaya AanHuX ITiA gac ataku AeaBTeHTH(IKALT
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Bucuosok

V mif cTarTi pO3rAfAHYTI MIUTAHHA OE3IIEKH Me-
pex cramaapty 802.11, a came mpakTudHa peaaisaris
araku AeaBTeHTHIKAIil. 3a pe3yAbTaTAMH AOCAI-
AKCHHS, TPYHTYIOYNCh Ha IIPAKTUYIHHX CKCIICPUMEH-
TaxX, MOXKHA 3pOOUTH BUCHOBOK IIPO T€, IO AAA OE3A-
POTOBUX KAIEHTIB ICHY€ BPa3AUBICTb, 3TIAHO 3 AKOO
3AOBMHCHHK MOKe peaaisyBatu DoS-araxy «BiaAMoBa B
OOCAYTOBYBaHHI», TOOTO HECKIHYEHHO BIAIIPABAATH
ITaKeTH AcaBTeHTUMIKAII, III0 AO3BOASE BIAKAFOUNTH
KAIEHTIB Ha TPUBAAHH 9aC BiA TOYOK AOCTYIIY, AO AKHX
BOHHM IIAKAFOYEHI.

AHaAI3 aTaku CHpAMOBAHOI AeaBTeHTHIKALIT
Ha eTall 1 €Kil kKaApa ITOKa3as, IO KOMaHAA2 aireplay-
ng BIAIpaBAfAE B 1iAoMy 128 mmakeTiB AASl KOKHOTO 3a-
AaHOTO T10BIAOMAEHHA deauth. 64 Imakera BIAIIpaBAS-
fotecs TA, a 64 maxera BiArrpaBasroTses KaieHTy. Ko-
’KeH BiApaBAeHHIT kKAieHTy/ TA makeT HOBHHEH IIpH-
BoAUTH AO 3B0opoTHOTrO makery "ACK". fIx moxHa Ga-
YUTH 32 PE3YABTATAMU €KCIEPUMEHTY KIABKICTH 3BO-
POTHUX ITaKeTIB He 3aBxKAH AopiBHIOE 64. Ls iHdop-
Marlif A€ YiTKE YABACHHSA IIPO Te, YU e(PEKTHBHOIO €
araxa, 4 oTpuMaB KAieHT i T\ BiAlpaBAeHl aTakyro-
unM makeTd. Skmo kaient/TA akTHBHO BeAnm oOMiH
AAQHFIMH ITIA 9aC ATAKH, 9UCAO MOKe OyTH OiAbIie (4.
Ayie HU3bKI 3HAYEHHSA, HMOBIPHO, BKa3yIOTh Ha T€,
IO ATAKYIOUHH 3HAXOAUTHCA AOCHTB AAAEKO, a PIBEHD
curaaAy cAadkuit. Tomy, AAd TOro 100 edeKTHBHO
IIPOBOAUTH aTaKy AcaBTeHTi(iKarlii, 30BciM He 000B'-
A3KOBO MATH HAAYYTAUBUI IPHIMad, AOCHTb MATH
IIOTYKHUIT IIepeAaBad.

B pesyabTaTi IpOBEAEHOTO EKCIIEPUMEHTY, ITIA
9aC ATAKMA ACTITUMHHUI KAIEHT OyB ITOBHICTIO BIAKATO-
geHuil BiA TA, IO yHEMOKAMBHAO OyAB-AKY II€pe-
A9y AQHHX.

AOAATKOBO, 3AOBMHCHHKOM aTaKa ACABTEHTH-
ikariii MOxKe 3AINCHIOBATUCA 3 IHINNUX IIPUYNH:

1. Biamosaenns mpuxosanoro ESSID. Ilpn-
xoBanuit ESSID ne npucyTHili B paAlOMOBACHHI.

2. 3axonseHHA (handshake)
WPA/ WPA2 1mafxom IpuMycy KAIEHTIB A0 PO3'eA-
HAHHA.

3. I'enepariia ARP 3ammris.

4. Copuaans arani “3Ani ABIHUK - BIAIIpa-

pYKOCTI/ICKaHb

BKa IIaKeTIB AcaBTeHTH(IKAIIIL, IO IIPUAYIIIYE CIIPaB-
axHI0 TA, Ipr 11bOMy CBOI «(ITOCAYIHM» ITOYHHAE IIPO-
ronyBaty daabimusa TA,

BBaxxaemo, 1110 TOTOYHI CTaHAAPTH OE3APOTO-
BOI'O 3B'f3Ky BUMATArOTh BHIIPABACHbB, TAK K HOBUM
CTAHAAPTAM IOTPIOHO HAraTo Yacy AAf PO3TOPTAHHAL
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THE FEATURES OF A
DEAUTHENTICATION ATTACK
IMPLEMENTATION IN NETWORKS 802.11
The special type of attack — Denial of Service (DoS) in
networks based on the 802.11 standard, namely the
deauthentication attack, was investigated and demon-
strated in the article. This study illustrates the possible
scheme of action of the attacker and the scenario of at-
tack on the client. The possibility of a deauthentication
attack implementing is directly related to the features of
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the mechanism of communication in a wireless network
802.11. The connection between the client and the ac-
cess point (AP) is established by exchanging different
frames to undergo authentication and association proce-
dures. Sending a deauthentication frame to Wi-Fi is a
vulnerable point in the process of connecting (discon-
necting) devices. Deauthentication frame is a notifica-
tion, not a request. When receiving a deauthentication
frame (regardless of whether it is fake or real), no host
can refuse to execute it unless the frame protection
mode (802.11w: MFP or Management Frame Protec-
tion) is enabled and failed to successfully complete con-
trol against counterfeiting frame of MIC (Message In-
tegrity Check). Because authentication cancellation re-
quests cannot be ignored, the access point reacts in-
stantly to those requests. The attacker falsifies the MAC
address of the legitimate client and runs periodic deau-
thentication frames. The AP responds by sending a cus-
tomer authentication denial response. Such a vulnerabil-
ity of wireless networks Wi-Fi, allows an attacker to send
packets deauthentication, leading to disruption of com-
munication between clients and access points to which
they are connected. Should the attack continue indefi-
nitely, the client will definitely not be able to connect to
the wireless network until the attacker cancels the attack.
Therefore, DoS attack is critical attack that violates the
current load and transaction performed by the customer.
Implementation of this type of attack is carried out using
several tools in the Kali Linux 2016.2 operating system.
Keywords: attack, authentication, threat, packet injec-
tion, connection, access point, frame, DoS, Linux, Wi-Fi.

OCOBEHHOCTHU PEAAM3AIIUA ATAKHA
AEAYTEHTHU®HKAIIMH B CETAX
CTAHAAPTA 802.11
B crarpe mccaeAOBaHA M IIPOAEGMOHCTPHPOBAHA ITIPAK-
THYECKAS PEAAU3AIIHA CICIINAAPHOTO THIIA ATAKH - «OT-
ka3 B obcayxuBarum» Denial of Service (DoS) B cersx
Ha ocHOBe cTaHAapTa 802.11, a2 mmenHO aTaka AcayTeH-
tudukaruma. COCAMHEHHE MEKAY KAHCHTOM M TOYKON
aoctyna (TA) ycranaBamBaercs myreM OOMeEHA KaApaMu
ayrentudpukannu 1 acconnarmu. Opeiim AeayreHTH-
dukaruu 510 HOTHdUKALNA, 2 He 3arpoc. [1pu moay-
YeHHH COOOIImeHns AeayreHTH(MUKAINN (HE3aBUCHMO
OT TOTO, ABAAETCA AH OHO IIOAACABHBIM HAH PEAABHBIM),
HI OAHA IIPHHHIMAFOIIAsA CTOPOHA HE MOKET OTKAa3aThCA

€ro BBIITOAHHTB, 32 HCKAIOYCHIEM CAYYas, KOTAQ BKAIO-
ueH pexum samuThl pperivos (802.11w) u He yaasoch
YCIIEIITHO BBITOAHUTH KOHTPOAB OT IIOAAEAKH pperima
MIC (Message Integrity Check). 3A0yMBIIIIA€HHIK ITOA-
AeapBaeT MAC-aapec 3aKOHHOTO KAHEHTA M 3aITyCKAeT
IIEPHOANYECKUE KaApbl AeayreHTndukarmn. TA orse-
9aeT OTIPABKOM OTBETA OO OTMEHE ayTeHTH(PUKAIINN
kAmeHTa. Haamdane Takoil yAsBEMOCTH OeCIPOBOAHBIX
cereit Wi-Fi, H03BOAAET 3AOYMBIIIIACHHUKY O€CKOHEYHO
OTIPABAATD ITAKETH ACAYTEHTU(PUKAIINH, UTO IPUBOAHT
K HAPYIIICHUIO CBA3M MEKAY KAUCHTAMH M TOYKAMHU AO-
CTyITa, K KOTOPBIM OHHU IOAKAOYEHBL KAmenT, HE cMO-
HKET IMOAKAIOYHTBCA K OECIIPOBOAHOM CETH, ITOKA 3AO-
YMBIIIIACHHUK He OTMEHHT ataky. Iloaromy, ataka DoS
ABASICTCH KPUTHYECKOW aTaKOM, KOTOpas HAPYIIAET Te-
KYIIYIO 3aIPY3Ky U TPAH3AKI[HIO, BBIIIOAHACMYIO KAUCH-
ToM. PeaAmsanusa AQHHOrO BHAA aTaKU ITIPOBOAHTCA C
HCIIOAB30BAHHEM HECKOABKHX MHCTPYMEHTOB B OIlepa-
nnonHo cucreme Kali Linux 2016.2.

KaroueBble cAoBa: aTaka, ayreHTH(UKALUA, yrposa,
IHBCKIUA ITAKETOB, ITOAKAIOYCHNE, TOYKA AOCTYIIA,

dpeiim, DoS, Linux, Wi-Fi.
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