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MOAEADB KAACU®PIKATOPA OB’EKTIB KPUTHUUHOI
TH®OPMALIINMTHOI IH®PACTPYKTYPU AEPKABU

Ounexcamap Kopuerxo, FOpia Aperc, Oabra Pomamerxo, Boroammuap buaaxos

Asmomamusayia npoyecis Hadarna nocaye 8 yeix chepax 3abesneuernHs HummeoiansHoHIL A100UHI, CYCHIABCINEA | 0epocast npus-
6e/1a 00 NOCUACHHS 8UMO2 00 3axucnty ingopMayii 8 iHgopMayiiiro-menexomyHikayiirux cucmemax (I'TC) nomenyiiro Hebesney-
Hux 0f’ckmis  Kpumuunoi ingpacmpykmypu. Bionosiono do icnyronoeo  Hopmamusio-npasosoeo sabesnedentin, 106 A3anoz0 3
00°ckmamu Kpunuuol ingpacimpyrmypt, npocaioKosyenscs HenosHomA o000 MONCAUEOHIE ix Kopersmnol Kaacughikayi, makose
te cgpopmosanuii nepeaix ITC maxux 06 ckmis, 8i0cymmi Kpumepii w000 oyinsaris meeamusHux 1acaiokis 610 xivepamax. Bu-
piuernn sasnavenux numans 003604uMb cHOPMYysany makut Kiacugixamop o0 ckmie Kpumuurol ingopmayitinoi ingpacnmpy-
1Py, AKULE 0acHIb MONCAUEICING CIIBOPUNI YMOSY 017 NIBULYerHA iX crmtiikocnti 00 Kibepamak. Bionosiono do yeozo nponomnyemeca
3acih Kaacugpikayii 06 ekmis Kpumuroi ingopmayiinoi ingpacmpyrmpu. B ocrosy dioco nobydosu saxaadera Kopmencta modeas,
CKAAD0B UMY AKOE € YNOPAOKOBaH] 10eHMIUGDIKamOpl 00 EKmIIE KpUumuuHoi iH@pacmpyxnpi, o 6i006pancarnts: cexmop Kpumuyor
IHOPMayiiinoi ingpacmpyKmypu 0eparass; adMinicHpanueHo-mepunopiansty o0unuyno Yrpairuy Hassy abo idermugixayitnui
HoMep 19puduroi ocobu; popy eaacrocnmi opeanisayii-eaacuxal posnopaonuxa ITC; 6ud ingopmayii, mo oGpobarentsca 6 ITC;
peccmpayiiini HoMEPU 00KYMEHIES, 10 3aC610UY10MIb HAABHICHI AMIECIIOBAHUX | ATYEHSOBAHIUX CUCIIEM Uil 3ac0018 3axucmy iHpop-
Mayii; 1eeamughi tacaioku xibepamar na ITC. 3a donomozorn sanponornosanoi modesi npedcmasaeni npurxiady Kiacugpixaysi
00’ €Ki Kpumuroi ingbopyayiinoi iHbpacpyrmypu depacast, a 6 no0ANLULOMY B0HA 0aCHIb MONCAUBIEHIL CPOPMYBaNIY NEPEAIK
si0nosionux ITC dna sabesneuerria ix nepuouepzo6020 3axucny 610 Kibepanmax.

KarogoBi cAOBa: inghopmayitito-menekomynixayiina cucmema, Kibepamara, Kpumuira ingopmayiina ingpacmpykmypa, Kia-

cughixaniop 06 €xniis, KOpIIesHHa MO0eNs, HecamusHi HacaioKu.

AxryaspHiCTB. OCHOBHUMH HOPMATHBHO-IIPA-
BOBHMH AOKYMEHTAMH, ITIO PETYAFOFOTE C(DEPY 3aXHCTy
kputaaHoi  iHMopMartiinol iadpacrpykrypu  (KII)
Aepxasu € 3akoH VYipaimm «[Ipo ocHOBu 3a0e3rre-
4eHHA KibepOeseku Ykpaiam» [1], a Takox [2] Ta irrmi
AOKYMeHTH y cpepi 3a0e3IedeHH 3aXUCTy 1H(OpMa-
if (3I) Ta kidepbOesrrexn. Tak y [2] maroaomyersbes Ha
TOMY, IIIO AEP7KaBHI OPIaHM, OPraHH IIEHTPAABHOI BH-
KOHABYOI BAAAH, IHII 3alHTEPECOBAHI AEpP:KaBHI Op-
rafu (AaAl — 3aiHTEpeCcOBaHI OPraHu) MOBUHHI cop-
MyBaTH Ta ITOAATH AEp/KCIEN3B A3KY IIPOITO3HUIL AAS
dopmysarasa nepeaiky I'TC oO’ekriB kpurmgHOi iH-
dpactpykrypu (OKI) aeprkaBu. V BIAIOBIAHOCTI AO
X IPOIIO3HINNA 321HTEPECOBAHI OPraHM MAFOTh BU-
3HAYUTH HETATUBHI HACAIAKH T2 BKa32TH {X YMOBHE IIO-
3HAYCHHA, AO fAKHX MOKE IIPU3BECTH KibepaTaka Ha
ITC 13 mpuBeaeHoOro y [2] 1epeAiky Ta 3a3HaYUTH BUA
tHdOopMmariii, 1o oOpodaseTbes B it cucremi. [pore,
OyAO BHABACHO HEMOKAHUBICTH BUKOHAHHSA ITi€l ITOCTA-
HOBH, OCKIABKH y IYHKTI 8 [2] mOTpiOHO AOIIOBHHTH
IIEPEAIK KPUTEPIiB IIIOAO BU3HAYEHHA OLIHKH HETaTH-
BHUX HACAIAKIB, AO AKHX MOJKE IIPHU3BECTH KiOepaTaka
ua I'TC OKI, o 3a3uavaerses y [3-8].

Icayroge HOpMaTHBHO-IIPaBOBE 3a0€3IICUECHHSA
saxucty OKI B indopmariiiniii cdpepi CBIAYUTD IIPO
HAfBHICTh HU3KHU IIpoOAeM [3, 4], 1110 MarOTh MAAOCH-
CTEMHUIT XapaKTep BIAIIOBIAHOI AIIABHOCTI, CITOCTEPi-
ra€ThCA HEYITKA CIPAMOBAHICTE (POPMYBAHHA IIEpE-

aiky ITC OKI. Kpim Toro, Ha KOHIIEITyaABHOMY Ta
HOPMATHBHOMY PIBHAX, HE IIPOBEACHO KAACH(]IKALIIIO
o0’extiB KII (OKII), e cpopmopano mepeaixky ITC
Takux O0’€KTiB [5], BIACYTHI KpuTepil IIOAO BH3HA-
YEeHHA OLHKU HErATUBHUX HACAIAKIB, AO AKHUX MOKE
npussectu kideparaka Ha ITC OKI AepkaBu ToImo
[6-8]. Aasl BUpIIIEHHS IBOTO IUTAHHA aK/)dAbHUM €
pO3pOOKa HEOOXIAHOTO IHCTPYMEHTAABHOIO 3aCO0Y,
npusHaueHOro AAfd Kaacudikarii OKIL

AHaAI3 iICHYIOYOI MOAEAL AAHHX (POPMYBAHHA IIe-
peaiky OKII [9], mokasap nagsHe OOMexeHHA y ii 3a-
crocyBansi, T00T0 Amie Ao OKII B raaysi nusiapHOL
asiamii (Ha OCHOBI CCTEMH KPUTHYHUX aBIaIiiHUX 1H-
dopMarLITHIX CHCTEM), 2 TAKOXK HE BPAXOBaHi BCl BU-
moru [2] Ao dopmysanns repeaiky ITC OKI, Too6to
A0 dopmysannsa nepeaiky KII aeprxasu. Tak, mampr-
KAQA, BUMOTH AO BCTAHOBACHHA BUAY iHOpMariii, fka
00pobasieTses B I'TC Ta HeraTHBHUX HACAIAKIB AO AKHX
Mozxe rpussectn kibeparaka Ha ITC, y moaeai [9] me
BPaxOBaHI.

Buxoasan 3 BUKAaA€HOTO METOXO POOOTH € II0-
OyaoBa MoAeAl kaacudikatopa OKII, cemarTuxa kol
BUKOPHCTOBY€E YMOBHI IIO3HAYECHHS IACHTH(IKATOPIB
TaKHX OO’€KTIB 32 BU3HAYCHNM Y [2] mopaAkoM ix ¢do-
pmyBanHsA. Lle AacTh MOKAMBICTD IIPOBECTH 3araABHO-
aeprkaBHy Kaacudikariiro OKII ta cpopmysaru mepe-
Aik BiatoBiaanx I'TC AAs 3a0e3m1eueHHA X IepIrogep-
T'OBOIO 3aXHCTY BIA KiOepaTak.

b
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Buxaaa ocHoBHOro marepiaay. V cdepi 3axu-
CTy KpuTHIHOI IHpacTpyKTypH Acpxasu B [1-3] BBe-
acHi Taki mouATTs: OKII — KOMyHIKaIIifiHA 200 TEXHO-
aoriana cucrema OKI, xibeparaxa Ha Ky Oesmocepe-
AHBO BIIAUHE Ha cTaAe dyHKIionyBarHA Takoro OKI
[1]; 1) KII — cykymicts OKII [3]; 2) BrArOUeHi AO T1€-
peaiky I'TC OKI, 1o 3axurmmaeTbes Bia Kibeparax y 1e-
piuy depry (mpiopurerHo) [2].

Ha ocHOBI mpoBEAEHOTO aHAAI3Y BIATIOBIAHOI HO-
PMATHBHO-IIPABOBOI Oa3u Ta IHIHX ITyOAiKarii [1-10]
IIPOIIOHYETHCA 0A30BA KOPTEKHA MOACAD AASl KAACH-
dikarii OKII AeprkaBu, fika MICTHTH OCHOBHI IACHTH-
dikaTopu 00’ exra:

ID=<I1D,, ID,,...,I1D,,...,1D, >, (1)
ae ID;, cID (i= ﬁ) — KOMIIOHEHT KOPTEIKY, IO Bi-
AOOpaskae /-1 iaeHTH]IKATOP 00’€KTa, N X KIABKICTB,
a aast Beix uaeniB |D xapaxrepna Baacrusicts mo-
PAAKY.

Hampuxaaa, aaa dopmysanusa mepeaiky ITC
OKI aepaxasn BiartosiaHO A0 [1-3, 10, 11, 14-16], mpu
N = 8 koprex (1) BU3HAUNMO fIK:

ID =<1ID,,1D,,ID,,ID,, ID, 1D,

ID,,ID; >=<S,U,O,N,I,R,C,M >, 2)
ae ID; =S (vmuoxmHAa iAeHTH(IKATOPIB CEKTOPIB
(Sectors) KII); 1D, =U (MuHOMHHA iAeHTH(DIKATOPIB
AAMIHICTPATHBHO-TEPUTOPIAABHUX OAMHHIL (Units)
Vkpainm);
(Ownership)

ITC); ID, =N (Muoxunna Hass ab0/Ta yHIKAABHUX

ID, =0 (mHOX)HHA ¢dOpPM BAACHOCTI

OpraHi3aIii-BAACHHKIB / PO3ITOPAAHUKIB

inerTudikariianx  momepis  (Number) ropuAnaHOL
0cobH B CAMHOMY ACPKABHOMY PEECTPI IAIIPHEMCTB
ta oprauizamii Yipaiau (€APITOV) opranizarii-
Baacuukis/posnopsaaukis ITC sk OKII); ID. =1
(maOMKHHA BUAIB iHMOpMartii (Information), mo obpo-
oaserpes B ITC); ID, = R (MHOMIHA peecTpaIiitHIx

HoMepiB (Registration) AOKYMEHTIB, IO 3aCBIAYYIOTDH

HASBHICTB ATECTOBAHUX/ AIITEH30BAHMX CHCTEM YH 32a-
co0iB 3axucTy iHdOpMarIii (HAIIPHKAAA, ATECTATIB BiA-
ITOBIAHOCTI Ha KOMITAGKCHY CHCTEMY 3axucty iHdop-
marii (KC3I), komrraexc 3acobiB 3axucty iHdopMariii
(K33I), cucremy ympasaiaua iadopmanifinoi 6es-
ek (CVIDB) abo ekcniepTHUX BICHOBKIB HA TEXHIYHI
Ta IporpamHi 3acobm, Akl peaaizyrors dymxmii T3I
Ta/a60 oninkm crany 31 (aaai — 3acobu T3I) um Ha
oprauizarirao-rexuiune pimennsa (OTP) rna posrop-
TauHA THIIOBOI ckAaaoBOi kommonerTn KC3I B ITC)
ta iamm; 1D, = C (MuOMHHA iAeHTH]IKATOPIB HEra-
TuBHUX HACAIAKIB (Consequences) xideparak ma 1TC);
ID, =M (MHOXHHA IA€HTH(IKATOPIB IeOAOKAITIH-
Hux pecypceis (Maps) 3a micriem 3aaxoaxeras OKII).

[Teprmit kommoneHnT kopreiky S — cexrop KII
MOZKe OyTH IIPEACTABACHUN Y BUTASAL MHOMKHHH CEK-
TOPIB:

sz{OSi}z{SpSz,---,Sm}, (3)

ae S, S (i=1n) — /12 niaMHOKMHA IPYIT iAeH-
tudikatopis cexropis KlI, a N, — 3araapHa KiABKICTB

rpym. AAsl /-1 IIAMHOKHHEA S| BU3HAYNMO SIK:
Ny

S; :{USij}Z{Si1'Si2""’Sin1i}l 4
i1
ae S5 €S (J=1ny) - iaenrudiratopu cexropis

- rpynm, a Ny, iX KiABKiCTB. 3 ypaxyBaHHAM (4) BUpa3

(3) MOMKHA ITPEACTABUTH § TAKOMY BHTAAAL
M

s=4Us3=4dKUs,B-

i=1

TECTEP I O (I SR O

£8,0:8020-80n, 31 (=11, j=1n,).

Hampukaaa, 3 ypaxysanuam [1, 16] mpu N, = 5,
Ny =7; Np=06; Na=4 n,=2; n,=1 (i=15) m

ocHosi (5) S mpeAcTaBUMO fK:

5 My
S= {LJ{U Sj B ={511512: 813514, 815, 160 S1 3 {810 5221 5281 S04 S50 S b {8511 Sz S5 S0} {841 S0} {8613} =

4 j4

{2 M3 140 15" 16", 11T {1211, 1220 123" 124 25 26" |, {31,321 133" 134"}
{"41" 42"} {"51"}} = {{"Eneprermunnii cexrop”, "Cekrop ximiunoi mpomucaosocri”, "Tpancropr-
uuii cexrop", "Cekrop iHpopmariiiHo-TeAckOMyHIKaiHHIX TexHoAoriH", "CeKTop eAeKTPOHHOI Te-
AexomyHikarii", "bankiscekuit cexrop", "@irancosuit cexrop"},{"Cekrop HEHTPaAI30BAHOIO BOAO- (6)
rmocradaHHs Ta BOAOBiABeAcHH: ", ""CekTop rmocradanHs eAekTrpryHoi eHeprii', "CekTop mocraganHsm
rasy", "Cekrop mmpoaykris xapuysanss', "Cekrop ciabcpkoro rocrroaapersa’, "Cekrop 0XOpoHH 3A0-

por’s"},{"Cexrop KOMyHAABHEX ITOCAYT"

b

"Cexkrtop aBapitHux cAVk6'", "CekTop PATYBAABHIX
Y > yB

cayx0", "Cexrop cayxbu excrpenoi pooromorn HaceacHHIO'" } {"Cekrop exonomiku", "Cexrop 6e3-
nexkn Aepxasu’ }, {"CekTop OTEHIIHHO HeOE3IedHNX TEXHOAOLH i BupoOHuTea'} |,
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ae S, = "11" = "Emeprermunmii cexkrop", S, =
"12" = "Cexrop ximiunoi npomucaosocti', ..., S,g =
"26" = "Cexrop oxoponn 3popos’s”, ..., S,, = "42"
= "Cexrop Oesmexn acpxasu”, a S = "51" = "Cexk-

TOP HOTEHINNHO HEOE3IIEIHNX TEXHOAOIH 1 BUPOO-
Hurrs". CAlA 3a3HAYHTH, 10 IACHTH(IKATOPH CEKTO-
piB MOXKyTH OyTH 1IPOBI 400 AIHIBICTHYHI, HAIIPH-
KA2A, AAS 341 e MoKe BiAmmoBiauO Oyt "41" 260
"Cexrop ekoHOMIKH'".

Hacrymmanit komrmonenT koprexy U — MHOKIHA
1AeHTHDIKATOPIB  AAMIHICTPATHBHO-TEPHTOPIAABHIX
OAMHHIIb YKpaiHu, B Mexkax fikoi 3HaxoauTbesas OKI 1
BIAOOpaKa€cThCA fAK:

U=JU3=U, U0, }

- {”Ol", HOZH’ HO3H" . " n2 H}’

ae U, cU (i=1n,) — irermndirarop aaminicrpa-

(7)

TUBHO-TEPUTOPIaABHOI OAMHHMI, 2 N, iX KIABKICTB.

Bianosiano ao [12] B Vkpaini HasBai 24 obaacri,
Apronomua PecryOaika Kpum, micto 3 ocoOauBmM
crarycom CeBacToroap 1 croAuns VkpaiHH — MICTO
KuiB, ToMy iAeHTH(]IKATOPH  aAMIHICTPATHBHO-
TEPUTOPIAABHIX OAHHUIb, SIK 1 y BHIIAAKY 3 S MO-
AKyTb OyTH IIUPOBI A00 AIHIBICTHYHI.

Hanpuxkaaa, pu N, =27 (i=1,27) 3 ypaxy-
BaHHAM [12] dpopmyaa (7) mabepe BUTAAAY:

U :{Gui}:{LJliLJZ’""UZG’U27}:

{"Ol"’ "02"’..""26"’ "27"} — (8)
{"Asronomua Pecrrybaika Kpum"},
{Binnumwka ob6aacts"}, ..., {"m. Kuis"},

{"m. CeBacromoan"},

ae U; ="01" = "Apronomna Pecriybaika Kpam", U,

= "02" = "Bimnunmpka obaacts",...,U, = "26" =
"m. Kuis", a U,, ="27" = "m. CeBacromoas".
Tperiit  kommonent O — MHONKHHA — dOpM

BAACHOCTI opraHi3aL[i'1'—BAaCHHKa/ posnopsaauka I'TC
IIPEACTABAAETHCA BUPA3OM:

O:{QO‘}:{Q ,0,,..,0, }, ©9)

ae O, cO (i=1,n;) — i-ra popma BaacHOCTI, 2 Ny
X KIABKICTb.

Biaomo, 110 3a dopmoro BAacHOCTI opranizarii
(INATIPHEMCTBA, YCTAHOBH) ITOAIAAFOTBCA HA ACP/KABHI

(A), korextusHi (K) Ta mpusaTHi (I ).
Hanpuxaaa, mpu N; =3 (i =13)3 ypaxysan-

uam [13] dpopmyaa (9) matrme BUrAsA:

O ={Uoi}={011 0,,0:} =

{H,A"’ "Kﬂ', "H"}:{Hlﬂ, "2"’ "3"},
AC 01 — "A" — "1", 02 — "K' — "2", a 03 — "17" — "3".
UYeprosuit komrmoHeHT N — MHOXKHHA Ha3B Ta
VHIKAABHUX IACHTUMIKAIIIHIX HOMEPIB FOPHAUIHOL
ocobu 8 EAPTIOV opramisariii-BAacCHUKIB/ po3HOps-
aaukiB I'TC ax OKII BusnagaeTses BUpazom:

N :{Ul NJ}={N,,N,....,N, },

(10)

(11)

ae N, =N (i=1,n,) — ira massa ta zomep EAP-
ITOV opranizarii (MAIpHEMCTBA, ycTaHOBHU), a N, iX
KIABKICTE.

Hanpukaaa, npu N, =5 (i =1,5) dopmyay

(11) MO)HA IPEACTABHTH fIK:

NZ{ONi}Z{Nl ) Nzl N3! N4’ N5}=

i=1

{"14360570", "00032129", "00039019", "23697280", "14305909"} =

(12)

{"TIpusar 6aux", "Ormaabauk", "Vkpcoubauk", "Viprazoauk", "Paiidpaiizen Gank aBaap" | =
{"https://ptivatbank.ua", "https://www.oschadbank.ua", "https:// www.ukrsotsbank.com",
"https:/ /www.ukrgasbank.com", "https://aval.ua"}.

CAlA 323HAYNTH, 1110 MHOKIHA HA3B T4 YHIKAABHIX
iAeHTIMIKAIIITHIX HOMEPIB IOPHAMYIHOI OCOOH MOKE
BiAOOpazKaTHCS Y IINPPOBOMY 20O AIHIBICTHIHOMY BH-
LAAAL SIK iAeHTH(DIKaTOp OpraHi3ari (IAIPHUEMCTBA, yC-
TAHOBH) 3 TIIEPIIOCHAAHHAM Ha OIIIHHIUIT BeO-CaliT.

[Tsaruit kommonenT R — MHOMHHA peecTpariii-
HHUX HOMEPIB AOKYMEHTIB (32 ACP/KABHHM PEECTPOM
Aepcnenss’asky, HBY, Tommo), 1o 3acBiauyrors Ha-
ABHICTb ATECTOBAHHUX/ AIIIEH30BAHIX CHCTEM 9H 32CO-

0iB 3axuCTy iH(OpMaIIii (HAITPHUKAAA, ATECTATIB BIAITO-
Bianocti Ha KC3I, K331, CVIb abo ekcriepraHux Bu-
cuoBkiB Ha 3acobu T3l un va OTP KC3I B ITC) T2

1HIIT], KA BIAOOPAKA€THCA BUPA3OM:

R={UR}~{R .R.-.RJ  (13)

ae R cR (i :L_ns)— - peecTpauifiHUIl HOMeP

AOKYMEHTY, a Ng 1X KIABKICTb.


https://uk.wikipedia.org/wiki/%D0%A1%D0%B5%D0%B2%D0%B0%D1%81%D1%82%D0%BE%D0%BF%D0%BE%D0%BB%D1%8C
https://uk.wikipedia.org/wiki/%D0%A1%D1%82%D0%BE%D0%BB%D0%B8%D1%86%D1%8F
https://uk.wikipedia.org/wiki/%D0%9C%D1%96%D1%81%D1%82%D0%BE
https://uk.wikipedia.org/wiki/%D0%9A%D0%B8%D1%97%D0%B2
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Hanprkaaa, mpir Ng =3 (i =1,3) doparyaa (13)

MATHME BATAAA!
3
R :{U Ri}:{R11 R,, R3}:
i=1

{"17589", "12563" , "12569" },
e R="17589", R, ="12563" 1a R, = "12569" — ro-

MepH 32 peecTpoM AepIKCIIEI3B A3KY.

[MMoctum komrmoHeHTOM KOpTEKy I € MHOMIHA
BUAIB iH(oOpMmarii, mo obpobasgersca B ITC, sxa
IIPEACTABAAETHCA BEIPA3OM:

I :{Ln_jli}:{ll’IZ""’I“s}’
=1,n)

indopmariii, a Ny ix kiapkicTs. Biamosiauo Ao [6, 13]

(14)

(15)

ae Ll (i

| — 71 iaeHTH]IKATOP BHAY

3a BUAOM iH(OpMAIIiA TOAIAAETBCA Ha BiakpuTy (BI),
xoudiaenuiiiny (KI), cayx008y (CI) ta taemny (171).

Hanpuxaaa, nmpu Ng =4 (i =l,_4) 3 ypaxyBaH-
Ham [6, 13] (bopMyAa (15) maTMe BHTAAA:

l—ﬂJI} (UTR PR o

(16)
{HBI" HKI" "CI" lITI"} p—
{"Olll, ||02"’ "03", ||04"}’
AC |1=HBI":H02", |2 :"KZ“:HOzH’ |3:V!C]’Vl:llo3ﬂ Ta

—n —n n

I, ="T1"="04".
Hacrymanit kommonent koprexy C — MHOMIHA
IAeHTH@IKATOPIB HETATHBHUX HACAIAKIB KiOepaTak Ha

ITC nabyBae BUTASIAY:

c{JC}={C. .ConC ). (A7)

ae C,=C (i=1,n,) — ircrrrudixarop HeraTHBHIX

HACAIAKIB, 2 N, IX KIABKICTB.
Hampukaaa, npu N, =10 (i =1,T0) 3 ypaxy-

BaHHAM |2, 5, 14-16] dopmyaa (17) maTume BUTAAA:

C= {UC} {G.G. GG, G5, Gy, G, Gy, Gy, G} =

{"01" "02" "03" "04" "05" "06" "07" "08" "09" "10"}_
{"BUHUKHEHHS HAASBUYAIHO! CHTYaLil TEXHOICHHOIO XapakTepy Ta/ab0 HeraTHBHUI BIIAMB Ha
CTaH eKOAOTTYHOI Oesmeku Acpikasu (periony)", "HeraruBauil BHAUB Ha CTAaH €HEPreTUIHOL Oe3-
rexkn Aepxxasu (periony)", "Heratusuuil BiauB Ha craH ekOHOMIYHOI Oesekn Aepsxasu', "Hera-

THUBHHH BITAUB HA CTAH OOOPOHO3AATHOCTI, 3a0€3IICUCHHS HAIIIOHAABHOI OE3IIEKH Ta IIPABOIIOPS-

(18)

AKy y Aepikasi", "HeraruBauil BuAUB Ha cuctemy yrpasainus Aepxasoro’, "Herarusauii BuAus
Ha CYCIIABHO-ITOAITHYHY cUTYyaIifo B Aepikasi”, "Herarusruit Buans Ha imiax Aepxasu’, "[Topy-
IIIeHHA CTaAOro (pyHKIIOHYBaHHSA (biHarcoBol cucremu Aepxasu’, "[lopyrenns craroro pyHK-
LIOHYBaHHA TPAHCHOPTHO! iHpacTpykTypu Aepxasu (periony)”, "[lopyirenns craaoro dyHKILi-

oHyBaHHs iH(OPMALIIHOT Ta/a00 TeAeKOMYHIKAIIIHOI iHdpacTpyKTypu AcpxaBu (PEriony), B
TOMY 9HCAI 1i B3aEMOAIL 3 BIAITOBIAHUMY iH(pacTpyKTypaMu iHIIHX AcprKas’ },

Ae C;="01" = "BunnkHEeHHs HAASBHYIANHOI cUTyAL]

TEXHOICHHOTO XapaKTepy Ta/ad0 HEraTUBHUII BIIAUB
Ha CTAaH CKOAOITYHOI Oesmekn Aep:kaBu (periony)",

C,="02" = "HeraruBHuil BIIAUB Ha CTAH CHCPICTU-
Ha Gy ="10" =
"[Topymrenns craroro ¢yHkioHyBanaa iHdOpPMA-
uiitaof Ta/abo TeAekoMyHIKaIiHOI iH(pacTpyKTypH
AepkaBH (PErioHy), B TOMY UHCAL ii B3a€EMOAIL 3 BIATIO-
BiaHNME iHpacTpykrypamu iHImx Aepkas". Caia
3a3HAYNTH, IO HEraTHBHI HACAIAKH KiOepaTak Ha
ITC, six i y Bummaaxy 3 S, moxyrs 6yru nndposi abo
AIHIBICTHYHI.

Ocranniit komrronenT M — MuHOKHHA iAeHTHDI-
KaTOPIB I'€OAOKAIIIMHUX PECYpCiB 3a MICIIEM 3HAXO-
AKEHHSA oOprafizanii (INAIIPHEMCTBA, YCTAHOBH) fAK

OKII:
M Z{UMi}Z{Ml ,Mz,...,Mng},
i-1

4HOI Oesmekn Aepskasu (periony)",

(19)

=1,n;) — it iaerTudikatop reoro-

ae M, cM (i

KaIIIMHUX pecypciB, a Ng iX KIABKICTB.

Hanpuxkaaa, npu Ng =3 (i = ].,_3) dopmyaa (19)

HAOYAC BUTASIAY:

M = (M3~ (M., M, M.} -

i=1
{"G " "MM” "YM"}_{"1" "2" "3"}
ae M, ="GM"="1" = Google Maps, M, ="MM"
= Maps.Me, a M, ="YM"="3" = Yandex Maps.

B TabA. 1 mpuBeaeHe yMOBHE IO3HAYEHHA CEMa-
orukn kaacudikaropa OKII aeprxaBu, Axke MOKHA Bi-
aoopasurh, Ak SS — UU — O —NN...N-RR...R-1I
— CC - MM.

AAf IPHKA2AQ PO3TAAHEMO ITOOYAOBY CEMAHTHY-
HOI CTPyKTypH KAacu(ikatopa Aep:xaBHOI (icKaAb-
Hoi cayxOn (APC) Vipainu sk OKII, 1o BinoOpaska-
€TBCA § BUTAAAL IIPEACTABACHOMY B TaOA. 2.

(20)

H2H
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Tabawmms 1
Cemanruka kaacudikaropa OKII aepixaBu
Eaement kop- S (j= m) U o N R I C M
TEKY
‘ 15 1,27 13 1n, Ln 1,3 110 13
Eneverr 5 uU 0 | NN.N | RR..R i cc M
MHOXHHH
TabAurs 2
[Tpukaaa kaacudikaropa OKIl — A®C Vkpainn
EA@‘S‘; KOPT | s (j=7) U o N R I C M
7 1 26 1 39292197 14273 2 8 1
Eaement 17 2% 1 39292197 (A®C — 14273 03 08 1
MHOKHUHH http://sfs.gov.ua)

Tobro, 17-26-1-39292197-14273-03-08-1, ac
SoS,;, ="17" — imancosuit cexrop, U DU, =
"26" — micto Kuis, O 20, ="A" ="1" — repixaBna
dopma Baacaocti, N D N, = 39292197 — yuisepca-
ApHIH iAeHTH(IKYIOUnt HOMep C€APITOV "ADC"
(http://sfs.gov.ua), R © R; = 14273 — nomep arec-
tarty BiamosiaHocTi Ha KC3I I'TC nrentpy ceprudika-

g ‘- B r,;;l:’;"ﬂ:w:)u—wﬂ."bkm‘
\ T

LYy

Oherip

T

4

dacToe m
o

benan Ligpkoeb
[}

20N0TOHOL

Yepracth
a

t Cwmena
o

e Google

nif kArouiB IHOpPMAIIIFHO-AOBIAKOBOTO A€ITapTame-
ury A®C, 3a peecrpom Aepxenenss’ssky, | D1, =
"CI" ="03" — cayx608Ba indopmanisz, C 2 C; ="08"
— IOPYIIEHHA CTAAOTO (PYHKIIOHYBaHHA (DIHAHCOBOL
cucremu Aepikasn, M D M, ="GM" ="1" — pecypc
Google Maps.

Ha puc. mokazaHo IpHuKAaA MOKAIBOTO BIAOOpa-
’KEHHA eAeMEHTY MHOKHHE M.

17-26-1-39292197-14273-03—-08-1

lNocypapcTeesHan
i tuckanoHan chyxba..

Depwasxa dickansma

o cnywba Yepaivu

b My
noyg

a =]

Puc. ITpuxaaa siaobpaxenns M= "GM" — sobpaxenns micts saaxopkenns AQPC Vipainn

BucHOBOK. V AaHOMY AOCAIAKEHHI 3aIIPOIIOHO-
BAHO 0A30By KOPTEKHY MOAEAb Kaacudikaropa OKII
AEP7KaBH, AKA 32 PAXYHOK MHOKHH IA€HTU(IKATOPIB CEeK-
TOPIB, AAMIHICTPATUBHO-TEPUTOPIAABHIX OAHHHIIb YK-
paitn, popM BAACHOCTI, Ha3B OpraHi3arliii, BUAIB iHMOpP-
Mariil, peecTpariiHIX HOMEPIB AOKYMEHTIB, iAeHTH(IKA-

TOpIB HEraTUBHUX HACAIAKIB Kibepartak Ha ITC, iaenTrdi-
KATOPIB TEOAOKAIIIMHUX PECypCiB 3a MICIIEM 3HAaxXO-
axenns K, BBEACHIX y KOPTEK A€ 3MOIY IIOOYAyBATH
KAacHMIKATOP Ta BIAOOPA3SHTH HOTO y CEMAHTHYIHOMY
BUTAAAL AASL TIOAAABITIOTO CTBOPEHHS IIPAKTHIHOIO Me-

xanismy dopmysarms nepeaiky I'TC OKII Vipairm.


https://acskidd.gov.ua/img/scanexp/atetatvid.jpg
http://sfs.gov.ua/
https://acskidd.gov.ua/img/scanexp/atetatvid.jpg
https://www.google.com.ua/maps/place/%D0%9B%D1%8C%D0%B2%D1%96%D0%B2%D1%81%D1%8C%D0%BA%D0%B0+%D0%BF%D0%BB%D0%BE%D1%89%D0%B0,+8,+%D0%9A%D0%B8%D1%97%D0%B2,+02000/@50.455934,30.5035533,17z/data=!3m1!4b1!4m8!1m2!2m1!1z0LrQuNGX0LIg0L_QuyDQu9GM0LLRltCy0YHRjNC60LAgOA!3m4!1s0x40d4ce67809c887b:0xcf858f60b97a9c8!8m2!3d50.455934!4d30.505742
https://uk.wikipedia.org/wiki/%D0%9C%D1%96%D1%81%D1%82%D0%BE
https://uk.wikipedia.org/wiki/%D0%9A%D0%B8%D1%97%D0%B2
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MOAEADb KAACCU®PUKATOPA
OFBEKTOB KPUTHUECKOMU
NH®OPMALIMIOHHOM
HNH®PACTPYKTYPHI TOCYAAPCTBA

ABTOMATH3AIHA IIPOLIECCOB IIPEAOCTABACHHUA YCAYL BO
BCex cdepax 0OeCIIeIeHIs KI3HEACATEABHOCTH YCAOBECKA,
o011IecTBa M TOCYAAPCTBA IIPHUBEAA K YAKECTOUCHHIO TPeOo-
BAHHH K 3aIuTe HHOOPMALIUU B HH(DOPMALIIOHHO-TEAE-
kommyHHKannoHHBIX cucrteMax (MTC) morennmaspHO
OIIACHBIX OOBEKTOB KpuTHIeckor uH@pacTpykrypsr. Co-
TAACHO CYITIECTBYIOIIEIO HOPMATHBHO-IIPABOBOIO OOeCIIe-
YCHHSA, CBA3AHHOIO C OOBEKTAMH KPHTHYECKOH HH(pa-
CTPYKIYPHI, IIPOCACKHBACTCA HEIMOAHOTA OTHOCHTCABHO
BO3MOKHOCTH HX KOPPEKTHOH KAACCH(DHKALINM, 4 TAKKE
e copmuposan nepedensp MTC Takux oObexToB 1 O1-
CYTCTBYFOT KPHTEPHH OLICHHUBAHUA HETATHUBHBIX ITOCACA-
cTBHII OT KuOeparak. PerrieHne yka3aHHBIX BOIIPOCOB I103-
BOANT CPOPMUPOBATH TAKOH KAACCH(HUKATOP OOBEKTOB
KPUTHYIECCKOH HH(OPMAMOHHON HH@PACTPYKTYPEL, KO-
TOPBIH AACT BO3MOMKHOCTD CO3AATH YCAOBISA AASL ITOBBIIIIC-
HHA UX YCTOWYHUBOCTH K KubOeparakam. B coorBercrsum ¢
STUM IIPEAAATAETCA CPEACTBO KAACCH(DHKAIIME OOBEKTOB
KPHTHYCCKON HH(OPMAIIMOHHON HHMPACTPYKTypsl. B

[11].
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OCHOBY €r0 IOCTPOCHUSA 3aA0KEHA KOPTEKHBIX MOACAD,
COCTABASIFOIIIUMI KOTOPOH SBASFOTCH  YIIOPSAOYCHHBIE
HACHTH(HUKATOPB OOBEKTOB KPUTUIECCKONR HH(PPACTPYK-
TYPBI, KOTOPEIC BKAIOYAFOT: CEKTOP KPUTHYCCKOR HHMOP-
MAILIHOHHOH HH(PACTPYKTYPHI TOCYAAPCTBA; AAMUHUACTPA-
THBHO-TCPPHTOPHAABHYIO CAHHHITY YKPAUHBI, HA3BAHHIC
A HACHTH(DHUKAIIMOHHBIA HOMEP FOPHAHYECKOTO AMIIZ;
popMy COOCTBEHHOCTH OPraHH3ALUU-BAAACABLIA/ PACIIO-
paaureas MTC; Bua muadopmanmm, oobpabaTsiBacMOi B
WTC; perucrparimoHHbIE HOMEPA AOKYMEHTOB, YAOCTOBE-
PAIOIINX HAAMYHE ATTECTOBAHHBIX/ AMIICH3NPOBAHHBIX
CHCTEM HAH CPEACTB 3AIMUTH MH(OPMALIII; HETATHBHbIC
rocaeactBud ot kubeparak Ha MITC. C momorrpro mpea-
AOMKEHHOH MOAEAH ITPEACTABACHBI IIPUMEPHI KAACCH(DHKA-
oK OOBEKTOB KPUTHIECKOH nH(MOPMAITHOHHON nH(pa-
CTPYKTYPBI TOCYAAPCTBA, 2 B AAABHEHIIIEM OHA ITO3BOAHT
cchopmuposate mepederp coorsercrsyromux MTC aas
obecredeHns UX IIEPBOOYECPEAHON 3AIIIUTHL OT KHOCPATAK.
KaroueBnie caoBa: HHOOPMALIMOHHO-TEACKOMMYHIKA-
LIMOHHAA CHUCTEMa, KHOepaTaka, KpHrTudeckas nH(OpMa-
nuoHHASA HH@PACTPYKTYPa, KAACCH(MUKATOP OOBEKTOB,
KOPTEKHAA MOAEAD, HETATHBHEIE ITOCACACTBHA.

THE MODEL OF OBJECTS
CLASSIFIER OF CRITICAL INFORMATION
INFRASTRUCTURE OF THE STATE
Providing the process automation setvices in all spheres of
human, society and state life support has led to increased
demands for the information protection in information and
telecommunication systems (ITS) of potentially dangerous
objects of critical infrastructure of the state. In accordance
with the existing legal and regulatory framework related to
the objects of critical infrastructure, there is an incomplete-
ness regarding the possibility of their proper classification,
there is also no list of ITS of such objects and there are no
criteria for the negative consequences assessment. Solving
these issues will generate the formation of such objects clas-
sifier of critical information infrastructure, which will enable
the creation of conditions to increase their resilience to cyber
attacks. Accordingly, a tool is proposed for classifying ob-
jects of critical information infrastructure. The basis of its
construction is a tuple model, the components of which are
ordered identifiers of critical infrastructure objects that re-
flect: the sector of the critical information infrastructure of
the state; administrative territorial unit of Ukraine; name or
identification number of the legal entity; form of ownership
of the organization-owner / manager of I'TS; the type of in-
formation processed in the ITS; registration numbers of
documents certifying the availability of certified/licensed
systems or information security means; the negative conse-
quences of cyber attacks on ITS. With the help of the pro-
posed model, examples of objects classification of critical in-
formation infrastructure of the state are presented, and it will
give an opportunity to form a list of relevant I'TS to ensure

their priority protection against cyber attacks in future.
Keywords:  information-telecommunication  system,
cyberattack, critical information infrastructure, classifier
objects, basic model, negative consequences.
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