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THE ENCRYPTION ALGORITHMS GOST28147-89-IDEA8—4 AND
GOST28147-89-RFWKIDEA8—4

Gulom Tuychiev

In this paper there were created new encryption algorithms GOST28147-89-IDEAE—4 and GOST28147-89—
REWKIDEAS—4 based on networks IDEAS—4 and REWKIDEAS—4, with the use the round function of the encryption
algorithm GOST 28147-89. The block length of encryption algorithm is 256 bits, the number of rounds is 8, 12, 16 and length
of the key switches from 256 to 1024 bits. Depending on information privacy and encryption speed can we choose the number of
rounds and key length. In the encryption algorithms encryption and decryption use the same algorithm, only when decryption calen-
lates the inverse of round keys depending on operations and they are applied in reverse order.

Keywords: Lai—Massey scheme, ronnd function, round keys, ontput transformation, multiplication, addition, S—box.

Introduction. The encryption algorithm GOST
28147-89 [8] is a standard encryption algorithm of the
Russian Federation and based on a Feistel network.
This encryption algorithm is suitable for hardware and
software implementation, meets the necessary
cryptographic  requirements for resistance and,
therefore, does not impose restrictions on the degree
of secrecy of the information being protected. The
algorithm implements the encryption of 64—bit blocks
of data using the 256 bit key. In round functions used
eight S—box of size 4x4 and operation of the cyclic
shift by 11 bits. Up to date, GOST 28147-89 is re-
sistant to cryptographic attacks.

On the basis of encryption algorithm IDEA [9]
and Lai—Massey scheme [43] there were developed the
networks IDEA8—4 [11] and RFWKIDEA8—4 [12],
consisting of four round functions. In the networks
IDEA8—4 and RFWKIDEA8—4, similarly as in the
Feistel network, both encryption and decryption use
the same algorithm. In the networks there were used
four round functions having one input and output
blocks and as a round function can use any transfor-
mation.

As the round function networks IDEA4-2 [1],
RFWKIDEA4-2 [10], PES4-2 [17], REFEWKPES4-2
[18], PES8-4 [2], REWKPESS-4 [20], IDEA16-2 [13]
and RFWKIDEA16-2 [14] are using the round func-
tion of the encryption algorithm GOST 28147-89
there were created the encryption algorithms
GOST28147-89-IDEA4-2  [25], GOST28147-89-
RFWKIDEA4-2 [26], GOST28147-89-PES4-2 [27],
GOST28147-89-RFWKPES4-2 28], GOST28147-
89-PESS8-4 [29], GOST28147-89-RFWKPESS-4 [29],
GOST28147-89-IDEA16-2 [30] and GOST28147-
89-RFWKIDEA16-2 [30]. The same is by using Sub-
Bytes(), ShiftRows(), MixColumns() and AddRound-
Key() transformations of the encryption algorithm
AES [7] as round functions of networks IDEAS-1
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[12], RFWKIDEAS8-1 [12], PES8-1 [19], RFWK-
PESS8-1 [20], IDEA16-1 [13], REWKIDEA16-1 [14],
PES16-1 [21], RFEWKPES16-1 [22], IDEA32-1 [15],
RFWKIDEA32-1 [16], PES32-1 [23], RFWKPES32-
1 [24], IDEA16-2 [13], RFWKIDEA16-2 [14],
PES16-2 [21], RFWKPES16-2 [22], IDEA32-4 [15],
RFWKIDEA32-4 [16], PES32-4 [23] and RFWK-
PES32-4 [24] created encryption algorithms AES-
IDEAS8-1 [31], AES-RFWKIDEAS8-1 [32], AES-
PES8-1 [33], AES-RFWKPESS8-1 [34], AES-
IDEA16-1 [35], AES-RFWKIDEA16-1 [36], AES-
PES16-1 [37], AES-RFWKPES16-1 [37], AES-
IDEA32-1 [38], AES-RFWKIDEA32-1 [39], AES-

PES32-1 [40], AES-RFWKPES32-1 [40], AES-
IDEA16-2 [3], AES-RFWKIDEA16-2 [3], AES-
PES16-2 [42], AES-RFWKPES16-2 [43], AES-

IDEA32-4 [41], AES-RFWKIDEA32-4 [41], AES-
PES32-4 [4] and AES-RFWKPES32-4 [5].

In this paper, applying the round functions of the
encryption algorithm GOST 28147-89 as round func-
tions of the networks IDEA8—4 and RFEWKIDEA8—
4, developed new  encryption  algorithms
GOST28147-89-IDEA8—4 and GOST28147-89—
RFWKIDEA8—4. In the encryption algorithms
GOST28147-89-IDEA8—4 and GOST28147-89—
RFWKIDEA8—4 the block length is 2506 bits, the key
length is changed from 256 bits to 1024 bits in incre-
ments of 128 bits and a number of rounds equal to 8,
12, 16, allowing the user depending on the degree of
secrecy of information and speed of encryption to
choose the number of rounds and key length. Below
is illustrated the structure of the proposed encryption
algorithm. The purpose of this work is to develop new
encryption algorithms based on network IDEA8—4
and RFEWKIDEAS8—4 applying a round function of
the encryption algorithm GOST 28147-89
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THE ENCRYPTION ALGORITHM K
GOST28147-89-IDEA8—4

The structure of the encryption algorithm

GOST28147-89-IDEA8—4. In the encryption algo- tion algorithm the round function GOST 2814789 is

rithm GOST28147-89-IDEA8—4 length of the sub- applied four times and in each round function used
blocks X°, X', ..., X", length of the round keys eight S—boxes, i.e. the total number of S—boxes is 32.

The scheme of the encryption algorithm

12(i-1)+9 > K12(i71)+10 > K12(i71)+11 , i=1l.n and K, .,

Kiznigr -+ Kisnias are equal to 32-bits. In this encryp-

K12(i—1) > K12(i71)+1 5 s KlZ(i—1)+7 , 1=1.n+1, K12(i—1)+8 > GOST28147-89-IDEA8—4 is shown in Figure 1 and
the S—boxes shown in Table 1.
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Fig 1. The scheme of encryption algorithm GOST28147-89-1IDEA8—4
Considering the round function of the encryption +K p(ipys10 S =T3%4+ Koz 1y - 32-bit sub-blocks S°,

algorithm GOST28147-89—IDEA8—4 the 32—bit sub-
blocks T°, T', T?, T® are summed round keys
K K K K12(i—1)+11 >

12(i-1)+8 >
S°=T°+K S'=T'+K

n+1

S*, S?, S° divided into eight four—bit sub-blocks, i..
S°=syIIs; sy lI'ss Il s II'ss lI'sg ll's7
St =slls IS, lIsyllsellss IIss 7,
St =solls s lIss s lisslisellss,
S*=slls/ Il s lIs5llsslIss lIss sy

i=1.n, ie.

S?=T%+

12(i-1)+9 > 12(i-1)+10 >

12(i-1)+8 > 12(i-1)+9 >
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The four—bit sub-blocks s/, s;, s’

i Yio

3

s’,i=0.7
are transformed into the S—boxes:
R® =S, (s9) I1S.(s) 1S, () IS (s5)
S, (S)IISs () 116 (s) 1S, (7)) 5
R =S,(85) 1S5 (50) 1S4 (55) 11 S (85) I
S (51185 (53) 11452 Il S15(83),

S16(53) 1820 (53) 1 S51(55) 11 S (55) 1 S15(57)
R*= Sau (Sg) Il S5 (513) Il Sz (Sg) I
S5/(53) 1S55(S) 1 Spe (85D S0 (85) 11 S (57) -

The resulting 32-bit sub-blocks R°, R*, R*, R®
are cyclically shifted left by 11 bits and resulted to ob-
taining sub-blocks Y°, Y! Y? Y®: Y°=R%<<11,
Y'=R'<<1l, Y?=R%*<<11, Y* =R’ <<11.

R? = Sle (Sé) ” S17 (512) ” S18 (Sg) ” 5

Table 1
The S—boxes of encryption algorithms

0x0 [0x1 [0x2 [0x3 [0x4 |[0x5 [0x6 [0x7 [0x8 (0x9 [0xA [(0xB [0xC [0xD |0xE |0xF
SO 0x4 [0x5 [OxA |08 [0xD [0x9 [0xE [0x2 [0x6 [OxF [0xC [0x7 [0x0 [0x3 |[0x1 |0xB
S1 0x5 [0x4 [0xB [0x9 [0xC |[0x8 [|0xF |[0x3 [0x7 ([O0xE [0xD [0x6 [0x1 [0x2 [0x0 |0OxA
S2 0x6 [0x7 [0x8 [0xA [0xF [0xB [0xC [0x0 [0x4 (OxD [0xE [0x5 [0x2 [0x1 [0x3 |0x9
S3 0x7 [0x6 [0x9 0B [0xE [0xA [0xD [0x1 [0x5 (OxC [0xF [(0x4 [0x3 [0x0 [0x2 |0x8
S4  0x8 [0x9 |0x6 [0x4 |0x1 |0x5 |0x2 [0xE [OxA [0x3 [0x0 [0xB [0xC [0xF [0xD [0x7
S5 0x9 [0x8 [0x7 [0x5 [0xO |[0x4 [0x3 [OxF [0xB (0x2 [0x1 [OxA [0xD [0xE [0xC [0x6
S6 0xA [0xB [0x4 [0x6 [0x3 [0x7 [0x0 [(O0xC [0x8 (Ox1 [0x2 ([0x9 [0xE [0xD [|0xF [0x5
S7 0xB [OxA [0x5 [0x7 [0x2 |06 [0x1 (0xD [0x9 (0x0 [0x3 [0x8 |0xF [0xC |0xE |0x4
S8 0xC [0xD [0x2 [0x0 [0x5 [0x1 [0x6 [0xA [0xE (0x7 [0x4 [(OxF [0x8 [0xB [0x9 [0x3
S9 O0xE [0xF [0x0 [0x2 [0x7 |[0x3 [0x4 [0x8 [0xC (05 [0x6 [0xD [0xA [0x9 0B |0x1
S10 [0xF [OxE [0x1 [0x3 [0x6 [0x2 [0x5 [0x9 (OxD [0x4 [0x7 [0xC [0xB [0x8 [0xA [0x0
S11 [0x1  [0x8 [0x7 [0xD [0x0 [0x4 [0x3 [0xF [0xB [0xA [0x9 [0x2 [0x5 [0x6 [0xC [0xE
S12 [0x2 (0xB [0x4 [0xE |0x3 [0x7 [0x0 [0xC (0x8 [0x9 [0xA [0x1 [0x6 |0x5 |0xF (0D
S13 [0x3  [0xA [0x5 [0xF [0x2 [0x6 |[0x1 [0xD (0x9 [0x8 [0xB [0x0 [0x7 [0x4 |0xE [0xC
S14 [0x4 [0x5 [0xA [0x0 0D [0x1 [0x6 [0x2 |[OxE [0x7 [0xC [0xF [0x8 [0x3 [0x9 |0xB
S15 [0x5 (0x4 [0xB [0x1 [0xC [0xO [0x7 [0x3 |[0xF [0x6 (0xD [0xE [0x9 [0x2 [0x8 |0xA
S16  [0x6 [0x7 [0x8 [0x2 |0xF [0x3 [0x4 [0x0 (OxC [0x5 [0xE [0xD [0xA [0x1 [0xB [0x9
S17  [0x7 [0x6 [0x9 [0x3 |0xE [0x2 [0x5 [0x1 (OxD [0x4 [0xF [0xC [0xB [0x0 [0xA [0x8
S18  [0x8 [0x9 [|0x6 [0xC |0x1 |0xD [0xA [0xE (0x2 [0xB [0x0 [0x3 [0x4 |[0xF [0x5 [0x7
S19  0x9 (0x8 [0x7 [0xD [0x0 [0xC [(0xB [0xF [0x3 [0xA [0x1 [0x2 [0x5 [0xE [0x4 [0x6
S20 [OxA [0xB [0x4 [0xE [0x3 [0xF [0x8 [0xC [Ox0 [0x9 [0x2 [0x1 [0x6 [0xD [0x7 [0x5
S21  [0xB  [0xA [0x5 [0xF [0x2 [0xE [0x9 [0xD [0x1 [0x8 (0x3 [0x0 [0x7 [0xC [0x6 |0x4
S22 0xC (0xD [0x2 [0x8 [0x5 [0x9 [0xE [0xA [0x6 [0xF [0x4 [0x7 [0x0O [0xB [0x1 [0x3
523 0xD (0xC [0x3 [0x9 |0x4 |08 [OxF [0xB [0x7 [0xE [0x5 [0x6 [0x1 [0xA [0x0 [0x2
S24  [0x1  [0x8 [0x7 [0x5 [0x0 [0xC (0B [0xF (0x3 [0x2 [0x9 [0xA [0xD [0x6 [0x4 |[0xE
S25 [0x2 [0xB [0x4 [0x6 [0x3 [0xF [0x8 [0xC [Ox0 [0x1 [0xA [0x9 [0xE [0x5 [0x7 (0xD
S26  [0x3  [OxA [0x5 [0x7 |0x2 [0xE |[0x9 [0xD (0x1 [0x0 [0xB [0x8 [0xF [0x4 [0x6 [0xC
S27 |0xF [0xE [0x1 [0xB |06 [0xA [0xD [0x9 (x5 [0xC [0x7 [0x4 [0x3 [0x8 [0x2 [0x0O
S28 [OxE  [0xF [0x0 [0xA [0x7 [0xB [0xC [0x8 [0x4 [0xD (0x6 [0x5 [0x2 [0x9 [0x3 |0x1
S29  0xA [0xB [0xC [0xE [0x3 [0xF [0x0 [0x4 (0x8 [0x1 [0x2 [0x9 [0x6 |0x5 [0x7 (0xD
S30 [0xB  [0xA [0xD [0xF [0x2 [0xE [0x1 [0x5 (0x9 [0x0 [0x3 [0x8 [0x7 [0x4 [0x6 [0xC
S31  [0xC  [0xD [0xA [0x8 [0x5 [0x9 [0x6 [0x2 |[OxE [0x7 ([0x4 [0xF [0x0 [0x3 [0x1 |0xB

Considering the encryption process of encryption
algorithm GOST28147-89-IDEA8—4, initially the
256-bit plaintext X is partitioned into sub-blocks of

32-bits X¢, Xg, ..
1. Sub-blocks X/, X;, ..

with  the

Xj=X/®K

., X and runs the following steps:
., X, summed by XOR
keys  Kpngs  Kongs v Kippust
;> 1=0..7.

12n+8+

88

2. Sub-blocks
summed with the

K

Xy, Xo, ..., X, are multiplied and
12(i-1) > K
and calculated 32-bit sub-blocks T°, T', T?,

round keys K

12(i-1)+41> 0

12(i-2)47
T? as follows:

T = (X, Ky @ (X + Kiogayia)
T'= (Xi{1 . KlZ(i—1)+1) @ (Xi1 + K12(i—1)+5) R
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T?= (Xiz—l ' K12(i71)+2) @ (Xie—l + K12(i—1)+6) >
T = (Xi3—1 : K12(i71)+3) ® (Xi7—1 + K12(i71)+7) > i=1.
3. To sub-blocks T°, T*, T? T°® applying the
round function and get the 32—bit sub-blocks YO, Y,
Y2, Y3,
4. Sub-blocks Y%, Y', Y2, Y? are summed to
XOR with sub-blocks X?,, Xi,, X/,
Xio—lzxio—l®Y3’ Xil—lzxil—l@Yzi Xi2—1=Xi271®Y1:
X =XLeY’, XL =XLeY: X’ =X ®Y?
X =X, @Y X/ =X/, ®Y° i=1,
5. At the end of the round sub-blocks are swapped,
Xi0 = Xio—l’ Xil = Xi6—1’ Xi2 = Xis-u X: = Xi4—1’
= Xis—li Xi5 = Xi2—1’ Xi6 = Xi1—1’ Xi7 = Xi7—13 i=1.
6. Repeating the steps 2-5 7 time, i.e. 1 = 2.n , the
sub-blocks X°, X}, ..., X[are obtained.
7. In output transformation round keys K

ie.

ceey

ie,

X!

12n>

Kinis = Kpp; are multiplied and summed into sub-
blocks X°, X!, ..., X[, ie.

xr?+1 = xr? K Xi+1 = X: +Kpnas

Xrirl = X: “Kignizs X:A = X: + Kionias

X:+1 = X: +Kinas X:+1 = an Kinss

X:+1 = Xrl1 +Kinie » Xn7+1 = X: Koo

1
XL

8. Sub-blocks X°

n+l»>

XOR with the round keys K, 65 Kinars -
X=X @K 1=0..7.

n+l n+l
As a cipher text it receives the combined 32—bit
sub-blocks X, [ X2, | X2, .| X!

n+l *

In the encryption algorithm GOST28147-89—
IDEA8—4 when encryption and decryption can use
the same algorithm, only when decryption calculates
the inverse of round keys depending on operations
and are applied in reverse order. The important goal
of encryption is the key generation.

Key generation of the encryption algorithm
GOST28147-89-IDEA8—4. In the #—round encryp-
tion algorithm GOST28147-89—IDEA8—4 is used in
each round 12 round keys of 32 bits and the output
transformation of 8 round keys of 32 bits. In addition,
prior to the first round and after the output transfor-
mation is applied 8 round keys on 32 bits. The total
number of 32-bit round keys is equal to 12n+24.
Hence, if n=8 then it must be 120, if n=12 then 168
and if n=16 then 216 to generate round keys.

The key of the encryption algorithm length of |
(256 <1 <1024) bits is divided into 32-bit round keys

X!, are summed by
K

bl

12n423

Ko,  Ki, ., Kl Lenght=1/32,  here
K =gk, Ko ko t,  KE={ko Ko ke }, K ={ky,,

89

Kigro Keads oo Klongns =K s Kigpo Ky} Then
K =KSBKS @ @K,y If K =0 then as K,
selected 0xC5C31537, i.e. K, =0xC5C31537. Round
keys K, i=Lenght..12n+23 are calculated as fol-
lows:  K{ =SBoxO(K? ) ®  SBoxl(RotWord32

(KE Lengntn)) @ K. After each generation of round

keys value K| is cyclically shifted left by 1 bit. Here
RotWord32()—cyclic shifts 32 bit sub-block to the left
by 1 bit, SBox()—converts 32-bit sub-block in S—box
and
SERUGVERNCHI EACH] EACHI EACHIEACH]|
Ss(@5) 1S (3:) 115 (a7) ,
SBOXL(A) = Sg(@0) Il Se(@) 1| S10(,) [l i1 (&) |

S12(84) [1513(3) 11 S14 (@) 11 S5 (37)

A= lalla, llall a llasllag [l a
and a,— the four—bit sub-block.

Decryption round keys are computed on the ba-
sis of encryption round keys and decryption round
keys output transformation associated with encryp-
tion round keys as follows:

(Kldzn’ K1d2n+17 KlerHZ’ KIdZI‘HS’ K1d2n+4’ K1d2n+5’ K1d2n+6’ K1d2n+7) =
=((Ko) ™=Ky, (K9) ™ —Kg,=KE, (K) ™=K, (K) ).

Decryption round keys of the second, third and
n—round associates with the encryption round keys as
follows:

(Kle(i—l)'
K1d2(i71)+5' K1d2(i—1)+6’ K1d2(i71)+7' Kldz(i—1)+8’

Kldz(i-1)+9 ) Kle(i—1)+1O , Kle(i

= (( chz(nfm) )71, _Kg(n—i+l)+6 ) (K1C2(n—i+1)+5

_KC _KC (Kg(n—i+l)+2)7ll

d d d d
Klz(i—1)+l' KlZ(i—l)+2' K12(i—1)+3’ KlZ(i—l)+4'

-1)+11) =

)

12(n—i+1)+4? 12(n-i+1)+3?
c c -1
=Koy (K12(n—i+l)+7) )
c ¢ ¢ c L
Kianoiyer Kiznoiyrer Kizniyeaor Kiggnoiyeas ) 1= 2.0

Decryption keys of the first round are associated
with the encryption keys as follows:

(K5 KKK KK Ke K7L K KK K = ((K,) ™

C C -1 c c 4 -1 C Cc -1
_K12n+11(K12n+2) 7_K12n+3'_K12n+41(K12n+5 ’_K12n+61(K12n+7) ’
c c c c
K12(n—1)+8’ K12(n—1)+9' KlZ(n—1)+1O’ K12(n—1)-¢-1l :

Decryption round keys applied to the first round
and after the output transformation are associated

with encryption keys as follows: Kp o =K.
Kd — KC

12n416+ 12n+48+j 2 J =0..7.
THE ENCRYPTION ALGORITHM
GOST28147-89-RFWKIDEA8—4
The structure of the encryption algorithm
GOST28147-89—-RFWKIDEAS8—4. In the encryp-
tion algorithm GOST28147-89-RFWKIDEA8—+4
length of the sub-blocks X°, X*, ..., X', the length
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of the round keys K K

i=1.n+1, K K , Kgnips are equal to 32—bits.

In this encryption algorithm the round function
GOST 28147-89 is applied four times and in each

8(i-1) 8(i-1)+1> > KS(i—1)+7’

8n+8 > 8n+5> *°*

round the function uses eight S—boxes, i.e. the total
number of S—boxes is 32. The scheme of the encryp-
tion algorithm GOST28147-89—RFWKIDEA8—4 is
shown in Figure 2 and the S—boxes shown in Table 1.

XDG X’ﬂ XZU )pﬂ X40 Xsﬂ XEU X;U
KHH*EEBKSntg KSnHﬂ Kﬁn+f1 K8n+72 KEI)+1 Kﬂﬂ+14 KHn+T; Y
R W L U Koy Koy Koy Koy
©
s
=
g
£
&
xe, X2, X XXX
] | I ] ] | I
1 1 I 1 1 I I
i : 1 ; 2-n rounds : : ! 1
i i 1 i i i | i
X, XL o XX xo o X7

Fig. 2. The scheme of encryption algorithm GOST28147-89—RFWKIDEA8—4

Considering the round function of encryption al-
gorithm GOST28147-89-RFWKIDEA8—4. First
32-bit sub-blocks T°, T*, T?, T° divided into eight
four—bit sub-blocks, i.e.

TP =t LI It It It It it
T =ttt Lttt it,
T =t Iy I I Ittty
T =t It I I It Gt
The four—bit sub-blocks t°, t', t*, t*, i=0..7

are converted into S—box:

90

output transformation //

R® =S, (t) 1S, &) 1S, &) 1S5 (t) 1l S5 (t) 1l S () I
S5 (t)1I'S; (t7)
R™= S5 (t) 11 Sy (1) Il Sy (&) 1 S () 111, (8 |
815 (t5) 11 S1a (t6) 1S3 (1) »
R* =S5, (t) I Sy () 1Sy (t2) I Sy () 11 S () |
S ) 1S (t) 1S (t7)
R® =S, (1) 1S5 (1) I S26 () I Sr (1) 1 S (€)1l So (89

S3 () 1S (1) -

The received 32-bit sub-blocks R°, R', R?, R®
are cyclically shifted to the left by 11 bits and get the
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sub-blocks Y Y' Y?Z Y% Y°=R%<<1l,
Y'=R'<<1l, Y’ =R* <11, Y?=R® «<11.
Considering the encryption process of encryption
algorithm GOST28147-89-RFWKIDEA8—4 initially
the 256—bit plaintext X is partitioned into sub-blocks

of 32-bits X,, Xg, ..
ing steps:
1. Sub-blocks X, X,, ..

., X¢ and performs the follow-

X, summed by

el

XOR with the round keys Kg .4, Kgig, oo Kgoast
XJ =X ®Kgpgy» 1=0.7.

2. Sub-blocks X¢, Xg, ..., X, are multiplied and
summed to the round keys Ky, ), Kgias o Kooy

and calculates a 32-bit sub-blocks T°, T', T?, T® as
follows:

T = (XiOA ’ KS(i—l)) ® (Xi4—1 + K8(i—1)+4) >
T'= (xil—l ' Ks(i71)+1) ® (Xis—l + KB(i—1)+5) >
T?= (Xiz—l ' KS(i—l)+2) ® (Xie—l + K8(i—1)+6) 5

T =(X7?,- Kegays) @ (X7, + Keg1y:7) > i=1.

3. To sub-blocksT®, T!, T?, T applying the
round function and get the 32-bit sub-blocks Y°, Y*
A A

4. Sub-blocks Y°, Y, Y? Y?®
XOR with sub-blocks X7, Xi,, ..., X/,
Xio—l = XiO—l oY, Xil—l = Xil—l oY, Xi2—1 = Xi2-1 Y,
Xi3—1 = Xia—l @Yo’ Xi‘il = Xi4—1 @Y3: Xis—l = Xii G')YZ:
Xifil = Xifil@Yl, Xi7—1 = Xi74 aY’, i=1.

bl

are summed to

1e.

b

5. Atthe end of the round sub-blocks swapped,
Le. Xiozxi(ila Xil:Xi(il: Xizzxi:’ Xi3=Xi4,1,
X{ = XE, X=X, X7 =X, X[ =X, i=1.

6. Repeat the steps 2-5 7 time, i.e. 1 =2...n, and
obtain the sub-blocks X?°, X}, ..., X[ .
7. In output transformation round keys K

8n >

Kgnis - Kgoyare multiplied and summed to sub-
blocks X, X*, ..., X/, ie.
Xr?+l = Xr? Ken s
X;+l = X: + Kot
Xr12+1 = Xr? Koz
X:+1 = X: + Kanias
X:+1 = X: + Kgnias
X:+1 = xn2 Kanis
X:ﬂ = Xrl1 + Koo s XZ+1 = Xr? Kgnir -

91

1
Xn+13 -

8. Sub-blocks X

n+l»>

XOR with the round keys K .o, Kgizs o Kgoiog:
Xoy =X, ®K8n+16+ja J=ﬁ

n+l n+1
As cipher text receives the combined 32—bit sub-
blocks X, | X2, [ X2, [l X,

n+l *

In the encryption algorithm GOST28147—89—
RFWKIDEA8—4 when encryption and decryption us-
ing the same algorithm, only when decryption calcu-
lates the inverse of round keys depending on opera-
tions and are applied in reverse order. One important
goal of encryption is key generation.

Key generation of the encryption algorithm
GOST28147-89—-RFWKIDEAS8—4. In the n—round
encryption  algorithm  GOST28147-89-RFWK
IDEA8—4 uses in each round 8 round keys of 32 bits
and the output transformation of 8 round keys of 32
bits. In addition, prior to the first round and after the
output transformation applies 8 round keys on 32 bits.
The total number of 32-bit round keys is equal to
8n+24.

The key length of the encryption algorithm |
(256 <1<1024) bits is divided into 32-bit round keys

7
.» X, are summed by

Ko, K, o, Kigma Lenght=1/32,  here
K ={k, Ko koY, Ko ={Ko ki Ky}, K ={Ky,,

KggresKeads o Kiongns = 1K g2 Kigpoo Ky} Then cal-
culatedK, =K ®K; @.. @K}, ;. If K =0 then
as K, selected 0xC5C31537, i.e. K, =0xC5C31537.

Round keys K7

., 1=Lenght...8n + 23 calculated as fol-
lows:

K =SBoXO(KY Lengn) @

SBox1(RotWord32(K¢ 1)) @ K .

After each generation of round keys value K, cy-

clically shifted left by 1 bit.

Decryption round keys are computed on the ba-
sis of encryption round keys and decryption round
keys of the first round associated with of encryption
round keys as follows:

(Ko K K7 KgL KEKS K KT =

((Kgn)_l'_KgnJrl'(KsanrZ _l'_KSCn+3’
_Kgn+4’ (K§n+5)_l’_K80n+6’_KE§n+7) :

Decryption round keys of the second, third and
n—round associates with the encryption round keys as
follows:

d d d d d d
(K8(i71)’ K8(i71)+17 K8(i71)+2’ KS(ifl)+3’ K8(i—l)+4’ K8(i71)+57
d d -1 -1

K8(i—1)+6' K8(i—1)+7) = ((Ksc(n—i+1)) ’_Kg(n—i+1)+6 ' (Ké:(n—i+1)+5) ’
-1
_Kg(n—i+1)+4’_K;(n—i+l)+31(K;(n—i+l)+2) )

~1\ P
_Kg(n—i+1)+l’ (Kg(n—i+1)+7) )l i=2.n
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Dectyption keys output transformation associates
with the encryption keys as follows:
(stn’ K:nJrl' K§n+2’ K§n+3' K§n+4' Kign+5’ K§n+6' Kgn+7) =
((Kg) ™=Ky, (K5) ™ =Kg, =KE, (KS) ™ =K, (K7) ).
Decryption round keys applied to the first round
and after the output transformation associated with en-

cryption  keys follows: Ky 5.; = Kenaer; >
K =K,

8n-+16+ 8n+8+j 2 J =0..7.

Results. As a result of this study, there were built
new block encryption algorithms called GOST28147—
89-IDEA8—4 and GOST28147-89-RFWKIDEAS4.
These algorithms are based on networks IDEA16-2 and
RFWKIDEA16-2 using the round function of GOST
28147-89. Length of block encryption algorithms is 256
bits, the number of rounds and key lengths is variable.
Wherein the user is depending on the degree of secrecy
of the information and speed of encryption he can select
the number of rounds and key length.

As a result of this study, there were built new block
encryption algorithms called GOST28147-89-IDEA8—
4 and GOST28147-89—RFWKIDEA8—4. These algo-
rithms are based on networks IDEA16-2 and
RFWKIDEA16-2 using the round function of GOST
28147-89. Length of block encryption algorithms is 256

as

bits, the number of rounds and key lengths is variable.
Wherein the user is depending on the degree of secrecy
of the information and speed of encryption he can select
the number of rounds and key length.It is known that
S—boxes of the encryption algorithm GOST 28147-89
are confidential and are used as long—term keys. In Table
2 below describes the options openly declared S—box
such as: deg—degree of the algebraic nonlinearity; NL —
nonlinearity; A—relative resistance to the linear crypta-
nalysis;  —relative resistance to differential cryptanalysis;
SAC — criterion strict avalanche effect; the BIC criterion
of independence of output bits. For S—box to be re-
sistant to crypt attack it is necessary that the values deg

and NL were large, and the values 1, 6, SAC and BIC
are small.

For S—boxes to be resistant to cryptanalysis it is nec-
essaty that the values deg and NL were large, and the

values 1, 6, SAC and BIC are small. In algorithms
GOST28147-89-IDEA8—4 and GOST28147-89—
RFWKIDEA8—4 for all S—boxes, the following equa-
ton: deg=3, NL=4, A=05 §=3/8 SAC=4,
BIC=4 is available i.e. resistance is not lower than the
algorithm GOST28147-89. These S—boxes are created
based on Nyberg construction [0].

Table 2
Parameters of the S—boxes of the GOST 28147-89
Ne Parameters S1 S2 S3 S4 S5 S6 S7 S8
1 deg 2 3 3 2 3 3 2 2
2 NL 4 2 2 2 2 2 2 2
3 A 05 | 3/4 | 3/4 | 3/4 | 3/4 | 3/4 | 3/4 | 3/4
4 o 3/8 | 3/8 | 3/8 | 3/8 | 1/4 | 3/8 | 0.5 | 0.5
5 SAC 2 2 2 4 2 4 2 2
6 BIC 4 2 4 4 4 4 2 4

To the encryption algorithm was applied linear
cryptanalysis. Attack on 4-round GOST28147-89-
IDEA8-4 has a data complexity of 2% chosen
plaintexts and on 4-round GOST28147-89-
RFWKIDEAS-4 has a data complexity of 27 chosen
plaintexts.
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AATOPUTMBI M ®POBAHIMA I'OCT 28147-89-

IDEAS8-4 u TOCT 28147-89-RFWKIDEAS-4
B aamboit paboTe IIPEACTABACHBI HOBBIC AATOPUTMEI
mudposanust 'OCT 28147-89-1DEA8-4 u I'OCT 28147-
89-RFWKIDEAS-4 ma ocmoe cereii IDEA8-4 u
RFWKIDEAS-4 ¢ ucrioAp30BaHHEM PayHAOBON (PYHK-
nnn asroputma mmdposanus [OCT 28147-89. Aanna
6A0Ka aAropurMa mu@POBAHHUA cOCTaBAAeT 256 OUT, KO-
AWMYECTBO PayHAOB paBHO 8, 12, 16, a AAHHA KATOUCH — OT
256 a0 1024 6ur. B 3aBucumocti 0T KOH(DUACHIIMAABHO-
cTe THPOPMAITUH U CKOPOCTH IMH(POBAHUA MBI MOKEM
BBIOPATh KOAMYECTBO PAayHAOB U AAHHY KAFO4Ya. B aaro-
puTMax IrHdpOBaHHE U ACHIN(POBAHHE HCIIOAB3YIOT
OAHH H TOT 7K€ aATOPHTM, TOABKO KOTAA ACIHIN(POBAHHE
BBIUHCAACT OOPATHBIC PAYHAOBBEIC KAIOYH B 3aBHCHMOCTH
OT OIlepalnii, 1 OHH IIPUMEHAIOTCA B OOPATHOM IIOPSAKE.
KaroueBsie caoBa: cxema Aafi-Maccn, payHAOBbIE (PYHK-
Lus, PayHAOBBIE KAIOYH, IIPEOOPA3OBAHHE BBIXOAHOIO
CHTHAAQ, YMHOMKEHIE, CAOMKEHME, S-box.

AATOPUTMU NI PPYBAHHA I'OCT 28147-89-

IDEA8-4 u 'OCT 28147-89-RFWKIDEAS-4
V' AaHi# poOOTI IPEACTABACHI HOBI aATOpUTMH ITHQPY-
Bamusa ['OCT 28147-89-IDEA8-4 1 T'OCT 28147-89-
RFWKIDEAS8-4 ma ocmosi wmepex IDEA8-4 i
RFWKIDEAS-4 3 BukopucraHaam payHAOBOI (PYHKIII aA-
ropurmy mudpysauas [OCT 28147-89. Aosxnaa 6A0Ky
aATopuTMY HIH(PYBAHHA CTAHOBUTH 256 OIT, KIABKICTD pa-
yHAIB AopiBHIOE 8, 12, 16, a AOBIKHHA KAIOUIB - Bia 256 A0
1024 6ir. 3aaexuo Bia KOH(DiAcHMIIFHOCTI iH(OpMALIT 1
IIBUAKOCTI ITHPPYBAHHA MU MOYKEMO BHOPATH KIABKICTBH
PayHAIB 1 AOBIKHHY KAIOYA. Y aATOPUTMAX IIH(PYBaHHA i
AempyBaHHA BUKOPHCTOBYIOTh OAHMH 1 TOH JKE aATO-
PHTM, TIABKH KOAH PEaAi3yeTbes AcIIudpyBaHHA TOAL 00-
YHCAIOIOTBCA 3BOPOTHI PAYHAOBI KATOUl B 3aACKHOCTI BiA
oIepariii, i BOHH 3aCTOCOBYIOTBCA B 3BOPOTHOMY IIOPAAKY.
KarouoBi caoBa: cxema Aait-Maccu, payHAOBI pyHKIIis,
PAYHAOBI KAFOUI, IEPETBOPEHHA BUXIAHOTO CHTHAAY, MHO-
JKEHHSA, AOAABaHHA, S-box.
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