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Purpose: this paper is devoted to the study and analysis of the fundamental legal principles that underlie
the protection and enforcement of intellectual property rights in cyberspace. The research focuses on
identifying common approaches in Ukrainian legislation and international practice, particularly in the
United States, Australia, and China, and on developing proposals for improving the regulatory framework
for intellectual property enforcement in Ukraine. The methodological basis of the study includes general
scientific methods (analysis, synthesis, deduction), comparative legal analysis, as well as formal-legal and
systemic-structural methods. Results: the research reveals that a principle-based approach to IP regulation
provides a stable foundation for effective enforcement in the digital environment. The author systematizes
doctrinal views and international norms, offering a detailed overview of legal principles such as the rule of
law, protection of ownership, balance of interests, good faith, national treatment, and minimum standards.
The study emphasizes the need to harmonize national and international standards to ensure predictability,
legal certainty, and stronger protection of IPRs online. Recommendations are provided for implementing
these principles in Ukraine’s legal and policy frameworks. Discussion: the internet’s borderless nature
exacerbates the challenges of enforcing IPRs in cyberspace, inconsistent national regulations, and the
growing sophistication of infringement methods. Addressing these issues requires practical enforcement
tools and a shared commitment to fundamental legal principles at both the national and international levels.
Ukraine’s alignment with global best practices in principle-based IP governance will foster innovation,
support economic development, and contribute to stronger legal protection in the digital domain.
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Problem statement and its relevance. In the
digital era, intellectual property (hereinafter - IP)
faces a new dimension of vulnerability. While tan-
gible property can be physically secured, IP re-
quires sophisticated legal and technological safe-
guards, especially within cyberspace. The exponen-
tial rise in digital content creation, coupled with
globalized access and distribution, has intensified
the challenge of ensuring effective enforcement of
IP rights. Existing enforcement models often fail to
address cross-border violations, anonymous in-

fringement, and rapid online dissemination of unau-
thorized content.

The relevance of this issue is especially acute
for developing countries like Ukraine, where the IP
ecosystem is still evolving and must be harmonized
with international standards. Despite legislative re-
forms and growing awareness, Ukraine continues to
face difficulties enforcing IP rights in cyberspace.
Studying legal principles underlying IP protection
in national and international contexts offers valua-
ble insights for developing effective strategies. Un-
derstanding these principles is essential not only for
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legislators and enforcers but also for creators, inno-
vators, and businesses who rely on IP protection to
sustain innovation and economic growth.

Analysis of research and publications. Scien-
tists from all over the world are working on the is-
sue mentioned. Consequently, B. Schramm and M.
Kohen consider the principles of IP law through
their subordination to general principles of law. O.
Svitlychny emphasizes the absence of a definition
of the principles of IP law in the current legislation,
but provides his own detailed list of them, as does
P. Tsybulev. O. Kyyashko emphasizes the im-
portance of applying the principles of intellectual
property management. Furthermore, separate stud-
ies of such scientists as O. Klymenko, I. Komarny-
tska, A. Fitzgerald and D. Eliades, O. Vyyvanko, I.
Berdnik, H. Mulyadi, and others are devoted to the
issue mentioned.

Purpose of the article. This scientific research
aims to identify, analyze, and compare key princi-
ples of intellectual property enforcement with a par-
ticular focus on cyberspace, drawing from Ukraini-
an law, international frameworks, and best practices
from jurisdictions like the United States, Australia,
and China. It seeks to bridge the gap between doc-
trinal understanding and practical implementation
by emphasizing the importance of harmonization
and principle-based regulation.

The presentation of the main material. Intel-
lectual property (IP) has significant differences
from material property. If a material object can be
protected physically (for example, with a safe or a
security guard), then IP, especially in cyberspace,
requires other mechanisms. At the same time, it is
no less in need of high-quality legal protection. Ad-
equate IP protection and defense contribute to an
increase in the number of innovations and intensifi-
cation of scientific research and technological pro-
gress, which, in turn, stimulates investment.

The concepts of “defense” and “protection” of
IP are often confused. Protection is acquiring rights,
usually confirmed by registration documents (pa-
tent, certificate, license) granted by an authorized
body. Defense is a reaction to a violation of rights
carried out by administrative or judicial bodies.
Both processes are based on a system of fundamen-
tal legal principles.

According to O. Skakun, principles are positive
obligations, that is, fundamental requirements for
participants’ behavior in legal relations. They form
a coordinate system for the law’s functioning, es-
tablishing its content and structure.

Intellectual property law is subject to general le-
gal principles [1, p. 221].

According to B. Schramm and M. Kohen, these
are abstract but necessary rules that ensure the sta-
bility of the legal system, compensate for gaps in
regulation, and are formed in the process of law en-
forcement. Their sources are national legal systems
with subsequent application at the international lev-
el_(Article 38 of the Statute of the International
Court of Justice of the United Nations) [2].

Having analyzed a large number of approaches
to classifying general principles of law, we can cau-
tiously propose the following classification:

- fundamentals of international law, which, with
repeated application, become part of national sys-
tems;

- norms that exist in national legal systems and
are recognized by international law;

- rules that arise at the junction of domestic and
international law.

That is, there is no specific list of general prin-
ciples. However, one can find the corresponding
general principles of law in our Fundamental Law -
the Constitution of Ukraine. They are mandatory
for compliance and concern all legal branches.
Among the principles enshrined at the level of the
Fundamental Law, we should name the following:

- Article 8 - the rule of law;

- Article 13 - ensuring the protection of the
rights of all subjects of property and business rights
and their equality;

- Article 22 - guarantees of human and civil
rights and freedoms;

- Article 41 - the right to own, use, and dispose
of the results of creative activity [3].

Therefore, compliance with IP must correlate
with the general principles of law recognized by
civilized states.

Nevertheless, according to O. Svitlychny, the
special principles of IP remain insufficiently re-
searched. They are not defined by law but are de-
rived through the analysis of regulatory acts and
doctrine.
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These principles should be based on both gen-
eral social laws of development and those specific
to the intellectual sphere. They should consider the
interests of society, the requirements of humanism
and morality [4, p.18].

O. Sokolov and O. Danylova identify the fol-
lowing key principles in the mentioned sphere:

- protectability - the object must meet certain
conditions (for example, novelty, inventive step);

- support of balance of interests - between the
right holder and society (for example, the term of
the patent);

- recognition of the exclusive right - it belongs
to the right holder;

- respect for the rights of all parties - in particu-
lar, authors and inventors [5, p. 7].

According to P. Tsybulov, there are 4 principles
of legal protection of IP, namely:

- the principle of protectability. It consists in the
compliance of the object of legal protection with
the requirements specified by law (such as the
compliance of the invention with the three criteria
of patentability);

- the principle of respecting the rights of both
rightholders and actual developers, including, in
particular, authors and inventors;

- the principle of recognizing the rightholder as
having the exclusive right to an intellectual proper-
ty object;

- the principle of maintaining a balance of inter-
ests between rightholders and society, which is em-
bodied, in particular, in the necessity of limiting the
monopoly on the object of IP law [6].

We also need to pay attention to the key princi-
ples of IP management proposed by O. Kiyashko,
independent IP evaluator, patent attorney. These
are, inter alia:

- recognition of the role of IP. Intellectual prop-
erty should be viewed as a valuable intangible asset
capable of generating real business value. Managers
must distinguish between valuable and redundant
IP assets and wunderstand their role in
competitiveness;

- identification and inventory of IP assets.
Companies must identify all existing IP assets,
determine ownership, assess legal validity, and
understand how IP supports daily operations and
risk management;

- monitoring of competitor [P landscape.
Regularly assessing competitors® [P rights is
essential to prevent infringement risks and avoid
unnecessary investment in restricted technologies
or markets.

- determination of required IP. Identifying the IP
assets necessary for maintaining or enhancing
product competitiveness throughout the product life
cycle is crucial,

- creation or acquisition of necessary IP rights.
Once the required IP is identified, firms must
decide whether to develop it internally or acquire it
via assignment or licensing agreements,
considering time, cost, and risk;

- integration of IP into strategic business plan-
ning. Intellectual property management should be
embedded into the strategic planning process from
the earliest stages to anticipate the IP needed for fu-
ture market competitiveness;

- preparedness to enforce IP rights. Businesses
must be ready to defend their IP through clearly de-
fined enforcement strategies, including litigation,
negotiation, or alternative dispute resolution mech-
anisms [7].

Regarding approaches to the issue in other coun-
tries, it is worth mentioning one of the hegemons in
the area of innovation. The approach to the princi-
ples of IP protection in the United States Chamber
of Commerce is distinguished by its locality; how-
ever, it shows a relatively strong position and in-
sists on the following principles:

- the principle of ensuring proper protection of
the country’s global innovation leadership is pro-
claimed. Global competition, where the United
States invents the most advanced technologies, with
mandatory observance of freedom, democracy, and
human rights, is indicated as an imperative of na-
tional security. With such a narrative, IP’s stable
and strong protection is inextricably linked. Intel-
lectual property rights should be inseparable from
high-quality research and economic benefits, and
regulatory and legal support and policy in the field
of IP should comply with an understanding of the
potential impact on national security;

- global leadership in critical and emerging
technologies must be maintained by promoting
policies that facilitate essential innovations. It is
imperative in this context to ensure global
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leadership in the field of artificial intelligence and
to confirm its support for respect for intellectual

property across the globe in multilateral
organizations and through fruitful cooperation with
partners;

- actively promoting investing in the United
States Patent and Trademark Office ("USPTQO"),
which is responsible, among other things, for
expertise in the field of IP;

- promoting creativity in the country and
providing "global inspiration.” To this end,
copyright legislation is designed to encourage the
development of the individual, creative control and
the creation of an environment that encourages and
supports the creativity of citizens;

- unscrupulous individuals should be held
accountable for IP violations;

- the country should contribute to the disclosure
of the potential of American ingenuity among
entrepreneurs because SMEs and independent
creators are the basis of economic growth in the
country.

Yes, the principles sound a bit "pompous,” but
there is a strong message to promote creativity and
innovative development [8].

Another regional document, the Intellectual
Property Principles for Commonwealth entities, is
also worth considering, presented by the Australian
Department of Communications and the Arts. This
document provides a basic policy framework for
intellectual property management by Common-
wealth government entities, encouraging each of
them to develop their own IP management systems
based on their objectives and needs. In total, the
document contains 15 key provisions that define the
principles of IP management in the public sector,
including:

- Commonwealth entities (organizations and the
like) are responsible for effective and ethical intel-
lectual property management. They must regularly
evaluate the effectiveness of their approaches to
managing and using IP, considering the benefits for
Australian society and public policy in general,

- each organization should have its own IP man-
agement policy consistent with its strategic objec-
tives and the Principles. An appropriate manage-
ment plan, strategy and recommendations should
support this policy. It sets out the approach to the

acquisition, management, public access,
registration, and protection of rights to intellectual
and creative works;

- entities should maintain registers or similar
systems to identify IP, and implement procedures to
reduce the risk of infringement of the rights of
others (including through staff training, internal
audits of IP use, maintaining appropriate
documentation, and the like);

- organizations should apply a flexible approach
when determining ownership, management, and use
of IP objects. A separate point concerns contracts
for the supply of software in the ICT sector - in
such cases, organizations should generally
recognize their developer’s ownership of the
software;

- state structures should facilitate public use and
ensure access to materials that have been made
public to inform the public about state policy and
raise citizens’ awareness of their rights to state
support. Such information is usually licensed under
the Creative Commons BY standard;

- commercialization of IP should not be the
main activity of a state institution unless it is
directly related to the implementation of its target
tasks [9, p. 5-9].

These Australian principles could also be
relevant in regulating the activities of commercial
entities in the Ukrainian economic space, as their
implementation  would  contribute to  the
development of creativity and innovative activity of
the population.

The principles of international intellectual
property protection, as outlined in China National
Intellectual Property Administration material,
deserve particular attention. These include:

- the principle of national treatment: Under this
principle, a state must provide nationals of other
countries the same level of legal protection for
intellectual property as it grants to its own citizens.
It is important to clarify that "other countries” refers
specifically to those parties to international treaties,
such as the Berne or Paris Conventions, rather than
all countries globally;

- the most-favored-nation principle: Derived
from the Agreement on Trade-Related Aspects of
Intellectual Property Rights (TRIPS), this principle
requires that any advantage, favor, or privilege

IOpuouunui éicnux 2 (75) 2025 155



HUBUIBHE, ITIAITPUEMHUIIBKE, TPYIOBE ITPABO

granted by one member country to the nationals of
another must be extended immediately and
unconditionally to the nationals of all other member
countries. Though similar to national treatment, this
principle seeks to harmonize the treatment of
foreign nationals across jurisdictions;

- the principle of independence of protection:
According to this principle, the acquisition and
enforcement of rights in a specific country are
determined exclusively by that country’s laws,
independently of legal decisions made in other
jurisdictions. For example, invalidating a patent in
the United States does not affect its validity in
China. This principle reflects national sovereignty,
as each state grants and defines intellectual property
rights based on its internal conditions and national
interests;

-the principle of minimum standards of
protection: Under this principle, countries that are
parties to an international agreement must adopt at
least the minimum level of protection prescribed by
that agreement. Domestic laws cannot offer a lower
level of protection but may provide higher
standards if, for instance, supported by economic or
technological development;

- the principle of priority: A cornerstone of the
application, patent, and trademark registration sys-
tem, this principle is rooted in the Paris Conven-
tion. It addresses the practical challenge of filing IP
applications simultaneously in multiple countries.
A person who applies to one member country is
granted a priority right to file for the same intellec-
tual creation in other member countries within a
specific time frame, preserving their original filing
date;

- the principle of transparency: Also originating
from the TRIPS Agreement, this principle requires
that all normative legal acts, agreements, court de-
cisions, and administrative rulings be made publicly
available, provided such disclosure does not harm
national interests, lawful business confidentiality,
or the conduct of enforcement activities. Transpar-
ency supports a stable and predictable trade envi-
ronment;

- the principle of public interest: This principle
embodies the need to balance the rights and inter-
ests of intellectual property holders with those of
the broader public, ensuring that IP protection

serves both innovation and societal well-being [10,
p.19-21].

The most comprehensive and accurate list of
modern principles of intellectual property (IP) law
is provided by O. Svitlychnyi. He identifies the fol-
lowing key principles:

- The principle of state support for innovation-
driven development of the intellectual sphere. The
scholar refers to Part 2 of Article 3 of the Law of
Ukraine "On Innovation Activity," listing the core
tenets of the national innovation policy: the innova-
tion-oriented development of Ukraine’s economy;
the creation of a legal framework for innovation;
fostering the sustainable functioning of domestic
scientific, technical, and innovative capacities; en-
couraging international scientific and technological
cooperation and promoting Ukrainian products in
foreign markets; and comprehensive support for in-
novation infrastructure development. According to
the author, these goals can be achieved through
special state science and technology programs.

- The principle of good faith on the applicant’s
part during IP registration. The applicant must act
with honest intent when registering an IP object. If
the registered object is not used within three years
from the registration date without valid reasons,
another party may apply for rights to that object.

- The principle of equality of rights and legiti-
mate interests of all IP holders in business activi-
ties. Article 42 of the Constitution of Ukraine guar-
antees freedom of entrepreneurial activity, which
implies equal rights for all IP subjects regardless of
nationality, financial status, or other factors.

- The principle of accountability for customs of-
ficials. Suppose a rights holder suffers damage due
to actions related to IP registration in the customs
register. In that case, customs officials may bear re-
sponsibility, including personal financial liability,
especially in cases of failure to meet the deadlines
for updating registry data.

- The principle of urgent public necessity. Com-
pulsory licensing of a patented IP object is permit-
ted under Ukrainian law in cases of critical public
need or the imposition of martial law or a state of
emergency. The Cabinet of Ministers issues such
licenses for up to four years and require compensa-
tion to the rights holders.
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- The principle of IP asset valuation. Proprietary
rights to IP objects are subject to expert valuation to
determine their economic worth. Relevant legal and
regulatory acts regulate this procedure [4, p.21-23].

Indeed, principles are the foundations of the
formation of the legal framework, and developing
their list in the field of intellectual property law
should become the basis for the formation of a new
and improvement of the existing regulatory and le-
gal framework for the protection of intellectual
property rights in Ukraine.

Conclusion. Summing up, intellectual property,
despite often being intangible or “virtual,” can pos-
sess significant material value for businesses and
economic actors. For this reason, IP objects and
their associated rights require robust and reliable
protection mechanisms. Each legal field operates
based on fundamental principles, and IP law is no
exception. While there is no universally codified
list of IP principles, analysis of legal doctrine and
practice suggests the existence of a set of general IP
principles followed, to varying degrees, both in
Ukraine and internationally.

Among these, the right of ownership—whether
retained by the creator or transferred to another
rights holder—stands out as a cornerstone. Equally
important are principles such as compulsory licens-
ing, fair conduct, and the balance between the
rights of IP owners and the public interest.

Nonetheless, one principle consistently emerges
as central to IP law, regardless of the category of
protected objects or the legal mechanisms used:
harmonization. Achieving alignment, consistency,
and systemic coherence among laws, standards, and
practices fosters stronger domestic and global IP
protection. This, in turn, stimulates creative and in-
novative activity and contributes to the develop-
ment of valuable, socially beneficial intellectual as-
sets.
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Mema: ys cmamms nPUCEAYEHA BUBYEHHIO MA AHANIZY DYHOAMEHMATLHUX NPABOGUX NPUHYUNIE, WO
Jledcams 8 OCHOBI 3aXUcmy ma 3a0e3nedents 3aXucmy npas iHMeaeKmyaibHoi 61acCHOCHI 8 Kibepnpocmopi.
Jlocnioscennst 30cepeddiceHo HA BGU3HAYEHHI CRIIbHUX Ni0X00i8 6 YKPAiHCbKOMY 3AKOHOOA8CmeEl ma
MidicHapooHit npakmuyi, soxkpema y Cnoayuenux Lllmamax, Aecmpanii ma Kumai, a makooc na po3pooyi
npono3uyiti. w000 B00CKOHANIEHHS HOPMAMUBHO-NPABOGOT 0a3u O 3aXUCmy NpaAg IHMeNeKmyarbHOL
enacrocmi 8 Yxpaini. MemooonoziuHa 0CHO6a 0OCNIOJNCEHHA BKIIOUAE 3A2ANbHOHAYKO8I Memoou (aHanis,
cunmes, 0eO0yKyilo), NOPIGHAILHO-NPABOBULL AHANI3, A MAKONC DOPMATLHO-NPABOGI MA CUCEMHO-
cmpykmypHi memoou. Pesynomamu: Oocniodxcenns noxaszye, wo NpuHyunosuil nioxio 00 pe2yrioeamHs
iHmenexmyanvHoi enacnocmi 3abesneuye cmabilbHy OCHO8Y O eheKmuBHO20 3aXUcCmy 6 Yu@dposomy
cepedoguiyi. Aemop cucmemamusye OOKMPUHATbHI NO2IAOU MA  MIJICHAPOOHI HOPMU, NPONOHYIOUU
demanvrull 0271510 NPABOBUX NPUHYUNIE, MAKUX K 6EPXOGEHCMEO NpPABd, 3AXUCH 61ACHOCMI, Oaiauc
inmepecie, 000pOCOGICHICMb, HAYIOHANLHUL pedcuM ma MIHIMATbHI cmandapmu. Y 00CniodcenHi
HA20NOULYEMBCA HA HEeOOXIOHOCI 2ApMOHI3aYil HAYIOHANbHUX MA MIJCHAPOOHUX CMAHOApmie O
3abe3neuenHs: nepedbawysanocmi, npagoBoi GUHAYEHOCHI MA NOCULEHHS 3AXUCTY NPAG THMeNeKmyantbHol
enacnocmi 8 Inmepnemi. Hadaiomvcs pexomenoayii wyo0o 8npo8aoddIceHts: yux NPUHYUnie y npasogy ma
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nonimuyny 0a3zy Yxpainu. OQ62080penna: 6e3xkopOoHHull xapakmep Inmepnemy 3a2ocmpioe npobiemu
3axucmy npas iHmeneKmydanibHoi 61acHocmi 6 Kibepnpocmopi, cynepeunusi HAYiOHANbHI Npasula ma
3pocmaioyy  CKIAOHICMb  Memoodie nopyuieHHs. Bupiwenns yux npobnrem eumazae npakmuyHux
iHCMpYMeHmi6 npaso3acmocy8anHs ma CRilbHOI 8i00aHOCHI (hYHOAMEHMATbHUM NPABOGUM NPUHUUNAM K
Ha HAYIOHANBbHOMY, MAK | HA MIJCHAPOOHOMY pieHAX. Y32000cenHs YKpainow nepedosux c8imosux npakmux
y ceepi ynpasninHs THMENEKMYAIbHOI GIACHICMIO HA OCHO8I NPUHYUNIE CHpusimume IHHOBAYIAM,
RIOMpUMY8amMuMe eKOHOMIYHULL PO36UMOK MA CHpUSMUMEe NOCUTEHHIO NPAB08020 3aXUCMY 8 YUu@posill
cghepi.

Y yugposy enoxy inmenexmyanvha 6nacuicmv CmMUKAEMbCS 3 HOBUMU 8PA3IUEOCTAMU. Xoua
MamepianvbHa 61acHicms Modice Oymu Qi3UUHO 3aXUleHd, iHMENeKMyanrbHd GIACHICING 8UMA2AE CKAAOHUX
npAGosUX Ma MEeXHOLOSTHHUX 2apanmil, ocobauso 6 kibepnpocmopi. llleudkiche 3pocmanHs KitbKocmi
yupposoeo kowmenmy 6 NOCOHAHHI i3 2100ANI308AHUM OOCMYNOM MA PO3NOBCIOONCEHHAM HNOCUTULO
npobnemy 3abe3neueHHss e@eKmueHo20 3aXUCHYy Npas IHMeNeKmyaibHoi eaacrHocmi. IcHyroui mooleni
NpAgo3acmMoCy8amHHs UYACMO He CHPABISIOMbCS 3  MPAHCKOPOOHHUMU NOPYUIEHHAMU mMA  WEUOKUM
NOWUPEHHAM HeCAHKYIOHOBAH020 KOHmenmY ¢ Inmepnemi.

AxmyanvHicms Yyb020 RUMAHHS 0COOIUBO 20CMPO NOCMANA Ol KPAiH, WO PO36UBATOMbCS, MAKUX K
Yxpaina, oe exocucmema inmenekmyanvHoi 61acHOCMI 6ce e opMyemvbCs ma Mae npotumu HenpoCmull
npoyec eapmouizayii i3 MmidcHapoonumu cmanoapmamu. Hessaoicaiouu na 3axonodasui pegopmu ma
3pocmaiouy 00isHanicms, Yrpaina npoooeicye cmuxamucs 3 mpyoHowamu y 3a0e3neyenti 3axucmy npae
iHmenekmyanvHoi eracHocmi 6 Kibepnpocmopi. Busuenns npaeosux npunyunie, wjo jaexcamv 6 OCHOSI
3aXUCMy IHMeNeKMYaibHOl GIACHOCMI HA HAYIOHAIbHOMY MA MIJCHAPOOHOMY DIGHAX, NpazHe Ha0amu YiHHI
3HAHHA 01 PO3pPOOKU eekmusHux cmpamein. Po3zyminmsa yux npunyunié € eaxciusum He auute 075
3aKOHO0ABYI8 Ma NPABOOXOPOHYIE, ae U OJisi MEOPYIe, HOBAMOPIE Ma NIONPUEMCING, KI NOKAAOAIOMbCSL HA
3axucm IHMeNeKmyaibHol 61ACHOCI 0151 NIOMPUMKU THHOBAYIL MA C8020 eKOHOMIYHO20 3POCIAHHS.

Knwuogi cnosa: inmenekmyanvua 61acHicmy, e@exmuenull 3aXucm npag iHmeieKmyaibHol 61acHoCmi;
3aKOHO0ABCMB0 NpPO  [HMENeKMYAIbHY 6lACHICb, HOPYUWIEHHS Npas [HMeleKMmyaibHoi 61acHOCMI;
Kibepnpocmip,; 3axucm npas iHmeieKmyaibHol 61acHOCHI 8 Kibepnpocmopi, iHmeneKmyaibHa 61ACHICb Y
Kibepnpocmopi.

Cmamms naditiuwina 0o peoaxyii 27.05.2025
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