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The purpose of the article is to study a new area of forensics - digital forensics. Research methods: the
article uses the hermeneutic method, the method of classification, logical methods (analysis, synthesis,
induction, deduction, generalization, etc.), and the method of systematization. Results: the article explores a
new branch of forensics, namely digital forensics. Digital forensics is becoming increasingly important and
is becoming one of the main components of traditional forensics. Knowledge of digital forensics is used in
many investigative actions and in the process of appointing relevant forensic examinations not only in
relation to offenses in the field of information technology, but also in the investigation of a wide range of
crimes committed during the war and occupation. Discussion: the author analyzes the views of leading
scholars on the concept of digital forensics in the system of forensic science. The author assesses the trends
in the development of digital forensics at the present stage and predicts the further development of this area
in Ukraine, and conducts a legal analysis of the use of digital forensics. The existing model of forensic
science in Ukraine urgently requires the formation of a separate branch of forensic technology, which
includes means and methods of digital evidence investigation. The article also examines the peculiarities of
digital forensics application under martial law. In particular, new challenges and opportunities arising from
the active use of digital technologies in modern conflicts are analyzed.
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entered a new stage of development thanks to the

Statement of the problem and its relevance.
Today, almost everyone uses multiple digital devic-
es and accesses various digital services on a daily
basis. As a result, a large number of digital traces
are created in everyday life and there is a high
probability that digital traces are left by criminal
activity. Therefore, the number of cases when law
enforcement agencies need to detect and investigate
digital traces, use tools to search and record infor-
mation in cyberspace, and use digital data in the
process of proving criminal proceedings is increas-
ing every year.

Every year, more and more innovative technolo-
gies are being introduced into various spheres of
public life. Criminalistics is no exception and has

latest technologies. In particular, a new branch of
forensics - digital forensics - has emerged thanks to
the latest technologies.

The increase in the number of cyberattacks re-
lated to armed conflicts poses new challenges to
digital forensics.

Analysis of research and publications with
problems. In Ukraine, very few researchers work
in the field of digital forensics. This is due to the
fact that digital forensics is a relatively new field of
science and emerged only in the 1980s. Among the
authors who touch upon certain issues of digital fo-
rensics are Kolodina A., Fedorova T., Shepitko V.,
Shepitko M., etc.
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The purpose of the article is to study a new ar-
ea of criminalistics - digital forensics.

Summary of the main research material. The
introduction of martial law in Ukraine has had a
significant impact on the development of forensic
science. In this context, there is a need to develop
new approaches to countering modern military
challenges, as well as to create and implement ef-
fective systems to counter current threats.

In today’s military reality, the effectiveness of
using digital technologies to investigate modern
crimes, including cybercrime and war crimes, is be-
coming increasingly important. In this context, we
can talk about the emergence of a new field - digital
forensics. Other terms used to refer to this field in-
clude electronic forensics, computer forensics and
computer systems forensics.

In the legal literature, scholars express different
opinions on the definition of digital forensics and
its role in the system of forensic science.
A. Kolodina and T. Fedorova note that digital fo-
rensics is an applied science of solving crimes re-
lated to computer information, the study of digital
evidence, methods of searching, obtaining and se-
curing such evidence [1, p. 283].

V. Shepitko and M. Shepitko note that digital
forensics can be considered a strategic direction of
development of forensic science and law enforce-
ment practice. In turn, the development of digital
forensics itself takes place in three main areas: the
formation of a separate scientific field in forensics;
application of special knowledge when working
with digital evidence; and forensic examinations
(mainly computer and technical) [7, p. 21].

The full-scale military aggression of the Russian
Federation and the introduction of martial law in
Ukraine had a significant impact on the develop-
ment of forensics and society. Obviously, the dy-
namics and trends of crime in Ukraine during the
war had a significant impact on the change in the
priorities of forensic science and the activities of
the criminal justice system.

In this context, there is a need to develop new
approaches to counteracting modern military
challenges, modernise and update law enforcement
and judicial bodies in accordance with martial law,
and create and implement effective systems to
counteract existing threats by forensic means.

The subject matter of digital forensics is the pat-
terns of detection, recording, preliminary research,
use of computer information, digital traces and
means of their processing in order to solve the
problems of detection, disclosure, investigation and
prevention of criminal offences, as well as the de-
velopment of patterns of technical means, tech-
niques, methodological recommendations aimed at
optimising activities to counter criminal offences in
the digital space based on this knowledge [5, p. 36].

It is necessary to distinguish between digital fo-
rensics, on the one hand, as an independent branch
of forensic knowledge for the study of digital trac-
es, and, on the other hand, as the use of digital
technologies in investigation and trial, i.e. the pro-
cess of digitalisation of forensics as a natural mod-
ern stage of its development and formation, which
involves the introduction of digital technologies in
various fields of forensic technology and forensic
examination, up to the pre-trial investigation pro-
cess.

The following modern areas of digital forensics
are distinguished: 1) research of cloud storage;
2) research of mobile devices (phones); 3) research
of programs (messengers and other smartphone ap-
plications used for information exchange);
4) research of Internet of Things (1oT); 5) network
research; 6)research of the latest devices and
applications (Alexa from Amazon, Google Assis-
tant, Siri from Apple, etc.); 7) research of applica-
tions not for the phone (research of databases, Spot-
light, America online instant messaging, drones,
volatile memory, Darknet, anti-criminalistics tools,
deleted and fragmented files, images, flash
memory, cryptocurrencies); 8) digital analysis of
the behaviour of individuals, groups of people and
their interconnections and relationships; 9) digital
forensic intelligence and intelligence based on open
sources, etc.

The rapid development of digitalisation and
communications has increased the challenges and
risks of cybersecurity, making society more vulner-
able to cyber threats. This has contributed to the
emergence of new types of modern crime, such as
information fraud, cyberattacks on critical infra-
structure, copyright and related rights infringement,
fraud, illegal activities using transfer documents,
payment cards and other means of accessing bank
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accounts, tax evasion, sale and distribution of por-
nography.

The collection, storage, use and verification of
digital evidence in criminal proceedings requires a
modern approach. It is important to develop devel-
opments by Ukrainian scientists in the methodology
of investigating cybercrime and to use their profes-
sional knowledge and expertise in the investigation
of such crimes. Digital forensics develops methods,
hardware and software for collecting and examin-
ing evidence of computer crimes and conducts tac-
tical and operational countermeasures and investi-
gative actions using computer information to de-
termine the forensic nature of crimes in cyberspace.

The international standard ISO/IEC 27037 on
the handling of digital evidence provides for four
stages of digital evidence handling: 1) identification
(searching for and documenting relevant evidence);
2) collection (gathering data from various sources,
including computers, servers and mobile devices,
using special tools); 3) retrieval (copying digital da-
ta using record blockers to preserve data integrity.
Checking the accuracy of the copy using hash func-
tions); 4) preservation (protection and preservation
of digital evidence, creation of copies to ensure
consistency throughout the investiga-
tion) [3, p. 288].

Digital forensics tools play an important role in
the investigation of war crimes, providing valuable
data and evidence to establish the truth. One im-
portant tool is the search for information on social
media and forums. This can help to locate witness-
es, victims and perpetrators, as well as determine
the scale and circumstances of the crime. Satellite
imagery can document destruction and troop
movements and help identify crimes and those in-
volved.

Big data and geolocation are other important
tools that analyse data from phones, social media,
finances and other sources to help identify patterns
of crime-related behaviour. Geolocation helps to
locate people and devices, as well as track crimi-
nals, victims and crime scenes. Photographs and
videos document crimes, and facial recognition and
image analysis software helps to identify victims
and criminals. In addition, analyses of telephone
conversations, digital images, and gaming systems
can provide valuable information for investigations.

These tools enable digital forensics investigators to
effectively investigate and solve war crimes and en-
sure justice and fairness.

Difficulties include the need for investigators to
have high computer competence; the need to prove
evidence as authentic; significant costs for the pro-
duction and storage of electronic records; the use of
incompatible tools, which can lead to the rejection
of evidence by the court [3, p. 289].

Digital forensics is a science with a technical
component, but it goes beyond technical aspects. In
recent years, the technical examination of digital
evidence has been increasingly integrated into the
entire process of detecting and investigating cyber-
crime, which requires the involvement of experts at
every stage of the investigation.

Digital forensics tools and methods are widely
used in operational and investigative activities, pre-
trial investigation, forensic examination and digital
evidence research.

Digital forensics developments are used in the
investigation of cybercrime, such as hacking, iden-
tity theft, fraud, and in corporate investigations (an-
alysing computer logs or emails to identify security
breaches or employee misconduct); civil litigation
(collecting evidence to support or refute claims, for
example, in cases of intellectual property theft); in-
cident response (investigating cyber incidents and
determining the source of the attack); regulatory
compliance (ensuring compliance with rules and
proper).

In particular, the role of forensic information in
improving and ensuring a safe environment in our
country is becoming increasingly important, and the
optimisation and efficiency of combating modern
crime (including war crimes and cybercrime)
through the active use of digital technologies is be-
ing addressed. The most well-known areas of this
process are Digital Forensic Imaging, which in-
volves creating an exact copy of a digital device for
further analysis without changing the original data;
Deleted Data Recovery, which is used to recover
lost information from digital devices; computer and
mobile forensics capabilities, including the collec-
tion, analysis and interpretation of data from com-
puters, mobile devices such as smartphones and
tablets for use in criminal cases; research on the In
addition, digital media analysis (Digital Media
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Analysis) is gaining momentum, which includes the
analysis of images, video and audio files to detect
fakes, manipulations or other evidence; digital ste-
ganography (Digital Steganography) - the study and
disclosure of hidden information in digital images,
video or audio files [2, p. 218-219].

In the realities of war, artificial intelligence has
become essential for ensuring the country’s security
and collecting evidence of criminal behaviour in the
digital sphere. Today, in the modern military envi-
ronment, the following areas of digital forensics are
important: obtaining information from mobile de-
vices, phones seized from the defendants; obtaining
information from personal computers; obtaining in-
formation from servers and other storage media of
institutions and organisations; obtaining infor-
mation from radio frequency identifiers, GPS track-
ers, sensors, video surveillance and positioning; in-
formation, as well as from networked snrvis.

Before digital evidence can be presented in court
as direct or indirect evidence, it must be recognised
(i.e., it must be shown to be relevant to the intended
purpose). To illustrate the practice of authentica-
tion, the following examples of digital evidence can
be cited: 1) content generated by one or more per-
sons (for example, the text of an email or instant
message and documents in a text editor such as Mi-
crosoft Word); 2) content generated by a computer
or digital device without the user’s participation
(for example, data logs); 3) content generated sim-
ultaneously by the user and the device (for exam-
ple, dynamic tables in programs such as Microsoft
Excel, which include data entered by the user and
calculations performed by the program) [4, p. 372].

However, digital forensics has certain disad-
vantages: 1) digital evidence is admissible in court.
However, it must be proved that there has been no
tampering; 2) the production of electronic records
and their storage is extremely expensive;
3) investigators must have extensive computer
knowledge; 4) reliable and convincing evidence
must be provided; 5) if the tool used for digital fo-
rensics does not meet the specified standards, the
evidence may be rejected by the court; 6) the lack
of technical knowledge of the investigator may not
give the desired result [4, p. 374].

At the present stage, the main direction of de-
velopment of forensic science is the creation and

development of the field of technical and forensic
investigation of digital data. As a result, the
relevant tools and methods have not yet found their
place in the national forensic system. Therefore,
there is an urgent need to create a separate section
of forensic technology dedicated to the forensic ex-
amination of digital evidence, with scientific provi-
sions of digital forensics as a branch of forensic
science adapted to the realities of domestic law en-
forcement practice and forensic theory.

Conclusions. An analysis of the development of
digital forensics shows that the rapid spread of digi-
tal technologies in all spheres of life has signifi-
cantly changed the way crimes are committed, in-
cluding in cyberspace. Digital forensics, as a new
field of science, responds to these challenges by
providing effective investigation of digital traces to
detect, investigate and prevent crimes.

The imposition of martial law in Ukraine and
the aggression of the Russian Federation have sig-
nificantly affected the development of forensic sci-
ence, highlighting the need for innovative ap-
proaches to countering military and cyber threats.
In this context, digital forensics is becoming a stra-
tegic direction in the criminal justice system, espe-
cially in the study of war crimes and cybercrime.
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Memoto cmammi € 00caiodicenHs HO80I chepu Kpuminaricmuku — yugposoi kpuminaricmxu. Memoou
00CNiOMHCEHHA: Yy CMAammi UKOPUCTNAHI 2epPMEHe8MUYHULL Memood, Memoo Kiacuikayii, 102iuni nputiomu
(ananizy, cunmesy, HOYKYii, 0edyKyii, y3acaibHeHHs mowjo), Memoo cucmemamusayii. Pezynomamu: y
cmammi  0OCHIONCEHO HOBY 2any3b KpuMiHanicmuku, a came yugposy kpuminaricmuky. Lugposa
Kpuminanicmuka Habyeac 6ce OLIbUIO20 3HAYEHHS [ CMAE OOHIEN 3 OCHOBHUX CKIAOOBUX MPAOUYIHOL
Kpuminanicmuxu. 3HAHHA 3 YUupposoi KPUMIHANICMUKY BUKOPUCHOBYIOMbCA NPU NPOoGedeHHi bazambox
caioyux Oill ma 6 npoyeci NPu3HAaA4eHHs 8iON0GIOHUX CYOOBUX eKCNepmu3 He aule uwooo npagonopyulets y
cghepi ingpopmayilinux mexHonoz2it, a i npu po3Ccaioy8anHi WUPOKO20 KOAA 3/I04UHIE, GUUHEHUX Ni0 4ac GiliHU
ma oxynayii. Q02080peHHA: NPOAHANIZ08AHO NO2MAOU NPOBIOHUX GUEHUX WO000 NOHAMMA Yugdposoi
Kpuminanicmuku 8 cucmemi Kpuminanicmuynoi wHayku. OuyiHeHO meHOeHyii po3eumky yugposoi
KPUMIHATICMUKY HA CYYACHOMY emani ma CHpo2SHO0308AHO NOOANLUIUL PO3BUMOK Yb020 HANPAMY 8 YKpaiHi,
npo6edeHo Npagosuii aHaliz CMOCOBHO MO20, WO YUPPOBA KPUMIHALICIMUKA MOJICE BUKOPUCTOBYBAMUCS.
Icnytoua modenvy  Kpuminanicmuxu 8 Ykpaini Hacaneno nompebyec opmyeanna oxpemoi eanysi
KPUMIHATICMUYHOI MeXHIKU, Wo 6KIoYae 3acobu i memoou 0ociioxcenHs yugposux ookasig. Taxooic
00CHIOAHCYIOMBCS OCOOAUBOCME  3ACMOCYBAHHS YUPPOBOI KPUMIHAICIMUKY 8 YMOBAX B0EHHO20 CMAHY.
3okpema, ananizylomvcsa HOGI GUKAUKU MA MOJNCTUBOCMI, AKI BUHUKAIOMb ) 36 A3KY 3 AKMUGHUM
BUKOPUCTHAHHAM YUDPOBUX MEXHONO2IU Y CYHUACHUX KOHDAIKMAX.

Knrouosi cnosa: yugposa kpuminaricmuxa, KpuUMiHaiicmuxa, O0OKa3u, Yu@posi mexHonozii; 3104uHu;
BOCHHI BUKIUKU, BOEHHUT CMAH, YUPPOGT 00Ka3U, CioUl, Kibep310uutlL.
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