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Purpose: this scientific research is devoted to the study and analysis of the genesis of the legal regulation
of the functioning of intellectual property institutions in cyberspace and then use the results of it as the basis
for removing the shortcomings in the previously adopted local normative legal acts. The methodological
basis of the study comprises general scientific, historical-comparative, philosophical, and ideological,
methods of analysis and special methods. Results: the protection of intellectual property rights in cyberspace
is a complex task and should be carried out based on modern legislation, the development of which is
important to be carried out based on an analysis of the shortcomings and advantages of previous legislation
in this area. That is why the genesis of appropriate legal regulation of the functioning of intellectual
property institutions in general and in the digital environment is extremely important. The author made a
comprehensive analysis of such genesis and provided her recommendations for the further implementation of
new norms regarding the regulation of intellectual property issues in cyberspace. Discussion: a consistent
in-depth analysis of historical aspects of the creation and formation of intellectual property law institutions
in general and directly in cyberspace, clarification of the essence of legal regulation of the relevant sphere,
and research of regulatory and legal acts of Ukraine.
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Problem statement and its relevance. Today,
the development of more exact and in-depth legisla-

the generally recognized international conventions
and treaties in this field. Ukrainian lawmakers are

tion that would take care of the functioning of intel-
lectual property institutions in general and directly
in cyberspace is almost impossible without a pre-
liminary study of its genesis. According to the defi-
nition contained in the dictionary of the Ukrainian
language, genesis (lat. genesis) is origin, emer-
gence, and formation [1]. So, when we talk about
the genesis of the legal regulation of the function-
ing of intellectual property institutions, we mean
the peculiarities of its emergence and formation.
Over the past decades, our state has significantly
intensified its efforts to enter the world system "on
an equal basis", especially in the area of intellectual
property rights, and is now a participant in most of

developing new legislation, taking into account the
shortcomings of previous documents. That is why
the topic of this study is important and the latter
will be devoted to the in-depth analysis of the pecu-
liarities of the emergence and formation of the legal
regulation of the functioning of individual intellec-
tual property institutions in the digital environment
- the cybernetic domain.

Analysis of research and publications. The
very issue of the genesis of legal regulation of intel-
lectual property in cyberspace, unfortunately, is al-
most not revealed, regardless, there is a dissertation
thesis by G.V. Dovgan on the genesis of the devel-
opment of legal regulation of intellectual property
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institutions in Ukraine in general, there is a relevant
study of A. Zhukovsky, the issue of legal regulation
of IPR in the digital environment is the subject of
research by such scholars as M.V. Gura,
O.1. Kharytonova, O.A. Pidoprygora, N.V. Trotsyuk,
K.O. Zerov, and other scientists.

Purpose of the article. This scientific research
is devoted to the study and analysis of the genesis
of the legal regulation of the functioning of intellec-
tual property institutions in cyberspace which
should be used as the basis for removing the short-
comings of previous normative legal acts.

The presentation of the main material. Gener-
ally speaking, the legal regulation of intellectual
property has its origins as far back as 1624, when
the Statute of Monopolies was published, the corre-
sponding trend continued in 1710 with the emer-
gence of the British Statute of Anne, which is also
known as the Copyright Act 1710. It was these 2
documents that initiated the regulation of relations
in the field of patent and copyright law, and, which
is most important - became the beginning of em-
bedding the concept of intellectual property in the
world.

These events were followed by others, including
the presenting of royal grants by Elizabeth | for
monopoly privileges, which took place in 1558-
1603. In our opinion, in this aspect, 1883 and 1886
were the most significant years, because it was at
this time that the so-called "bibles" of intellectual
property law emerged - the Paris Convention for
the Protection of Industrial Property and the Berne
Convention for the Protection of Literary and Artis-
tic Works, respectively. They established minimum
standards in the field of legal regulation of intellec-
tual property protection issues, and all signatory
states were obliged to approve the corresponding
standards (or higher in terms of the level of provi-
sion of the corresponding protection) in their na-
tional legislation.

Intellectual property as a social and legal catego-
ry really blossomed in 1967 - with the emergence
of the Convention Establishing the World Intellec-
tual Property Organization, which was signed in
Stockholm on July 14, 1967. Changes to this inter-
national legal act were made on October 2, 1979. It
came into force three months after 10 member
states of the Paris Union and 7 - of the Berne Union

took the corresponding foreseen actions [2]. Since
then, intellectual property has acquired a common
understanding and begun its transition into a global
regime.

As for the emergence of digital (cybernetic)
space, we do not consider it possible to specify the
relevant time limits precisely. Nonetheless, there
are specific considerations to the emergence of the
main embodiment, an inseparable element of cyber-
space - the World Wide Web. Accordingly, in the
50s of the 20th century local networks already ex-
isted, and with them - the first concepts of a global-
level network were born. And such global networks
with a very complex structure, with the basement
on several local networks, would see the light of
day already in the 60s of the same century. In the
year of adopting the WIPO Convention (1967),
D. Davis showed the world an innovative packet-
switching model. It would later become the basis of
the ARPANET project, which, in turn, would be-
come the prototype of what we now call the Inter-
net [3].

Other packet-switching networks, such as NPL
and Telenet, Cyclades, Tymnet, and the like ap-
peared in the 70s. At the same time, the "father of
the Internet" Vinton Gray “Vint” Cerf together with
Robert Elliot Kahn created a stack of TCP/IP pro-
tocols based on ARPANET and Cyclades. In the
next decade, on the initiative of the NSF, the first
computer centers were implemented in American
institutions of higher education, and already in
1986, they were combined into a large-scale
NSFNET network. After this, the first Internet pro-
viders began to appear. That is, during this period,
the global network that we understand appeared,
which was based on the development and acquisi-
tions of T. Bernes-Lee, who combined a large
number of hypertext documents into a single sys-
tem. It was possible to connect to the latter from
any computer if it was connected to a public net-
work. In the last decade of the XX century, namely
in 1990, the ARPANET project was closed. Never-
theless, this event became a catalyst for the emer-
gence of individual private companies providing
Internet connections in the United States. 5 years
later, NSFNET was also closed, but this was the
beginning of the development of the Internet as an
exclusively commercial phenomenon. Why is it

134 IOpuouunun eicnux 1 (66) 2023



Filinovych V.

important? The fact is that it allowed ordinary peo-
ple to become Internet users [3]. Since then, the
World Wide Web is in constant development and
growth.

Taking into account the said events of 90 years,
it becomes clear to us why the Diplomatic Confer-
ence was assembled in December 1996, within the
framework of which the so-called "WIPO Internet
Treaties" were adopted. WIPO Copyright Treaty
and WIPO Performances and Phonograms Treaty
(both adopted in Geneva on December 20, 1996)
are united under this name. They, of course, did not
properly regulate the relations in the field of intel-
lectual property law that take place in the digital
space, but they became the starting point in the
formation of normative and legal regulation in this
area.

According to L. Gao, the WIPO Internet Trea-
ties contained four fundamental principles, namely:

- authors, performers and producers of pho-
no/video recordings are granted the right to make
and store their works in digital form, in approxi-
mately the same way as they reproduce traditional
creations;

- said subjects may distribute such digital ob-
jects to the public in such a way that these works
are easily accessible on the Internet;

- the ease of copying a digitized object requires
the provision of an effective tool for legal
protection against the circumvention of existing
technical measures;

- it is also essential to protect management in-
formation in electronic form [4, p. 590-591].

The specified principles and general rules of
WIPO Internet Treaties became for their signatories
the foundation for the development of a national
regulatory framework in the field of intellectual
property protection in the cyber domain. This is
how the Digital Millennium Copyright Act (also
known as DMCA) appeared, the US Senate adopted
it on May 14, 1998. Its role from the point of view
of the genesis of legal regulation of intellectual
property in the digital space is extraordinary. Con-
sequently, it takes into account in its provisions the
peculiarities of modern technologies regarding the
copying and distribution of digital information, in-
cluding Internet content, and this document pro-
vides for severe punishment for violators of rele-

vant copyrights on the World Wide Web. DMCA
distinguished itself with the following novellas:

- providers of online services in some cases will
be provided with protection if their users violate
copyright, including through the creation of a no-
tice-and-takedown system, through which owners
of relevant rights can inform online service provid-
ers about illegal content;

- copyright holders are encouraged to provide
wider access to their content in digital formats to
provide them with legal protection against unau-
thorized access to such objects;

- it is prohibited to provide inaccurate infor-
mation about copyright management [5].

Three of the above principles have been incor-
porated into the Copyright Law of China. Regard-
ing the fourth fundamental on the right of copyright
holders to digitize objects of copyright, it, although
it was not embodied directly, received its de facto
application because of the interpretation of the Su-
preme People’s Court of China regarding copyright
on the WWW (2001) [4, p. 591-592].

Individually, we should pay some attention to
the genesis of the legal regulation of the function-
ing of IP institutes in the European Union. Yes, ac-
cording to the works of R.Ye. Ennan, the develop-
ment of intellectual property law in the European
Union was protracted and difficult due to its territo-
rial affiliation. The member countries in their way
regulated the relevant relations, which were at-
tributed to their exclusive competence. But in the
end, the problem of correlation between the exer-
cise of IP rights and following the principles of free
movement of goods and competition policy in the
Union became the subject of cases of The Court of
Justice of the European Union (CJEU). The next
phase of the development of legal regulation in the
specified field is the gradual harmonization and
unification of the lawmaking of the member coun-
tries on certain IP matters [6, p. 8].

And although the countries actively applied the
provisions to fulfill the requirements of the Agree-
ment on Trade-Related Aspects of Intellectual
Property Rights (abbreviated as TRIPS), it still had
different means of protecting IP rights, which sig-
nificantly harmed the normal functioning of the in-
ternal market and the provision of equal protection
to the related rights at the supranational level. That
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is why Directive 2004/48/EC of the European Par-
liament and of the Council of 29 April 2004 on the
enforcement of intellectual property rights appeared
in 2004, which prompted the development of hori-
zontal tools to combat piracy [6, p. 9-10]. The ac-
tivities of European unification bodies were mostly
related to the introduction of uniform regulations
for the implementation of property copyrights, in-
cluding the right to copy, notice, distribute, track,
process, and the like.

In the context of the genesis of the regulation of
the functioning of individual intellectual property
institutes in cyberspace at the international level, it
is also worth pointing out the 2007 WIPO Devel-
opment Agenda, which contained 45 suggestions
for adapting the body’s activity to the specific ex-
isting needs of developing countries. Among other
things, these recommendations related to the im-
provement of the situation regarding the access of
Internet users to information, IT specialists - to
source codes, and those who study - relevant scien-
tific materials. Nevertheless, specific international
legal reforms on this issue have never been adopted
and put into effect.

Also, in the context of the research topics, we
will mention the Council Directive 91/250/EEC of
14 May 1991 on the legal protection of computer
programs (no longer in force), Directive
2006/115/EC of the European Parliament and of the
Council of 12 December 2006 on rental right and
lending right and on certain rights related to copy-
right in the field of intellectual property, Council
Regulation (EC) No 207/2009 of 26 February 2009
on the Community trade mark (no longer in force),
Regulation (EU) No. 608/2013 concerning customs
enforcement of intellectual property rights (IPR)
and the like.

As for the field of the digital space itself, we
should note that in addition to the adoption of the
Berne Convention and WIPO Internet Treaties, the
emergence of Directive 2001/29/EC of the Europe-
an Parliament and of the Council of 22 May 2001
on the harmonization of certain aspects of copyright
and related rights in the information society became
very essential for this issue. But in none of the
specified documents, the World Wide Web indicat-
ed the environment for the use of relevant creative

and innovative objects, instead, the term "digital
environment™ is used.

Also, for this scientific paper, it is necessary to
study the genesis of the legal regulation of the func-
tioning of IP institutions in the digital domain in the
national legislation of our country, especially taking
into account the fact that in 2020 Ukraine was in-
cluded in the list of countries that violate IP rights
and "cause damage to economic interests of the Eu-
ropean Union" [7].

In modern understanding, IPR on Ukrainian
lands developed back in the 19th century, when our
territories were part of the Austrian and Russian
empires and absorbed pan-European trends. The
first norms regarding the legal protection of copy-
right were included in the Civil Code of the Austri-
an Monarchy (1811). In 1846, several industry acts
were adopted, on December 26, 1895, the law on
copyright for works of literature, art, and photog-
raphy was also adopted. As for industrial property
law, the first nationwide normative legal act in the
field of patent law was the Law on Privileges of
August 15, 1852 [8, p. 47-50].

In the times of the USSR, legal regulation in the
related field was based on standards and all-Union
legislation. For that period, it was uncharacteristic
to provide comprehensive legal protection of the
results of creative and innovative activity, the
standard division of the law was made into copy-
right and invention law. Soviet legal regulation in
the relevant field was too dependent on internal fac-
tors, namely on the peculiarities of the administra-
tive and command management system. Yes, free-
dom of creativity was proclaimed, but de facto it
was very much limited.

Though in 1991, Ukraine gained independence -
and everything changed. Then the development and
implementation of our own national regulatory and
legal framework began in the country, including in
the field of IPR. Thus, in 1996, the Ukrainian Con-
stitution was adopted, which contains Articles 41
and 54 regarding the right of everyone to own, use
and dispose of the results of their intellectual and
creative activity and guarantees the freedom of lit-
erary, artistic, scientific, and technical creativity, as
well as the protection of IP and the like [9].

The following Codes were also put into effect:
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-The Code of Labor Laws of Ukraine (of
10.12.1971), which contains Article 126 regarding
the guarantees provided to employees - authors of
inventions, utility models, industrial designs, inno-
vative proposals, and some others regarding IP;

- The Code of Ukraine on Administrative Of-
fenses (of 07.12.1984), which contains Article 51-2
regarding violations of rights to IPR objects, by
which the document was supplemented under LU
No. 4042-12 (of 02.25.94);

- The Commercial Procedure Code of Ukraine
(of 06.11.1991), which includes, in particular,
norms regarding the High Court on intellectual
property matters (Articles 3, 20, 22, and the like);

-The Criminal Code of Ukraine (of
05.04.2001), which contains Articles 176 and 177
regarding violations of copyright and related rights
and rights to inventions, utility models, industrial
designs, plant varieties, topographies of integrated
microcircuits, and rationalization proposals, respec-
tively;

- The Civil Code of Ukraine (of 16.01.2003),
which includes Book Four, which comprehensively
regulates the issue of IP, establishing the traditional
two-level system of IP legislation;

- The Customs Code of Ukraine (of 13.03.2012),
among other things, contains provisions on the reg-
ister of objects of intellectual property rights (Arti-
cle 398), the definition of counterfeit goods, includ-
ing those that are objects of infringement of intel-
lectual property rights on trade trademark or geo-
graphical indication (Article 4), and so on.

The periodization of the adoption and amend-
ment of the main Laws of Ukraine (LU) in the rele-
vant field is as follows:

- LU No. 3687-XIl On protection of rights to in-
ventions and utility models (of 12.15.1993);

- LU No. 3688-XI1 On protection of rights to in-
dustrial designs (of 15.12.1993);

- LU No. 3689-XIl On protection of rights to
signs for goods and services (of 12.15.1993);

-LU No. 3793-XIl On copyright and related
rights (of 12.23.93) - now invalid based on LU No.
2811-1X (of 12.01.2022);

- LU No. 621/97-VR On protection of rights to
the layout of semiconductor products (of
05.11.1997);

- LU No. 752-XIV On Legal Protection of Geo-
graphical Indications (of 16.06.1999);

- LU No. 2415-VIIl On the effective manage-
ment of the property rights of rights holders in the
field of copyright and (or) related rights (of
15.05.2018).

Conclusion. Thus, the genesis of the legal regu-
lation of the functioning of various intellectual
property institutions in the digital domain in the
world in general and directly in Ukraine is charac-
terized by both general patterns and specific fea-
tures. The introduction of appropriate changes to
international agreements on IPR, the implementa-
tion of WIPO Internet Treaties and the development
of national legislation of different countries based
on them, the appropriate implementation of EU Di-
rectives and Regulations, as well as the develop-
ment and advancement of the Ukrainian national
legal array - all this is today the basis of operating
on objects and IP rights in the digital space.

And although this legal route is still quite new
for Ukraine, local legal regulation is being im-
proved by the rule-makers taking into account
modern cybernetic trends. The legislator tries to
specify the relevant aspects and features of IP ob-
jects, thereby reducing the number of gaps in the
legislation, which is especially important when re-
solving disputes. Now we can observe positive
trends regarding the processes of acquisition and
protection of intellectual property rights in the
World Wide Web. But it is important not to cease
because the constant improvement of the legislation
and the mechanisms of its implementation regard-
ing the protection of intellectual property rights in
general and directly in cyberspace is an urgent as-
signment. It requires making balanced and adequate
decisions in the context of making changes to the
relevant regulatory framework taking into account
the European integration processes of our country.

That is why knowledge of the peculiarities of
the genesis of the legal regulation of the function-
ing of IP institutions in general and in the digital
environment is extremely important, they are the
background for the new legal regulation develop-
ment and implementation, taking into account the
missteps and shortcomings of the regulation of past
years and even centuries. Such knowledge, together
with the scientific developments of scholars will
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help in the future to create and implement a more
effective regulation of the relevant relations.
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Cb0200Hi  po3pobnenHs Oilbul MOYHO2O MA SKICHO20 3AKOHO0A6CMBA, sKe O  OniKy8anocs
(DYHKYIOHYBAHHAM THCIMUMYMIE THMENEKMYANbHOL 6IACHOCI 3a2aioM I 6e3nocepedHbo y Kibepnpocmopi,
Matidice Hemodcause 6e3 nonepeoHbo20 GUEUeHHs 1020 2eHesucy. 1 oeopauu npo makuii eene3uc npasoeozo
Pe2yno8ants (YHKYIOHYGAHHS THCMUMYMIE THMENeKMYAIbHOI 6IACHOCMI, MAEMO HA V8A3l 0CcoOaUB0CMI
1020 BUHUKHEHHS A CIAHOGIEHHS.

IIpomseom ocmanmix oecamunims Hawia 0epiHcasa 3HAYHO AKMUBI3Y8aANA CE0I 3VCUNLLA U000 8XOONCEHHS
V C8IMO8Yy cucmemy «Ha PiBHUXY, 0COOIUBO Y cqhepi npas iHMeNeKMYaibHOL 61ACHOCHI, | HUHI € YYACHUKOM
OLLUIOCI 3a2ATbHOBUSHAHUX MINCHAPOOHUX KOHEECHYIL I 002080pi6 Y YbOMY NOJL. YKpaincbKi HOpMomeopyi
PO3podaAIIOMb HOBE 3AKOHOOABCHBO, 8PAX0BVIOUU HEOONIKU NONEPEOHIX OOKYMEHMIS.

Tomy 3Hanna ocobaugocmeli 2eHe3UCy Npagogoco  peeylo8aHHs — (QYHKYIOHY8AHHA — THCIUMYYill
iHmMeneKmyanbHoi 61acHOCmi 3a2anom ma 6 Yuppoeomy cepedosuwyi € Ha036UHAHO BANCIUBUM, BOHO €
0CHOB0I0 07151 pO3POOKU MA 6NPOBAONCEHHS HOB020 NPABOBO2O PeCYNI0BANHS, BPAXOBYIOYU NOMUIKU MA
HEeOONIKU Pe2yNO8AHHs MUHYIUX POKi6 | Hasimb cmoiimv. Taxi 3HaAHHA pa30M i3 HAYKOGUMU PO3POOKAMU
BYEHUX OONOMONCYMb Y MAUOYMHLOMY CMEOPUMU MA 3anposaoumu Oilbul egexmueHe pecynro8anis
8i0Nn06IOHUX GiOHOCUH. Todic mema OaH020 OOCHIONCEHHS € BANCAUBOID, A CAMe BOHO 0Oyoe NpucesueHe
00CiOHCEHHIO 0cOOUBOCMeE BUHUKHEHHSI A CMAHOBNEHHA NPAaB08020 PecyNI08ANHA  (YHKYIOHYBAHHS
OKpeMUX THCMUMyyill IHMeleKmyaibHol 6I1ACHOCMI 8 YUPDPOBOMY cepedosulyi — KiDepHemuyHoMy npoCcmopi.

Mema oocnioxncenna. Haykose 0ocniodxcenns npucesadere GUSUEHHIO MA AHANIZY 2eHe3UCy NPasosozo
pe2ynto8ants  (DYHKYIOHYBAHHA  [HCUmMYmie IHMeNeKmyanvbHoi eiacHocmi y  Kibepnpocmopi ma
BUKOPUCTHAHHIO 1020 pe3yIbmamie K OCHO8U ONisl YCYHEHHA HeOO0NIKi6 )y paHiule NPUtiHAMuUX J0KATbHUX
HOpMamueHO-npasogux axmax. Memooono2iuny 0CHO8Y O00CHIONHCEHHA CMAHOBIAMb 3A2aNbHOHAYKOBUL,
icmopuxo-nopieHanbHUull,  QiIOCOPCbKO-CEIMOSNAOHUL, MemooU aHAli3y ma CHeYianbHi  Memoou.
Pezynomamu: 3axucm npag iHmenekmyaibHoi 61acHOCmi 8 Kibepnpocmopi € CKIAOHUM 3A80aHHAM I MA€E
30TUCHIO8AMUCS. HA OCHOBI CYYACHO20 3AKOHOOABCHEA, PO3GUIMOK AKO20 GAICIUBO Peaizyeamu Ha OCHOBI
auanizy Heoonixie ma nepesaz nonepeoHbo2o 3akoHooascmaea y yiti cghepi. Came momy eenezuc 8ionogiono2o
npaso6oco pecyniosaHHs (QYHKYIOHY8AHHS [HCMUMYMI6 HMeNeKmyanvHoi 61acHoCmi 3az2anom ma 6
yugpposomy cepedosuwyi € HAO3GUUANIHO BANCTUGUM. ABMOPOM NpOGedeHUl KOMNIEKCHUL AHANI3 MAK020
2eHe3UCy ™A HAOAHI PeKOMeHOayii Wooo NoOAIbUO20 6NPOBAOINCEHH HOBUX HOPM WOO0 Pezylio8ants
NUManb iHmereKmyanvhoi enachocmi y Kibepnpocmopi. Q62080penna. nocrioosHull no2IudIeHUl anani3
icmopuyHux acnekmieé (QOpPMYSaAHHA MaA CMAHOGICHHSA THCMUMYMIE NPAsd IHMENeKMYaibHOl 61ACHOCHI
3aeanom ma 6e3nocepedHvo y Kibepnpocmopi, 3 SICY8aHHA CYMHOCMI NPAB0BO20 Pecynio8aHHs Gi0N0GiOHOT
chepu ma 00CniodNHCeHHA HOPMAMUBHO-NPABOBUX AKMiE YKpaiHu.

Knwuoei cnoea: xibepnpocmip, iHmeneKmyanvHa 61ACHICMb, NPAGO [HMENEKMYAaNbHOI B1ACHOCMI,
NOpYUIeHHS Npas IHMeIeKmyanbHoi 61acCHOCmi; KibepHemuune cepedosuuje; 3axXucm npag iHmeieKmyanbHoi
81ACHOCMI ) KiOepnpocmopi, IHmeleKmyaibHa 61ACHICIb Y Kibepnpocmopi.

Cmamms naoitiuina 0o pedaxyii 02.03.2023
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