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Purpose: the purpose of the study is to critically evaluate cyber threats and their negative impact on the
rights and freedoms of Ukrainian citizens. The methodological basis of the research comprises
philosophical, ideological, general scientific and special methods. Results: most countries of the world are
faced with problem of cybercrime. In Ukraine, the corresponding law on cybersecurity has already been
enacted, and the country is trying to use its potential to protect the rights and freedoms of its citizens from
abuse in the cyber environment. The author underlines that the issue of responsibility of state bodies and the
state itself for violation of citizens’ rights in the field of cybercrimes should be worked out in more detail at
the legislative level. Discussion: improvement of the national legislation in the sphere of cybersecurity on
the example of the normative acts of other countries; search for methods and actions to be taken while
dealing with the consequences of cybercrimes.
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Problem statement and its relevance. Today
cyber attackers significantly harm not only the na-
tional economy but also organizations and individ-
uals. The rapid pace of the development of cyber-
crime is giving rise to more and more new trends in
this area.

Therefore, the Ukrainian government is obliged
to study and interact with new technologies, to un-
derstand the opportunities that these technologies
provide to potential criminals. It is also important to
understand how such technologies can be used as a
tool to resist cybercrime.

Analysis of research and publications. The is-
sue was studied by P. Sandle, J. Lewis, M. Rouse,
D. Halder, K. Jaishankar and other scientists.

Purpose of the article. In this article the author
wants to reveal the features of cybercrimes and crit-
ically evaluate its impact on citizen's rights and
freedoms.

The presentation of the main material. Today,
concepts such as hacking, botnets, and cybercrime
have become part of our daily speech, because cy-

bercriminals use modern technology for their crim-
inal purposes - to carry out cyberattacks against in-
dividuals, organizations, and even entire govern-
ments and states. Neither physical nor virtual
boundaries are known to this type of illegal activity.
However, they cause serious damage to the whole
world.

In this regard, even traditional forms of crime
have evolved, because dishonest organizations be-
gan to increasingly turn to the World Wide Web to
facilitate their activities and maximize profits in a
shorter time. These cybercrimes are not fundamen-
tally new, but they are taking place in a new online
dimension.

Before proceeding toward the analysis of meth-
ods of resisting violations of the rights of citizens in
the cyber environment, one should form in his im-
agination some concepts and definitions that are in-
extricably linked with the research topic. These are,
of course, the concepts of cybersecurity, cyber en-
vironment, cybercrime, cybercriminal, and others.
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There is still no single and stable concept of cy-
bersecurity, nevertheless, according to the author of
this study, the opinion of CISCO specialists, which
is a recognized world leader in the field of high
technologies, can be used as a definition. Yes, they
are convinced that cybersecurity is the practice of
protecting systems, networks, and programs from
digital attacks. At the same time, it is indicated that
cyberattacks are usually aimed at accessing, modi-
fying, or destroying confidential information; extor-
tion of money from users; or interruption of normal
business processes [3].

Cyberspace or digital environment is an interac-
tive information space that operates using computer
systems. If we turn to regulatory sources, then cy-
berspace should be understood as a virtual space,
through the use of which it is possible to carry out
communication and implementation of public rela-
tions. Such an environment was formed as a result
of the functioning of interconnected communication
systems and the provision of electronic communi-
cations using the Internet or other global data
transmission networks [7].

Now let’s take a closer look at "negative" cyber
terms. For example, M. Rose of TechTarget notes
that cybercrime is any criminal activity in which a
computer, network (global, local) is involved. And
although most cybercrimes are committed with the
aim of making a profit by cybercriminals, a number
of offenses are aimed against computers or gadgets
directly with the aim of damaging or disabling
them [2].

Thus, according to the US Department of Jus-
tice, cybercrime can be divided into the following
three categories:

1) crimes in which the device is used as a weap-
on. An example of this is launching a (Distributed)
Denial-of-service attack (DoS) through a computer;

2) offenses in which the computer is the target.
An example of this is getting unauthorized access
to the network;

3) crimes in which a computer is an accomplice
in a wrongful act. An example is the use of such a
technique for storing information obtained illegal-
ly [2].

According to I. Chekunov, there are 4 groups of
cybercrimes:

1) those that are directly related to computers;

2) those related to the content of materials (con-
tent);

3) those that are against the confidentiality, in-
tegrity, and availability of computer data and sys-
tems;

4) those related to the infringement of copyright
and related rights [11, p. 182].

D. Halder and K. Jaishankar are convinced that
cybercrime should be viewed from a gender per-
spective. These experts talk about cybercrime
against women, that is, crimes directed against
women to deliberately inflict psychological and (or)
physical harm on them, while using modern tele-
communication networks and cell phones [1].

As for the personality of the cybercriminal, now
we are talking about the whole criminal business
and not individual self-taught hackers. As
V.Yu. Rogozin says, at the moment we can observe
the stratification of cyber intruders into:

1) persons who have significant knowledge in
this specific area;

2) persons who have got their hands on a ready-
made algorithm and at the same time have a very
general understanding of the processes taking place
in information systems.

The distinguishing features of the first group of
criminals are their high professional and intellectual
skills, the ability to commit crimes anonymously, in
most cases cross-border. Also, usually, a large
number of victims suffer from their actions, alt-
hough the attackers did not come into direct contact
with the victims [10, p. 58].

Considering all of the above, a logical question
arises: who should be held responsible to citizens
for violation of their rights in the field of cyber-
space? Summing up the concept and characteristics
of cybercrime, it becomes clear that it is, first of all,
ordinary people, citizens of the country who suffer
from it. Therefore, it is the state and its bodies that
should be responsible for non-observance of the
rights and freedoms of their citizens through the
commission of cybercrimes against them.

If we talk about the responsibility of state bod-
ies, then one can pay attention to both the failure to
provide the relevant bodies for the protection of
human rights, and to the direct commission by such
bodies of the relevant cyber-legal attackers.
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In this context, Babajanyan K.A. writes about
the legal responsibility of the state to an individual,
which, in his opinion, can be expressed in both pos-
itive and negative forms. According to the scientist,
the state, first of all, bears general positive respon-
sibility for creating the necessary conditions for its
citizens to exercise their rights and freedoms known
as constitutional rights, as well as for maintaining
proper public order in our country. The state should
always be responsible for ensuring the personal
safety of members of society, their protection from
criminal attacks [4, p. 38]. Accordingly, the state
must be held accountable for failing to provide a
citizen with protection from criminal encroachment
in the cyber environment.

We can also speak about the constitutional re-
sponsibility of the state over its citizens. So, ac-
cording to Art. 55 of the Ukrainian Constitution,
the court should protect human and civil rights and
freedoms, and everybody has the guaranteed right
to appeal in court against the actions or inaction of
public bodies ... [6, Art. 55]. As indicated in Art. 2,
7 of the Law "On the Judicial System and the Status
of Judges", the task of judges is to ensure everyone
the right to a fair trial when administering justice on
the rule of law bases. And the direct implementa-
tion of such a right envisages, inter alia, ensuring
access to justice for every person, which, in turn, is
ensured following the Constitution and under the
procedure established by Ukrainian laws [9, Art. 2,
7].

Consequently, public officials and the state itself
bear not only legal but other types of liability for
failure to comply with and failure to provide proper
assurance for the rights and liberties of their inhab-
itants who have suffered from acts of cybercrime.

It is important to note that in 2018, on May 9,
Law of Ukraine 2163-VIII “On the Basic Principles
of Ensuring Cybersecurity of Ukraine” (hereinafter
referred to as the Law) has already come into force,
due to which the level of juridical literacy of our
residents in this sphere has significantly increased.

The corresponding normative legal act indicates
the juridical and organizational base for guarantee-
ing the protection of the national interests of our
country in cyberspace, as well as the corresponding
capacities and peculiarities of the state protection
policy in such a space. It also lists the powers and

postulates of coordination to assure cybersecurity in
this expanse for government offices, institutions,
and citizens. At the same time, the abovementioned
legal act doesn’t regulate the relevant matters con-
cerning social networks and private electronic in-
formation resources on the Web.

Following the Law, communication systems of
all kinds of ownership are subject to cybersecurity
if they process national information resources, as
well as if they are used in the interests of our coun-
try or local officials, as well as law enforcement
agencies.

The main subjects of the national cybersecurity
system in our state are:

- Ukrainian Police;

- Security service of Ukraine;

- State Service for Special Communications and
Information Protection

- Ministry of Defence;

- National Bank;

- General Staff of the Ukrainian Armed Forces
and intelligence agencies [8].

Cybersecurity actions are coordinated by the
President of our state through the National Security
and Defense Council headed by him. Within this
organization, the National Cyber Security Coordi-
nation Center was established. It coordinates the
actions of the security and defense area entities that
assure cybersecurity and also suggests recommen-
dations to the President on a cybersecurity strategy
for the state [8].

Additionally, there is a government group for
reacting to crisis events in Ukraine in the computer
area - CERT-UA. This body is entrusted with the
duties of maintaining a registry of incidents in the
cybersphere, providing assistance in cyberattacks,
teaching the basics of cyber defense through cours-
es and seminars [8].

So, states, especially their responsible authori-
ties in the field under study, need to monitor tech-
nological development and accumulate knowledge
and skills to resist the development of digital crime
at both the national and regional levels. After all, it
is obvious that it is difficult to counter cybercrime
exclusively at the national level, without active in-
teraction with similar international organizations
that coordinate and provide assistance and counter
criminal activities.
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Thus, each state, including Ukraine, to effective-
ly resist virtual cybercriminals, needs to actively
develop a multi-level institutional cybersecurity
system. It was it that would protect both state insti-
tutions and ordinary citizens of the state. According
to D.N. Karpova, such a system should include var-
ious components, incl. increasing the level of digi-
tal literacy of the population, assistance in promot-
ing individual methods of protecting personal data
and mechanisms for countering, and preventing
cyber threats [5, p. 48].

Conclusion. So, today most countries of the
world are faced with cybercrime problems. In
Ukraine, the corresponding law on cybersecurity
has already been enacted, and the country is trying
to use its potential to protect the rights and free-
doms of its citizens from abuse in the cyber envi-
ronment.

Nevertheless, the problem of the responsibility
of Ukrainian state bodies and Ukraine itself for vio-
lation of its citizens’ rights in the sphere of cyber-
crimes should be worked out in more detail at the
legislative level.

A comprehensive program should be imple-
mented with the purpose of combating cybercrime.
It should be done through the involvement of both
governmental bodies and the private sector of the
Ukrainian economy. Within its framework such ac-
tions are needed:

- to organize international cooperation to coor-
dinate the actions of special services;

- to adopt the most effective norms from the na-
tional legislation of other countries and, on their ba-
sis, develop additions to the existing regulatory le-
gal acts to optimize national legislation and adapt it
to new technical capabilities;

- to constantly update (to improve) the cyberse-
curity strategy at the national economic level,

- to organize the conditions and basis for inter-
action between law enforcement agencies, courts,
and services to resist law violation mr the cyber-
spere;

- to actively involve in mutual work everyone
interested in eliminating cybercrimes, namely law
enforcement agencies, representatives from the
economic sector of business and the academia
community;

- to form a modern material base for the activi-
ties of services to resist cyber threats;

- to conduct as often as possible events to dis-
seminate information about modern cyber threats
among citizens of Ukraine to increase their cyber
literacy.

So, today cyber attackers significantly harm not
only the national economy but also organizations
and citizens. Therefore, it is important to know
about our rights in the cyber sphere, as well as
about the responsibility of the public authorities for
their violation and timely apply for the protection
of the relevant rights and interests.
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ITPOBJIEMU ITIOPYIIEHHSA ITPAB JIIOAWUHU, CITPUYNHEHI
KIBEP3JIOUMHAMMU, I CHOCOBM iX MOJOJAHHSA

Harmionansauii aBianiiHuil yHIBEpCUTET
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Memoro 0anozo 00CHiOINHCEHHS € KpUMUYHA OYIHKA MA aHali3 Kibep3azpos 1 ix He2amueHo2o 6NaUGy Ha
npasa i c6o0600u epomadsin Yrpainu. MemooonoziuHy 0CHO8Y HAYK08020 OOCIIONCEHHS CKIANU MPAOUYITIHI
Memoou muny @Qinoco@coko2o, C8IMOIA0H020, 3A2ANbHOHAYKOBO20 MA OKpeMi CneyianvHi mMemoou.
Ilpobnemy Kibepbesneku ma He2amueHo20 8NAUGY KIOEP3I0UUHIE HA NPABA 2POMAOSIH MAKONC OOCTIONCYSANU
11. Canonei, [owc. Jlvioic, M. Poys, /I. I'anvoep, K. /[rcatiwanxap i inwi eueni. Pesynomamom oocniodcenus
Ccmas amaniz HAA6HUX HOPM 3AKOHOOABYUX axmie Yxpainu, axi pezynoromv numanus KibepOesnexu 8
Oeporcasi. ABMop HAOA€e MaKoic nepetiK Memooie ma Wisixie peanizayii KOMNIeKcHoi npoepamu 60pomvoU
i3 Kibep3nouunnicmio 6 Hawii Oepocasi. Tax, eeadcacmvcs 3a He0OXIOHe 6eOeHHS AKMUBHO20
MIDICHAPOOH020 CHIBPOOIMHUYMEA OJi1 KOOPOUHAyii Oiti 0COOIUBUX YCIMAHO8 MA OP2aHi3ayill, OpeaHizayisi
SAKICHUX YMO8 0J11 NAIOHOI 83A€MO0II NPABOOXOPOHHUX OpP2aHie, cyiie ma IHWuUXx opeanizayit y cgepi 3
npomuoii Kibep310UuHHOCMI, GOpMYSanHs THHOBAYIIHOI MamepianbHoi 0a3u, npoeedeHHs 3ax00ie O
niosuweHHA PieHs Yupposoi 00iZHAHOCMI YKPAIHYIE mouo.

CyuacHi ingopmayiiini mexnono2ii cepeOHboCmamudna Jo0UHA BUKOPUCOBYE WoOoHs. Tomy He OueHo,
wo yugpose cepedosuuge HApaszi CMai0 MauOaHUUKoOM OJis 3104UHHUX Ol Kibepsnouunyis. Kibepnpocmip
BUKOPUCOBYEMbCS HUMU OJI1 NPOBEOEHHS KiDepamax npomu OKpemux ocib, opeauizayii i Ha6imb Yinux
ypsoie ma depoicas. Brazane cmarnoguwye YCKIaoHIOEMbCA mum, wo OJisl 3a3HAYEeHOI He3aKOHHOT JisIbHOCMI
He ICHYe KOOOHI6 5K (Di3uyHux, max i GIpmyanvHux. Aje HeeamueHull 6nius, CHAPUMUHEHUL MAKOIO
OILILHICINIO, 3A2POJICYE YCLOMY CEIMY I, 8 NepuLy uepey, npagam ma c60600am AHOOUHU | 2DOMAOAHUHA.

Aemop exazye na me, wo OiIbWICMb Kpaid C8IMy CMUKalomvcs 3 npoonemoio Kibepsnouunnocmi. B
Hawiil Oepxcasi edce NpUtiHAMuUL GiONOBIOHULL 3aKOH w000 KibepOesneku, 1 KpaiHa HAMA2AEMbCs
suKopucmamu c8ili NOmeHyian 0 3axXucmy npas i c60000 C80IX 2POMAOAH IO 3N08HCUBAHb V YUPDPOBOMY
npocmopi. Aemop nioKpecuoe, wo NUMaHHs nPo GiONOBIOANTbHICNb 0EPAHCABHUX OP2AHI8 | camoi depaicasu 3a
NOPYWEHHS NPAs 2poMaodsan y cepi Kibepsiouurie ciio onpayrogamu Oiibll 0eMaibHO HA 3aKOHOOABYOMY
pisni. Jluckycia 6 cmammi niioHo 6edemuvcs Wooo WIAXi8 600CKOHALEHH HAYIOHAbHO20 3AKOHOOA8CMEd )
cghepi kibepbe3neku Ha NpuKiadi HOPMAMUBHUX AKMIE THWUX Kpain. Ax pe3yniomam 00CaioxicenHs asmop
MaKodc Haoae nepeiix memodis i Oill, AKi HeoOXIOHO 8dcumu npu 6Opomwvoi 3 HACAIOKAMU KIDEP3NOUUHIE Ma
3a075 NPOMuUOii ix YUHEHHIO.

Kntouoei cnosa: «kibepsnouunnicmos, «xibepbesneka; Kibepnpocmip, NOpYuleHHs Npas JHOUHU,
Kibepcepeodoguue, 3axucm npag 2pomaosn y kibepnpocmopi, Kibepamaka.
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