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Purpose: determination of the legal nature of domain names, identification of deficiencies in their legal
regulation in national legislation, and the formulation of relevant proposals to improve this legislation. The
methodological basis of the research comprises philosophical, dialectical, historical, formal logical, syner-
getic methods. Results: doctrinal sources, as well as legislation, do not have a unified approach to determin-
ing the essence and place of domain names, as the author of the article points out. Also, in this scientific
work, various approaches to this issue are considered, and the author 5§ recommendations are given on solv-
ing the problem that has arisen concerning domain names and their place in the legal relation. Discussion:
improvement of the national legislation of Ukraine in the sphere of domain names regulation; development of
a procedure for resolving conflicts related to the clash of rights to domain names with rights to other means
of individualization of participants in civil turnover.

Keywords: domain name; website; domain name registration agreement; domain name registration; In-
ternet governance; protection of rights of the domain name owner.

Problem statement and its relevance. Today,
the Internet has become an integral part of human
existence. In such conditions, the value and role of
the domain name as a particular type of
identification designations for the allocation of
information  resources  within  the global
information systems is growing. Having a
complex legal nature, they often become the cause
of legal conflicts associated with exclusive rights
to domain names and similar intellectual property
objects. The relevance of the article is emphasized
by the lack of a unified approach to the definition
of the concept of a domain name, its legal status
and belonging to atypical intellectual property in
the legislation of Ukraine.

Analysis of research and publications. The
issue was studied by Ageenko A.A., Boyko D.V.,,

Bulat N.M., Demchenko T.S.,  Gritsay V.I.,
Esimov S.S., Kalyatin V.A.,, Kulinich A.A,,
Podoprigora A.V., Sergo A.G., Filinovich V.V,

Zhilinkova 1.V. and other scientists.
Purpose of the article. By this article, the

author wants to reveal the provisions and features of
the legal protection of domain names as a means of
individualization of participants in civil turnover, as
well as to identify shortcomings and gaps in their
legal regulation and to provide suggestions for
improving the legal rules and norms governing
relations between participants in relationships
regarding domain names.

The presentation of the main material. The
development of information technologies and the
availability of quick and hassle-free access to the
worldwide net named Internet have led to increased
opportunities for the sale of goods and services.
Thus, they brought economic relations to the level of
Internet cooperation. And the Network has become
the element without which the implementation of any
business operation is almost impossible.

Therefore, the role of the domain name as a new
type of identification designations, whose goal is the
allocation of information resources within the global
information systems, has intensified. Today it is not
just a designation; it is an identifier, a "visiting card"
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of a website. That is why the legal protection of a
domain name is of particular relevance.

We should note that domain names are not
only means of addressing on the Web, but they are
also unique objects of civil turnover. Their legal
nature is quite complex, as a result of which they
are often confused with other identification
objects of intellectual property, for example, with
trademarks and commercial (company) names. All
this leads to the emergence of legal conflicts
regarding exclusive rights to such objects.

The complexity and lack of regulation of
domain names in the legislation of Ukraine make
it necessary to analyze the existing definitions of
domain names in the current legislation and the
doctrine of civil law. However, first, we need to
explore the relationship between the concepts of
"domain name" and "domain" because the
legislation of Ukraine uses both of them.

According to Art. 1 of the Law of Ukraine “On
the Protection of Rights to Marks for Goods and
Services,” a domain name is a name used to
address computers and resources on the world
wide web Internet [15]. At the same time, Art. 1 of
the Law of Ukraine “On Telecommunications”
defines the domain as “part of the hierarchical
address space of the Internet, which has a unique
name that identifies it, is served by a group of
domain name servers, and is centrally
administered” [16].

We also note that the definition of the concept
of “domain” is contained in the departmental
regulatory act of the Ministry of Health of
Ukraine (in the Regulation on the Industry
Information and Telecommunication System of
the Ministry of Health of Ukraine “Health Net”),
approved by order of the Ministry of Health
No. 208 of 04/26/2007, in paragraph 4 Section Il
of which the domain is defined as part of the
hierarchical address space of the Health Net
Information and Telecommunication System,
which has a unique name that identifies it and is
serviced by a central node [13].

It can be concluded that each of the above
legal acts fixes one of the concepts without
interconnection with the other. It, of course, does
not positively affect the correct understanding of
their relationship.

Both concepts are contained only in the order of
connection to global data networks, approved by the
Resolution of the Cabinet of Ministers No. 522 of
04/12/2002. This document indicates that:

—a domain is a part of the address space on the
Internet designed to identify a computer or group of
computers; and

—a domain name is an alphanumeric expression
that identifies any subscriber’s computer in the
Internet information network [14, p. 2].

At the same time, international technical
standards (RFC), which determine the functioning of
the Internet network (including RFC-1034), consider
the concept of a domain and a domain name as
synonyms. So, in section 2.1 it indicates that both
terms are used in many contexts that are independent
of the DNS described in this document [2].

The definitions specified in the Law “On
Protection of Rights to Marks for Goods and
Services” and “On Telecommunications” indirectly
characterize domain names. They do not contain a
clear indication of the branch of law such objects
relate to. Therefore, the question arises as to whether
they can even be considered an object of civil law.

Yesimov S.S. points to the duality of the legal
nature of the domain name: as an object of
intellectual property law and as an object of
information law. When considering disputes on a
domain name in the framework of various
procedures, the issue of its informational nature and
informational and legal status should not be ignored,
because the intersectoral nature of relations regarding
domain names indicates that the institute of a domain
name is an integral part of information
law [7, p. 160].

At the same time, researchers point out that the
laws of some countries include aspects of Internet
relations regulation in the field of intellectual
property. We should not forget that the registration
and use of domain names are carried out, as a rule,
on a contractual basis. It can be considered as the
basis for their inclusion in the system of contract law.

Some scientists also believe that it is necessary to
solve the issue of the possibility of the existence of
an exclusive right to a domain name, the probability
of regulation of such an object by the rules of
property rights, as well as questions about the
institutional ownership of the domain name [17,
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p. 190].

Thus, on the issue of establishing the legal
nature of a domain name in the science of civil
law, several approaches have been established.

First, a domain name is a means of
individualization. So believes, for example, the
scientist Kalyatin V.A. In his opinion, a domain
name as a means of individualization, can provide
additional information about its owner, relevant
goods or services, indicate a geographical
location, perform advertising and warranty
functions [8, p. 55].

The fact that a domain name serves to
individualize a person in the space of the Internet,
as well as general objective reality, according to
V.B. Naumov, gives the basis to believe that from
functionality the domain name and the
corresponding class of intellectual property rights
are very similar [11].

At the same time, the statement of the
Committee of Ministers of the Council of Europe
determined that the choice of a domain name or
sequence of names can be used to identify and
describe the content posted on their websites, as
well as to disseminate a certain point of view or
create spaces for communication, interaction,
meetings and associations for various social
groups and communities [1, p. 7]. In this sense, a
domain name can act as a means of expressing the
freedom of opinion.

The approaches mentioned indicate the
diversity and complexity of the phenomenon of
the domain name legal nature and that a domain
name can act as:

— computer addresses on the Internet (a means
of individualization of an Internet resource)

—means of individualization directly of the
owner himself, together with his goods and
Services;

— means of expression of freedom of opinion.

So, in the doctrine of civil law, three
approaches have been formed to determine the
domain name:

1. Civil-legal. The determining function of a
domain name is the individualization of
information resources owned by individuals and
legal entities on the Web [18, p. 54]

2. Technical. A domain name is a verbal

designation of a specific resource used instead of a
digital address and which specifies the path to an
information resource in a telecommunication
environment by addressing a specific node on the
Network [9, p. 56].

3. Mixed. A domain name is a unique symbolic
name made to identify resources on the Internet; it is
identified as part of the addressing system, which is
recognized by the national communications
administration as standard for use on the
Internet [12].

According to the author of the article, a mixed
approach is the most relevant. After all, it thoroughly
combines both technical and civil legal features of
domain names, thereby revealing their nature more
fully. Having come from it, we can say that domain
names belong to means of individualization.

Today, the rapid development of information
technology has led to a sharp increase in disputes
over the use of identifying signs on the Internet.
Disputes also arose on the issue of expanding the list
of means of individualization by including domain
names in it. In this regard, Bontlab V.V. indicates that
a domain name is an independent object of
intellectual property law (as a means of
individualization of participants in civil turnover,
goods, and services on the Internet) [4, p. 7].

To confirm the essence of a domain name as a
means of individualization of participants in civil
turnover, it is necessary first of all to determine its
place in the system of civil law objects. As a general
rule, such objects are all about what civil relations
arise.

Under Art. 177 of the Civil Code of Ukraine [19]
objects of civil rights are things, including money
and securities, other property, property rights, work
results, services, results of intellectual activity,
information, and other tangible and intangible
benefits. According to the attributes that characterize
the objects of civil rights, the scientist V.A. Lapach
considers discrete, legal binding, and systematicity as
such universal qualities [10, p. 167].

A similar opinion has O.l. Gladkaya, who
believes that:

— Discreteness as a qualitative, physical, and/or
accounting certainty and isolation from all objects is
inherent in objects of civil law. A domain name
should have such an attribute because it has a
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technical purpose and a unique set of attributes.
So, the emergence of each new domain name is
possible only with registration as a manifestation
of civil law contractual relations between the
registrar and the applicant. Nevertheless, such
relations are not state registration in their
traditional sense, since the registrar is a legal
entity, and it is not a public authority [5, p. 137].

—Legal binding in the context of a domain
name is manifested through registration in a
particular body, the ability to use a domain name,
and dispose of rights to it in ways that do not
contradict with the law [5, p. 137-138].

— Systematicity [5, p. 139]. On this point, in
Ukraine, the systematic nature of these objects is
contradictory, since the Civil Code does not
indicate them as objects. However, they became
one of the objects of civil circulation.

In the process of assigning a domain name to
the means of individualization of participants in
civil turnover, scientists point out that these
objects have, in addition to general, specific
characteristics as atypical objects of civil law.
Dozortsev V.A. determined such characteristics:

—all objects of intellectual property rights are
intangible;

—an intangible asset has commercial value and
acts as an object of economic turnover (excluding
the inalienable rights of the owner);

—the value of the object is in its aesthetic or
informational content;

—the object can be isolated from adjacent
objects to be able to determine what a person has
the right to [6, p. 38-39].

Also, according to Ukrainian legislation, there
is an exhaustive list of intellectual property rights
established by law (Article 424 of the Civil Code
of Ukraine), as well as their urgent nature (part 2
of Article 425 of the Civil Code of Ukraine).

If we determine the place of domain names in
the system of civil law objects according to the
classification, which involves the division of
objects into objects of property, obligation and
exclusive rights, we should draw the previous
conclusion that domain names undoubtedly refer
to objects of exclusive rights (intellectual property
rights) [3, p. 55].

Considering a domain name as a means of

individualization, it is worth paying attention to its
specificity and derivative nature. The last
characteristic is due to the identity of the name with
the original means of individualization (name,
surname, pseudonym of an individual, name,
designation of a legal entity, and the like) [3, p. 61].

So, in the process of determining domain names
in the system of civil law objects and dividing them
into the property, non-property and mixed, the most
justified, according to the author of the article, is the
assignment of domain names to mixed type objects.
After all, they combine the features of both non-
property and property objects. These features are:

—the ability to perform an individualizing
function (according to the personality itself, its goods
and services);

—the ability to cause the consumer to associate
with his product (service) or brand that owns the
domain name;

— there is value expression of the economic value
of a domain name;

— the possibility of alienation of rights to it;

— urgent nature of domain name rights.

Conclusion. An analysis of the approaches to
understanding domain names makes it possible to
confirm the absence in the legal acts of a single and
full definition of a domain name, which is reflected
at the level of legal doctrine. In particular, scientists
propose three approaches to understanding a domain
name, namely: technical, civil, and mixed. The last
of the proposed, the mixed one, is the most
successful, as to the author of the article because it
makes it possible to determine the legal nature of the
domain name, taking into account the technical
requirements for them, precisely as a means of
individualization of participants in civil turnover.

Characterization of domain names as a means of
individualization of participants in civil turnover
made it possible to assert the non-material nature of
domain names, which can be understood as benefits
(they satisfy the needs of society, have a value
expression). At the same time, the contractual nature
of the emergence of the right to a domain name, and
its urgent nature allow us to attribute them to
intellectual property rights of a property nature.
Moreover, having specific features, domain names
occupy an independent place in the system of
intellectual property rights. They are not identified
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with related objects, in particular, such as signs for
goods and services and commercial (trade) name.

Also, registration of a domain name is an
essential step in acquiring the right to a domain
name since only after the fact of registration is it
possible to conclude an agreement on registration
of a domain name.
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Memoto oanoi cmammi € 6U3HAYEHHS NPABOBOL NPUPOOU OOMEHHUX IMEH, BUSGIIEHHS HeOONIKI8 y iX np a-
B806OMY pe2yO8AHHI 8 HAYIOHALHOMY 3AKOHOOABCMEI Ma GUPODIEHHS 8iI0NOBIOHUX NPOROUYIL UOOO 600 C-
KOHANIeHHS Yb020 3AKOH00ascmeq. Memooonociuny O0CHO8Y O00CHIONHCEHHA CMAHOSIAMb (Dil0COPCHKI,
Odianexmuyri, icmopuuti, GopmanvHo-102iuni, cunepeemuyni memoou. Pezynomamom Oocnioscenns cmae
aHaniz OOKMPUHATLHUX OXcepen | 3aKOHO0A6Cmed, Ha Niocmasi 4oeo 0ye 3pobieHull 8UCHOBOK NpO 6i0-
CYmHICMb €0UH020 NIOX00Y 00 GU3HAUEHHSI CYMHOCIE Md MICYsi OOMEHHUX IMEH, A MAKONC NPO BIOHECeHH s iX
00 3ac00i6 iHOusioyanizayii y4acHuxie yueiibno2o obopomy. Takooic y Oawii HAYKOSIU pobomi po3ensnymi
Pi3HI nIOX00u 00 yiei npobremu, i 0arMvbcsl PeKOMeHOaYii agmopa wooo UPITUEHHS GUHUKLOL NPOOLeMU, WO
CMOCYEmMbCsi OOMEHHUX IMeH [ IX Micys 8 npasosomy eioHoweHHi. Q02080peHHs 8edembCst W00 800CKOHA-
JIeHHs HAYIOHATbHO20 3aKOHOO0a8cmea Yipainu @ cgepi pecyniosanus 0OMEHHUX IMeH, PO3POOKU NOPAOKY
BUPIULEeHHSL CNOPI6, NO8 S3aHUX [3 KOHQIIKMOM Npas Ha OOMEHHI IMeHa 3 npasamu Ha iHwi 3acoou
iHOuGIdyanizayii y4acHuKié yusinbHo2o 06opomy.

Bcecsimus Mepesica Inmepnem [ noe’ssami 3 Helo aKmMueHOCMI, HA CbO2OOHIWHIN O€Hb, CMAIU
HeBi0 'EMHOI0 HACMUHOIO H0OCbKO20 ICHY8aHHsA. Bionosiono, ¢ makux ymosax niosuyuscs pieHb 3HAUEHHs |
PONIb OOMEHHO20 IMEHI 5K 0COOMUB020 MUNy [QeHMUPDIKAYIUHUX NO3HAYeHb 05 Yilel SUpisHeHHs TH@O p-
MayitHux pecypcie 6 2n0banvhux inghopmayitinux cucmemax. /fomenni imena, 3a60Ku c80ill CKAAOHIU 0P U-
OuuHill npupooi, HepiOKO NPU3600sIMb 00 NPABOBUX KOHDLIKMIE, MO8 A3AHUX 3 BUHANKOSUMU NPABAMU HA
maxi 06’exmu IHmenekmyaibHol e1acHocmi. AkmyanvHicms cmammi niOKpecIroeEMbCs 6I0CYMHICMIO €0 UHO-
20 nioxo0y 00 BU3HAYEHHS NPABOBO2O CHIAMYCY OOMEHHO20 IMEHI MA 1020 NPUHANENCHOCMI 00 Hem UNOBUX
00 °’€xmig iHmeneKmyanibHol 1ACHOCI 8 3AKOHO0ABCMEI HAULOT Depiicasu.

B npoyeci pobomu nao yiero cmammero 6yi0 npogedeHO OemalbHUuli ananiz Oezniui 00cniodiceHs i
nyonixayii. ¥ ybomy HAyKo8OMY Mamepiani agmop cnpobye po3KpUmMu NOLONCEHHS | 0COONUBOCHI NPABOBOZO
3axucmy OOMEHHUX IMeH 5K 3aco0y iHOUSIOyanizayii yYacHUKi8 YUusiibHO20 000pOMY, a MAKONC GUABUMU
HeOOMIKU Ma NPO2atunu 8 ix npasoeomy pezymosauti. Oxkpemo 6yoyme 0aui a8mMopcvKi pekomeHoayii uooo
ROMINWEHHS OIIOYUX NPABOBUX HOPM, SIKI Pe2Yiioiomb GIOHOCUHU MINC YUACHUKAMU U000 OOMEHHUX IMeH.

Knwouoei cnosa: domenne im’s; caiim;, 00206ip npo peccmpayito OOMeHHO20 IMeHi; peccmpayis OOMeHH O-
20 iMeHi; YNpasiiHHs IHMEePHEeMOM, 3aXUCT NPA8 BLACHUKA OOMEHHO20 IMEHI.
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