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Posenanymo axmyanvue numanusa 3a6e3nedeHHs 3aXUCMY O0epAHCABHUX THDOpMayiiHux pecypcie Ha ycCix Ha-
NPAMKAX 0epACABHOT NOAIMUKY 3 NUMAHb HAYIOHATbHOL 6e3neku. 3 ypaxyeanHam nonepeonix 00criodicens ag-
mopamu npedCmagieHo 3a2aibHy MOOelb OPMYBAHHS CUCMEMU 3aXUCIY 0ePAICAGHUX THGOpMaYiiHUX pecyp-
Ci8 y U0l CIMPYKMYPHO-TI02IYHOL CXeMU HA OCHOGI Memo0oa02il «no0eitinol mpiuku 3axucmyy. Moderv no-
0ana y cKaadi mpvboX OCHOBHUX ONOKIB: cUcmeMu YRPAGIiHHA [HOOPMAYIliHOW Oe3NeK0r 0epIlCca6HUX IHPOp-
MayitiHuX pecypcie; HANpsIMKi@ 3aXucmy 0epicasHux iHQoOpMayitiHux pecypcié y cgepax saxucmy; npeocmas-
JIEHHsL 0ePAHCABHUX THGOPMAYTUHUX pecypcis K CKIad0s8oi HayioHanbHol besnexu. Bitbw demanvHo poskpumo
nepuuil 610K (cucmema ynpasninHa IHPOPMayiiHo Oe3neKo 0epHca8HUX THpopmayiliHux pecypcis) 3 ypaxy-
BAHHAM OCHOBHUX emanié 6npoaodNCeHHs OAHOi cucmemu 32i0HO 3 MINCHAPOOHUMU CcmaHoapmamu cepii
ISO/IEC 2700x. Busnaueno OCHOBHI HANPAMKU NOOANULUX OOCHIONCEHb. BUSHAYEHHS NOJIMUKU Oe3neKku oep-
AHCABHUX THOPMAYILIHUX pecypCié Ma 8NPOBAONCEHHS CUCTIeMU YNPABTIHHA PUSUKAMU.

KnioyoBi cnoBa: gepxaBHi iH(popMaUilHi pecypcu, cuctema ynpaeniHHA iHOpMaLinHOW Ge3nekor AepKaB-
HUX iHbopMaLiiHUX pecypciB, CUCTEMA 3axXUCTY AepXaBHUX iHPOpMaLiMHUX pPecypciB, MeTon «NoABINHOT TPINKK
3aXUCTY».

The article deals with topical issues of protection of state informative resources in all areas of state policy of na-
tional security. The authors presented a general model of the system of protection of state informative resources
in the form of structural and logical scheme on the basis of methodologies of “double triple protection”. A
model is presented in composition three basic blocks: control system by informative security of state informative
resources, directions of protection of state informative resources in the spheres of security, presentation of state
informative resources as component of national safety. More in detail the first block (control system by informa-
tive security of state informative resources) is exposed taking into account to the basic stages of introduction of
this system according to the international standards of series of ISO/IEC 2700x. Certain basic directions of fur-
ther researches: determination of policy of security of state informative resources and introduction of control
system by risks.

Keywords: state informative resources, information security management system of state informative resources,
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AKTYaJIbHICTD JOCTiI:KEHHS

VY 3B’s3Ky 31 3MiHAMHU Ta TOMISIMH, SKi BimOyBa-
I0ThCSI B YKpaiHi, aKTyalbHUM TI0CTa€ MUTaHHS PO3-
[Ny Micus Jep)kKaBHUX iH(GOpMaLiiHUX pecypcis
(1IP) 3 mo3wuIlii 3aKOHOJABYMX aKTiB, SKi 3MiHIO-
FOTHCS B 3arajbHIN MOZAEII MOJMITHKY iHGOpMaItiiHo1
Oesmeku aepxkaBu. Tak, OCTaHHIM YacoM, aKTHUBI30-
BaHO 3aKOHOJaBYi MPOILIECH y BKa3aHOMY HAIPSAMKY:
BHECEHO CYTTeBI 3MiHU 10 3akoHy Ykpaini «IIpo
OCHOBH HaIllOHAJILHOT Oe3Mekn YKpaiHuy», IPUHHSATO
pimenas Pagu nHamioHanbHOi Ge3lekH Ta 0OOPOHH
VYkpainu «IIpo Crpareriro HallioHanIbHOI Oe3IMeKu
VYkpainu», BBeieHOTO B Ail0 Yka3zoM [lpe3upeHta
VYxpainu Bin 26 tpaBus 2015 p. Ne 287/2015. Ha-
XaJlb, JOCi TaJIbMY€TbCS MNPOLIEC BBEICHHS B IO
TAaKOr'0 CTPATEriyHO BaXJIUBOIO JOKYMEHTa, SK
«Jokrpuna iHpopMariiiHol Oe3mekn YKpaiHm»,
OCKIJIbKH CTBOPEHO JIMIIE TPOEKT OCTAHHBOTO.

Y HoBit «Crparerii HamioHaTLHOI OE3IMEKH
VYkpainu» BU3HAUYCHI aKTyalbHi 3arpo3u HaI[iOHAIIb-
Hill Oe3neni Ykpainu, cepen SKuX € «iHpopmaLiitHo-
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IICUXOJIOoriyHa BiKHa». B «OcHoBax HalioHaJIBHOI
Oesmeku Ykpainu» B iHpOpMaLiiiHiii cepi BaxkIHBe
Micle 3aiiMae «BXKHUTTS KOMIUICKCHHUX 3aXO/iB MO0
3aXMCTy HaI[lOHAJIBHOTO iH(OpMaIiiiHOro mpocTopy
Ta MPOTHIIT MOHOmMoMi3amii iHpopmaliitHoi cdhepu
Ykpainm».

Posrnsnaroun KOMIUIEKCHE NMUTAHHS HalliOHAJb-
HOI Oe3mexku YKpaiHu, MOXHA BiIMITHTH OCOOJIHMBO
aKTyaJIbHUIl MOMEHT — HEOOXIIHICTh 3a0e3MeUeHHs
3axucty JIP B ycix HanpsiMKax Jep>KaBHOI MOJITHKA
3 MUTaHb HAI[IOHAILHOI OE3IeKH.

TakyuM YMHOM, Ha Cy4YacCHOMY e€Talli PO3BUTKY
iHpOpMaitHUX pecypciB, PO3TIAI 3arainbHOI MOJe-
1i popmyBanHs cuctemu 3axucty JIP e Hazpinum ta
aKTyalbHUM.

AHaJii3 0CTaHHIX JOCTiUKeHb Ta myOaiKkanin

[pukpo, 1o 3aranbHa MOAETL POPMYBaHHS CHUC-
Temu 3axucTy JIIP witTko He Bu3HaueHa. [luTaHHIMEI
o0y TOBH BOEHHO-ITOJIITUYHOT MOJIEITI JICpKaBH Ta 11
Micus B 3arajbHii Moneni GopMyBaHHS Jep>KaBHOI
IMOJITHKA HAlIOHAIBLHOI Oe3rexku 3aiiMascs borma-
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Houd B. 0. [1]. Mapymak A. L., Omiiinux O. B.,
Apicrona I. B., Cocuina O. B. po3rnsganu okpecie-
HY TEMAaTHKy B 1HIIIOMY aCIICKTi.

Merta crarTi — mOOymOBa 3araabHOi MoOJei
dhopmyBanus cuctemu 3axucty [IP y BUrmsm crpyk-
TYPHO-JIOT1YHOI CXEMH Ha OCHOBI METOJOJOTIi «II0-
IBIHHOT TPIMKH 3aXUCTY».

Buxkiaa ocHOBHOro MaTtepiany

BigmoeigHo 10 3akony Ykpaini «I[Ipo ocHoBu
HaI[IOHAJbHOI Oe3neku YKpaiHW» Ha Cy4acHOMY
eTari peabHI Ta MOTEHIHI 3arpo3u HaIllOHATBbHIMN
Oesreni po3risaalThCs Yy Takux cdepax: 30BHIII-
HBOTIOITUYHIN; JepkaBHOI Oe3leKku; BOEHHIN Ta
cdepi Oe3mekn JepKaBHOTO KOPIOHY YKpaiHW; BHYT-
PIOTHROTIONMITHYHIN; E€KOHOMIYHIN; HAyKOBO-TEXHO-
JIOTIYHIN; IMBUILHOTO 3aXUCTY; €KOJOTIYHIN; COIli-
aNpHIA Ta TyMaHiTapHil; iHQopmamiiHiA. Takum
YMHOM, MO)KHa TOBOPUTH IIPO 3aBIAHHS 3aXHUCTY
AIP y cdepi HamioHanbHOT O€3MEKH Ta PO3TIsIaTH
cami 1P sk 1i cknanoBy.

MeTtoomorist «IOABIHHOI TPIKK 3aXUCTY» aBTO-
paMu TpeacTaBieHa B mparli [2], 1e 3ampornoHOBaHO
iHpOpMaLiiiHO-aHATITHYHY MOJENb JAaHOT0 METONY,
SIK OCHOBY (POpPMYBaHHS METOJIOJNIOTIi 3 ypaxyBaH-
HAM CKJIAIOBUX TPOIECY 3aXUCTy 1H(POpPMAIliHHUX
pecypciB. PesynbratoM po0oTu € (opMyBaHHS TBOX
mwiatdopm inpopmauiitHoi Oesnexu (IB).

ITepma mnatdopma Ib — ckmamoBsi, mo miasra-
I0Th 3aXHCTY (BJIACTHBOCTI iHOpMaIii): KoHpiaeH-
LIHHICTH; MUTICHICTD; TOCTYIHICTb.

Hpyra mnardgopma Ib — ckmamosi, mo peamizy-
FOTh CHUCTEMY 3aXHCTy (METOAM Ta 3aco0W): HOpMa-
THBHO-TIPABOBi; OpraHi3aliiiHi; iHKeHePHO-TEXHIYHI.

VY mpani [3] HaBeneHo po3mmpene monstts JIP.
lepacasni ingpopmayiiini pecypcu — 1€ pe3yJIbTaTh
THTEJIEKTyallbHOI Ta MPAaKTUYHOI IisSUTBHOCTI, IO
chopmMoBaHi B ycix chepax KUTTEAISIIBHOCTI JIIOH-
HU, CyCHIJILCTBA 1 JepxaBH, 3aikcoBaHi i cucrema-
THU30BaHI Ha BIAMOBIIHUX MaTepiajJbHUX HOCISX 1H-
¢dopmarii, sIK OKpeMi JOKYMEHTH i MacUBH JTOKyMe-
HTiB, 0aHKH 1 0a3u JaHWX Ta 3HAHb, YCi BUIIU apXiBiB
1 6i6mioTek, My3eiHi dhonmm, iHGOpMaIIiiiHi pecyp-
CH sIKi 00pOoONSAIOThCS ¥ MepenarThes y iHdopma-
HIHHUX CHUCTeMax Jep)KaBHOTO i/abo 3arambHOTO
MIpU3HAYCHHS, 1HII pecypcH, IO MICTATh JaHi, Bi-
JIOMOCTI 1 3HaHHS, 5IKi € 00’€KTOM MpaBa BIACHOCTI
Jep>KaBu He3aJIeKHO BiJl JOpPMHU BIACHOCTI Ha Yac iX
CTBOPEHHSI 1 MarOTh CHOXXHBYY IIHHICTH, a TaKOXK
Taki, M0 MPHU3HAYEHI IJIsI PO3BUTKY 1 3a/I0BOJICHHS
notped rpoMajisiH, CyCHIBCTBA, JEPKaBH Ta MiIJs-
raroTh 3aXUCTY 3TiTHO BU3HAYEHOI MOJITHKU Oe3re-
KW i YMHHOTO 3aKOHO/IaBCTBA.

3aranpbHa METOMOJIOTIS TMOOYIOBH Ta OIIHKH
e(eKTUBHOCTI CHCTEM 3aXHUCTy MPHUITyCKAa€ HACTYIHY
MTOCTIIOBHICTE: 3arpo3W; MOJEIh IOPYITHWKA Ta

Horo 1iji; ypas3iauBoCTi; moniTuka Oe3nexu, abo Me-
TOIY 3HIDKEHHS 3arpo3; CHCTEMH 3aXHCTY; OLiHKa
3aXUIIEHOCTI [4].

AJle 3BEpTarOYUCh 0 MIXKHAPOJHOTO CTaHAapTy
cepii ISO/IEC 27001 MoXHa MPOCTEXHUTH OLIBII
JeTaTbHI BUMOTH J0 €TaIliB MOOYJI0BH CHCTEMH Me-
HeKMeHTY iHdopMmariitHoi 6e3neku (CMIB) [5].

Hanuii crangapt notpedye MpOLEAypHOrO Mif-
XOIy U CTBOPEHHS, BIPOBAKEHHS, eKCIUTyaTaLii,
MTOCTIHOTO KOHTPOJIIO, aHalli3y, MIATPUMAHHS B PO-
O0ouomy crani Ta mokpameHas CMIb opranizamii,
KU Tonsirae 'y BUKopucTaHHI mogem «Plan-Do-
Check-Act» (PDCA — nuxn llyxapra—/lemunra —
TUTaHYBaHHs — pealtizallisi — nepeBipka — Jis).

Posrnsnaroun six npuxnag ctBopenHs CMIb, mo-
JieNib Ha0yBa€e HACTYIHOTO BUTJISIAY.

Plan (mnanyBanns) — ¢asza crBoperass CMIDb,
CTBOPEHHS TeEpeNiKy aKTUBIiB, OLIIHKA PU3UKIB Ta
BUPOOJIEHHS 3aX0/liB. BCTaHOBIEHHS TONITHKH, IIJIEH,
TIPOIIECIB Ta MPOLIEAYP, SIKi BITHOCATHCS JI0 MEHEIPKME-
HTY PU3HUKIB Ta MOKpaIeHHIo 3axucty iHdopmarrii (31)
JUISL OTPUMAaHHS PE3yJIbTATiB y BiAMOBITHOCTI 3 3araib-
HOTO TIOJTITHKOIO Ta IUIIMH OpTaHi3arlii.

Do (peanizauis) — eran peajizalii Ta BIOpoBa-
IDKEHHS BIANOBINHUX 3axoxiB. Peaizarmiga Ta ekc-
TUTyaTanist MOJITHKH, 3ac00IB YIPaBIiHHS, MTPOIIECIB
Ta miponenyp B chepi CMIb.

Check (nepeBipka) — asa omiHKH eeKTHBHOC-
Ti Ta nmpoxykTuBHOCTI CMIB.

Act (nmis, mATpUMKa Ta TOKPAILEHHS) — BHKO-
HaHHS MIPEBEHTHBHUX Ta KOPETYIOUHX JiH 3 METOI0
TIOCSTHEHHS MOCTiHHOTO TokpamenHs CMIb.

[TlizcymoByrouM Bce BHUIIE BUKJIANCHE CTPYK-
TYpHO-JIOTIYHY CXEMy peai3allii CHCTeMH 3aXHUCTY
JIP 3a MeTomonoriero «moaBiiHOI TPIHKK 3aXHCTY»
MOJKHA NPEACTaBUTU Tak (puc. 1), 3 ypaxyBaHHAM
npouecHoro minxoay (momeni PDCA) crBopeHHS
CMIB srigno ISO/IEC 27001. Mogenb ckinagaeTbes
3 TPHOX OCHOBHHX OJIOKIB: CHCTEMHM YIIpaBIiHHS iH-
¢dopmariitaoro Oesrekoro (CYIb) IIP; cucremu 3a-
xucty JIP y pisaux cdepax 3axucry; cucremu [P,
AK CKJIaJ0BOT HAl[lOHAJILHOI Oe3MeKH.

CVYIb JIIP noGymoBaHa 3a MpOIECHUM MiIX0I0M
Ta 3 ypaxyBaHHSM OCHOBHHUX €TalliB BIPOBAKEHHS
nmaHoi cucremu 3rigHO 31 craHmaptoMm ISO/IEC
27001. Jlo oCHOBHHX pecypciB, Ha sIKi PO3TOBCIO-
mxyBatumerbes Aiss CYIb JIIP B opranax gepikaB-
HOT'O YTpaBIiHHS BiAHOCATBCS: iHQOpMaIiiHi pe-
cypcH, 3acobu 30epiraHas Ta oOpoOku iH(opMarii,
nporpaMHe 3a0e3ledyeHHs, JAONOMDKHI cepBicH Ta
CHCTEMH XHUTTe3a0€3eUeHHS, TIEPCOHAI.

Mooenv nonimuxu ingpopmayitinoi 6esnexu J{IP
(ITIb JIP) mpencrasisie coO000 CUCTEMY TpaBWII, SKi
pErIaMeHTyIoTh MOPSAAOK 00poOku iHpopMaLii Ta
CKOOpPAMHOBAHUX 3aXOMiB, IO 3a0€3MeUyloTh 3HH-
JKEHHsI pU3UKy HaHeceHHs wmkonu JIP, sxuii moxe
peai3oByBaTUCh LIUIIXOM aTaKyBaHHS.
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Cucrema ynpasiinns iHdopMmaniiinoro 6esnexoro 1P
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3araasna moaesb popmyBanHsa cuctemu 3axucty 1P

Puc. 1. CtpykrypHo-yoriuHa cxema peanizaiii cucremu 3axucty 1P
METOIOM «ITOABIHHOT TPIAKNY

Ocnorna Meta [1Ib JIIP — 3a0e3meunTn Oe3meKy
pecypciB  iH(popManiiHO-TeIeKOMYHIKaiitHOT cHc-
teMu (ITC) nuisixom BHOpPOBAIKEHHS MaKCHUMAaIbHO
e(eKTUBHUX 1 ONTHMAaJIbHUX 32 BUTpPAaTaMHU 3aco0iB
3a0e3reyeHHss O€3MeKH, MiHIMI3yBaTH piBEHb iH-
(dhopmamiitHuX PU3WKIB 3 METOI0 HEIOMYIICHHS 3a-
BIaHHS 30MTKIB OpraHizallisM, y IKUX 3IiHCHIOEThCS
00pobka iHdopmartii, o BigHeceHa go JIP.

I1Ib JIP € ocHOBOIO misi ympaBiiHHSA iH(OpMa-
HIHHUMH PU3WKAaMH 3a JIOTIOMOTOI0 aHaNli3y 3arpo3
Oe3nexu iH(hopMaIllii, OMIHKK MOTEHIIHHOTO 30UTKY
BiXl peamizarii mmx 3arpo3 i iXHbOI MPHIHATHOCTI
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st excrutyataniii ITC opranizaii, B sikili 37iiCHIO-
€Thcst 00poOKa iHpopMarii mo BigHecena mo JAIP.

IMIb JIIP Bu3Hauae mepeiik HEOOXIMHUX I 1T
3a0e3MneUeHHs BHYTPINTHLO-HOPMATHBHUX JTOKYMEH-
TiB, SIKi TOBUHHI PO3POOIIATHCS TICIS 11 IPUAHSITTS.

Mooeni 3aecpo3 i nopywiHukié € OCHOBHHUM iH-
CTPYMEHTOM 3a0e3MedcHHS aHai3y iHdopMarii mpu
MPUHHATTI pillleHb 100 PO3TOPTaHHA, MIATPUMKH
Ta YJOCKOHAJCHHS CHCTeMH 3a0e3rneueHHs iHQop-
MarniitHoi Oesnexu J[IP. Jlns mpoBeneHHs aHamizy
iHpOpMaLiiHUX PHU3HMKIB 1 BHU3HAYEHHS BUMOT [0
cucremu iHpopmauiiiHoi Oesnexku [IP po3pobms-
IOTBCSI MOJIEITi 3aTPO3 1 TOPYIIHUKIB.
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Mooenw 3aepoz /JJIP noBunHa OynyBaTucs 3 ypa-
XYBaHHSM BIUTMBY Ha OCHOBHI BJIAacTHUBOCTI iH(pOp-
Marrii, sIK CKJIaOBi METOMOJIOTIi «MOABIHOI TPiHKN
3axucTy» (koHdineHuiiHicTh — K, mimicHicts — 11,
JIOCTymnHicTh — J]) Ta BpaxoByBaTH OCOOJIHBOCTI
¢dyukmionyBanus, ckian [TC, texuomorii 00poOKu
inpopmMarii Ta iH. J[yisg bOro HEOOXiHO BU3HAYUTH
nepenik cyTreBux 3arpo3 JIP ta ix xiacudikyBaTu
3a pe3yJibTaTaMy BIUIMBY Ha BJIACTUBOCTI iHQOpMa-
1Iii, OIMcaTH CIoco0u Ta METOAM TXHLOI'O 3A1HCHEH-
Hs. TakuM uumHOM, s KOXHOI 3arpo3u JIIP HeoO-
XiJIHO BU3HAYUTH: Ha TIOPYLICHHS SKUX BIACTHBOC-
Tell iHpopMaIlii BOHA CIPSIMOBaHA; HKepela BUHUK-
HEHHSI; MOYKJTUBI CLIOCOOU 3/IICHEHHS 3arpo3.

ABTOpamMu B mpai [6] mpeacTaBieHo Kiacugika-
top 3arpo3 JIP, sikuif Mae JSrTH B OCHOBY JUIsl MO-
OynoBu mopeni 3arpo3 JIIP. Takox aBropamu mpen-
CTaBJICHO BBEJEHE HUMH BU3HaueHHs 3arpo3u /IP.
3aeposa J{IP — 1ie noTeHiiHNH a00 peallbHUH CTaH
HeOe3MeKkn Jep)KaBHUM 1HGOPMAIIHNM pecypcam
Ta Oe3mocepenHbO IX BIACTUBOCTSAM (KOH(iIeHIIIH-
HOCTI, HIJICHOCTI, AOCTYITHOCTI), SIKHH MOXe OyTh
c(hopMOBaHO Ha OCHOBI peani3allii Oyab-IKOTO TPo-
1ecy ta/abo BUMHEHHI HisiHHs (Ta/a00 Oe3misuibHOC-
Ti), CIIPSIMOBAHO Ha MOPYLICHHS MOJITUKU O€3MEeKH
00’ekTa iHpOpMaIiifHOT  AiSTBHOCTI (JepKaBHHUX
iHQopMaIitHuX pecypciB) Ta Takui, IO 3aBAa€E
30uTKy aepxkasi [7]. [limcymMoByrouM BuUIle BUKIA-
JEHe CIiJ 3a3HauuTH, 0 Monenb 3arpo3 J[IP mae
MIPEACTABIATH abCTpakTHO (opMalizoBaHuii abo
HeopMalli3oBaHUi ONMUC METOAIB 1 3aco0iB pealti-
3arii 3arpo3 JIIP Ta € HeoOXiTHOK CKJIaIOBOIO MOJTi-
TUKH iHpopMatliiHoi 6e3neku [IP.

Mooenv nopywrnuka. BinnoBigHo mo mparii [8]
NOpYWHUK — KOPUCTYBaY, SIKUM 3iHCHIOE HECaHK-
iOHOBaHUH AocTym 1o iHpopmarii. Takum dnHOM,
SK TIOPYITHUK BHUCTYTIA€ 0c00a, Ka MOXe OTPUMATH
JocTym g0 poboTu 3 BKiodeHuMu 10 ckiany ITC
(B sAKii 3ificHIOETBCS 00pOOKa iH(opMaIii, o Bix-
Hecena a0 JIIP) 3aco6iB. Bona mMoxe yHacmimok He-
00I3HaHOCTI, TOMHJIKOBO, IIJIECHIPSIMOBAHO, CBiJIOMO
YH{ HECBIJJOMO, BUKOPHUCTOBYIOUH Pi3HI MOXKIUBOCTI,
METOJU Ta 3aco0W, 3MIHCHUTH CcHpoOy BUKOHATH
orepariii, siki mpu3Benr abo MOXYTbh TPU3BECTU JIO
MOPYLIEHHsS] BJIAacTHUBOCTEH iH(opMmamii, o0 BH3HA-
yeHi nomitukorw Oesmeku JIP. Otke, Momenp Io-
pyuiHuka Takox € ckiagosoto I1Ib J[IP Ta npencra-
BJISIE CO00I0 abcTpakTHO (popmanizoBaHuii abo He-
(hopMaITi30BaHUH ONMKC MOPYIITHHAKA.

Mopenp TOpyIIHUKAa MOBHHHA BH3HAYATH: MOXK-
JIUBY METY MOPYIIHUKA Ta PiBEHb HOTr0 HEOE3MeKU
s ITC, B sikiii 006poOnsieTbest iHGopManis mo Bid-
Hecena a0 [{IP; kareropii oci0, i3 yncna SKUX MOXe
BH3HAYATHCh MOPYITHUK; MPUITYIIEHHS IIOI0 KBa-
midikanii TOpyIIHUKA; TPUIYIIEHHS MIOI0 XapaKTe-
py #oro mii.

Mooenv oyinku pusuxie. BinnmoBigHo mo mpari
[8] pu3nk — QyHKIIT HMOBIPHOCTI peaizarii meB-
HOI 3arpo3u, BUIY 1 BETWIMHY 3aBIaHUX 30UTKIB. 3a
3MicTOM MixHapojaHoro cranmapty ISO/IEC 27005:
2008 pusnk iH(opManiitHOi Oe3MeKH sBIse COO0I0 MO-
TEHIIIHY MOJJIMBICTh BHKOPHCTaHHS Ypa3JIMBOCTEH
aKTHBIB a00 TPYIH aKTHBIB KOHKPETHOIO 3arp03010 IS
HaHECeHHs 30MTKYy opranizamii. B HacTymHil iHTep-
nperaiiii MixaapogHoro cranmaptry ISO/IEC 27005:
2011 pu3WK BHU3HAYAETHCS SIK BIUIMB HEBH3HAYCHOCTI
Ha MeTy, xoya iH(opmaliiiHa Oe3neka TaKoX acoliio-
€TBCSL 3 MOTEHIIIMHUMM 3arpo3aMH, SIKi BUKOPUCTOBY-
I0Th YPa3IUBOCTI 1H(POPMAIIIHHOTO aKTHBY a00 TpyIH
iH(popMalilHUX aKTUBIB 1, TaKUM YHUHOM, HAHOCATh
36uTOK opramizaii. Sk BimMiuanocs Bume, 1116 JAIP
€ OCHOBOIO KepyBaHHS 1HQOPMAIHHUMHU PU3UKAMHU.
Icaye GaraTo METONWK OIIHIOBAHHS PU3UKIB B aBTO-
MaTtu3oBanux cucremax (AC).

ABTOpH TPOTIOHYIOTHh 3IIHCHIOBATH OIIHKY PH-
3WKIB 3a BHMOTAaMH MDKHAPOJHHMX CTaHIApTiB
ISO/IEC 27005 Ta BS 7799, sxi BU3HA4YarOTh: OCHOBHI
CJIIEMEHTH TIPOIIECY YIPABIIHHA PU3HKAMHE;, MPOLCCHY
MOJiellb (CYTHICTh JIaHOT MOJIETi PO3TIIsialiach BHIIE);
3araJlbHAN TAX1A 10 YIpaBIiHHSI PU3WKaMU; TPOICCH
aHaJI3y Ta OIIHIOBaHHS PH3HKIB; CIOCOOHW OOpPOOKH
PHU3UKIB; MpOLIEC KOMYHIKalii pU3HKiB; MPUKIATN PU-
3WKiB, 3arpo3, ypa3iuBOCTEH, aKTHBIB, 30UTKIB, BUMOT
3aKOHOJABCTBA Ta HOPMATUBHOI 0a3u.

HeoOxigHy BiAMITHTH, 11O NPU BUKOPUCTAHHI Jia-
HUX CTaHJIApTiB 1 B I[IOMy IpPU BUKOPUCTAHHI CTaH-
nmapriB cepii ISO/IEC 2700x MoXkHa TOBOPHTH IIPO
MEBHY X THYYKICTh 3 TOYKH 30py iX amamTarii Jo ic-
HYI04Y0i HOpMaTHUBHOI 06a3U B JIepKaBi.

TaxkuM 9YMHOM, MOoOenb OYiHKU PU3UKIE TIPEACTABIIS-
TUME COOOI0 BIATIOBITHHUN MPOLEC MEHEHKMEHTY PH-
3uKiB iH(popmauidHoi Oe3nmexu 3rimHo 3 ISO/IEC
27005:2011, a came: BCTaHOBIICHHSI KOHTEKCTY; OI[IHKH
PH3HKY; OOPOOKH PU3UKY; MPUHHATTS PU3UKY; 0OMIHY
iH(opMaIli€r0 BITHOCHO PU3UKY; MOHITOPHHT Ta Tepe-
T PUSUKY.

Mogens mporecy yrnpaBJliHHS pU3UKaMHU MIPEICTaB-
JieHa Ha puc. 2. Sk Mu 6aunMo, BOHA TaKOXK BIATOBiAa€e
npouecHomy migxomy (mozem «Plan-Do-Check-
Act») po3TIsIHyTOMY BHIIIE.

Mooenv subopy pyurkyionanrpbnozo npoginto 3a-
Xucmy TpU3HAYCHA U BU3HAUCHHS MEPEIiKy MiHi-
MaJbHO HEOOXiMHWX PIBHIB MOCIYT, SKi TOBHHEH
peari3oByBaTH KoMIuiekc 3aco0iB 3axucty (K33)
oOuncmoBansHOi cuctemu ITC nmns 3amoBosieHHS
NEBHUX BUMOT IIOZO 3aXMIIEHOCTI iH(opMmarii, ska
00pobmseTses B ganii [TC.

OyukrioHansHi npodiai MOXYTh OYTH CTaH-
JapTHUMH, Ki OyIOyIOTbCS Ha MiJCTaBi iCHYIOYHX
BHMOT IIO/I0 3aXHCTY MEeBHOI iHQOpMaIIii BiJl HIEBHUX
3arpo3 i BiIOMHUX Ha CHOTOMHI (PYHKITIOHATHLHUX IIO-
CIIyr Ta 3aJIe)KHO BiJ| 3aBllaHb, SIKI CTOSATH IEpe.
K33, BBOoaHTHCA BIACHI.

© IOxin O. K., Byuuk C. C., ®ponos O. B., 2015
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Puc. 2. Monens npouecy ynpasiinasg pusnkamu 3rigHo 3 ISO/IEC 27005

OyHKIioHaNBHI MPodini BU3HAYAIOTH BiAMOBITHO
IO BUMOI HOPMATHUBHOTO JOKYMEHTY TEXHIYHOTO
3axucty indopmartii (HJI T3I) 2.5-005-99 «Kmacu-
¢ikamiss aBTOMAaTH30BaHUX CHCTEM 1 CTaHAAPTHI
(hyHKIiOHANBHI TIPOQLTi 3axUIEeHOCTI 00poOIIOBa-
HOl iH(OpMarii Bil HECAHKIIIOHOBAHOTO IOCTYITY».
Takox, sK BH3HauU€HO B AaHOMy AokymeHTi T3l
«€AMHA BHMOTA, SIKOi CIIiJi JOTPUMYBATUCS IIpH
YTBOPEHHI HOBHX MpPO(diIiB, e JoAepKaHHS
ormucanux B HJ[ T3I 2.5-004-99 «Kpurepii orminku
3axXHIICHOCTI iH(OpMaIii B KOMIT IOTEPHUX CHCTe-
Max Bijl HECAHKIIIOHOBAHOTO JOCTYITY» HEOOXiTHHX
YMOB Ul KOXHOI 13 MOCIYT, IO BKJIIOYAIOTHCS 10
npodiToN.

Mooenv oyinku epexmusnocmi ma Kopekyii —
peani3yeThes depe3 MaTeMaTHIHI MOJIETT, SKi Jal0Th
MOJKIJIMBICTh TIPOBEJCHHs aHamizy arak Ha [IIP Ta
BH3HAUCHHS C(QEKTUBHOCTI 3axucty. HeoOxigHo
000B’S13KOBO BUMHATHU [Iii [0 YCYHEHHIO IPUYUH He-
BignosigHocTi BuMor CMIB 3 MeTor momnepemkeH-
Hsl OBTOpY. [Ipu 1IbOMY HEOOXiHO: BUSIBIATH He-
BiJIMOBIIHOCT1; BU3HAYATH MPUYMHU HEBiJIMOBiTHOC-
TEeH; OIIHIOBATH MOTPEOH B HisX TIEBHOTO XapaKTepy
3 METOIO TapaHTyBaTH yOe3NeueHHs BiJl BHHUKHECHHSI
MOJANBIINX HEBIAMOBITHOCTEH; BU3HAYATH 3 METOIO
peanizarii moTpeOyrodi KoperyBaHHS 1ii; pikcyBaTn
pe3yabTaTH BYMHEHHX i, aHaJi3yBaTH MOTpeOy B
KOPUTYIOUHX JisIX, 0 HaJIeKHI IO 3aCTOCYBaHHS.

© KOnuin O. K., Byuuk C. C., ®posos O. B., 2015

[epBicHuM i ycmimHOro (QyHKIIOHYBaHHS
CVYIb AIP e BimnpaliitoBaHHs CTpaTerii yrpaBIliHHS B
rany3i iHbopmamiitaoi Oesmeku JIIP, sxa BH3Hadae
Hanpsmku 3axucty [IP y cdepax 3axucry, mexa-
HI3MH peaizamii Ta BIPOBAHKCHHS HANpPSIMKIB 3a-
xucTy. Ha mimcraBi BkazaHoro ¢hopMyeThCs MOIETH
UL IPUAHSITTSL CTpPATEriyHMX pillleHb B Taly3i 3a-
xucty [IP Ta momanbiioro BU3HAUYEHHS MPiOPUTET-
HuX HampsmkiB 3axucty 1P momo 3a0e3nedeHHs ix
KOH(QIACHIIMHOCTI, I[UTICHOCTI Ta MOCTYHMHOCTI Yy
cdepax 3axuCTy: Ha Jep>KaBHOMY, CYCHUIBHOMY Ta
ocobwucTricHOMY piBHI. Y cBoto uepry, [IP e cxmamno-
BHUMH HAITIOHAJILHOI OE3IMeKH, IO MPU3BOIUTE IO
BU3HAYCHHS 3aBJIaHb Y Il cdepl MI0A0 X 3aXHUCTY.

OcHOBHI pe3yabTaTH

Jlo OCHOBHHMX pe3yJIbTAaTiB MOKHA BiJIHECTH
MPEJICTABJICHHS 3arajbHOT Mose (hOPMYBaHHS CHC-
temu 3axucty [IP y BUIIIAAl CTPYKTYypHO-JIOTi4HOI
CXeMH Ha OCHOBiI METOJOJIOTIi «ITOJBIHHOI TpiHKH
3axucTy» Ta Bu3HaueHHs J[IP, sk ckiagoBoi Hairio-
HAJILHOI OE3MEKH.

BucHoBok

TakuM 4MHOM, PO3TISHYTO aKTyaJlbHE NHTaHHSI
3a0e3mnedyeHHs 3axucty [IP B ycix HampsimMkax aep-
’KaBHOI MOJIITHKH 3 MHMTAaHb HAIlIOHAJILHOI OE3IEKH.
IIpeacraBieHo 3arajbHy MOAenb (OPMYyBaHHS CHUC-
temu 3axucty JIP y BUIIISAAl CTPYKTYpHO-JIOTIHHOT
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CXEMH Ha OCHOBI METOIy «IMOJBIIHOT TPiKK 3aXucC-
Ty» Busnaueno J[IP sk ckmamoBy HarioHanbHOT
oesmeku. Lle Bka3zye HaMpsSMOK Ta IIIAXH BiTIIpaIio-
BaHHS Ta BU3HAYCHHS B MOJAJIBIIOMY BIJMOBIIHHUX
BHMOTI JI0 MOKa3HHUKIB 3axmieHocti JIIP B aBTOMA-
TH30BaHUX CHCTEMax pI3HWX KJaciB, OCHOBHHM 3
SIKHX € BU3HAYCHHS MPUHIIUITY KOHTPOIIO NOCTYITY
no JIIP (momituka Gesnexu J{IP) Ta BIpoBakKeHHS
CUCTEMHU YTIPaBIiHHSA PU3UKAMHU.
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