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Ilpoananizosano nomouny cumyayiio wooo iHgopmayiiHoi 6esnexu cucmem ereKmponHo2o bauxiney. Posens-
HYMO HAUnowupeHiui npobiemu 3axuwjeHocmi, wo Moxcymo eunuxnymu. Ilokazano ax K6anmosi mexHonozii
odaroms 3mo2y supiwumu npobiemu Oe3nexku cucmem OUCMAHYINHO20 DAHKIBCbKO20 00cny208ysantsa. Takoow
ONUCano nepcnekmusy 6NPOBAOICEH A KEAHMOBUX MEXHON02Il Y CUCeMU eleKMpPOHH020 bankiney Yxpainu ons

niosuujenHs pieHs inpopmayitinoi besnexu.

This article describes the analysis of current situation with information security in e-banking systems. Here are
considered the most common security problems which may arise. And is shown how quantum technologies can
solve such security problems of e-banking systems. Also here are described prospects of implementation quan-
tum technologies in e-banking systems in Ukraine to enhance information security.

Introduction

Providing security is the main objective for any
system despite its complexity and purpose. This can
be any social system, any biological organism or any
information system. Nowadays we can see informa-
tion technologies almost in every human activity.
Computers are serving for banking systems support,
controlling nuclear reactors, controlling flights, sa-
tellites and space ships. Therefore people require

formation refers to confidential information [3].
Such information is real money for banks. Com-
puter systems are using this information for making
payments, money transfers and other operations.
And banking organizations are responsible before
their clients for providing security of such types of
information against unauthorized access. The loss of
this information can make a great damage and can
undermine the reputation of the organization [3].
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high level of liability of such systems. Computer
felony or other non legitimate actions can break the
activity of organizations all over the world. There
are difficulties which put limitation on reacting to
such threats [1]:

e There is no perfect laws in this branch of ac-
tivity;

e There are no certified systems of information
processing (OS, SCDB and other).

Cryptography has the purpose of providing in-
formation security. Classical cryptography is divided
into two branches regarding how it works with en-
cryption keys. There are symmetric and asymmetric
crypto systems.

Recent years we can observe increased interest to
quantum cryptography [2]. This is very “young”
science. But it has been rapidly developed for the
last 25 years from simple hypothesizes to practical
experiments and very promising results. Now we
can see concrete solutions which quantum crypto-
graphy gives us in solving problems of information
security. Quantum technologies in prospect can be
used in banking institutions in Ukraine to provide
secured data transmission.

E-banking security analysis

Nowadays every banking institution uses differ-
ent automatic systems of information procession.
This systems deal with information which is very
critical and important for banks (i.e. this can be
client’s data-files, numbers of client’s credit cards,
signed agreements with partners). Usually such in-

Thus organization will lose its profits.

One of the most rapidly developing bank-
ing services is on-line banking and exchange of elec-
tronic data. This service allows customers to have
access to their bank accounts through the internet,
thus allowing them to make money transfers, differ-
ent payments or purchasing some goods. This is very
convenient service, because you can do any opera-
tion without leaving your home or working place.
Providing this service put very strong requirement
on protection of the transferred information. Every-
one knows that transferring data through the Internet
is very risky. Thus the more the service of on-line
banking is used the more accidents of stealing the
confidential information will appear. Statistics
shows us how much money banks lose every year
from hacking computer systems (i.e. stealing or de-
crypting passwords). Numbers are stunning: from
170 million to 41 billion dollars per year.

There are two main problems when talking about
on-line banking service. First is secure key distribu-
tion. Encryption keys must be delivered to users
with the minimum probability of stealing or inter-
cepting them. Second problem is verification of legi-
timate users. While making e-payments customer
signs his e-document that second party (bank) can
recognize that this document was really sent by the
customer. To solve these tasks classical cryptogra-
phy [1; 2] is used. More precisely, different methods
of data encryption and digital signature are used now
in on-line banking systems to ensure protection of
the confidential user’s data while transferring it. The
problem is that such methods do not provide suffi-


mailto:SergiyGnatyuk@meta.ua

cient level of information security. The intercepted
encrypted data can be easily restored by the unautho-
rized user if he has enough computing resources (this is
not a problem with today’s highly developed computer
systems). The main goal is enhancing security of key
distribution and user’s verification. This can be done
by using quantum cryptography technologies.

Main objectives

This article has several objectives:

o Definition of problems and vulnerabilities of
e-banking systems in Ukraine;

o Analysis of possibilities to enhance informa-
tion security of e-banking by using quantum tech-
nologies;

e Comparison of existing quantum technologies
and showing their advantages over classical system
which are used now in banks.

Ability of quantum technologies

Quantum cryptography technologies can help
enhance security of key distribution and data protec-
tion in on-line banking. These are Quantum Key
Distribution (QKD) [5; 6], Quantum Secure Direct
Communication (QSDC) [7; 8] and Quantum Digital
Signature (QDS) [9].

QKD is one of the most developing methods of
information security based on quantum mechanics.
Its main advantage is the possibility of detection of
the interference within the system. Another advan-
tage is the possibility of eavesdropping detection.
This property follows from the basic theorem of
guantum mechanics and no cloning theorem which
says that any measurements of quantum states within
the channel, inevitably leads to the changes in the
system. Quantum mechanics establishes a set of
negative rules stating things that cannot be done. For
example [5]:

1. Every measurement perturbs the system.

2. One cannot determine simultaneously the posi-
tion and the momentum of a particle with arbitrary
high accuracy.

3. One cannot measure the polarization of a pho-
ton in the vertical-horizontal basis and simultaneous-
ly in the diagonal basis.

4. One cannot draw pictures of individual quan-
tum processes.

5. One cannot duplicate an unknown quantum
state.

QKD uses following features:

e Authentication;

e Error checking;

e Privacy amplification.

There are also systems for d-level systems [6].
QKD system can be combined with the encryption
system based on classical cryptography with abso-
lute strength so that the entire system will have theo-
retical information strength. The QKD systems also
have shortcomings. These are high price of such sys-

tems, afrerpulsing effect, and difficulty of realization
for d-level systems. QKD has advantages over other
methods of key distribution described in [5] such as:

e Classical information-theoretic scheme;

o Classical public-key cryptography;

o Classical computationally secure symmetric-
key cryptographic scheme;

e Trusted couriers’ method.

QKD combined with the encryption algorithm
based on classical cryptography can be used in on-
line banking for the key distribution purpose. The
encryption key will be created using quantum tech-
nologies which exclude any interception or system
violation by the third party. Such keys have greater
strengthen before their classical analogs. Thus total
strengthen of the entire system will increase. Then
banking institution and customer can securely ex-
change their private information.

Another way of using QKD is inside bank net-
work. It will be used to limit access to the key-
generator module. This follows from the fact that it
iS not secure to send private encryption keys for in-
ternal payment systems. Because in some cases the
program module of generation encryption keys can
be built into the software which bank provides to its
customer. And having access to such module third
party can disclose the algorithm of key’s generation.
Therefore modules for generation of bank’s encryp-
tion keys and user’s encryption keys are divided and
are placed in different locations. Using QKD we can
limit number of people who has access to the soft-
ware module of encryption key generation.

QSDC requires use of quantum superdense cod-
ing, ERP-pairs, GHZ-triplets (and other) for sending
messages between users without encryption and key
distribution [8]. Usually transfer of qubit blocks is
used. This allows detection any measurement or Vvi-
olation before the data exchange starts. One and the
most important advantage of the QSDC systems is
high level of information security [7; 8]. Here we
can talk almost about totally secured system. To the
shortcomings of QSDC systems we can refer:

¢ need of large sizes of memory;

¢ vulnerability to “man-in-middle” attacks;

o complexity of practical realization of QSDC
systems.

QSDC system in prospect can be used in banking
activity. This method requires the presence of direct
channel between two parties. Thus, there appear
some limitations on using QSDC technology. But
still it can be applied to provide information security
in banking activity. For example, for the transfer
secret information between headquarter and
branches. Or QSDC systems ban be used between
geographically divided SEP-servers and ensuring the
data replication between databases. We can also use
QSDC system in connection central servers of CPS
client-bank and common center of encryption keys
certification. Using QSDC systems we can have totally



secured channel for transferring data. Thus nobody will
be concerned about the loss of any secret data.

Another guantum technology is QDS [9]. QDS
security is based on fundamental principles of quan-
tum physics [10]. QDS scheme allows a sender
(Alice) to sign a message in such a way that the sig-
nature can be validated by a number of different
people, and all will agree either that the message
came from Alice or that it has been tampered with.
To accomplish this task, each recipient of the mes-
sage must have a copy of Alice’s “public key,”
which is a set of quantum states whose exact identity
is known only to Alice. Quantum public keys are
more difficult to deal with than classical public keys:
for instance, only a limited number of copies can be
in circulation, or the scheme becomes insecure.
However, in exchange for this price, we achieve un-
conditionally secure digital signatures. Quantum
digital signature scheme is absolutely secure, even
against powerful quantum cheating strategies. This
scheme is somewhat cumbersome, but the underly-
ing principles suggest novel research directions for
the field of quantum cryptography. While quantum
public keys are more limited than classical public
keys, they remain more powerful than private keys,
and the existence of an unconditionally secure quan-
tum digital signature scheme suggests an as-yet un-
realized potential for quantum public key cryptogra-
phy.

Classical digital signature schemes can be
created out of any one-way function. Similarly quan-
tum digital signature scheme is based on a quantum
analogue of a one-way function [9] which, unlike
any classical function, is provably secure from an
information-theoretic standpoint, no matter how ad-
vanced the enemy’s computers. QDS is also appli-
cable to usage in on-line banking. Using QDS we
obtain more secured algorithm of generation our e-
signature. Then if customer sing any of his electron-
ic documents using QDS method bank will ensures
enhanced and more secured method of validation of
the sender and exclude the possibility of violation of
the document by a third party.

Conclusion

Thus, after such analyses we can see that usage
of quantum technologies can solve the problem of
low-level information security in electronic systems
which nowadays are used in banking institutions.
Thus, it is a good idea to use quantum technologies
for providing information security in the electronic
banking systems in Ukraine. We hope that in the

nearest future we will see that Quantum Key Distri-
bution systems, Quantum Secure Direct Communi-
cation systems, and Quantum Digital Signature sys-
tems will be providing high level of information se-
curity in banking institution in our country.

There are also other quantum technologies such
as Quantum Stenography, Quantum Secret Sharing,
Quantum Bit Commitment, Quantum Coin Tossing,
and Quantum Gambling. The progress of their re-
search and development has been just started. But
with such rapid development of quantum cryptogra-
phy which we can see in XXI century we can see the
usage of such systems in e-banking technologies in
the nearest future.

There also exist threats were even quantum cryp-
tography cannot help. These are usage of non-
certified devices for information security, mistakes
which can be made on the projecting faze of security
system, and human factor.
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