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ABTOMATM3AIIISA BUABJEHHS TA TPOTUAII IH@OPMAIIIHUM 3ATPO3AM
Y MEPEXI IHTEPHET

Beryn

OcobmuBocTi gocTymy A0 Oynb-saKkoi iHdopmariii
Ha CHOTOJIHI ITOB’S3aHi 31 CTPIMKHM PO3BUTKOM iH-
(dopmaniitHO-KOMYHIKalliIHHUX ~ TexHOJOrid. Bce-
CBITHS MEpE)Ka CTa€ BCE OUIBII MOTYXXHUM 1HCTPY-
MEHTOM 7151 OPMYBaHHS TPOMAICHKOI AyMKH, Mil-
TOTOBKH 10 TMIPUHHSATTS MOJITHYHUX, EKOHOMIYHUX 1
BilficbkoBUX pimeHb. Cama iHdopMaris BKe TaBHO
CTaja HE TUIBKH 3ac000M PO3BUTKY, TOBAapOM Ta
«BAIIIOTOIO», & W CrI0COOOM BIUIMBY Ha Pi3Hi raiysi
KUTTEMISUTEHOCTI CYCIIITBCTBA, MOTYXKHOI 30pO€r0
MacoBoro ypaxkeHHs XXI cr. B pykax o0i3HaHHX
TPaBIIiB.

LinecnpsiMoBaHe BUKOpUCTAaHHS Ti€l 4W iHIIOT
iHpopManii y neBHUX ¢opMax MOMAHHS JTO3BOJISE
3miicHroBaTy  ricuxojyoriganit BB (IIcB) Ha
00’€KTH 3 METOI0 (OpPMYyBaHHS OakaHUX EPEKTIB 3
BHUCOKHMM CTYIIEHEM MPUXOBAaHOCTI TAKHX BIUIHMBIB.
Mepexxka IHTEpHET cTana igcalbHUM 3acO000M JO-
cTaBKH iH(popMaliiHUX 3arpo3 y (opmari TEeKCTO-
BHX, ayJlio- a00 BiJIe0- MOBIIOMJICHb IO OYb-SIKOTO
00’€KTy BIUIMBY a00 IiIboBOI ayaurtopii. Cami iH-
(dopmMarriiini 3arpo3u, 3a3BHuail BH3HAUYAIOTHCS SIK
HamipH, Aii abo ABHUINIA, AKi HUIAXOM iH(pOpMaLiitHO-
ro BIUIMBY Ha COLIaNbHI 00’€KTH, iHpOpMAIliiHy
iHdpacTpyKTypy Ta iHQOpMaIiitHi pecypcr MOXYTh
yCKIQAHUTH (YHEMOXKIIMBHTH) peaji3alilo Halio-
HaJIBHUX iHTepeciB AepkaBu (QyHKUIH ii CTPYKTYp-
HUX opraHiB). Ha piBHI mimpoBoi aymurtopii abo
00’exty BBy (OB) Meroro Takux niid € mpumy-
LIEHHS! pOOHUTHU Te, PO IO BYOpA Ile HE 3aayMyBa-

JINCh. HaCHiIIKaMI/I TAaKOro BIUIMBY MOXKE€ CTaTU BU-
HUKHCHHS KPU30BUX ABUIL Y CYCHiJ'II:CTBi.

AHaJIi3 OCTaHHIX JOCTiIKeHb | myOaikamiii

CprorofHi cTaqo OYEeBHIHUM iCTOTHE 3POCTaHHS
pOJIi HETAaTMBHOTO 1H(POPMAIIIfHOTO BILUIUBY Y XOIi
JIOCSITHEHHS €KOHOMIYHHUX, ITOJITHYHUX, BIHCHKOBUX
uineii. BonHouac, akTHBHUI PO3BUTOK iH(pOpMALiii-
HUX TEXHOJIOTil MPHBIB 10 SIKICHOTO PO3YMiHHS PO
i micrg IlcB B cucremi 3abe3nedeHHs iHdopmartiii-
HOT Ta KiOepHETHYHOT Oe3IEKH JIePIKaBU.

VY3aranbHUBIIM Pe3yJbTaTd AOCTIKCHb [1—8]
MO>XHa 3pOOUTH BUCHOBKH, ITIO MHTaHHS iH(OpMa-
ifHOTO TPOTHOOPCTBA, PO3POOJICHHS METOIIB BU-
SBJICHHSl 3arpo3 Ta NPOTUAis iM 3aJHINaeThCs Bil-
KPUTUM Ta aKTyaJIbHUM.

IlocTanoBKka 3aBIaHHSA

Po3BuTok iH(OpMamiHHUX TEXHONOTIH cHpuse
3pOCTaHHIO 00CATY EJIEKTPOHHOTO JOKYMEHTOOOITY,
Tak 3a qaHuMHu (axiBiiB kommasii International Data
Corporation, sika cremiani3yeTbcs B Tamy3i iHpop-
MariitHux TexHounorii, aume 2011 poky obcsr cBi-
TOBOI iH(opMarlii, po3mimeHoi B Mepexi IHTepHET
cknaB noHax 1,8 3etabait (1,8 Tpaa 16).

lopiuno us mudpa 30iMbIIy€EThCS Maibke y OBa
pasu. 3a mporHo3amMu Ha KiHelb 2020 poky mei 00-
CSIT CTAaHOBHTUME ONM3BbKO 42 3eTabaiTiB puc. 1.

Taka TeHIOEHLIsl CBIIYUTH MPO 3POCTAHHS Pecyp-
CiB, KOpUCTYBauiB Mepexi [HTepHeT; po3mupeHHs
CIIEKTPY X MOXJIMBOCTEH mI0m0 0OMiHy iH(OopMarri-
€10, CTBOPEHHS Pi3HOTHUITHUX 3B’53KiB, IO caMe CO-
000 HE MICTUTh HETaTUBHUX (PaKTOPiB, MPOTE MpPH-

I'pumyx P. B., Jlaroguuii O. B., Hocosa I'. ], JIykoBa-Uyiiko H. B., 2018



HaykoemHi TexHonorii Ne 2(38), 2018

159

3BOAMTH 1O 3HIDKEHHS PIBHS 3aXUCTy K camoi iH-
(hopmMartii, sika UPKYIIIOE y MEPEXKi, TaK 1 0COOUCTHX
JAaHUX KOPUCTYBadiB, IEPETBOPIOIOYH iX Ha 00’ €EKTH

iHpopmauiiiHoro BruMBy. [IpHyoMy MOXKIHBOCTI
3I1MCHEHHSI TaKOTO BIUIMBY 3pOCTAIOTh Maibke Mpo-

MTOPIITHO 3 MOKIIMBOCTSMHU CaMOT MEPEXKi.
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Puc. 1. Jlnnamika 3pocTaHHs pO3MIILLIEHHS CBITOBOTO 00csTy iH(popMarllii B Mepexi [HTeprHeT

BukJsiax ocHOBHOTO MaTepiasry

O0’exTOM BIUIMBY MOXKe OyTH rpymna ocib, a B
OKpEeMHUX BUTAJKax i ogHa ocoba (KepiBHUK ITiIIpH-
€MCTBA, JIep’KaBW), BU3HAUEHA I iHQOpMaIliiHO-
MICHXOJIOT1YHOTO BILTHBY.

CaM iHQOpMaLIHAN BIUTUB PO3TISAAETHCS 5K
OpraHi3oBaHE ITUIECTIPSIMOBAaHE BTPYUYaHHS y CBillO-
MICTh (TACBIAOMICTE) YU (BI3UUHUI cTaH 00’€KTiB
BIUIMBY IIUISIXOM 3aCTOCYBaHHsS iHQOpMaIiifHuX
3aco0iB 1 TexHoJjorii [1; ¢. 13].

Jlo Toro X CItim 3ayBakKUTH, IO OyIb-sKa 0co0a,
YH Tpymna ocid € MOTEHLIMHUM JiKepenoM iHpopma-
UIHHUX TPUBOJIB, SIKi, 3QJIEKHO Bif iX 3MiCTy, MO-

JKYTh 3HIKYBaTH CTaH HAL[lOHAJIbHOI Oe3NeKu aep-
JKaBW: TOYMHAIOYM 3 OUCKpemuTarlii MiHicTepcTBa
00opoHU YKpaiHu i 10 BUTOKY JIep>KaBHOI TAEMHHUII],
10 MOXXE MPOBOKYBaTH BUHHKHEHHS KOH(MIIKTHUX
CUTYyaIlill SIK y CepeuHi KpaiHu, TaK i MiX KpaiHaMu.

Ha npuximazi corianbHOT Mepexi SIK HOBOTO THITY
COLIaNIbHOI CTPYKTYpH CYCHiJIbCTBA MOXKHA JOCTi-
JTUTH 3arajaoM Mpolec pOo3NOBCIOKeHHS iH(opMartii
gepe3 OOMIH MOBIIOMIICHHSIMH, TIEPI 3a Bce, MixX il
KOpUCTYyBauaMH, SIKi BXXE MarTh BCTaHOBICHI
3B’s3ku [7; ¢. 3], [9; ¢. 97], [10; c. 114].

3B’S3KM B OUTBIIOCTI COMIaIbHUX MEPEek MOKHA
300pa3uTH TAKUMHU OCHOBHUMH TUTIaMH (pHcC. 2):

| Iudopmaniiiauii npusiz (momis) |

1

| Cy0’€eKTH BILIUBY |

v

| Ilosigomuenns (3 I1cB) |

\

» ,| BipryaibHi criibHOTH (TpyIn) I .

YYaCHHKy

Kopucrysau

Puc. 2. 3B’43KH y comiabHIX Mepekax

— Oe3mocepeiHi, HAOyTI IIJIIXOM BCTaHOBJICHHS
MPSIMUX KOHTAKTiB Mi>K KOPHCTYBadyaMu MEPExKi.

CepBicH colliaThbHAX MEPEX TMOCTIHHO MOIIHPIO-
FOTh MOKJIMBOCTI CHUIKYBaHHS y KOJII MPSMHUX KOH-

TaKTiB 3a PaXyHOK MacOBOTO OJHOYACHOI'0 PO3CH-
JIAaHHS TIOBIZJIOMJICHb PI3HOTO 3MICTY, TPUBATHOTO
00OMiHy TaHUMH;
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— OMOCEPEIKOBaHI,  3yMOBJICHI  MOXIIUBICTIO
MPAaKTUYHO BUIBHOTO JOCTYIY OO MPSIMUX KOHTAKTiB
KOPHUCTYBadiB MEpEXi, 3 IKUMHA BCTAHOBJICHI 0€310-
cepellHi KOHTaKTH. Y COLiaNbHIN Mepexki CTBOpEHi
YMOBH AJIsl PO3IIMPEHHsI KOJa CBOIX MPSIMUX KOH-
TaKTiB 3a PaxyHOK OIOCEPEIKOBAHUX, 3aJCKHO BiT
3aIliKaBJICHOCTI 00’ €KTIB BILIUBY;

— 3B’SI3KM MK YYaCHHKAaMH TPYIH, SIKI MOXIIUBI
32 paXxyHOK peajli30BaHUX Y COLIaJbHHX Mepekax
MeXaHi3MiB 00’ € THaHHSI KOPUCTYBadiB y TpymH (Bip-
TyallbHI CHUIBHOTH). AJIMIHICTPaTOp TPYIH CTBOPIOE
mpoiae TPYNH, aHAIOTIYHUA MTPOQII0 OKPEMOTo
KOPHUCTyBada, Ta BCTAHOBIIIOE TPaBMJIa OOMiHY iH-
(dbopmMartiero y Hii.

Taka Mozens oOMiHY iH(pOpPMALIIEI0 MiXK YJacHU-
KaMH{ BipTyaJlbHUX CITIJIBHOT OIHCY€E COIliaIbHY CHC-
temy T.IlapcoHca, mo BimoOpaxae mpuUTaMaHHI
OLIBIIOCTI COLlIaJIbHUX  MEPEeK  BIACTHBOCTI
[2; c. 417], Taki sK:

— imenTHdIKaiss — ocobucTi BimomocTi ipo OB.
Ilin ocoOuCTMMHU BIIOMOCTSMHU AOIIBHO PO3YMITH
OyIb-gKi NaHi, 0COOMCTE PO3MIIMIEHHS SIKUX I03BO-
JIeHE YMOBaMH KOPHUCTYBaHHs IAaHOIO COLIaJIbHOIO
Mepekero (aHKeTHI JaHi, JaHi y BUDIAAl GoTo- um
BiJeoMarepiaiiB Ta iH.);

— pemytanis — MoxiuBicte OB ¢dopmysatu pe-
Iy TaIlif0 IHITUX KOPUCTYBadviB (CTiHA BiATYKIB, CHC-
TeMa pemyTarii);

— IPUCYTHICTh — BIIKPUTHHA AOCTYI A0 iHQOP-
Marmii npo HasBHICTE OB y Mepexi B KOHKpETHHUI
MOMEHT 4acy,

— BIIHOCMHH — BIAKPUTHH AOCTYN 10 iHpopMa-
mii mpo mpsmi KoHTakKTH OB (KOJ0 CIJIKyBaHHS 3
3a3Hau€HHSIM PIBHIB JIOCTYIY JUII KOXXHOTO 3 Mps-
MHUX KOHTaKTiB, CTyMiHb JOCTYIY iHIIUX KOPHUCTY-
BayiB);

— TiaJIOTH — MOXJIMBICTh BIAKpHTOTO abo 3a-
KPHUTOTO CHIUIKYBaHHS SK MK NPSIMHUMH KOHTaKTa-
MH, TaK i 3 OyIb-KHM IiHIIUM KOPHCTyBaueM ado
CITIBHOTOIXO;

— pediTuHT — cTyniHb BILMBY Aiii OB Ha iHIMX
KOpUCTYBauiB (HampuKiIaj, OLiHKa A 1HIIMX KO-
PUCTYyBadiB 4epe3 CHCTEMY «IOA00a€ThCs/ O IIIH-
THCS»).

3a HaBeJAEGHUM NPHUKIATIOM JErKO MOOaYuTH IO,
BIIPOBA/KCHHSI HETaTUBHMX MPOLECIB HAaBITh B
OKpPEMOMY CETMEHTI MepexXi [HTepHeT, SIKUM € COTli-
IBbHI MEpPEeXKi, MOXKE CIIPUYMHUTH KPUTHUYHI HACIIA-
KH SIK IS OKPEMOI TPYIIN OCi0, YaCTHHU CYCIIiIbCT-
Ba, Tak i JUIsI Iep>KaBH B IILIOMY.

3ampoBamxkeHa B JlokTpuHi iHpoOpMaliitHoi 6e3-
neku Ykpainu [3; c. 4] cepen HalliOHATBHUX 1HTEPE-
ciB mepkaBu B iHpopMaIlliiiHii chepi Bu3Hauae Oe3-
reyHe (GYHKIIOHYBaHHS 1 PO3BUTOK 1HGOPMAIIHHO-
ro MPOCTOPY Ta CTBOPCHHS CHCTEMHU 1 MEXaHi3MiB
3aXUCTY BiJl HETATMBHHUX 30BHIIIHIX iH(poOpMamiiHO-

IICUXOJIOTIYHUX BIUIMBIB. OTKe, 3MIHCHEHHS MeXa-
Hi3MIB 3a0e3reveHHs i1HQopMamiifHOI Oe3nexu €
MPIOPUTETHUM HAIPSIMOM IisSIFHOCTI Ha JepKaBHO-
My piBHi. [IpudoMy HEBNMHHHE 3pOCTaHHS MOXKITH-
BOCTeW 3MilicHeHHs HeratuBHOro I[IcB motpebye
MTIIBUIIEHHS SKOCTI iX BHSBJICHHS IIJITXOM PO3pO0-
KU HOBHUX 400 BIJOCKOHAJIEHHS BiIOMHX METOIIB.

[Min iadopmariiiiHoro Oe3nekor OyaeMo po3yMi-
TH TaKW{ CTaH 3aXUIICHOCTI JIFOJWHU, CYCIIJILCTBA 1
Iep’kaBH, 3a SKOTO 3a0€3IeUy€eThCs aJeKBaTHE CBi-
TOCIIPUAHATTSL 0COOUCTICTIO iH(poOpMaLii 3 pi3HOMa-
HITHUX JDKEpPeJ, [0 TOCITAEThCS CBOEYACHUM BHUSIB-
JIEHHSM Ta MPOTHO3YBAaHHSM PO3BUTKY iH(pOpPMAITIH-
HUX 3arpos3.

3arpo3a — siBUILE, YUHHUK (X CYKYMHICTB), IO
3MIaTHI peaJlbHO CTBOPHUTH YMOBHU a00 CTaTH MPUYH-
HOIO TOBHOI 200 4acTKOBOT HEMOXKJIMBOI peaizarii
Oyab-SKUX iHTEpECiB.

Indopmarniitna 3arpo3a — CyKYIHICTh YMOB, BHU-
MaKOBE TOE€THAHHS OOCTAaBHH 1 MOMIA a00 HamipHu
00’€KTa BIUIMBY IIOAO peaiizailii HMOBIpHOT HeOe3-
MeKd, SKa Hece NeCTPYyKTUBHHUM i1HQOpMamiifHui
BIUTUB Ha OCOOHMCTICTH, CYCITITLCTBO, ICPIKABY.

[epen daxiBusgmu 3 mUTaHb iHPOPMAIiHOT Oe3-
MEKH TIOCTAa€ CKIAJHE 3aBIAaHHA MOHITOPUHTY Me-
pexi IHTepHET B yMOBax HEMOMIJIHMBOCTI (hi3MUHO
OCSATHYTH BeCh 00’€M, IO IMPKYJIOE B HIid, A
nouryky 3arpo3 Bu3HadeHuM OB. IlpaktuuHo €nu-
HUM CIIOCOOOM PO3B’sI3aHHS IIi€] TpoOIEeMH € 3aCTO-
cyBaHHS (POpMANTBHUX METOIIB ONMPAIFOBAHHS TEKC-
TiB, 3JaTHUX aBTOMAaTH3YyBaTH YacTUHY HEOOXiTHUX
BUPOOHWYUX OIEpalliif, HANPHUKIAJ TMOIIyKy Ta
GbimpTpamii IeBHUX TEKCTOBHUX IMOBimoMIIeHb. [IpoTte
MallMHHa 00pOOKa TEKCTOBOI iH(OpMaIlii CynpoBo-
JUKYETBCS  HHM3KOIO  cHenM(piYHUX  TPYAHOLLIB,
OB’ SI3aHMX, y TEPIIy Yepry 3 BUPIMICHHIM CeMaH-
THKO-3aJICKHUX 3374 aHaTi3y 1 CHHTE3y MPUPOIHO-
MOBHOT'O KOHTEHTY. HenoctaTHiil piBeHb pOo3yMiHHS
MPUPOTHOI MOBH B CYYaCHHUX 3ac00ax KOMII 0-
TEPHOI JIHTBICTHKY CKJIAJIa€ OCHOBHY TEPEIIOHY IS
po3Mi3HaBaHHS TaKMX THUIIB MOBIIOMIICHB, JI¢ 3MiCT
3a3BHYall TEepEelacTbesl 1HBapiaHTHUMH MOBHUMH
CTPYKTypaMH a00 HaBMHCHO 3aBYaJIbOBYETHCS
[4; c. 51].

Hns QaxiBus BUSBICHHS MPUXOBAHOTO 3MICTy
MOBIIOMJICHHSI HE € HaJICKIAJHOIO 3a/1a4ero, MpoTe
Mojepallis BiAMOBIMaILHUMH 0CO0aAMHU TOTYXHOTO
MOBHOI'O MOTOKY OOMEKeHa MOPIBHAHO HEBEIUKOIO
MIBUIKICTIO CITPHHHSATTS TEKCTY .

Busenenna osnax ingopmayitinux 3acpos 06 ’ex-
mam enausy

OcobnuBicTio 03HaK iH(popManiiHuX 3arpo3 (I13)
€ TosiBa TEHJEHIii 0 0araTopa3oBOrO CTIHKOTO
MTOBTOPIOBAHHS B JDKEpElax 3arpo3 TECTOBOTO IIO-
BiJOMJIEHHsI 00OpaHOi TeMaTHKH, Sika HallpaBJcHa Ha
TUCKpenuTairo Bu3HaueHux OB.
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BusiBUTH O3HAaKHM 3arpo3 — 1€ BHUSBHTH HasB-
HICTh BIAMOBIAHMX TEHIEHIM, SKI IOB’g3aHl 3 IX
(hopMyBaHHAM, 3 METOIO NOIEPeKaHHSI BUHUKHECH-
HSl KPU30BHUX CHUTYaIlill y CYCIIiJIbCTBI.

KpuszoBa curyauis — 1e Takuil CTaH CHUCTEMH,
IIPU SIKOMY KOHTPOJIBOBaHI IapaMeTpu BUXOIATH 32
MEXI1 JOMYCTUMHMX 3HAYCHb, 1, SIK HACJIJOK, BHHHU-
KaloTh OidypkaliiiHi TOYKH, IO NPU3BOAUTH O
xaocy. Koxna I3 sk enemeHT cucreMu Mae CBOI
KUTBKICHI Ta SKICHI XapaKTepuCTHKU. B iHdopma-
LUiHHOMY MPOCTOPi 0 OCHOBHUX aOCTPakTHUX Xa-
pakrepuctuk 13 MoXHa BiHECTH: pKepelo ii BUHH-
KHEHHS; 9acTOTy MosiBH; 00’ekT [3; 1i KOHTEHTHE
3abapBiieHHs; Ccroci0 peanmizamii. Iy mpoBeaeHHs
knacugikanii [3 ninposii ayanTopii moTpibHO BHKO-
pUCTOBYBaTH OaraTOKpUTEpIMHMNA MiIXim, sSKAl
JlacTh 3MOTY BpaxyBaTH OUIBIIICTH KpUTEpiiB (Xa-
pPaKTepUCTHK, iHAMKaTOpiB) I3 1 migBUIIUTL anmek-
BaTHICTh NPUUHATTS OCTATOYHUX PILLICHb.

Peanizanis I3 mosxiBa 3a HasIBHOCTI TAKUX OCHOB-
HUX CKJIJIOBUX CHUCTeMH (pHC. 3): 00’€KkTa i cy0’ekTa
BIUIMBY, 3B’S3Ky MK HUMHU B KiOEPHETUYHOMY TIPOC-
topi (KII), ne BinOyBaeThCsl maHwMiA TIpoIiec.

3acobu Ta MeToIH
mpoTHail

Kananu
BILTHBY

I

I

I
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I
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I
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3acobu Ta MeToM
BIIUBY

Pesynbrar aii I3

Puc. 3. OcHOBHI CKJIa0B1 CHCTEMH
KiOEpHETHYHOTO IIPOCTOPY

[Tig KII Oynemo po3ymiTu cuctemy, sika cKiaaa-
€ThCA 3 eJeMeHTIB (hopMyBaHHsI, IepeaaBaHHs, 30e-
piraaHs iHGOpMAITii Ta B3aEMO3B’I3KIB M)XK HUMH, Y
HBOMY TOTYIOTBCS W BiIOYBAIOThCS MPOILECH YIpPaB-
JHHS, 3IIACHIOIOTHCS YIPaBIIHCHKI BiJIHOCHHU.
Crmamosumu KII e indopMmariiitHuid, KOMyHIKaIlii-
HUH, BIPTyaJbHUA KOMII IOTEPHO-MEPEKEBUH Ta
couiotrexHiuHu# npoctopu [1; c. 10].

Tox meron BusBneHH 13 3a maHMMU 3 Mepexi
IaTepHET MOBUHEH BpaxoBYBaTH ¢(EKTUBHICTD JIKE-
perna 3arpo3u MoA0 JOUUIBHOCTI HOTO MOHITOPUHTY
Ta o3HaKu 3arpo3u OB B TEKCTOBOMY IMOBiOMIICHHI.

[adopmariitna 3arpo3a MoXKe TMPOSIBILITHCS B
pizHuX dopmax iHdopmarlii, TOMy CITiJ| BpaXOBYBaTH
metoau i popmu [1cB (puc. 4).

Ilpotunis BimomuMm ¢opmam i metomam I[lcB
3aiiMae BaXKIIMBE MiCIle B CHCTeMi 3a0e3redeHHs
iHpopMariiiHol Oe3leKu AepKaBH Ta BKIIOYAE B
cebe KOMIUIEKC 3aXOJiB M0N0 3aIrlo0iraHHs BUHUK-
HEHHIO KPH30BUX CHUTYaIlil (puc. 5).

®Dopmu [1cB

| KombinoBana |

| Binkpura | | IIpuxoBana |

ry ry
v v
| KoHCTpyKTHBHUI |<——-| Metoau I1cB H JlecTpyKTHBHHMI |

Puc. 4. Metomu i popmu [1cB

MOHITOPUHI'
IHOOITPOCTOPY

BUABJIEHHA
IH®OBIIJIMBY

IIJIAHYBAHHA

IPOTHIT
Puc. 5. [lopsmok 3acTocyBanHs npotumii [3

PEAJIIBALILSE
MPOTU I

OLIHIOBAHH:
E®EKTUBHOCTI

Came CBO€YACHICTH BUSIBJIICHHS 1 IPOTHO3YBaHHS
MTOJAJIBIIIOT0 PO3BUTKY I3 mM03BONMHUTH €()EKTHBHO
MPOTHIIATH ITUM MeToaM 1 popmam [1cB.

Aemomamuszayia npoyecy 3acmocy8auHs Memo-
0i8 BUSABNIEHHS 3A2PO3

Pospobnenuit meton BusiBneHHS 13 cKiIamaeThes
3 TAKUX KPOKIB.

Kpox 1. Bubip mxepena 3arpo3u Ta BUSHAYCHHS
fioro edextuBHOCTI. [ dopmaizariii mapameTpis
Ta BU3HAYEHHS KPUTEPIiB OLIHIOBAHHS MPOMOHYETH-
cs oOuparu iH(pOpMAIliiiHI areHTCTBa BiIKPUTHX
Joxepen iHdopmarii Mepexi [HTepHeT, A¢ 3a OCHOB-
HU KpuTepili epeKTHBHOCTI DKepena NPUIHATO
CEepe/IHIO KiNBKICTh MyOJiKamii KokHOro iH(opMma-
IIHHOTO areHTcTBa 3a mo0y. Hamemeni y Tabm. 1.
JUKepera MOHITOPHHTY BiiOpaHi 3 YKpaiHCBKOTO i
POCIHICBKOTO CErMEHTY 3 METOI0 MPOBEACHHS aHali-
3y Ta BUSIBJIICHHSI O3HAK 3arpos.

Kpok 2. OuinroBaHHS e(QEKTHBHOCTI Kepena
MOHITOPHHTY TIPOBOJIUTHCS BiIIOBIIHO pO3pOOIECHOT
MaTeMaTUYHOI MOJielli 0araTOKpUTEpiitHOTO OIiHI0-
BaHHA e()EeKTHBHOCTI kepen 3arpos. Jms dopmy-
BaHHs MapaMeTpiB OOpaHHX JHKepel MOHITOPUHTY
JaHi TPOMOHYETHCS OTPUMYBATH 3 TaKUX CEPBICIB
Mmepexi IntepHer: WebPagetest, Pingdom, Cy-
Pr.com, Pr-Cy.ru. WebPagetest — cepBiciB 3i cxo-
KUMHA MOJJIMBOCTSAMH IIOAO aHaji3y IIBUAKOCTI
3aBAaHTAXKCHHS CTOPIHKU, MOXKJIHMBICTIO OTPHMAaHHS
aHUX TIPO PETiOH, JOMEH Ta PEHUTHHT CalTy, «iH-
JICKC IUTYBaHHS», OI[IHIOBAaHHS MPOJYKTHBHOCTI
BignosinHO 10 Google PageSpeed Bumor.

[Ticns oTpuMaHHS MaHWUX I OOpaHUX JKEpe
MOHITOPHHTY TIPOBOJAUTBHCS PO3PAXYHOK e(eKTHB-
HOCTI JIKepell 3arpo3 3a J0IOMOTol0 po3poOIeHoro
nporpamHoro aoaatky SiteEvaluation 1.0 (puc. 6).
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Tabnuys 1
Jxepesia MOHITOPUHTY /IJIsl BUSIBJIEHHSI 03HAK 3arpo3
CepenHs KiTBKICTD
Ne Hasga inpopmarniitHoro EnextponHa agpeca myOmikamin
3/m areHTCTBa, M iH(pOpMaLiHHOTO areHTCTBA iH(pOpMAaLiHHOTO
areHTCTBA 3a I¢Hb, N

1 Ob6o3peBarenb https://www.obozrevatel.com/ 235

2 IaTepdarc-Ykpaina http://interfax.com.ua/ 150

3 CroropHi https://www.segodnya.ua/ 250

4 l'onoBHE https://glavnoe.ua/ 120

5 Yxpiadopm https://www.ukrinform.ua/ 145

6 Bectn https://vesti-ukr.com/ 125

7 Lenzop https://censor.net.ua/ 170

8 PBK-VYkpaina https://www.rbc.ua/ 160

9 YHIAH https://www.unian.net/ 215

10 TACC http://tass.ru/ 100

11 WnTepdakc-Poccus http://www.interfax-russia.ru/ 130

12 Ceromas http://www.segodnia.ru/ 170

13 MOCKOBCKHIT KOMCOMOJIEL] http://www.mk.ru/ 140

14 Bectn https://www.vesti.ru/ 250

15 Benomoctn https://www.vedomosti.ru/ 215

16 Kommepcant https://www.kommersant.ru/ 135

17 [lepBrIif KaHAT https://www.1tv.ru/ 220

18 JlenTa https://lenta.ru/ 155

19 PUA https://ria.ru/ 650

20 Pycckast BecHa http://rusvesna.su/ 80

a SiteEvaluation_1.0

OuiHoBaHHA etheKTUBHOCTI [pkepen 3arpo3

Agpeca Cymapem...  DMepernad.. Uemgeict.. Yacsasa.. Buywpiwsi.. 3oswiwwi .. Cropiskw .. Cropisss .. Uwysamn.. GPR Peiimwmr .. 3sopoTi ..
< >
Dopamicayioni | | [ogam Hoswd R OwcTim

Ougrmi
Nen/n Eqex meHicT: Anpeca Ormc

Puc. 6. Burisin ronoBHOTO BikHa iporpaMHoro goaatky SiteEvaluation 1.0

Ha HacTymHOMY Kpotii 34iiiCHIOEThCS BUOIp TeMu
HOBHHHU JIJIsl MOHITOPUHTY, BUXOJISTYH 3 MOTIEPETHBO-
ro aHamizy BU3HaueHux Jxepen ta OB.

CaM MOHITOPHHI OLIIHEHOTO JPKEpesa 3arpo3u 3a
TEMAaTUYHUM KOHTEHTOM Ta 30ip CTaTUCTUYHUX Ja-
HUX BHKOHYETHCS 3a JOTOMOTOI0 PO3pPOOIEHOTO
mporpamHoro 3a0esnedyeHHs Way to victory 1.0.,
MIPU3HAYEHOTO JUISI MOHITOPHHTY OJOTiB, (GopymiB,
CaliTiB COLiaTbHUX MEpexk, iIHPOopMaIliiiHi areHTCTBa
BIIKpPUTHX JUKepen iHpopmauii mepexi I[HTepHer,
HOBHHHHMX CalTIB 3 METOIO BHUSBIECHHS TEKCTOBUX
TTOBITOMJICHb 3 O3HaKaMHW 3arpo3 Ha Bu3HadeHi OB

JIeprKaBH, 110 € BUXITHUMU JaHUMU JJIs1 IPOBEACHHS
CTaTUCTUYHOTO aHAIli3y 3 METOI MPOTHO3YBAHHSA iX
MOAANBIIOro po3BUTKY [11; c. 3].

Takuit migxin 3 KOMIDIEKCHHM 3aCTOCYBaHHSIM
PO3pO0JICHOTO TPOTPaAMHOTO 3a0e3IMeUYeHHS Ta TI0-
KPOKOBOIO 00pPOOKOIO BHIIEHOTO 00cAry iH(opma-
Iii 3a paxyHOK aBTOMAaTH3allii MPOLECY JIO03BOJIIE
OTIEpaTHBHO OTPUMYBATH PE3yJIbTaT 3 MaKCHMaJIbHO
MOYJIMBOIO TIOBHOTOIO OXOIUICHHSI TEKCTOBUX IIO-
BiJIOMJICHb, ONPWIIOJHEHUX Ha OOpaHHX pecypcax
Mepexi [HTepHeT 3a BU3HaYeHO0 TeMaThkor Ta OB
(abo Ti€l YaCTHHU CYCIJILCTBA, MOHITOPHHT SKOI HA
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JaHuH MOMEHT € mepuodyeprosum). Kpim toro, cuc-
TEeMaTHU3allisi OTPUMAaHUX TEKCTOBUX MOBIJOMJICHb Ta
CTPYKTYypH3aIlisl pe3yibTaTiB iX 0OpOOKH TO3BOJIIE
CTBOPUTH 1HCTPYMEHTH MAJIS iX CYKyIHOi 0OpOOKH,
OI0 y CBOIO 4Yepry MiJBHUILY€E SIKICTb BUSIBICHHS
OKpEMHX TEKCTOBHX IIOBIZIOMJIEHb 3 O3HAKaMHU 3a-
rpo3 BuzHaueHuM OB.

Opna irepamis poOouoro mukiy (OmaHi€el cecii
nomryky) Way to victory 1.0 MicTuTb:

— 3aBaHTAXXEHHS IEPLIOTO JXKepesa 3arpo3 A
IOLIYKY;

— TOUIYK yCiX MOCHJIaHb 3 I[OTO JDKepena 3a-
rpo3 Ha iHII CTOPIHKH;

— 3aBaHTAXXCHHS CTOPIHKW IS MEPUIOTO 3HAM-
JEHOTO MOCUJIAHHS;

— OesmocepenHill MONIYK Yy 3aBaHTaXEHi CTO-
PIHIII TIyKaHWUX CIIiB, CJIOBOCIIONYYECHBb 1 aKyMYyITIO-
BaHHS KIJIBKOCTI 3HalaeHUX (pa3 A KOKHOI IO-
LIYKOBOI (pa3u; 3aHECEHHSA AaHUX A0 Tabnumi 0a3u
JaHUX;

— TIOBTOp JBOX MOIEpPEAHIX KPOKIB AJIS BCIX iH-
IIMX 3HANICHUX MTOCHUJIAHb;

— Ticis 3aKiHYeHHS MMOIIYKY MO BCiX 3HaWICHUX
MOCUJIAHHAX 3aBaHTAXECHHS HACTYIHOTO CaiTy 1
MTOBTOPEHHS KPOKIB 2—5.

— BUBCICHHS PE3yJIbTATIB IJI MMOTOYHOI cecii y
JKypHaJ, HAaHeCCHHs pe3yJbTaTiB Ha Tpadik, 3amuc
pe3ynbTaTiB y Tabnwuili 6a3u naHux.

[Towyarok HacTymHOI cecii BigOyBa€eThCs aBTOMA-
TUYHO Yepe3 3aJlaHui 1HTepBai yacy.

[Micns  3pilicHeHHs Tpoueaypu Kiacudikarii
OTPUMAHHMX CTATHCTUYHHUX M[aHUX Ta BU3HAYCHHS
03HAaK 3arpo3 B TEKCTOBUX ITOBIOMJICHHSX (OpMY-
IOTBCSI KOAM TEKCTOBHX MOBIIOMIIEHb 3 O3HAKaMH
nectpykruBHoro [IcB Ha BusHavyeni OB, mo mo3Bo-
JIi€ CIIPOCTHUTH OIMHUC WOTO 3MICTy U TIPOBEACHHS
Karajorizaifii Ta apxisaiii iHbopmarii s OiiIbIn
3pYYHOTO MOLIYKY ii B 6a31 JaHuX.

[Ipuknag OTPUMAaHOTO KUTBKICHOTO TIPEICTaB-
JICHHSI TSKCTOBHX IMOBIZIOMJICHb HaBeIEHO y Tal. 2.

Tabauys 2
KinbkicHe npeacraB/ieHHs BUSIBJIEHUX 03HAK 3arpo3 B TEKCTOBUX MOBiIoOMJIeHHAX BusHaveHiil [HA
KO/ 1 KOJI 2 KOJI 3 KO/l 4
[Hara, nens ¢ | Kinbkicts, y | Hara, nens ¢ | KinbkicTs, ¢ | [lata, nenb ¢| KinbkicTs, ¢ | Harta, nens ¢ | KinpKicTs, ¢
26.10.14 5 03.05.15 7 07.01.16 1 19.12.17 11
27.10.14 7 04.05.15 4 08.01.16 6 20.12.17 2
28.10.14 13 05.05.15 5 09.01.16 4 21.12.17 7
29.10.14 11 06.06.15 6 10.01.16 2 22.12.17 11
30.10.14 5 07.05.15 6 11.01.16 3 23.12.17 14
31.10.14 10 08.05.15 5 12.01.16 5 24.12.17 11
01.11.14 13 09.05.15 4 13.01.16 4 25.12.17 6
02.11.14 13 10.05.15 1 14.01.16 7 26.12.17 11
— — 11.05.15 2 15.01.16 2 27.12.17 11
— — 12.05.15 1 16.01.16 1 28.12.17 6
— — 13.05.15 6 17.01.16 7 29.12.17 11
— — 14.05.15 4 18.01.16 5 30.12.17 11
— — 15.05.15 7 19.01.17 7 — -
— — 16.05.15 1 20.01.17 2 — —
— — 17.05.15 8 21.01.16 4 — —
— — 18.05.15 7 22.01.16 9 — -
— — 19.05.15 4 — — — —
— — 20.05.15 1 — — — —
— — 21.05.15 4 — — —
— — 22.05.15 3 — — - —

OTtpuMaHi JaHi € BUXITHUMH JJIs IPOBEACHHS HEOOXiTHUX MATEMAaTUYHHUX PO3PAXYHKIB.

BucHoBxku

3anponoHOBaHMH MiXiJ] CIPSMOBAaHHUN Ha peajti-
3alil0 aBTOMaTH3alii Mpolecy aHajli3y BU3HAYEHOTO
CEerMEHTy JDKepen iHdopmarlii y Mepexi IHTEepHET,
BUSIBJICHHSI JKepeln iH(opMaliifHuX 3arpos, ypaxo-
ByBaHHs €(peKTHBHOCTI IKepena 3arpo3u L0A0 A0-
LITHHOCTI HOTO MOHITOPUHTY, OI[IHIOBAHHS pPiBHS
nectpykruBHoro [IcB Ha BU3HaUYeHWX KOPHUCTYBadiB
MEpexi, M0 y CBOIO Yepry JO3BOJUTH MiIBUIINTH

OIEPaTUBHICTh MONEPEHKAHH HETaTUBHUX BIUIMBIB
Ta 3aIPOBAKEHHS IPOTUIIT HUM.

IepcnekTHBH MOAAJBLIIMX AOCTHIIKEHb MAIOTh
OyTH cHpsMOBaHI Ha ONTHMI3aLil0 MPAaKTHYHOI pea-
Ji3arii 3arponOHOBaHOTO MiAX0y, OUTBII THYYKOTO
MIXO0My O BpaXyBaHHS KiIBKICHUX Ta SKICHHX Xa-
PaKTEPHCTHUK OKpeMUX iH(OpMaliiHUX TPHUBOIIB
MiJ] Yac OI[iHIOBAaHHS PiBHS 3arpo3.
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I'pumyk P. B., Jlaroaunii O. B., Hocosa I'. /1., Jlykosa-Uyiiko H. B.
ABTOMATU3ALISA BUSIBJEHHS TA NPOTUAII IHOOPMAIIMHUM 3ATPO3AM Y MEPEKI
IHTEPHET

Y pobomi posensnymo nepedymosu neobxionocmi eusgieHHs iHPOpMayitiHux 3a2po3 y GUSHAYEHOMY CeeMenmi me-
peoici [nmeprem 06 ’ekmam 6niugy, npogedeHo analiz ocodrugocmetl opeanizayii ingpopmayii' y mepesici, 00IpyHmMo8aHo
HeOOXIOHICMb AKMUBHO20 GNPOBAOIICEHHST agmomamuzayii yux npoyecie y cyuacnux ymosax. Ha cvocooui mepeosica
Iumepnem cmana ideanvHum 3acobom docmasKku iHQOpMAYIUHUX 3a2po3 y opmami mekcmosux, ayodio- abo 8ideo
nogidomuenb 00 6y0b-5k020 00’ ckmy @naugy abo yinbosoi ayoumopii. Buxopucmanns ingopmayii y nesnux gopmax
NOOAHHs 0036075€ 30IUCHIOBAMU NCUXOIOSIYHULL BNAUE HA 00 €KMU 3 Memolo (Popmyeants 6adcanux epexmis 3 GuUco-
KUM CmyneHnem npuxo8aHocmi maxux 8niusig. s nooansuux 00Caioxicenb npogedeHo andaniz mMooeii ooMiny iHgop-
Mayiero migwe Kopucmyeavamu mepedici Inmeprnem na npuxnadi coyianvrux mepedc. OOIPYHMOBAHO 8PA3IUGICMb YbO2O
npoyecy 00 8NPOBAONHCEHHS He2AMUBHUX 6NIUGIE HA 00 €KMU 6NIUGY. 3aNPONOHOBAHO BNPOBAVICEHHS ABMOMAMUZ06A-
HO20 npoyecy amanizy ioKpumux odxcepen iHgopmayii 3 Memoro 6UsnsieHHs. 0eCMPYKMUBHO20 NCUXONIO2IYHO20 GNIUBY
Ha eusHaueHi 06 ’exmu. Budineno kniovosi npobremu GupieHHs NUmanHs MOHImMopuney mepeoici Ilnmepuem 3 memoio
BUSGICHHS He2amUGHUX THQopmayiunux enusie. Ha ocrnosi nposedenux 0ocniodcenb 3anponoHo8ano nioxio 00 usig-
JIeHHs O3HAK IHopMayiiHux 3a2po3 ob ekmam enausy. Busnaueno ocrnosHi umoeu 0o po3pobaenoco memoody ix usg-
JIeHH s 3a pe3yTbmamamu MoHimopunzy. Po3pobneno noxpokosuti memoo susignents ingopmayitinux 3az2pos. Y pobomi
NOOAHO CMUCIUU ONUC Ol HA KOJICHOMY KPOYI GUKOHAHHS NPOYECy GUSIGIEHHS He2AMUGHUX GNIUGIE HA GUSHAYEHI
00’exmu. 3anponoHo8aHo nioxio 3 KOMHIEKCHUM 3ACMOCYBAHHAM PO3POONIEH020 NPOSPAMHO20 3abe3neyeHHs ma no-
KPOK06010 00p0OK0I0 6UdieH020 0bcs2y iHGpopmayii.

KnrouoBi cnoBa: 06’ekT BNMBY; iHpOpMaLiiHi 3arpo3un; NCUXONOTYHUIA BNANB; BiOKPUTI Axepena.

Hryshchuk R. V., Lahodniy O. V., Nosova H. D., Lukova-Chuiko N. V.
AUTOMATION IDENTIFY AND COUNTER THREATS TO INFORMATION ON THE INTERNET

Pre-conditions of necessity of exposure of informative threats are in-process considered in the certain segment of
network the Internet the objects of influence, the analysis of features of organization of information is conducted in a
network, grounded necessity of active introduction of automation of these processes for modern terms. For today net-
work the Internet became the ideal mean of delivery of informative threats in the format of phototypograph audio- or
video of reports to any object of influence or having a special purpose audience. the use of information in the certain
forms of presentation allows to carry out psychological influence on objects with the purpose of forming of the desired
effects with the high degree to reserve of such influences. The analysis of model of exchange information is conducted
between the users of network the Internet on the example of social networks for subsequent researches. Grounded im-
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pressionability of this process is to introduction of negative influences on the objects of influence. Introduction of the
automated process of analysis of the opened information generators is offered with the purpose of exposure of destruc-
tive psychological influence on certain objects. There are selected the key problems of decision of question of monitor-
ing of the Internet with the purpose of exposure of negative informative influences On the basis of the conducted re-
searches offered approach to the exposure of signs of informative threats the objects of influence. Certainly the basic
requirements are to the developed method of their exposure as a result of monitoring. The step-by-step method of expo-
sure of informative threats is developed. The compressed description of actions at every step of implementation of proc-
ess of exposure of negative influences is in-process given on certain objects. Offered approach with complex applica-
tion of the developed software and step-by-step treatment of the selected volume of information.

Keywords: object of influence, information threats, psychological influence, open sources of information.

I'peimyk P. B., Jlaroausrii A. B., Hocosa A. ]I, JIykosa-Uyiiko H. B.
ABTOMATMU3ALUA BBIABJIEHUA U ITPOTUBOAEUCTBUA WHOOPMALIMNOHHBIM YI'PO3AM
B CETU UHTEPHET

B pabome paccmompenuvt npednocwiaku HeobX00uMOCmu 6bis61eHUs UHGOPMAYUOHHBIX YZPO3 8 ONPeOesieHHOM cee-
menme cemu Mnmepnem 00vekmam 8030eicmaust, nposeden anaiu3 0COOeHHOCmell op2aHu3ayuu UHopmayu 6 cemu,
000CHOBAHA HEOOXOOUMOCHb AKMUBHO20 GHEOPEHUSI AGMOMAMU3AYUU IMUX NPOYECCO8 8 CospeMennblx ycaosusix. Ha
ce200Hs cemb Humepuem cmana udeanbHblm cpeocmeom 00CmMAsKU UHHOPMAYUOHHBIX YePO3 6 hopMame meKCHmogbXx,
ayouo- unu 8udeo coodbugeHuli Kk 1r0oomy 0ovekmy o30elicmeus uiu yenegotl ayoumopuu. Mcnoavsosanue ungopmayuu
6 ONpPeOeleHHbIX (POpMax nPedcmasienus NO360Islem OCYIECmEAmb NCUX0I0SUYECKoe 8o30elcmeue Ha 00beKmbl ¢
yenvto PopMUPOBAHUS HCENAeMBIX IPDEKMO8 ¢ BbICOKOL CIMeNneHbl0 CKPbIMHOCMU MAKUX 6030eticmeutl. /s oalvHell-
WUX UCcie008aHull NposeoeH aHanu3 Mooeiu obmeHna ungopmayueli mexcoy noivzogamenamu cemu Humepnem Ha
npumepe coyuanvhvix cemetl. ODOCHOBAHHO YAZBUMOCTb MOS0 NPOYECCd K GHEOPEHUIO He2AMUBHBIX 8030€liCIEUll Ha
06vexmbl 6030eticmsus. IIpeonodiceno enedpenue asmomamusuposaHHo20 NPOYecca aHAIU3a OMKPLIMbIX UCTOYHUKOS
unpopmayuu ¢ Yyeivio 8blasIeHUs 0eCMPYKMUBHO20 NCUXOL02ULECKO20 B030eliCEUs Ha onpedeieHible 00bekmul. Boi-
Oefienbl Kalouesble NpooiemMbl peuleHius 60npoca MoHumopunea cemu MumepHem ¢ yenvlo 6bla6NeHUs. He2AMUBHbIX
uH@opmayuoruwix 6o30eticmsuti. Ha ocnose nposedenHblx uCcied08anuil npedaodicer N00X00 K BblAGIEHUI0 NPUSHAKOS
UHGOPMAYUOHHBIX Yepo3 0bvekmam 8o30eticmeust. OnpedeneHbl 0CHOGHbIE MPeDOBAHUs K PA3PAOOMAHHO20 MEmood ux
BbISIGNICHUSL NO Pe3VyIbMamam Monumopunea. Paspaboman nowazoewviii Memoo 6visieieHusi UHGOPMAYUOHHBIX Yepo3. B
pabome npedcmasienvl KpamKoe OnUcanue OeuCmeuti Ha KadcOOM a2y GbINOIHEHUs. NPOYeCca GblAGLeHUS He2amus-
HbIX 8030elicmeull Ha onpedeieHHble 00bekmbl. [Ipednodicen n00Xo00 ¢ KOMNIEKCHbIM NPpUMEHeHUeM pa3spabomanHozo
npoSPAMMHO20 0becneyerst noua2080i 06padoOmMKoU 8bl0eIeHHO20 00beMa UHPOPMAYUL.

KnroueBble cnoBa: 0O6bekT BRMSIHUS MHOPMALMOHHbIE yrpos3bl; ncuxonorn4eckoe BO30ENCTBUE; OTKPbITbIE MC-
TOYHUKN.
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