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DESIGN AND RESEARCH OF MATHEMATICAL MODEL
FOR INFORMATION SECURITY SYSTEM IN COMPUTER NETWORK

Introduction

Efficient construction and usage of corporate
information systems has become an extremely
important task, especially in insufficient funding of
information technology in enterprises. Evaluation
criteria for efficiency are the cost reducing of the
information system implementation, current and
nearest future requirements compliance, the
opportunity and the cost of further development and
transition to new technologies [1-3].

The information system core is a computing
system that includes next components: cable
network and active network equipment, computer
and peripheral equipment, data storages (libraries),
system software (operating systems, database
management systems), special software (monitoring
and network management) and in some cases the
applied software [4—7].

Task formulation

The purpose of research is to construct and
study mathematical model for Information Security
System in Computer Network by using modern
software.

The main material

Now the most common approach in information
systems design is to use expert estimates. According
to this approach, experts in the field of computing
tools, active network equipment, cable networks,
design computing system to solve the specific task
or class of tasks, based on their experience and
expert estimates. This approach minimizes the cost
of the design stage, quickly estimate the cost of
implementing the information system. However,

decisions obtained by using expert estimates are
subjective, hardware and software requirements as
the assessment of guarantees for efficiency of
proposed system project are subjective too.

As an alternative may be used approach, which
involves the development of models and modeling
(simulation work - simulation) of computing system
behavior. The modeling is a fundamental method for
studying the behavior of complex systems.

The modeling is one of the main methods of
knowledge, and a form of reflection of reality. The
modeling is to clarify or reproduction of certain
properties of real objects, things and events through
other objects, processes, events, or through abstract
descriptions such as image, plan, map, set of
equations, algorithms and applications.

The model is defined as "a system that is
provided or material implemented, that is replaced
the real object (system) in the process of cognition
or analyzing, while retaining some of the most
important features for its research, and its study
gives us new information about the object.

Here are the main types of models used in practice
to describe the different processes and systems:

e the conceptual model — the model describes
the system using special characters, symbols,
operations or using natural or artificial languages;

o the physical model — the system reproduces
based on the ratio of similarity, that is resulting from
the similarity of physical phenomena;

e the structural and functional model — as a
model uses scheme (block diagram), tables, graphs,
diagrams and drawings with special rules of their
union and transformation,;
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e the math model is a math representation of
reality, the description of some phenomenon or
system using math concepts and symbols;

e the simulation model — economic and math
model uses in the experimental study of system or
phenomena by using personal computers.

These types of models can be used both
individually and a few at a time, also, when you use
simulation modeling, it involves all of these types or
their separate techniques. The simulation model
allows us to visualize the final or intermediate result
dynamically, that is an important aspect for a
successful understanding the received results by
persons who did not participate in its development.

Common definitions of term “simulation
modeling”:

e it is the method allows to build models that
describe the processes as they would take place in
reality. Such model can be “plaied” for a single test
or set of tests. The results will be determined by the
random behavior of the process;

e it is the research method in which studied
system is replaced by a model that accuracy
describes the real system, with which experiments
are conducted to obtain information about this
system,

e it is the special case of math modeling. There
is a class of objects, for which have not developed
analytical models or solution methods of resulting
model for various reasons. In this case, the analytical
model is by the simulator or simulation model;

e it is logical and mathematical description of
an object that can be used to experiment on your
computer in order to design, analysis and assessment
of the object.

Simulation modeling is used to study the
behavior of the system by using math tools and
computing equipment. The calculation of the
required results may be automated by using
computing technology, with only initial data, for
example, been obtained statistically. It is especially
important, when complex system that consist of
many components is being used, because for
calculation of required results you need to use
cumbersome formulas usually. Simulation modeling
is applied to study the behavior of various systems,
including the information one [1], [2].

Mainly in information systems modeling there is
an aim to achieve information about request
processing time or resource load level. As for
computing networks, their simulation models
reproduce the processes of message generation by
applications, of splitting messages into specific
protocols packets and frames, of delays in
processing messages, packets and frames within the
operating system, of computer access to the shared
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network environment, of router incoming packets
processing and etc. No need to buy expensive
equipment by using simulation modeling network -
its work simulates by programs that accurately
reproduce such equipment main features and
options.

It was offered to use simulation modeling for
determination the actual security threats [3]. GNS3
Cisco Systems software have been selected as the
simulation environment (see figure).

(home, cafe)

Security Network

The simulation model of information security
system in computer network

The choice of this software due to the following
factors:

e a process of creating models is facilitated by
using a graphical development environment;

e previously created modules and libraries can
be used to create new models;

e object-oriented approach to model building;

e a large number of built-in libraries for
creating simulation models;

e models can be run at any software and
hardware platform;

e a simulation model can be run without
development tools.

Graphical Network Simulator GNS3 is a cross-
platform program with open source. It is based on
popular Dynamips (CISCO IOS emulator), Dynagen
(Dynamips text interface) and Pemu (Cisco PIX
emulator).

GNS3 provides easy to use GUI, and a range of
other features. You can model the new
configuration, various images of 10S, or perhaps,
make fully reconstruction of some complex network
parts. That is much easier with this program than its
be in a real network. The product processes the
installation and configuration of essential utilities
automatically. The GNS3 installation package
includes all emulators. In the case of GNS3
installation on the Microsoft Windows operating
system, you must also install WireShark, it is
necessary to intercept monitor network packets and
libraries.

Sometimes, it is not enough network devices in
the company and there is no router, which deals with
internal networks routing, but there is only
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L2-switch and security device Cisco ASA with
I0S 8.4.2 version. So, it is necessary to set
additional functionality on Cisco ASA, such as
routing. Similarly, we have only one interface to
connect with the L2-switch. Also we need to
configure remote users’ connections by VPN.

There is the next task: the networking between
internal networks should be organize to meet the
requirements of security. The guest network access
should be organize only to “INTERNET” with
limited speed of 1024 Kb. The remote users connect
should be organize through Remote Access VPN,
therefore remote users should connect to the internet
via Cisco ASA device and have access to the
internal resources of the company. Internal website
should be available on “INTERNET”. All of this
tasks should be done through CLI. We have a central
office with installed Cisco ASA device and L2-
switch. Four networks (VLANSs) have been created
at switch, which submitted to security device
through Trunk.

There are the characteristics of each VLAN-s:

e Vlan Office 1 — network 192.168.2.0/24.

Security Level is 100. It is uses for first part of
employees. There are the Internet access from this
subnet, and Vlan Office 2, Vlan DMZ and
Vlan_Guests access;

e Vlan Office 2 — network 192.168.3.0/24.

Security Level is 100. It is uses for second part of
employees. There are the Internet access from this
subnet, and Vlan Office 1, Vlan DMZ and
Vlan_Guests access;

e Vlan DMZ — network 192.168.1.0/24.

Security Level is 50. There is a Web-Server
(WWW-SRV) with company’s website in this
network. Accordingly, it is available from Internet at
port 80 (TCP) and there are access from
Vlan_Office 1, Vlan Office 2 subnets to this
network and from Vlan_Guests subnet at 80th port;

e Vlan_Guests — Guest subnet 192.168.4.0/24.

It is uses for “guests” who came to our office.
Security Level is 10. There are the Internet access
from this subnet with limit speed of 512 Kb and
access to the internal website (SRV-WWW) only at
80th port.

There is a network, that simulates “INTERNET”,
which uses two routers (Router 1 and Router 2).
There is loopback-interface (IP-address 1.1.1.1) at
Router 1, which will be use to check for the
“INTERNET”. Dynamic routing protocol OSPF is
used for routes exchange. Also there is a remote
user, which is placed in the subnet 192.168.5.0/24
(say it is internet-cafe) behind Remote Router. This
remote user has access to the Internet but he is
considered dangerous without VPN connection to
the central office.

A simulation model consists of protected and
unprotected networks. The main element of
information security system is the firewall ASA 8.4,
a platform for atak- set Kali Linux. Kali Linux is
modern Linux-distribution for penetration testing
and security audit. Kali is a complete reassembly
BackTrack Linux, fully according to Debian
development standards.

All new infrastructure has been revised, all the
tools were analyzed and packaged, and we switched
to Git for our VCS.

e There are more than 300 tools for penetration
testing: After considering each tool that was
included in BackTrack, we have removed a large
number of tools that either do not work or duplicate
other tools with similar functionality.

e Kali Linux is completely free and always will
be free. You will never have to pay for Kali Linux.

e @it tree with open source code: our tree is
open to all, and all of sources available for set up or
rebuild packages.

e FHS compliant: Kali was designed to observe
the Filesystem Hierarchy Standard, which allows all
Linux users easily find executable files, support
files, libraries, etc.

e Wide support for wireless devices: Kali Linux
was built to support many wireless devices, allowing
it to work correctly with a wide range of hardware
devices and making it compatible with many USB
and other wireless devices.

e Special core patches from injection:
developers often need to audit wireless networks, so
our core includes the latest patches for them.

e Secure Development Environment: Kali
Linux development team consists of a small group
of trusted persons who can add packages or interact
with storage only by using several secure protocols.

e GPG signed packages and repositories: All
packages are signed by each individual Kali
developer when they are created and recorded, and
then the repository signed packages also.

e Multilingual: Kali has a true multi-language
support, allowing most users to work in their native
language and to find the tools needed for the job.

e Customizable: You can as easy as possible
customize Kali Linux to your taste, down to the core.

e Support ARMEL and ARMHEF: Kali supports
ARM-systems and has installations for ARMEL and
ARMHF systems. Kali Linux ARM repository is
integrated with the main distribution.

LOIC was used to implement attacks. The
program performs a distributed attack such as
“denial of service” by TCP-, UDP-packets or
HTTP-requests regular transfer to the certain site or
host with a goal to destroy the target node. There is
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also an edition of the program LOIC Hive Mind, that
automatically receive the task to attack via IRC, RSS
or Twitter, which allows centralized DDoS-attacks.

Attacks occur from a remote location to internal
subnet (Office 1, Office 2, DMZ, Guests) with
different security levels. There are customized
security levels: offices — security level is 100, the
traffic between offices is not filtered. DMZ security
level — 50, Guests-10. Offices trafik is unrestricted
with other subnets, there is access from DMZ to
Guest subnet, there is access from the guest subnet
only to the Internet. Internet working is emulated by
two routers with loopback-interface.

Conclusions

Using modeling in the design of computing
systems, you can:

e estimate the bandwidth of the network and its
components;

e identify vulnerability in the structure of
computing system;

e compare different
computing system;

e make a perspective development forecast for
computering system;

e predict future
bandwidth;

e cstimate the performance and the required
number of servers in the network;

e compare various options for
system upgrading;

e cstimate the impact of software upgrades,
workstations or servers power, network protocols
changes on the computing system.

Research computing system parameters with
different characteristics of the individual components
allows us to select the network and computing
equipment, taking into account its performance, quality
of service, reliability and cost. As the cost of a single
port in active network equipment can vary depends on
the manufacturer's equipment, technology used,
reliability, manageability.

The modeling can minimize the cost of
equipment for the computing system. The modeling
becomes effective when the number of workstations

organizations of a
for network

requirements

computing

Kopmnienko b. 5., I'anara JI. I1.

are 50-100, and when it more than 300, the total
savings could reach 30—40 % of project cost.
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PO3POBKA I JOCJIIIKEHHS MATEMATAYHOI MOJIEJII CACTEMHU IH®OPMAIIMHOI

BE3IEKU B KOMIT'IOTEPHI MEPEXI

Haseoeno npoyec imimayitino2o mooeniosants K cnocody 6UGYeHHs N0GeOIHKU cucmemu IHpopmayitinoi besnexu.
Ipuxnaona npoepama Graphical Network Simulator euxopucmogyemvca 0ns mooentoganus makoi cucmemu i Kali
Linux euxopucmogyemocs 01 mecmy8aHHs HA NPOHUKHEHHS I ayoum Oesneku. Posensnymo ocuosHi nioxoou 0o
MOOeno8anHs Komn'tomepHux mepedc. Jlocnioxceno @Qynkyionanvhi mocaugocmi nakemy GNS3. Ilpu nobdyoosi
iMimayitnoi Mooeni Oyiu 6UKOPUCMAHI OCHOGHI KoMnonenmu 3axucmy ingopmayii. Ilakem Kali Linux peanizye pso
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amax. Buxopucmosyiouu mooenosanusi npu npoekmy8aHHi 0OHUCTIOBANbHOI cucmemu, 3pobneHo make: OYIHeHO
NPONYCKHY 30amHiCmb Mepexci ma il KOMIOHEeHMIB, GUSHAYEHO 8Y3bKI MICYs 6 CIPYKMYPL 00UUCTIOBANbHOL cucmeMmi;
NOPIGHAHO DI3HI 6aPIAHMU OpP2aHi3ayil 0OYUCTIOBANLHOI cucmemu, 30IUCHEHO NEePCHeKMUBHUL NPOSHO3 PO36UMKY
004UCTIOBANBHOL cucmeMu; nepeddaueHo Maubymui eumou no NPONYCKHil 30aMHOCHE MepexCi.

Knio4yoBi cnoBa: matemaTnyHa Mogenb, iMiTauiiHa Mmogens, 6e3neka, 3arpo3u, KOMM'tOTEPHa Mepexa.

Kopuuenko b. 5., 'anara JL. I1.

PA3PABOTKA M UCCJEJOBAHUE MATEMATHUYECKOMW MOJIEJN CUCTEMBI
WH®OPMAIIMOHHOM BE3ONMACHOCTH B KOMITBIOTEPHOM CETH

B cmamve npusedenvt npoyecc umumayuoHHO20 MOOEIUPOBAHUS KAK CHOCOOA U3VYEHUsl NOBEOEHUsT CUCHeMbl
ungopmayuonnoli 6esonacnocmu. Ilpunoscenue Graphical Network Simulator ucnonvsyemcsa 0na modenupogaHus
maxou cucmemvr u Kali Linux ucnonv3yemcs Ofs mecmupoganus Ha NPOHUKHOGEHUE U ayouma 6e30nacHocmiu.
Paccmompenvt  ocnoguvie nooxodvl K MOOEIUPOBAHUIO KOoMNblomepHvlx cemel. Hccnedosamvl (yHKYUOHATbHbIE
sosmodchocmu nakema GNS3. Ilpu nocmpoenuu umumayuoHHoUu Mooenu ObLIU UCTIONb30BAHBL OCHOBHbIE KOMNOHEHNIbL
sawumel ungpopmayuu. Iaxem Kali Linux pearuzyem pad amax. HMcnonwvsys mooeruposanue npu npoexmuposaHuu
BbIYUCTUMENBHOU CUCTEMbL, COENaHO Caedylowee: OYeHeHO NPONYCKHYIO CNOCOOHOCMb cemu U ee KOMHOHEHMO8,
onpeodenenvl  y3Kue Mecma 6 CMPYKmype 6bl4UCTUMENbHOU CUCMeMbl; DA3IUYHble 8APUAHMbL  OPSAHUAYUU
BbIUUCTUMENbHOU  CUCEMbL,  OCYWECMEIeH NePCHeKMUGHbIN  NPOSHO3 PA36UMUSL  GIYUCIUMENbHOU  CUCTEMb,
npedycmompero 6yoywiue mpebosanus no NPONYCKHOU CHOCOOHOCMU Cemu.

KnroueBble crnoBa: matemaTnyeckasi MO4esb, MMUTaUMOHHas Moaernb, 6e30nacHoCTb, Yyrpos3bl, KOMNbOTEPHaA CETb.

Korniyenko B. Y., Galata L. P.

DESIGN AND RESEARCH OF MATHEMATICAL MODEL FOR INFORMATION SECURITY
SYSTEM IN COMPUTER NETWORK

This article presents simulation modeling process as the way to study the behavior of the Information Security
system. Graphical Network Simulator is used for modeling such system and Kali Linux is used for penetration testing
and security audit. The main approaches to simulation of computer networks are considered. The functional
capabilities of the GNS3 package are explored. When building an imitation model, the main components of information
protection were used. The Kali Linux package implements a number of attacks. Using simulation in the design of
computer systems done the following: estimated bandwidth network and its components identified bottlenecks in the
structure of computer systems, compared different options for computer systems; made a promising forecast for the
development of computer systems; provides future requirements for bandwidth.

Keywords: mathematical model, simulation model, security, threats, computer network.
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