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The new information security management system ispresented in the aspect o fintroduction of
international information security management standards. Scientific novelty ofthe development

is stated. The solutions toproblems ofanalogousproducts are listed. Structure and operation of
the system are briefly described. Application ofthe product at enterprises is mentioned.

Actuality

On October 28th 2010, the National
bank of Ukraine introduced the two branch
standards in information security (IS)
management [1]. The documents [2, 3] are in
fact replications of the ISO/IEC 27001 and
ISO/IEC 27002 international information
security management standards that define
the requirements and rules of development of
information security management systems.

The regulation 474 of the National
bank of Ukraine was passed according to the
article 7 of Law of Ukraine “About the
National bank of Ukraine”, article 10 of Law
of Ukraine, “About information security in
the information telecommunication systems”
and article 10 of Law of Ukraine “About
standardisation”, with the purpose to
strengthen the information security in the
Ukrainian banking system [1].

In addition to mentioned above, the
trend of attraction of foreign investments
forces commercial organisations to introduce
international management standards, and IS
management standards in particular.

These facts explain the rise in demand
for the introduction of information security
management standards in Ukrainian banks
and commercial organisations.

The methodical instrument described
in this article facilitates the introduction of
international standards by providing a
methodical apparatus of optimization of
network parameters and structure.

Scientific novelty

The information security management
system (ISMS) “Matrix” has the following
elements of scientific novelty.

1 The system approach to IS is
applied in management for the first time.

2. The data elements are classified
according to the system approach to IS,
which allows uniting knowledge and current
tasks in a single systematised framework.

3. System analysis of the IS state can
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considering the system approach and
enterprise peculiarities;

4. produce post instructions for
international standards (ISO 27001,
PCI DSS) implementation.

The ISMS “Matrix” is implemented as
a relational database with menus, screen
input-output forms and printable reports in
MS Access 2000 Database format (*.mdb).

The database itself consists of two
main tables, risk list and common classifying
elements lists (see fig. 1). The tables are
linked on the scheme not by ID fields, but by
the names of elements. This is arranged for
better flexibility in case of changes in data
structures during the ISMS development or
customisation.
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Fig. 1. Database scheme of thc ISMS “Matrix”

The first main table “Tn SHAHM
contains the information about the input
normative documents and regulations. The
second main table “Ty 3AJAYN” contains
the information about all the dispatched
tasks: current, planned and archived.

Risk assessment 1s performed by

forming asset-threat relations in “Risk list”
table (“crimc_pucku”). For quantitative
estimations, numerical fields are provided
in tables of assets (“cmuic_axtuBbr”) and
threats (“cniuc_yrpo3sbr”).



The classification of sections from
multiple documents and of tasks is
implemented by the introduction of the
common classifying elements according to
Domarev’s Matrix of system approach to
IS [4]. This allows systematising and
uniting IS management and knowledge.

Risk assessment

The risk assessment is realised by
approximate estimation mechanism.

1 First, the assets to be protected are
defined and entered into the ISMS in the
form of assets list. Each asset is assigned a
loss value (36uTOK) i.e. approximate loss
estimation in case of asset failure.

2. Next, the whole scope of threats
typical to organisation in question s
entered into the ISMS in the form of threats
list. Each threat is assigned a frequency
value (uactota) i.e. approximate scaled
estimation of appearance frequency.

3. Finally, the risk list is formed by
assigning threats to assets. This step is put
instead of cross-joining assets with threats
because many minor or even impossible
risks may be formed (like physical damage
to intellectual capital). The risk values are
obtained automatically from multiplication
of asset loss value by threat frequency
value.

Risks are assigned automatically to
tasks and document records when
corresponding pair of asset and threat are
stated in classification fields.

The pivot risk chart provides the
overview of the risks faced by organisation
and asset-threat distributions with overall
estimations by each asset and each threat.

Reporting

The “Matrix” can produce analytical
reports as documents (both for printing and
export to an *.rtf file). The report formation
is performed the following way:

1 The selection parameters are
chosen on the form *“Selection criteria”.

2. The type of report is specified on
the form “Formation of documents and
reports”.

3. Report is formed for viewing and

printing or exported into an *.rtf file.

These documented reports can be
used as post instructions. And in such case
these instructions will cooperate different
departments in achieving the global goal,
such as a standard implementation.

Solved problems

According to the research of the
analogous products presented in [5], there
exist certain problems in IT GRCM
software. The following problems were
solved in ISMS “Matrix”.

1 Situation when the product is
concentrated more on assessment, than on
managerial functions is resolved because
the main function of the “Matrix” is high-
level management.

2. Limited  flexibility in  self-
assessment is resolved because the
operation of the “Matrix” is based on self-
assessment data and is dynamically rebuilt
according to any changes.

3. Situation when products may be
concentrated on a single standard and not
appropriate for broader use is resolved
because the system approach to IS enables
handling of any normative documents
from internal regulations to international
standards.

4. The situation when content is all
based on bottom-up, IT-centric control
management requirements is resolved
because the “Matrix” is designed to operate
only on high management levels,
preventing from drowning in the vast
amount of technical details. Thus overall
clearance is maintained.

5. The situation when maturity of the
products makes their interfaces complex for
users is resolved because the interfaces if
the “Matrix” can be customised on demand
for each customer

6. The price is in average 10 times
lower than in analogous products because
the system core is distributed freely and
support pricing is low due to immaturity of
the product.

7. Mostly compliance reporting with
only a light treatment of risk is resolved
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because risk assessment is a dedicated
function, providing both detailed risk
estimations and pivot charts

8. Limited audit support is resolved
by the variety of reports and pivot charts,
thus allowing to pass different audits
without reassessment.

Application of the ISMS
“Matrix”

Presently, ISMS  “Matnx” s
positioned as an information security
management, international IT standard
implementation and decision  support
system. Its development and full support
are continuously provided by the authors.
System adaptation to the structure and the
strategy of a specified organisation, with
taking the business processes peculiarities
into consideration, is available on demand.
The ISMS “Matrix” was applied in the
following organisations:

1. “MTN” Ltd., Kyiv: to manage the
corporate network security and produce
post descriptions based on corporate
regulation in 2007-2008.

2. Ukrinbank, Kyiv: to audit the
banking security system and facilitate
introducing PCIDSS and 1ISO 27001
standards in 2009-2010.

Conclusion

Using all of 1its potential, ISMS
application allows to:

l. increase  the  efficiency of
management decisions;

2. systematise and unite the forces of
different specialists for the achievement of
common goal (implementation of one or
several IS standards simultaneously);

3. estimate the current state of ISS
and its compliance to a certain IS standard;

4. obtain pivot reports on ISS state,
current and finished jobs (in extension,
updating, etc.)

Due to scarcity of resources devoted
to the development of the ISMS “Matrix”,
wide encompassing of IS management
processes 1s compensated by inability to
operate at lower technical levels (for
example, collecting or analyzing log files).

To compensate these challenges and
accelerate the development of the product,
it is needed to invest money to support the
developed or devote a professional
development team.

Presently, the ISMS “Matrix” is
distributed freely at the developers’
website [6]. Comments, user feedback and
inquiries are welcome.
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