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Introduction

Mobile ad hoc networks (MANETS)
have gained significant attention in recent
years due to their ability to support flexible,
infrastructure-free communication across a
wide range of applications — from emergency
response and battlefield communication to
IoT-based smart environments. These net-
works consist of self-organizing mobile nodes
that cooperate to form temporary network to-
pologies and route data dynamically based on
current conditions.

Among the numerous routing protocols
developed for MANETS, the Ad hoc On-De-
mand Distance Vector (AODV) protocol has
emerged as one of the most prominent due to
its reactive nature, low overhead, and scala-
bility. However, its design assumptions about
node cooperation and trust make it particu-
larly susceptible to various types of attacks.
To address some of these vulnerabilities, an
enhanced version, E-AODYV, was introduced,
incorporating additional mechanisms to de-
tect and mitigate malicious behavior.

Despite these improvements, MANETSs
remain vulnerable to sophisticated routing at-
tacks, such as black hole and gray tunnel at-
tacks. In a black hole attack, a malicious node
falsely advertises optimal routes and subse-
quently drops all intercepted packets, effec-
tively disrupting the communication flow. In
a gray tunnel attack, the malicious node selec-
tively drops packets, making the attack harder
to detect and potentially more damaging over
time.

Such threats not only compromise data
integrity and availability but also undermine

the overall reliability of the network. Hence,
ensuring secure and trustworthy routing in
MANETS remains a critical challenge.

This paper presents a detailed analysis
of the behavior of AODV and E-AODV pro-
tocols under black hole and gray tunnel at-
tacks. Through simulated scenarios, we inves-
tigate the extent of vulnerabilities and propose
a set of protective mechanisms aimed at de-
tecting abnormal routing behavior and miti-
gating its impact. The effectiveness of these
mechanisms is evaluated based on several
performance indicators, including packet de-
livery ratio, end-to-end delay, and throughput.

Principles of AODV and E-AODV

The Ad hoc On-Demand Distance Vec-
tor (AODV) protocol is a widely used reactive
routing protocol in mobile ad hoc networks
(MANETS). It creates routes only when they
are needed, which minimizes routing over-
head and conserves network resources. When
a source node needs to send data to a destina-
tion for which it has no route, it broadcasts a
Route Request (RREQ) packet. This RREQ
propagates through the network until it
reaches the destination or an intermediate
node with a fresh route. Then, a Route Reply
(RREP) is unicast back to the source. AODV
uses sequence numbers to ensure the fresh-
ness of routing information and to prevent
routing loops. Once the route is established,
data packets are forwarded along the selected
path. If a link break occurs, a Route Error
(RERR) message is generated to inform up-
stream nodes to invalidate the broken route.

Although efficient, AODV is vulnera-
ble to various security threats due to the lack
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of built-in authentication or trust verification.
For instance, a malicious node can respond
with a falsified RREP, attracting data packets
and dropping them, resulting in a black hole
attack.

To address these vulnerabilities, the En-
hanced AODV (E-AODV) protocol intro-
duces several security-oriented improve-
ments. E-AODV maintains the reactive nature
of AODV but adds mechanisms to detect and
avoid malicious nodes. It incorporates trust
evaluation for neighboring nodes, where trust
metrics are updated based on routing behav-
ior. Nodes that frequently cause route failures
or act abnormally are assigned lower trust val-
ues. E-AODV also filters suspicious routes by
analyzing the timing and frequency of RREP
messages, thereby detecting anomalies such
as premature or overly frequent replies. Addi-
tionally, it introduces reverse path verifica-
tion, ensuring the integrity of the routing path
by confirming that intermediate nodes are
genuinely part of the established route.

AODV E-AODV
l I
Reactive Modificed
protocol AODV
[
On-demand Mitigation of
route formation malicious node
I impact
Susceptibility Suspicious h
tgreliting route filtering
attacks
J
Reverse path
verification

Fig. 1. Comparetion of AODV, E-AODV

Through these (Fig.1) enhancements,
E-AODYV improves the robustness of routing
in hostile or unpredictable network environ-
ments, providing a more secure foundation
for reliable communication in MANETs.

Mobile ad hoc networks (MANETS)
rely heavily on routing protocols such as
AODV (Ad hoc On-Demand Distance Vec-
tor) and its enhanced version E-AODV to dy-
namically establish paths between mobile
nodes without fixed infrastructure. These pro-
tocols, especially AODV, are reactive —

meaning routes are discovered only when
needed — and they operate based on the as-
sumption of mutual trust between nodes. This
fundamental assumption creates a significant
vulnerability that is often exploited by rout-
ing-layer attacks, such as the black hole and
gray tunnel attacks.

In AODV, when a node wants to initiate
communication but lacks a route to the desti-
nation, it broadcasts a Route Request
(RREQ). A malicious node can respond im-
mediately with a forged Route Reply (RREP),
claiming to have the shortest path. Because
AOQODV prioritizes replies with the highest se-
quence numbers and the shortest path, the ma-
licious node is quickly selected as part of the
active route. This enables a black hole attack,
where the malicious node drops all data pack-
ets after attracting the traffic, thereby causing
adenial of service. Since AODV does not per-
form verification of the responding node or
the proposed route, it is particularly suscepti-
ble to this form of attack.

The gray tunnel attack is more decep-
tive. In this scenario, a malicious node also re-
sponds with a forged RREP and becomes part
of the route, but instead of dropping all pack-
ets, it selectively drops them—perhaps based
on packet content, source address, or timing.
This behavior allows the node to appear nor-
mal while still disrupting communication,
making detection difficult using simple
packet delivery metrics. Since AODV lacks
continuous route validation or acknowledg-
ment mechanisms, it is ill-equipped to detect
such selective interference.

E-AODV was developed to improve
upon AODV’s limitations, particularly its
vulnerability to these attacks. E-AODV inte-
grates several enhancements such as trust
evaluation, route reply timing analysis, and
reverse route verification. When a node re-
ceives multiple RREPs, E-AODV not only
considers the shortest path and highest se-
quence number but also checks for con-
sistency in the reply timing and the behavioral
history of the sending node. If a node has been
previously identified as suspicious due to
dropped packets or abrupt route changes, its
replies can be ignored or deprioritized. Some
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versions of E-AODV implement a trust score,
which is dynamically updated based on past
forwarding behavior. This allows nodes to
make routing decisions based not only on to-
pology but also on behavioral patterns, in-
creasing resistance to black hole and gray tun-
nel attacks.

Despite these improvements, gray tun-
nel attacks still pose a challenge, as even E-
AODV’s enhancements may not detect them
without external acknowledgment or behav-
ioral analysis. To address this, researchers are
increasingly integrating machine learning-
based anomaly detection, acknowledgment-
based methods (e.g., TWOACK, AACK), and
cross-layer detection with E-AODV. These
hybrid models enable the network to correlate
routing behavior with metrics like packet loss,
latency, or signal quality, allowing more ac-
curate differentiation between malicious
drops and natural disruptions.

In summary, AODV is highly vulnera-
ble to both black hole and gray tunnel attacks
due to its trust-based, lightweight design. E-
AODV mitigates some of these vulnerabili-
ties by incorporating additional route valida-
tion and behavioral monitoring, but further in-
tegration with intelligent detection mecha-
nisms is necessary to defend against more so-
phisticated, selective attacks. Enhancing E-
AODYV with such adaptive mechanisms con-
tinues to be a critical direction for ensuring
secure and resilient routing in MANETs.

Simulation of Attack Scenarios
and Defense Mechanisms

To evaluate the effectiveness of AODV
and E-AODV protocols under security
threats, we conducted simulation-based mod-
eling of attack scenarios and integrated de-
fense mechanisms. The goal of the simulation
is to assess protocol resilience under black
hole and gray tunnel attacks and to observe
the behavior of enhanced routing under pro-
posed protective features.

Simulation Environment

The simulation was implemented using
a lightweight custom Python-based frame-
work built on the networkx library, which en-
ables dynamic construction of ad hoc topolo-
gies. Nodes are represented as vertices in a

directed graph, and communication links in-
clude attributes such as delay and packet loss
probability. This setup provides flexibility for
injecting malicious behavior and measuring
its impact under controlled parameters.

To assess scalability and protocol be-
havior across different network sizes, simula-
tions were conducted using several node
counts: 10, 25, 50, and 100 nodes. This range
allows comparison between small-scale, mid-
size, and large-scale MANET environments.

e 10 nodes: A minimal setup to illus-
trate basic attack impact and defense reac-
tions.

e 25 nodes: Represents a small MA-
NET, such as a localized IoT deployment or
tactical team.

e 50 nodes: A standard testbed size
for performance benchmarking.

e 100 nodes: A large-scale network
scenario simulating high-density mobile envi-
ronments.

For each configuration, 100 random
packet transmissions were simulated between
randomly selected source-destination pairs.

Other simulation parameters:

e Topology: Random graph (Erdds—
Rényi model)

e Packet generation rate: 100 trans-
missions per simulation

e Delay range per link: 1-5 ms

e Packet loss probability per link: 0—
10%

Attack Modeling

Two attack models were implemented.
Black hole attack: A designated malicious
node intercepts Route Request (RREQ) mes-
sages and immediately responds with forged
Route Reply (RREP) messages claiming opti-
mal routes. Once selected for forwarding, the
node drops all data packets, simulating a de-
nial of service. Gray tunnel attack: A mali-
cious node selectively forwards some data
packets while silently dropping others. The
selection is probabilistic (e.g., drops 50% of
traffic), making it harder to detect.

Defense Mechanism Integration

To simulate E-AODV, the following
adaptive mechanisms were introduced into
the baseline AODV logic:
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e Trust evaluation: Nodes record
successful vs. failed forwarding behavior of
neighbors. Nodes with a trust score below a
threshold are avoided in route selection.

e Route reply timing analysis: Rapid
or frequent RREP responses trigger suspicion
flags, especially if inconsistencies arise in se-
quence numbers or hop counts.

e Gray behavior detection: For each
forwarding node, a packet forwarding ratio is
calculated over time. If it falls below an ac-
ceptable threshold while still forwarding
some traffic, gray tunnel behavior is inferred.

Evaluation Metrics

To objectively assess protocol perfor-
mance under attack and protection scenarios,
the following criteria were used:

e Packet Delivery Ratio (PDR) — in-
dicates overall success of data delivery:

Received Packets

PDR =

Sent Packets

e Average end-to-end delay — re-
flects the responsiveness and efficiency of
routing:

Z(tarrival _tsent)
Received Packets’

Delay =

e Packet loss rate — measures the dis-
ruptive impact of attacks or route failures:

Sent Packets—Received Packets
Sent Packets

PLR = X 100%.

e Routing Overhead: Quantifies the
control message burden imposed by route dis-
covery and maintenance mechanisms.

By evaluating these metrics across mul-
tiple network sizes, the robustness and adapt-
ability of each protocol under varied condi-
tions can be thoroughly assessed.
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Fig. 2. Packet Delivery Ratio (PDR) vs Number
of Nodes

The simulation results clearly demon-
strate the performance differences between
AODV and its enhanced counterpart, E-
AODV, when exposed to black hole and gray
tunnel attacks across various network scales.

As illustrated in Fig. 2, the Packet De-
livery Ratio (PDR) for the standard AODV
protocol decreases significantly as the num-
ber of nodes increases—from 0.58 with 10
nodes to just 0.43 at 100 nodes. This degrada-
tion reflects AODV’s vulnerability to mali-
cious behavior in dense network environ-
ments. The more nodes present, the higher the
probability that a malicious node will be se-
lected as a part of the routing path due to the
lack of verification mechanisms in AODV. In
contrast, E-AODV consistently maintains
higher delivery rates across all scenarios,
starting at 0.83 and remaining above 0.74
even in the 100-node simulation. This im-
provement results from its integrated trust
evaluation and behavioral filtering mecha-
nisms, which successfully prevent malicious
nodes from intercepting critical paths.
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Fig. 3 Average End-to-End Delay vs Number of
Nodes

Fig. 3 highlights the trend in average
end-to-end delay. For AODV, delay grows
sharply with node count, increasing from 40
ms at 10 nodes to 95 ms at 100 nodes. This
growth is caused by frequent route discover-
ies, increased interference, and route failures
in the presence of undetected attacks. E-
AODV, while initially showing slightly
higher delay due to its additional control op-
erations (such as trust calculations and re-
sponse filtering), demonstrates better scala-
bility and path stability as network size in-
creases. The delay grows more gradually,
showing that E-AODV routes are less



Lpobnemu indhopmamusauii ma ynpasninns, 1 (81)°2025

123

frequently disrupted and more efficient over
time despite the increased control overhead.
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Fig. 4. Packet Loss Rate (PLR) vs Number of
Nodes

Packet loss patterns are presented in
Fig. 4. AODV suffers from rising Packet Loss
Rate (PLR) as the network expands—from
42% at 10 nodes to 57% at 100 nodes—con-
firming that black hole and gray tunnel at-
tacks have more severe consequences in
larger networks. The loss of control over rout-
ing decisions and lack of detection mecha-
nisms result in significant data drops. In con-
trast, E-AODV maintains a comparatively
low and stable PLR: only 17% at 10 nodes and
26% at 100 nodes. This confirms the effec-
tiveness of its security enhancements, partic-
ularly in filtering untrustworthy nodes and re-
inforcing valid route construction.

Collectively, the results (Figures 1-3)
validate the hypothesis that E-AODV,
through the incorporation of adaptive trust
and detection mechanisms, significantly en-
hances routing robustness, delivery success,
and resistance to attack-induced disruption
across a range of MANET configurations.
While the improvements come at the cost of
increased routing overhead and slightly
higher delays under benign conditions, the
gains in packet delivery and resilience make
E-AODV a superior choice in environments
where security threats are present and net-
work reliability is critical.

Conclusion

This study presented a comprehensive
evaluation of the AODV and E-AODV rout-
ing protocols under two prominent routing-
layer threats in MANETS: black hole and gray
tunnel attacks. Through systematic simulation
experiments using a custom Python-based

environment, we modeled both the malicious
behavior and the defense mechanisms and
evaluated protocol performance under vary-
ing network sizes (10, 25, 50, and 100 nodes).

The results demonstrate that the stand-
ard AODV protocol, while efficient in benign
conditions, becomes increasingly vulnerable
in the presence of malicious nodes. As the
network scale grows, its lack of built-in secu-
rity leads to sharp declines in packet delivery
ratio (PDR), increased average end-to-end de-
lay, and higher packet loss rate (PLR). The
black hole attack, in particular, shows imme-
diate and severe impact, while the gray tunnel
attack introduces subtle, harder-to-detect dis-
ruptions that accumulate over time and de-
grade routing efficiency.

E-AODYV, on the other hand, incorpo-
rates adaptive trust-based mechanisms, route
reply analysis, and selective path filtering to
detect and avoid potentially malicious nodes.
These enhancements enable the protocol to
maintain significantly higher delivery ratios
and lower packet loss rates across all tested
configurations. Although E-AODV incurs
slightly higher end-to-end delay due to its
monitoring and trust computations, this trade-
off is acceptable given the improved security
and resilience outcomes.

Importantly, the scalability of E-AODV
was validated by its consistent performance as
the number of nodes increased. Even in large-
scale networks, it successfully mitigated the
disruptive effects of routing attacks through
early detection and adaptive route selection.
The protocol's modular design also allows for
future integration of more advanced detection
methods, such as machine learning or cross-
layer analysis.

In conclusion, E-AODV presents a via-
ble and effective improvement over the tradi-
tional AODV protocol for securing routing in
MANETs. Its ability to dynamically evaluate
node behavior and respond to emerging
threats makes it especially suitable for de-
ployment in hostile or mission-critical envi-
ronments, such as battlefield networks, emer-
gency response systems, and decentralized
IoT frameworks. Future work may focus on
further optimizing its trust models and
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reducing the overhead introduced by its secu-
rity extensions.
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SECURITY MECHANISMS FOR AODV AND E-AODV PROTOCOLS AGAINST
BLACK HOLE AND GRAY TUNNEL ATTACKS

This paper investigates the security vulnerabilities of the AODV (Ad hoc On-Demand

Distance Vector) and E-AODV (Enhanced AODYV) routing protocols in mobile ad hoc networks
(MANETs), focusing on two common attack types: black hole and gray tunnel attacks. A com-
prehensive analysis is conducted to examine how these attacks affect routing reliability, packet
delivery, and network performance. E-AODV is evaluated as an improved protocol incorporat-
ing adaptive trust mechanisms, response timing analysis, and behavioral monitoring to mitigate
malicious node interference. A simulation framework is implemented using a Python-based en-
vironment, where various network sizes (10—100 nodes) are tested. Key performance indicators
such as Packet Delivery Ratio (PDR), End-to-End Delay, and Packet Loss Rate (PLR) are used
to compare protocol behavior. Results show that E-AODYV significantly enhances resilience to
attack-induced disruption, outperforming standard AODYV in both delivery efficiency and secu-
rity reliability across diverse MANET topologies.
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MEXAHI3MMU BE3IIEKH JJIA ITPOTOKOJIIB AODV TA E-AODV BIJI ATAK YOP-
HUX JAIP TA CIPOI'O TYHEJIIO

Y yitt cmammi oocnioaxcyromscs epaznusocmi npomoxonie mapupymuzayii AODV (Ad
hoc On-Demand Distance Vector) ma E-AODV (Enhanced AODYV) y mobinbnux ad hoc mepe-
acax (MANET), 30cepeoacyrouucy Ha 080X NOUUPEHUX MUNAX AMAK. AMAKAX YOpHUX Oip ma
cipozo mynenio. IIposedeno KoMnieKCHUU ananis, wod 0ocaioumu, K yi amaxku GNiueaoms Ha
HAOIliHiCMb Mapwpymusayii, 00cmaexy naxkemie ma npooykmusricmos mepedxci. E-AODV oyi-
HIOEMbCSL AK NOKPAWEHUL NPOMOKOIL, WO BKIIOYAE A0ANMUBHI MEXAHI3MU 008IpU, AHAI3 YaACy
8I02YKY mMa MOHIMOPUHE NOBEOTHKU OJ1 3MEHULeHHSl 6MPYYAHHS 3108MUCHUX 8V37116. MoodenbHy
CMPYKmMypy peanizoeano 3a 00NomMo201o cepedosunja na ocHosi Python, 0e mecmyrombcs me-
peoici pisnux posmipis (10—100 y3nig). /[ns nopieusanusa no8ediHKU NPOMOKOJIE BUKOPUCTNOB)-
IOMbCsl KIIOYO08I NOKA3HUKU egheKkmusHocmi, maki sx Koe@iyieum oocmasku naxemie (PDR),
HAcKpi3Ha 3ampumka ma Koegiyieum empamu naxkemis (PLR). Pe3yniomamu noxazyroms, wo
E-AODV 3nauno niosuwye cmitikicms 00 30018, CNpUYUHEHUX aMaKamu, nepeeepuLyroyy cma-
Hoapmuuti AODV sax 3a egpekmusnicmio docmasku, max i 3a HAOIUHICMIO Oe3neKu 6 Pi3HUX
mononocisix MANET.

Knrowuoei cnosa: AODV; E-AODV; MANET; amaxa uopHoi 0ipu, amaka cipoeo myHeinro,
be3neuna mapupymusayis, Mexanizm Ha OCHOBI 008IpU; GUABILEHHS 6MOPSHEHb, mMpama na-
Kemis, be3neka npomoKoy Mapupymusayii; cumyrayitiHull ananis, besnexa ad hoc mepedici.



