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Introduction

The creation and operation of electronic
document management systems (EDMS) in
medical institutions arises from the require-
ments of the modern era. Thus, on the one
hand, personal and medical information en-
tered into EDMS in medical organizations, es-
pecially psychological and sexual health sta-
tus, genetic data, etc. are information of seri-
ous sensitivity for patients, and protecting
their confidentiality is of great importance.
The seizure of this information by outsiders
can cause moral damage to the patient and
negatively affect his psychological state.

On the other hand, the organization of
the collection, reliable storage, confidentiality,
completeness and accessibility of information
about medical activities of patients, laboratory
tests, results of USM, MRI, etc. examinations,
treatment procedures, etc. in the database, and
the prevention of unauthorized use, modifica-
tion and dissemination is of great importance
for medical organizations. Thus, unauthorized
interference with medical data, alteration of
medical documents, including diagnoses and
test results, can hinder the proper treatment of
the patient, monitoring of his health, prepara-
tion of reports, resolution of insurance issues,
investigation and investigation of problems
and disputes that may arise between the

patient and the doctor or medical organization,
and the correct assessment of responsibilities
in forensic medical documents [1-2].

In general, the registration and storage
of medical documents in the EDMS in medi-
cal organizations should provide solutions to
the following important issues [1]:

e Jlegal security of medical docu-
ments;

e protection of the confidentiality of
patients' personal and medical information,
prevention of unauthorized disclosure, modi-
fication, deletion, loss of documents;

e monitoring and evaluation of pa-
tients' diagnosis and analysis data, treatment
process;

e determination of the responsibili-
ties of medical personnel and medical organi-
zations;

e ensuring the efficient conduct of
various statistical reports;

e accessibility of documents to all
authorized users;

e timely detection of possible errors
in documents.

Keeping personal and medical infor-
mation confidential increases patients' trust in
the medical organization, including treatment,
and allows them to easily share all information
about their health with medical personnel. It is
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known that medical personnel have profes-
sional obligations to protect the confidentiality
of patient information, which strengthens the
doctor-patient relationship and increases con-
fidence that the patient's personal information
is in safe hands. At the same time, patients
have the right to demand that their medical in-
formation be kept confidential and that this in-
formation be accessible only to the relevant
medical personnel.

To ensure the security of medical docu-
ments, including the protection of patients'
personal and medical data, it is necessary to
comprehensively consider the aspects speci-
fied in regulatory legal acts. The main criteria
for organizing the protection of an electronic
document include the following aspects re-
lated to threats to its confidentiality, integrity
and availability [3]:

e Confidentiality — only authorized
persons can access the document;

e Authorization — determines what
permissions other persons have in the process
of working with the document;

e Accountability — what procedures
are allowed to be performed with the docu-
ment;

e Integrity — determines the authen-
ticity of the document and the registration of
changes to it;

e  Authenticity — confirms the authen-
ticity of the document, its identity with the
original;

e Non-repudiation — ensures that the
author of the document cannot refuse it.

From the above, it can be concluded that
there is a need to take serious security
measures to ensure the confidentiality, com-
pleteness and availability of medical docu-
ments, including personal and medical infor-
mation of patients, in EDMS of medical or-
ganizations. The article is devoted to the study
of this topical issue.

International experience in the
field of legislation on the protection of
medical documents

It should be noted that in most countries
there are strict legislative acts regulating the
protection of personal data, and the protection
of the confidentiality of medical data is also

ensured within the framework of regulatory
legal documents intended for personal data.
Although these guiding documents have dif-
ferent names in different countries, they essen-
tially serve the same purpose — to resolve the
problem of protecting personal data, including
medical data, through legislation.

The Health Insurance Portability and
Accountability Act (HIPAA), passed by the
US Congress on August 21, 1996, is specifi-
cally designed to regulate the protection of pa-
tients' medical information. Medical person-
nel are required to comply with the require-
ments of these regulatory legal documents, vi-
olations of which create serious legal liability.

This document combines the following
main provisions [4]:

e Ensuring the confidentiality of pa-
tient information;

e Protection of electronic docu-
ments;

e Immediate detection and notifica-
tion of violations of the rules;

e Determination of liability and ap-
plication of a penalty system in case of viola-
tion of the rules;

e Compliance of the organization's
partners with the requirements of the HIPAA
act.

The GDPR (General Data Protection
Regulation), which sets out the regulation on
the protection of personal data in the European
Union countries, has been in force since May
25, 2016. This document generally provides
the following provisions:

e Personal data must be processed
and stored in accordance with the law;

e Personal data may be obtained only
for specified purposes and may not be used
for other purposes;

e  Only parts of personal data that are
necessary may be collected and stored,;

e Personal data must be accurate, not
falsified or distorted;

e Personal data must be protected
with a high level of security measures.

GDPR provides for ensuring a high
level of data protection within the framework
of the law, as well as determining liability and
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applying penalties in case of violation of these
rules.

In countries such as Turkey and Azer-
baijan, the protection of medical data is simi-
larly carried out within the framework of reg-
ulatory legal documents ensuring the confi-
dentiality of personal data. Thus, in Azerbai-
jan, on May 11, 2011, the Law of the Republic
of Azerbaijan “On Personal Data” was
adopted, and on September 6, 2010, the “Re-
quirements for the Protection of Personal
Data” were approved.

Distributed structured EDMS for
medical organizations

In practice, structural units (outpatient
and inpatient examination and treatment clin-
ics, laboratories, etc.) included in medical or-
ganizations, as well as branches, can be lo-
cated and operate at geographically distant
distances from each other. This also affects the
structure of the databases of the EDMS oper-
ating in that medical organization. At the same
time, it should be noted that branches of med-
ical organizations may differ from each other
in terms of functionality, for example, one
branch of a medical organization may special-
ize in a certain field and may work with docu-
ments in different formats (with images,
graphics, videos, etc.). Diagnostic equipment
or laboratory analysis equipment in that
branch may not be available in other branches.
This also creates the need to create and ex-
change different medical documents prepared
in each of the branches. In this regard, the
structures of the databases used in separate
structural units of a medical organization
should be harmonized and their mutual func-
tionality should be ensured, or a single data-
base should be created and all structural units
should operate with that database. It is clear
that it can be efficient for each branch and
structural unit to have its own separate server
and database. Thus, when a patient applies to
the same branch or structural unit again, it can
be faster and more secure to obtain previous
medical information from the local database
rather than from the central database. How-
ever, such an approach requires additional
costs (for the server and other equipment, soft-
ware, IT specialists, security measures), and

difficulties may arise in exchanging infor-
mation between other branches and structural
units.

In the second approach, which has a
central server and database, branches and
structural units, in addition to storing all med-
ical documents in their own databases, also
transfer them to the database located on the
central server. In this case, the EDMS of a
medical organization has a distributed struc-
ture. Such a structure includes a central server
and database that stores all information, as
well as local databases of each branch or struc-
tural unit.

Based on the principles considered, the
functional scheme of a distributed database for
storing medical information in a medical or-
ganization and its subordinate branches is de-
picted in Fig. 1.
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Fig. 1. Distributed structured database of medical
organizations

In the figure, DBA, DBB, etc. are data-
bases belonging to branches or structural
units, DBCenter is the central database, and
DBCenter 2 is a backup copy of the central da-
tabase.

In general, data in distributed databases
can be geographically or functionally distrib-
uted. A distributed database system is a net-
work of databases in which data is stored at
multiple geographical and functionally differ-
ent physical or logical locations. Depending
on the type of query entered into the database
system, the query is directed to all databases
or to specific databases for response. Database
distribution allows for timely execution of
queries across large amounts of data, success-
ful error recovery, and more reliable security
by placing them in different physical data-
bases.
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Access control model in EDMS of
medical organizations

Access control is of particular im-
portance for data protection in EDMS of med-
ical organizations. By implementing proper
access control, it is possible to guarantee that
only authorized persons can access certain re-
sources or perform appropriate authorized op-
erations within the system. Failure to imple-
ment access control mechanisms at the re-
quired level can pose a serious threat to ensur-
ing the confidentiality, integrity and accessi-
bility of medical data (documents) [5].

In the absence of access control, unau-
thorized persons may access medical data
without authorization, which can lead to
threats such as leakage of that data, unauthor-
ized access, unauthorized modification, cor-
ruption, deletion, etc. Prevention of unauthor-
ized access leads to a reduction in potential cy-
bersecurity risks. Thus, strong control
measures such as strict identification and two-
factor authentication during system access,
and encryption of passwords significantly pre-
vent unauthorized access attempts.
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In addition, managing the authority of
the personnel working with this information is
also of great importance in ensuring the secu-
rity of patients' personal and medical infor-
mation. In the distributed structured EDMS of
the network of medical organizations, the au-
thority of the personnel working with medical
information to work with documents can be
generally divided into the following levels:

e System or network administrator
can perform writing and reading processes on
all types of documents, and can sign them.

e Doctor has the authority to write,
read, and sign on all documents he has com-
piled and can view all patient documents
available in the system.

e [Laboratory assistants can read all
documents related to their activities and sign
all documents they have created.

e Operators can read and write all
types of registration and referral type docu-
ments.

The above is schematically shown in
Fig. 2.

Own Documents

Own Documents

Operators documents are sended them

Own Documents
Operators documents are sended them

Labs documents are sended them

Own Documents

All Documents

Fig. 2. Personnel authority for working with medical documents
(r — reading, w — writing, s — signing and sending)

The organization of access permissions
to medical documents is based on the Role-
Based Access Control (RBAC) model [6].
This model has certain advantages compared
to other models. These include ease of man-
agement, prevention of leaks, restriction of
unauthorized access, reduction of the risk of

unauthorized modification and deletion of
data, scalability, and ease of information ex-
change between users with roles.

It should be noted that when managing
access to resources for medical documents, in
many cases, it becomes necessary to dynami-
cally organize the permissions of assigned
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roles. Thus, when doctors, laboratory techni-
cians or other employees using the system are
given permissions outside the assigned role or
when some of the powers in the roles are pro-
hibited, it becomes necessary to organize dy-
namic permissions. For example, the provi-
sion of additional powers to personnel newly
appointed to a position or on probation in a
certain position, or the dynamic change of
roles in the event of a reduction in some of the
powers initially granted, allows for more con-
venient management in the data security sys-
tem.

In these cases, the compilation of tables
of roles and permissions allows for dynamism.
Thus, in addition to the roles assigned to the
user in connection with the current position, in
exceptional cases, he can be given separate
permissions. It is clear that each permission in
itself gives access to certain resources, which
is organized by matching that permission with
the ID of the resource. In this case, the author-
ization process uses tokens to match the ID as-
signed to the user with the IDs of individual
resources and determines whether the user has
permission to that resource. In order to ensure
dynamism of access to documents (resources),
in addition to assigning roles to users, it is ad-
visable to define separate ‘“user-permission”
relationships for granting external permissions
or prohibiting permissions in existing roles

(Fig. 3).
@/ +/- permissions additional permissions

PERMISSION

Fig. 3. Dynamic role-based permissions
organization

Another positive aspect of the dynamic
role switching in the RBAC model is that dy-
namic role switching allows users to access
the appropriate resources only at the right
time, thereby increasing the level of security
and preventing users from acquiring exces-
sively long-term privileges. On the other hand,
according to this model, access to sensitive pa-
tient data can be allowed only at certain time
intervals, which has a positive effect on pre-
venting data leakage.

Another positive aspect of the RBAC
model is that it provides more flexible man-
agement. Thus, quick adaptation to emergen-
cies or other changing work modes is an im-
portant feature for medical organizations. In
such situations, medical personnel can be
given temporary roles and can be taken back
after the work is completed.

The dynamics of changing roles ensure
more efficient use of resources. Thanks to
changing roles according to needs, medical
personnel only use the resources appropriate
to their tasks, thereby preventing the use of un-
necessary resources.

Protection of medical data during
exchange in the EDMS of a medical or-
ganization

As mentioned, corporate computer net-
works operate in medical organizations, the
exchange of medical documents and infor-
mation about patients is carried out through an
EDMS. In this case, all documents and infor-
mation of the EDMS are stored on a central
server. The server is strictly physically pro-
tected and direct interference with it is ex-
cluded. It is considered possible to interfere
with the information circulating and processed
in the system at the level of individual nodes
and during the transmission process.

Experience shows that, like other criti-
cal infrastructures, medical organizations are
regularly subjected to cyberattacks. Some of
such attacks are targeted at information during
the exchange of information between nodes of
the enterprise network, and malicious actors
attempt to seize personal and medical infor-
mation of patients through methods such as
“Sniffing”, “Man-in-the-Middle”, “Spoof-
ing”, “Phishing and DNS Spoofing”, etc. In
this regard, the main focus in such systems is
on the problems of identification, authentica-
tion, confidentiality, completeness and availa-
bility.

To prevent the mentioned attacks and
ensure information security, the application of
necessary protection methods, including relia-
ble authorization, identification and authenti-
cation systems, encryption algorithms, key ex-
change protocols, can give effective results.
For this purpose, along with standard
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methods, it is proposed to use special methods
and algorithms, software and hardware tools
developed by the authors. The advantage of
the proposed methods and tools is that, on the
one hand, they are less known than standard
methods and tools, so the probability of their
vulnerabilities being discovered is low, and on
the other hand, their implementation is many
times cheaper.

Authentication and authorization
of users in the EDMS

In order to increase the level of protec-
tion of patients' medical data, it is important to
solve the authentication and authorization is-
sues in the proposed system. Authentication is
the first stage of the process of ensuring the
security of applications of users of the EDMS
of a medical organization (persons registered
in the system) and determines the procedure
for their entry into the system and confirma-
tion of their identity. Authorization, on the
other hand, includes determining the access
rights of users to the system resources within
the framework of the established authorities
and whether they are granted permissions.
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Server‘

i
o

|

| (2.1) Authenticate User

Authentication and identification pro-
cesses are performed in the following se-
quence. First, the system administrator assigns
a name (ID) and an initial password (Pass-
word) to the user. During the first login to the
system, the user is required to change this
password. Thus, the confidentiality of the
password is ensured.

We will compare the following two ex-
isting approaches to session management and
authentication [10]:

e Cookie or Session-based approach;

e JSON Web Token (JWT)-based
approach.

Cookie-based authentication involves
storing relevant authentication information in
the browser via cookies when users log in to a
site. During login, the user is given a token.
The user must present this token to the server
each time with his request. In order to perform
the request, the server compares the token sent
with the request with the corresponding data
in the database, confirms that the request was
indeed sent by that user, and returns a positive
response to the server (Fig. 4).
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CHentl
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Database

Fig. 4. Cookie-based user authentication [10]

In the JWT-based approach, database
access 1s not required for each request. Here,
the user information is stored in the signature
created for the session. To protect the user's

information, the token part is signed and veri-
fied using a secret key known only to the
server. As a rule, the use of JWT tokens is con-
sidered appropriate to reduce the load on the
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database and ensure faster processing of re-
quests. When a request is sent using a token
during the authorization process, it is checked
whether the user has access to the requested
resource by comparing it with the permissions
assigned to him (Fig. 5).

Ensuring confidentiality of infor-
mation

In distributed structured information
systems, it is considered advisable to transmit

Client |

| (1) Authentication Request

Server |

>

data through secure tunnels to prevent inter-
ception during exchange. It is assumed that all
documents created by users and entered into
the system are stored in their original form on
the server. Each time a new session is started
during document exchange, and the data is en-
crypted using the secret key created for that
session and transmitted to the other party.
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Fig. 5. JSON-based user authentication [10]

The algorithm for creating a secure tun-
nel and transmitting information through this
tunnel in the EDMS is as follows:

1. A secret session is created when an
electronic document compiled by each user
using the network is placed in the system, as
well as when a document in one node is trans-
ferred to another node;

2. Secret keys intended for use during
each secret session are created using a special
key exchange protocol and transmitted to the
parties [7]. This key is intended for one-time
use. A new key is generated during a new ses-
sion;

3. Based on the type and format of the
file to be exchanged, the appropriate one from
the available encryption methods is selected.
For text-formatted documents, a chaotic en-
cryption method based on the movement of

molecules [8] is used, and for image-formatted
documents, a labyrinth generation-based en-
cryption method [9] is used. The sender en-
crypts the document with a secret key obtained
through the appropriate protocol and transmits
it to the other party via the network;

4. After receiving the encrypted docu-
ment, the recipient performs the decryption
operation using the secret session key and re-
stores the original document;

5. End.

If a new document needs to be trans-
ferred, another session is created and the
above steps are repeated.

The procedure for creating a secret key
for a session is illustrated in Fig. 6, and the
procedure for transferring documents via a se-
cret tunnel within a session is illustrated in
Fig. 7.
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Fig. 7. The process of transferring documents via a secret tunnel within a session

It should be noted that when accessing
documents within the system, the exchange
process is executed after determining whether
the user has permission to that document.

Conclusion

In order to organize electronic document
management in medical organizations and
protect patient data, it was proposed to create
a unified EDMS, to create appropriate meth-
ods and tools to ensure reliable protection of
medical documents and data, and to apply
them systematically. Thus, it was considered
appropriate to implement the EDMS in medi-
cal organizations as a distributed structured
database and to store all data in a central
(server) database along with local databases.
To organize the access of various authorized
users in terms of the functional duties of the
medical organization to the EDMS, a dynamic
role-based access control model was devel-
oped, and a reliable authorization procedure
was envisaged. To ensure the confidentiality
of data in the network exchange process, it
was proposed to use secure tunnels, key ex-
change protocols and appropriate encryption
methods.
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The article is devoted to the study and processing of methods for creating electronic doc-
ument management systems of medical organizations, increasing the level of protection of doc-
uments and information stored and processed in this system. For this purpose, International
and local experience in the field of legislation on the protection of documents containing per-
sonal and medical information of patients in medical organizations was commented in the ar-
ticle, the issue of creating a distributed structured electronic document management system for
medical organizations was considered, various protection methods were used to ensure the
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MPOBJIEMA 3AXHUCTY IH®OPMAIIII B CUCTEMAX EJEKTPOHHOI'O
JOKYMEHTOOBII'Y MEJNYHUX OPTAHI3AIIIN

Cmamms npucesiueHa 8u8YeHHI0 ma 00podYi Memooie CMEOPEHHs CUCEM eNleKMPOH-
HO020 OOKYMEeHMO00iey MeOUdHUX Op2aHiz3ayill, NIOBUWEHHIO PIGHS 3aXUCMy 0OKYMEeHmie ma iH-
Gopmayii, wo 30epicaromuvcs i 00poOAIOMbCA 8 Yill cucmemi. 3 yico memoro 6 cmammi 0y8
NPOKOMEHMOBAHULL MINCHAPOOHUL i Micyeutl 00C8i0 8 0bacmi 3aKOHO00A8CMBA NPO 3aXUCH
O0OKYMEeHmMI8, Wo MiCmMamb 0CoOOUCMY | MEOUUHY IHpopmayito nayienmis 6 MEOUYHUX OpeaHiza-
YIAX, pO32NAHYMO NUMAHHA CIMEOPEHHS PO3NOOINEHOI CIMPYKMYPOBAHOI cucmeMu eNeKmpOoH-
HO20 OOKYMEeHMOO00i2y 0151 MeOUUHUX OpeaHizayill, BUKOPUCMAHI PI3HI Memoou 3axucmy OJis
3a6e3neyenus KOH@IOeHyiiHocmi 01 00pobKU 0cobucmoi ma meouyHoi iHgopmayii nayien-
mie Oy10 3aNpONOHOBAHO BUKOPUCTOBY8AMU NPOYeOypy aymenmugikayii i be3neuni memoou
wuppysaums.

Knwuosi cnosa: cucmemu enekmponHo2o 00KyMeHmooobicy; KoHgioenyitinicms, asmo-
pusayis, aymenmudghikayis, po3nooineni 6azu 0aHux, mMooeib YRpagiinHsi 00CMynom.
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