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Introduction

The avionics software development
process consists of four detailed processes:

e a software requirements process
that leads to the development of high-level re-
quirements (HLR);

e a software design process that de-
velops low-level requirements (LLR) and
software architecture based on the HLR;

e the coding process that leads to the
creation of source code and non-integrated
object code;

e the process of software integration,
which involves the consolidation of software
in the form of executable programs and its in-
tegration with external devices.

High level requirements (HLR) are im-
plemented based on system architecture and
system requirements. These include timing
signals, memory management, scheduled
communications with external devices, error
response and detection methods, system per-
formance monitoring, and software separa-
tion.

The HLR is the basis for developing
low-level requirements used in the software
design process, which include descriptions of
connections to external devices, definitions
and how data flows, communication mecha-
nisms, and software components.

The encoding process involves translat-
ing the LLR into source code and precom-
piled object code. This is related to the verifi-
cation process, since at this stage the partially
developed code is pre-executed. The integra-
tion process involves compiling and combin-
ing the compiled code into executable

programs and embedding this software on the
target platform.

Literature analysis and problem
statement

Integrated modular avionics (IMA) is a
key architecture in modern aircraft design,
which allows reducing the number of autono-
mous subsystems by consolidating their func-
tions on shared computing resources. The
main advantage of IMA is the ability to share
hardware resources, which increases reliabil-
ity, efficiency of systems and reduces mainte-
nance costs [1-5]. According to Collier et al.
(2005), IMA revolutionized civil aviation by
enabling multiple avionics applications to run
concurrently on a single platform, increasing
both productivity and flexibility [7]. Further
research by Kinnan (2013) emphasizes that
modularity within the IMA simplifies system
upgrades and maintenance, while Heckmann
(2009) describes how the IMA architecture
facilitates systems engineering and integra-
tion in avionics systems by providing a robust
framework for managing multiple systems
[11-14]. Automation has become central to
software development for IMA, particularly
through the use of model-based modeling
(MBD). MBD allows the automatic genera-
tion of software components, which reduces
development time and ensures consistency
between different systems. Tools such as
Simulink and Embedded Coder play an im-
portant role in the development of real-time
systems for avionics. Perry et al. (2014) in-
vestigated how MBD optimizes design and
verification processes, while Grzelak et al.
(2018) demonstrated that using Simulink for
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automatic code generation significantly im-
proves software reliability and test efficiency,
especially in complex and safety-critical avi-
onics systems. The effectiveness of IMA sys-
tems is closely related to the reliability of the
information support they provide during op-
eration. Real-time data processing, system re-
dundancy, and fault tolerance are important
characteristics of modern avionics systems
[15, 16].

Shames (2010) emphasized that effec-
tive information management practices are
necessary for the seamless integration of var-
ious hardware and software components,
which is critical for real-world decision-mak-
ing. In addition, Chen et al. (2015) pointed out
the need for fault-tolerance mechanisms that
improve the reliability of IMA systems, espe-
cially under high-load conditions during op-
eration. One of the main challenges in soft-
ware development for IMA is to ensure com-
pliance with security standards such as DO-
178C and ARINC 653 It is important that au-
tomated systems meet these standards, espe-
cially given the increasing complexity of
modern aviation systems. Hecht and Ad-
elstein (2013) discussed the problems of cer-
tification of IMA systems, and Blanquart et
al. (2017) emphasized the importance of au-
tomated safety assessment systems that can
facilitate the verification and confirmation of
safety compliance in complex avionics envi-
ronments [17, 18].

Number of key challenges accompanies
setting the problem of software development
for automated complex and modular infor-
mation equipment of avionics. First, the com-
plexity of modularity requires seamless inte-
gration between many components, espe-
cially in real-world operating conditions. Sec-
ond, implementing automated software devel-
opment using model-based modeling raises
concerns about ensuring compliance with
strict security certification standards such as
DO-178C. Third, the growing need for real-
time data management creates additional re-
quirements for existing computing platforms,
especially for providing fault tolerance and
system redundancy. Software development
for automated complex and modular avionics

information equipment faces significant chal-
lenges related to the integration of modular
components, compliance with security certifi-
cation standards, real-time data management
and cyber security. It is necessary to develop
improved methods, techniques and tools that
will ensure seamless integration, high compli-
ance with security standards and considera-
tion of potential cyber threats. This problem
statement lays the groundwork for further re-
search into innovative methods of automa-
tion, security verification, and real-time sys-
tems development for aviation software.

The purpose and objectives of
the study

Analysis of software development pro-
cesses involves the study and assessment of
system requirements at various levels. System
requirements are divided into high-level and
low-level requirements. High-level require-
ments are developed based on the system ar-
chitecture and define the main characteristics
of the software. In turn, low-level require-
ments detail these characteristics, turning
them into specific technical solutions [10].

The task of analysis is to ensure that the
source code meets both high- and low-level
requirements. This is achieved by using the
results of the software development life cycle
to create clear and structured software re-
quirements.

The main stages of the analysis include:

1. Statement of high-level require-
ments: includes a description of the distribu-
tion of system requirements, consideration of
security requirements, functional and opera-
tional characteristics for each mode of opera-
tion, as well as performance criteria, require-
ments for execution time, memory, interfaces
and other constraints.

2. Software Architecture Develop-
ment: Based on the high-level requirements, a
software architecture is created that meets the
low-level requirements. This stage involves
the creation of algorithms, data structures, in-
put/output description, and resource manage-
ment.

3. Assessment of compliance with re-
quirements: At this stage, a check is carried
out whether the software meets the



42

established requirements, as well as detection
of possible errors, determination of methods
for their detection and security monitoring.

Thus, the analysis allows you to check
the correctness of software development, en-
suring its compliance with requirements at all
levels and contributing to the improvement of
the quality, reliability and security of the soft-
ware product.

The description should include in-
traprocessor and intratask communication
mechanisms, including fixed interrupt tim-
ings, design methods, and implementation de-
tails [6]. An important element of the descrip-
tion is user-modified software, partitioning
methods and measures to prevent partitioning,
as well as a description of the software com-
ponents and a reference to the base version
from which they were created downloaded.
This description should also include derived
requirements arising from the software devel-
opment process. If the system contains inac-
tive code, the description of the security
measures to activate the code on the target
computer and the justification of the design
decisions are directly included in the system
requirements related to its security.

The software development process is
complete when its goals and the goals of the
associated integration processes are achieved.
In the software coding process, the source
code is implemented based on the software ar-
chitecture and low-level requirements. The
inputs to the coding process are the low-level
requirements and software architecture from
the software design processes, software de-
velopment plan, and software coding stand-
ards. The software coding process can be
started when the planned transition criteria are
met. The source code is developed during this
process and is based on the system architec-
ture and low-level requirements. The target
computer and the source code of the software
coding processes are used to compile, merge
and load the data in the integration process; it
is aimed at the integration of the avionics sys-
tem or its component equipment [9].

Developed algorithms for controlling
the computer system of integrated modular

avionics in the process of design and opera-
tion.

The avionics software integration pro-
cess consists of four detailed processes:

e communication in the framework
of software certification;

e management of requirements
within the framework of software certifica-
tion;

e verification within the framework
of software certification;

e quality assessment as part of soft-
ware certification.

Certification communication is an im-
portant process for the successful completion
of software certification. This involves con-
stant cooperation and communication be-
tween the applicant and the certification body.
An applicant is an organization seeking certi-
fication. This process spans the entire soft-
ware life cycle, starting with planning and
ending with disposal. The applicant's task is
to define conformity measures that define the
manner in which the software will satisfy the
essential requirements of the certification.

The requirements management process,
like certification communication, spans the
entire software lifecycle. It covers all data and
documentation used for software develop-
ment and testing. Requirements management
is the "art" of defining, organizing, and con-
trolling change during software development.
The main task of this process is to achieve the
maximum possible efficiency while minimiz-
ing errors. The requirements management
method is related to the level of damage to the
on-board equipment. The DO-178C standard
defines two levels of software control: levels
CC1 and CC2. The CC1 level must meet all
the requirements of DO-178C, while the CC2
level only meets some of them.

The software verification process in-
volves identifying and describing errors that
have occurred from the software planning
stage to the development stage. The DO-178C
standard does not specify the methods to be
used for verification, but rather the objectives
to be achieved.

The task of the quality assessment pro-
cess is to demonstrate that the developed
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software meets the expected requirements and
standards, which, as a result, should lead to
the fact that the product meets the expecta-
tions of the customer. Software quality as-
sessment is a continuous process that begins
in the planning phase and continues through
the development and testing phases to the fi-
nal product.

All of the above characteristics can be
satisfied with respect to the developed avion-
ics software by using appropriate automated
control.

Proposed methodology

A method for predicting avionics soft-
ware vulnerabilities using branching pro-
cesses. One of the latest approaches to combat-
ing avionics software vulnerabilities is the use
of vulnerability prediction models (VPMs).
These models are based on machine learning
elements, which allows predicting software
components that may contain vulnerabilities in
their future versions. VPM modules use soft-
ware attributes from their previous versions as
input, which are then used in a binary classifi-
cation [8].

The most common learning techniques
used to model software vulnerabilities are, for
example, logistic regression, decision trees,
k-nearest neighbors, naive Bayes, random for-
est, and support vector machine (SVM).

The conducted analysis indicated the
two most popular types of VPM:

Using software metrics that take into ac-
count a certain set of software metrics when
creating a binary classifier. The purpose of pre-
testing is to empirically assess and confirm ex-
pert opinion that software complexity is con-
trasted with software security. However, the
overall weak relationship between complexity
and security vulnerabilities leads to the need to
explore different models to predict vulnerabil-
ities, such as code modification, communica-
tion, code coverage, conjugation, sequence,
and developer activity.

Use of text research methods, when the
source code of tested software components is
analyzed and presented in the form of a set of
tokens. Tokens are combined into a dataset and
a user along with vulnerability data to train
vulnerability predictors. During the second

phase, the trained classifier uses these datasets
to determine whether the future version of the
code module under study is vulnerable to bugs
and hacking attacks or not.

Finding vulnerabilities in avionics secu-
rity software that lead to bugs or hacking at-
tacks is considered a worthwhile activity that
can greatly impact flight safety and reliability.
The ability to predict the occurrence of soft-
ware vulnerabilities or quantify their impact
enables you to predict software security trends
and plan a well-understood security manage-
ment process.

The developed method is aimed at im-
proving the ability to predict vulnerabilities in
tested software. Validation and further im-
provement of the accuracy of the proposed
method requires further research with further
empirical analysis using data from vulnerabil-
ity databases or other types of vulnerability re-
sources.

Therefore, one of the solutions imple-
mented at AFIT in the area of error limitation
in the developed avionics software is an auto-
mated control system in accordance with the
requirements of the DO-178C standard and the
implementation of these requirements in the
form of a procedure in the 1SO-9001 Quality
Assurance System. The created computer sys-
tem allows you to perform inspections and cre-
ate documents required by the DO-178C
standard (ie plans, reports, reports) directly
from the IT network.

The task accepted for implementation
was to create an automated software develop-
ment management tool for flight parameters to
be developed and built at AFIT according to
the DO-178C standard.

The main functions of the built IT com-
puter support system included:

e setting up a new project, which in-
volves entering information about the name of
the project, personal data of the project man-
ager and individual contractors, their powers
and access levels of the system to the system;

e entering data into the knowledge
base regarding the implementation of the pro-
ject (details, finances, restrictions);

e automatic generation of document
templates required in the DO-178C standard
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(i.e. plans, standards, procedures and inspec-
tion methods, reports and other records);

e automatic generation of tests for
developed software and archiving of test re-
sults;

e archiving of correspondence be-
tween project executors, program files and the
results of their testing;

e automatic backup of files to a
server located in another building on the ter-
ritory of AFIT (protection against data loss);

e provision of data on the implemen-
tation of the project according to the entered
authorization of system users;

e project status reporting for audit or
verification purposes in accordance with en-
tered instructions.

A computer system supporting the man-
agement of the avionics software, after the in-
stallation of specialized software including
static and dynamic analyzes adapted to the vul-
nerability of the software and error detection,
to determine its vulnerability to structural dam-
age of the avionics system and hacking attacks,
provides direct, electronic cooperation be-
tween project participants and its control by
the project manager, who is responsible for the
correct implementation of the project.

Structural diagram of the computer sys-
tem for supporting the management process

The main structural element of the com-
puter system that provides management of avi-
onics software development is a special server
built into the AFIT IT network. The server in-
teracts with the workstations of individual us-
ers of the system. A file server, called a
backup, is used to protect the collected infor-
mation. Its task is to archive files. The status of
the project is stored in its memory after each
"working day". It also cooperates with a failo-
ver server, which is activated in case of failure
of the main server (protecting the current pro-
gress of the project).

The operating software of the main
server includes the Windows Server operating
system, the Windows SQL Server database,
and the MS Office editing and calculation
package as specialized software for project
management using instructions according to
the DO-178C standard.

A model of a computer system support-
ing the development of safety-critical avionics
software; (1) a diagram of the architecture of a
computer system integrated with an IT net-
work; (2) file server architecture diagram.

Specialized software installed on the
server uses computing modules, which in-
clude:

e basic analysis for preliminary test-
ing and verification of the developed soft-
ware;

e advanced analysis for preliminary
testing and verification of developed software
(Modified Condition/Decision Coverage, In-
formation Flow Analysis, Dynamic Data
Flow Coverage, Extract Semantic Analysis);

e additional analysis for preliminary
testing and verification of the developed soft-
ware;

e additional software for testing,
which provides constant support for the de-
velopment process of individual software
components.

e specialized software integrated
with a computer system to support the avion-
ics software development process is pre-
sented.

In the technical implementation of the
computer system to support the avionics soft-
ware development management process, spe-
cialized modular computers were used, which
functioned as servers and were embedded in
the IT cabinet.

The AFIT IT network also includes
power modules, switches, patch panels, ca-
bling and accessories. The modular structure
of servers and the use of connection panels al-
lows you to choose the configuration of the IT
network that is optimal for the system admin-
istrator and users.

Flight safety requirements are the result
of a safety level assessment that includes func-
tional, integration and reliability requirements
for a given system. Error rate requirements are
defined during the security assessment process
to ensure system integrity by defining system
defenses and responses to such errors. These
requirements are defined for software and
hardware to eliminate or limit the effects of er-
rors, and to provide error detection, tolerance,
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removal, and avoidance. The system processes
responsible for improving and assigning sys-
tem requirements to hardware and/or software
lead to the development of an appropriate ar-
chitecture for the flight parameter display sys-
tem.

BI1OS configuration is understood as the
process of adjusting the BIOS (Binary In-
put/Output System) parameters available to the
programmer, resulting in improved interaction
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Fig. 1. The algorithms for controlling the computer system of integrated modular avionics in the
process of design and operation

The planning process involving the soft-
ware for the installation of the flight parameter
display system is defined in such a way that the
requirements are met and the level of reliabil-
ity is adequate to the level of reliability of the
adopted software.

According to the requirements of the
DO-178C standard, software development
processes, display of flight parameters are con-
tained in the software planning process and the
software development process. The processes
involved in software development include the
processes of defining software requirements;
processes related to software coding and pro-
cesses related to integration.

The software integration process for the
flight parameter display system includes soft-
ware integration and hardware/software

integration. Integration processes can be per-
formed when the planned transition require-
ments are met. The inputs of the integration
process are the software architecture from the
software design processes and the source code
from the software coding processes, while the
outputs of the integration process are the com-
piled object code files. Integrative processes
are complete when their goals and the goals of
related integrated processes are achieved. Ob-
ject code must be generated from source code
and then compiled.

All data parameter files must be gener-
ated and the software must be integrated into
the host computer, target device emulator, or
target device. The software must be imple-
mented on the target computer for the purpose
of hardware/software integration. Inconsistent
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or erroneous inputs identified during the inte-
gration process should be directed to the soft-
ware requirements processes, software devel-
opment processes, coding processes, or soft-
ware planning processes as feedback that re-
quires validation.

The graphics computer of the flight pa-
rameters display system transmits information
about the flight parameters to the day display
or the night display. The information received
from the signal matching system, the GPS sat-
ellite navigation receiver and the aerodynamic
data unit ADU is presented in the form of
graphic symbols or in digital form.

The structure of graphic software con-
sists of the following elements:

e direct setting of the BIOS processor
operating system;

e configuration of the built-in WIN-
DOWS XP operating system;

e configuration of the graphics com-
puter user software;

e architecture of user software of a
graphics computer.

A computer's graphics software is built
into the non-volatile memory of the CPU
motherboard. Calibration results for individual
measurement channels are stored in the com-
puter's external memory in a FLASH package.

Graphical identification of computer
software includes information such as the
name of the software, the software identifica-
tion number, the software version identifier,
the software component modules, and the li-
cense granted.

The system software is tested to demon-
strate that it meets the essential requirements
set forth in AQAP 2210 and DO-178C and to
demonstrate with a high degree of confidence
that errors that could lead to unacceptable fail-
ure conditions as defined in the ARP 4761 Se-
curity Assessment Process have been re-
moved.

Numerical expression

The goal of computer software graphical
testing is to demonstrate that object executable
code, program code implemented directly in
the device, satisfies high-level requirements
and is closely related to low-level require-
ments.

Three types of tests have been identified
for computer graphics software:

e hardware/software integration test-
ing in order to verify the correct operation of
the software on the target computer;

e software integration testing in or-
der to verify the relationships between soft-
ware and component requirements, as well as
to verify the implementation of software re-
quirements and their components in the soft-
ware architecture;

e low-level testing to verify compli-
ance with low-level requirements.

After the production of the product, at
the stage of conducting preliminary or interde-
partmental tests, an assessment of the product's
compliance with the requirements of the tech-
nical task regarding electromagnetic compati-
bility in working with on-board equipment is
carried out [21-25].

When conducting experiments to assess
the levels of electromagnetic interference cre-
ated, the following are subject to investigation:

e voltage measurement of electro-
magnetic interference in the power supply
wires of the product ;

e measurement of electromagnetic
interference current strength in power supply
circuits and in signal circuits;

e measurement of the electric field
strength of the electromagnetic interference
from different sides of the product.

When conducting experiments to assess
the product's susceptibility to electromagnetic
interference (EMF), the following are subject
to investigation:

e resistance of the product to the in-
fluence of the magnetic field caused by the
flow of alternating current in the inductor
wire;

e resistance of the product to the in-
fluence of the magnetic field of sound fre-
quency;

e resistance of the product to the im-
pact of the electric field on the connecting ca-
bles of the product;

e resistance of the product to the in-
fluence of the fields of transient processes on
the connecting cables of the product;
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e resistance of the product to the in-
fluence of radio frequency electromagnetic
interference on the power supply wires of the
product;

e resistance of the product to the in-
fluence of radio frequency electromagnetic
interference on the connecting cables of the
product;

e resistance of the product to the ef-
fect of radio frequency radiation on the prod-
uct and connecting cables;

e resistance of the product to the in-
fluence of electromagnetic interference of
sound frequencies on the power supply wires
of the product.

To ensure the product's resistance to ex-
ternal electromagnetic interference, the prod-
uct uses specialized electroradio components
that are resistant to elevated levels of EMF;
materials and coatings that absorb EMF; struc-
tural elements of the grounding of the product
and elements of metallization of its parts.

In particular, the following measures are
taken to reduce the level of EMF emitted from
harnesses and cables:

e shielding of circuits with impulse
currents and the most important analog cir-
cuits with a low dynamic range;

e mutual compensation of magnetic
fluxes created by these circuits due to the use
of bifilar assembly;

e implementation of high-quality
grounding of the shielding layer of harnesses
and reduction of inductance during metalliza-
tion of the shielding layer of harnesses and ca-
bles;

e reduction of the total resistance of
the grounding bus;

e reduction of the area of the EMF ra-
diation circuit by reducing the length of har-
nesses and cables;

e placement of harnesses and cables
as close as possible to grounded structural el-
ements: chassis, unit body, etc.;

e application of materials with fre-
quency-dependent properties based on high-
frequency ferrites for shielding of power cir-
cuits, circuits with impulse currents and the
most important analog circuits with a low dy-
namic range.

In the part of designing a multilayer
printed circuit board, to reduce the level of
emitted EMF, the following rules must be fol-
lowed:

e to increase the interlayer capaci-
tance and ensure effective high-frequency
separation, it is necessary that the power and
ground layers are adjacent. Place the power
supply polygons in the inner layers of the
multilayer printed circuit board. Power supply
layers should be made as continuous as possi-
ble, reducing the area of unmetallized areas;

e place all high-frequency circuits in
the inner layers adjacent to the GND layers.
Change the direction of the conductor track of
high-speed signals in the topology of a multi-
layer printed circuit board in the form of an
arc;

e the entire space of the printed cir-
cuit board, on which the components of the
circuit and the communication line are not lo-
cated, must be filled with landfill earth;

e to separate power supply buses of
digital and analog circuits;

e input-output conductors of the
printed circuit board must be made as short as
possible and filtering of output signals should
be provided.

To reduce the interference emission of
the product, various circuit solutions are used,
designed to suppress the spectral components
of the main frequencies at which the product
functions and their harmonics; specialized ma-
terials and coatings are used, which reduce the
level of radiated EMF; structural elements of
the grounding of the product and elements of
metallization of its parts are used.

A series of experiments was conducted
to evaluate the effectiveness of schematic and
structural-technological solutions, which are
the basis of the design of the BREO-class avi-
onics product. The level of EMF emitted by the
product in the frequency range of 0.01 MHz to
100 MHz was subject to evaluation.

The results of the experiments are shown
in fig. 2.
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Results of measuring the level of voltage interference created by Delium in
power supply circuits in the frequency range of 0.01 - 30 MHz at a nominal
supply voltage of +27V
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Fig. 2. The results of the experiments

Separately in fig. 2 a) shows the graph of
the EPM level registered during the operation
of the product in the frequency range of 0.01
MHz-30 MHz, in fig. 2 b) — in the frequency
range of 30 MHz-100 MHz. Different lines on
the graphs represent the level of registered
EMFs and the permissible level that meets the
requirements of regulatory and technical doc-
umentation for this class of equipment.
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Results of measuring the level of voltage inferference created by Delium in
power supply circuits in the frequency range of 30 - 100 MHz at a nominal
supply voltage of +27V

G(). dB

— Uy - measured value of radio interference level, dBmW 1 Mz

= U, permissible value of radio interference level, dBmW

6)
z - 2 )
= ] RC deadline
= <
B =
o = 18
i 3
&= o !
o
@ = X

0 10 20 30 40 50 60 T0 80
RC utilisation rate (%)
- extended AFDX (BLS)
- DRR-compliant AFDX
- current AFDX (SP)

3 1 ey
0 10 20 30 40 50 60 70 80
RC unlisation rate (%)
extended AFDX (BLS)
- DRR-compliant AFDX
- current AFDX (SP)

Fig. 3. Results of measuring the interference
emission level of the product G (f) at nominal
supply voltage + 27V in the frequency range f:
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The presence of pronounced EMF pulsa-
tions in the low-frequency region is explained
by the features of the product and is related to
the clock frequency of the information ex-
change of the product with other users of bots
of the complex through communication chan-
nels [26].
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In the high-frequency region, the level of
permissible EMFs is constant, and the pulsa-
tions of EMFs emitted by the product are due
to the operation of the product at the clock fre-
quency of the processor used in the product,
with additional EMF generation at harmonic
frequencies of the fundamental frequency. It is
important to note that harmonics occur both at
the main frequency of the product and at com-
bined frequencies generated by the operation
of the product nodes at frequencies other than
the main one.

Conclusions

The proposed method and algorithm for
controlling the computing system of integrated
modular avionics during the flight of the air-
craft for the control of functional elements and
further development of the software of inte-
grated modular avionics is important in the di-
rection of ensuring the safety and reliability of
aviation systems. This algorithm makes it pos-
sible to systematize and automate the process
of controlling the functional elements of the
computer system during the flight, which con-
tributes to increasing the safety and efficiency
of the flight. Algorithmic and software infor-
mation support for the design and operation of
onboard equipment of integrated modular avi-
onics was developed for the verification of the
created methods and models. They allow con-
ducting experiments using developed methods
and models, which contributes to the improve-
ment of the quality and reliability of on-board
equipment.
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INFORMATION SUPPORT FOR

INTEGRATED MODULAR AVIONICS SYSTEMS: MONITORING, DIAGNOSTICS

AND RELIABILITY IMPROVEMENT

Advances in avionics technology have significantly increased the complexity of modern

aircraft systems. Integrated modular avionics (IMA) plays a critical role in providing an effi-
cient, reliable, and maintainable avionics architecture by consolidating multiple functions onto
common computing resources. This paper presents a method for developing automated infor-
mation support software for IMA, focusing on real-time monitoring, diagnostics, and state man-
agement of avionics modules. The proposed approach emphasizes automation of data collec-
tion and processing, which enables early fault detection, predictive maintenance, and rapid
response to component failures or degradation. By integrating automated monitoring capabil-
ities, aircraft operators can improve system reliability, minimize downtime, and optimize
maintenance planning. This paper highlights key cybersecurity considerations, including pro-
tection from external threats, intrusion detection, and secure data transfer between IMA
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modules. As networked avionics systems become increasingly prevalent, implementing robust
security measures is essential to prevent unauthorized access, data manipulation, or system
failures that could jeopardize flight safety. Additionally, this study examines key aspects of sys-
tem architecture design, emphasizing modularity, scalability, and compliance with industry
standards such as ARINC 653 and DO-178C. The modular nature of IMA provides greater
flexibility in system design, allowing new features to be integrated or existing modules to be
upgraded without extensive reconfiguration. Compliance with aviation safety standards and
software certification ensures that automated information support solutions meet regulatory
requirements. Recommendations for improving diagnostic and monitoring algorithms are pro-
vided to optimize system performance. Advanced data analytics technigues, including machine
learning and predictive analytics, are explored to improve fault detection accuracy and opti-
mize maintenance schedules. Using real-time data analytics, operators can implement condi-
tion-based maintenance strategies, reducing unnecessary inspections while improving overall
system reliability. The results of this study confirm that the integration of automated infor-
mation support systems significantly improves the efficiency and reliability of IMA-based avi-
onics. By implementing advanced monitoring and diagnostic capabilities, these systems con-
tribute to increased aircraft availability, reduced maintenance costs, and improved flight
safety. In addition, by ensuring compliance with modern aviation standards, such solutions
align with industry best practices and regulatory requirements. In conclusion, the development
and implementation of automated information support software for IMA represents an im-
portant step towards achieving higher levels of operational efficiency, reliability, and cyberse-
curity in modern aviation. As avionics systems continue to evolve, the integration of intelligent
monitoring solutions will be essential to meet the growing demands of next-generation aircraft
while ensuring compliance with stringent safety and certification standards.

Keywords: integrated modular avionics (IMA); automated information support; real-
time monitoring; diagnostics; system architecture; service efficiency.
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METOJ PO3POBKH ABTOMATHU30BAHOI'O THO®OPMAIIMHOTO
SABE3IIEYEHHSI IHTEI'POBAHUX MOAYJbHUX CHCTEM ABIOHIKH:
MOHITOPHUHI', ATIATHOCTHUKA TA NIABUIIEHHA HAJIMHOCTI

Hocsaenenns 6 agioniyi 3Ha4HO MOOEPHI3Y8ANU CYUACHT cUCmeMU NOBIMPAHUX cyoeH. In-
meeposana mooynvua asionika (IMA) eidiepae supiwanvry pons y 3abe3neuenti egpekmueHoi,
HAOIUHOI ma 3pyyYHOI apXimekmypu a8iOHIKU WAAXOM KOHCONIOaYii KintbKoX (yHKYill Ha 3a2a-
JIHUX 0OYUCTIOBATILHUX pecypcaX. Y cmammi npeodcmagieno memoo po3pooKu agmomamu3o-
8aH020 NPOCPAMHO20 3abe3neyents ingopmayitinoi niompumxu ona IMA, 30cepedarcyrouuce na
MOHIMOPUHSY 8 PeanbHOMY Ydaci, 0iaeHOCMUYi ma YNPasiiHHi CIMAHOM MOOYi6 asioHiKu. 3a-
NPONOHOBAHUL NIOXIO HA2ONOULYE HA asmomamusayii 300py ma 06pobKu 0aHux, ujo 00380JIA€
PAHHE BUABNEHHA HECNPAGHOCMEl, NPOCHO3068aHe MeXHIuHe 00CIY208Y8aHHA MaA WEUOKe pea-
2y6anus Ha 3000 Komnonenmie abo nozipuieHus skocmi. Inmezspyrouu moxcaugocmi asmoma-
MU308AH020 MOHIMOPUHZY, ONEPAMOpU NOBIMPAHUX CYOeH MOXCYMb NIOSUWUMU HAOTUHICMb
cucmemu, MIHIMI3y8amu 4ac npocmoro ma Onmumizy8amu NiaHy8aAHHs MEXHIYHO20 00CTy20-
8Y8aHHA. Y cmammi 8UC8IMIIOIOMbCA KNI0Y08I acnekmu KibepOe3neku, 30Kpema 3axucm 6io
308HIWHIX 3a2pP0O3, BUABIEHHS 8MOPeHeHb | be3neyna nepedaya Oauux misc mooyasamu IMA.
Ockinvku mepedicesi agioHIUHI cucmemMu cmarms 8ce OLIbUW NOUUPEHUMU, BRPOBAOICEHHS HA-
OIlIHUX 3aX0018 Oe3NeKU € 8aNCIUBUM OISl 3aN00IeaHHs HeCAHKYIOHOBAHOMY OOCMYNY, MAHINy-
JIIOBAHHIO OGHUMU DO CUCMEMHUM 3005M, AKI MONCYMb 3a2podicyeamu besneyi nonvomis. Kpim
Mo2o, ye 00CNI0NCEHHs BUBYHAE KIIOYOBI ACNEKMU NPOEKMY8AHHS ApXIMeKmypu cucmemu, Ha-
2010WYIOYU HA MOOYTbHOCHI, MACUMAO08AHOCMI MA 8I0NOBIOHOCMI 2ATY3€8UM CIAHOAPMAM,
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maxum sik ARINC 653 i DO-178C. Mooynvnuii xapaxmep IMA 3a6e3neuye dinvury enyuxkicmeo
Y NPOEKmMYBaHHI cucmemu, 003804104 [HMe2pY8amu Ho6l QYHKYIi abo OHo8I08AMU ICHYIOUI
MO0yl be3 3Haunoi pexongicypayii. Bionogionicms cmandapmam agiayiinoi be3nexu ma cep-
mugikayis npoepamHoco 3a06e3neuenHs eapanmye 8iON0BIOHICMb pilleHb A8MOMAMU308AHOL
IHGhopMayitiHOT NIOMPUMKU HOPMAMUBHUM SUMO2AM. [ Onmumizayii npooyKmueHoCcmi cuc-
memu HadarMvCsi PeKOMeHOayii w000 600CKOHAICHHS ANOPUMMIE OIaeHOCMUKU Md MOHIMO-
punzy. Ilepedosi memoou ananizy 0aHux, KI0UAIOYU MAWUHHE HABYAHHS MA NPOSHO3HY AHA-
MUKy, 00CIOAHCYIOMbCAL 01 NIOBUUIEHHS MOYHOCE BUSBIIEHHS HECNPABHOCMEl | ONMUMI3a-
yii' epapixie mexniuno2o 006C1Y208y8anHs. BUKOpUucmosyouu anaiimuky OaHUux y pesicumi pea-
JILHO20 4acy, onepamopu MONCYMb 8NPOBAONCYBAMU CIMPAmMe2ii MEeXHIYHO20 00CY208Y8AHHSL
HA OCHOBI CMAHY, 3MEHULYIOYU HeNOMpPIOHI nepesipKu ma nidsuwyouU 3a2aibHy HAOIUHICMb
cucmemu. Pezynomamu yb020 00cniosxicenHs niomeepodicyroms, wo iHmezpayis agmomamu3o-
BaHUX cucmeMm iHpopmMayitiHoi NiOMpUMKY 3HAYHO NIOBUWYE eheKMUBHICMb | HAJIUIHICb A8i-
oniku Ha ocHosi IMA. Bnposadocytouu po3uwiupeni Moxiciueocmi MOHIMopuHey ma 0iacHoc-
MUKU, Yi cucmemu Cnpusiioms ni08UUEHHIO OOCIMYNHOCMI TIMAKA, 3HUNCEHHIO 8UMPam Ha me-
XHiuHe 0bcny208y8anHs ma niosuweHnro besnexku norvomis. Kpim mozo, 3ab6esneuyiouu 8iono-
BIOHICMb CYYACHUM ABIAYIUHUM CMAHOAPMAM, MAKi pilueHHs 8i0N08i0aomb HAUKPAWUM 2a-
JIY3€8UM NPAKMUKAM [ HOpMamusHum umozam. Omoice, po3pobKa ma 6npo8aodA’ceH s npozpa-
MHO20 3a0e3neuents. agmomMamu3o8anoi ingopmayivnoi niompumxu ons IMA e easxcrueum
KPOKOM HA WISIXY 00 OOCACHEeHHs BUWUX PIBHIE OnepamueHoi epexmusHocmi, HAOTUHOCII Ma
Kibepbesnexku 6 cyuachii asiayii. OcKinbKu cucmemu agioHiKu npoooeICYIomb PO36UBAMUCS,
iHmezpayis iHmeneKmyaibHux piulensb 01 MOHIMOPUH2Y Oyoe 8aniciu6oio 0/l 3a0080J1€HHs
3pOCmMarqux 8UMo2 00 1imaKié HACMYNnHO20 NOKOJIHHS, 3a0e3neuyiouu npu ybomy 8ionoegio-
HiCMb Cysopum cmanoapmam be3nexu ma cepmugpikayii.

Knrouosi cnosa: inmezposana mooynvna asionixa (IMA); asmomamuszoeana ingpopma-
YitiHa NiOMpuUMKa;, MOHIMOPUHE 8 PealbHOMY 4aci; OlAeHOCMUKA; apXimexmypa Cucmemu,
eghekmusHicmos 00C11Y208)8aAHHSL.



