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Introduction

The problem of creating effective meth-
ods and means of protection, in all interpreta-
tions of this term, of the interaction processes
(communication) between aviation objects
that functioning (perform targeting) in an au-
tonomous mode, arose, apparently, since ap-
pearing the terms the "link" and "wing". Here,
probably even before Alan Matheson Turing
time, in searching the methods and means for
the cryptographic protection of the subjects
interaction of an autonomous mobile aircraft
system was carried out under the understand-
able assumption that the latter (subjects) ex-
change sentences — messages of natural lan-
guage (German — at the time of Enigma).
Such assumption with a red thread stretched
to the current moment, when interacting sub-
jects — pilots — were replaced by automatons
in unmanned aviation complexes (at this time,
in particular, computer systems of artificial
intelligence). At the same time, the classic
universal methodology for building a (crypto-
graphically) protected computer computing
and telecommunications infrastructure of au-
tonomous unmanned aerial vehicles system,
where the processes of intermediate transfor-
mations of uplink messages are regulated by
the parameters of the Reference Model of
Open Systems Interaction (RMOSI), re-
mained unchanged [1]. This "provokes" de-
signers of computing and telecommunica-

tions infrastructure to demand software and
hardware resources adequate to the existing
RMOSI protocol implementation toolkit,
which may not correspond to the technical ca-
pabilities of aircraft equipment, in particular,
the capabilities of energy capacities [2].

It is natural to try to take into account
resource parameters by (forced) limitation of
functionality at individual RMOSI levels
when designing systems for cryptographic
protection of unmanned aircraft systems.

The current situation prompts us to pay
special attention to methods of protecting
communications in a relatively new and spe-
cific system of interacting entities, the system
of unmanned aerial vehicles (UAVSs) that op-
erate in autonomous mode, performing prede-
termined targeting. As for piloted autono-
mous systems, we have, among all vulnerabil-
ities, the potential possibility of unauthorized
detection of the content (semantics) of mes-
sages (sentences) exchanged by subjects — el-
ements of the autonomous UAV system.

The choice of methods and means of the
interaction processes (communications) pro-
tection between subjects of the aviation au-
tonomous system largely depends on the
availability of the necessary information and
computing resources, which in turn depend on
the physical and technical parameters of the
UAVs themselves as carriers (in the literal
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sense) of the computer and telecommunica-
tion equipment.

Current domestic circumstances of the
production and use of aviation equipment en-
courage us to limit ourselves (at least in this
opus) to consideration of autonomous UAV
systems of the light and ultralight classes.
This class (the first according to the classifi-
cation [3]) includes light, low-power aircraft
with small values of such quantitative charac-
teristics as maximum take-off weight, trans-
mitter power, available height and range, en-
ergy consumption level, etc. As a result, we
indirectly have significant limitations in
available information, computing and tele-
communication resources [4, 5]. The low
speed of data transmission through the (wire-
less) environment, limited computing power
and memory capacity, the need to use eco-
nomical computing algorithms for encryption
and decryption, with the unconditional imple-
mentation of RMOSI recommendations (pro-
tocols), can significantly reduce the security
degree of such UAV systems, which prompts
to search theopportunities improving their
cryptographic security.

It should be kept in mind that there is a
wide variety of approaches that can be applied
in the aforementioned resource-constrained
systems. This is, for example, the toolkit con-
sidered in the works [6-8]. In particular, in
work [6], the method of cryptographically
strict identification of remote users is based
on the properties of irreversibility of crypto-
graphic generators of pseudorandom se-
quences; this made it possible to integrate
cryptographically strict identification of the
user before the session, constant mutual au-
thentication during the session, as well as to
provide the possibility of stream encryption of
data exchange between the user and the sys-
tem within the framework of a single techno-
logical solution; the use of the proposed
method allows to reduce identification time
and increase protection against attacks on re-
mote interaction between the system and the
user through its capture. In [7], a zero-disclo-
sure two-factor authentication cryptographic
protocol over an extended field of elliptic
curves using biometric data and a user's

personal key is proposed to increase crypto-
graphic stability and speed up the authentica-
tion process. In [8], a method for building
symmetric NTRU-like cipher systems, which
have reasonable resistance to attacks based on
selected open messages, was developed.

In the article [9], it is proposed to use
models of context-dependent languages and
grammars to describe the translation pro-
cesses of the data protocol module with the
possibility of safe interaction of Class | UAVs
(micro-, mini-, small).

The purpose of this article is to find a
way to implement a special asymmetric sys-
tem of cryptographic protection, for ultralight
UAVs, by modifying the rules of a regular
language production presented in works [10-
12], where a method of converting data proto-
col units with a toolkit of regular grammars is
proposed, which makes it possible to build al-
gorithms of asymmetric encryption systems
that do not require large computing resources.

About standard implementations
of the cryptographic protection func-
tions of EM OSI

The classic approach to the protection
of wireless communications in the infor-
mation and communication infrastructure of
information networks is based on taking into
account the requirements of the IEEE 802.11
— 802.16 standards and the corresponding
protocols at all RMOSI levels. Here we have
a wide selection of cryptographic protection
methods and algorithms, both when using
open (asymmetric) and private key systems.

For example, an "economical” imple-
mentation of the encryption function can be
implemented using encryption algorithms
from the WEP class, which are proven prac-
tice, effective enough, but not simple enough,
from the point of view to apply in the condi-
tions of the ultralight UAV system. Here, a
stream encryption algorithm is used based on
the organization of a key stream followed by
merging with the upstream text stream. But
such a simple method is dangerous because of
the possibility of unauthorized determination
of repetitions of the ascending text.

To prevent this, IEEE 802.11 — 802.16
offers simple but computationally intensive
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measures, such as the use of modifications
such as IV initialization vector or FM feed-
back [13, 14].

The statement of the problem

We have to modify, for the (crypto-
graphic) protection of communication in an
autonomous system of low-power UAVS, the
regular grammar proposed in [2] for the pur-
pose of obtaining a simple mechanism for ap-
plying its production rules, which will allow
us to effectively implement encryption and
decryption procedures in a special asymmet-
ric encryption system, that is, to apply the rel-
evant ( resource limitations) unidirectional
function (mapping).

Problem solving

It is proposed, in order to prevent the
possibility of unauthorized determination of
the ascending text, to use the "one-way func-
tion™ of forming sentences of a modified reg-
ular ("quasi-regular") language using a

grammar whose parameters are publicly
available, that is, they play the role of a public
key in the encryption system and in which: Vx
is the set of non-terminals; Vr is the set of
terminals; P is the set of the rules; o is the
initial non-terminal symbol.

We will consider the idea of modifica-
tion using an example | VN = | V4d = 3, ze Vr
={w, ¢ r},W={W,C,R},c=W|C|R,P
=(W->C,Co>RR->WW->w,C-ec,
R—r}.

The role of a closed key is o, which is
equal to W or C or R, as well as the number k
is the number of applications of production
rules from P (in the simplest, degenerate case,
k is a multiple of [VN|).

Well-known (open) parameters of
grammar are, in particular, the set of the ways
of parsing a sentence: canonical, top-down,
etc. (fig. 1).

Root node of the parse tree (mtial
non-termnal symbol)

Metalanguage sentences (termmnal
and non-terminal svinbols)

AN

Language sentence (terminal svinbols)

Fig. 1. One way of parsing a sentence in the conditions of regular grammar.

In our case, the regular grammar is
extended by an additional set of production
rules, which allows us to implement, say, such
a variant of grammatical parsing that is no
longer modeled by a tree (fig. 2).

The decryption of the message received
by the subscriber (in our case — sentence r) is
the essence of the reverse application of

production rules according to the method of
parsing determined by the public key. At the
same time, k hops (applications) of rules from
P are used.

If the result is a non-terminal, for
example, C, which coincides with the secret
one, then there is applied to it the rule of C —
c (fig. 3).
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Fig. 2. A variant of grammatical parsing of
sentence r.

Fig. 3. Scheme of grammatical parsing of the
sentence r for the implementation of the
encryption (a) and decryption (b) functions of the
message.

The level of security of interaction de-
pends to a large extent both on the values of
the quantitative indicators (parameters) of the
proposed modification (essentially moving
towards the context-dependent class) of the
grammar, and on the frequency of key
changes (the detection of the corresponding
ratio is outside the context of this article).

In other words, the difference from the
procedure proposed in [9] is that a new proto-
col unit of data is introduced — "PDU of the

8th level”, which is the sentence words of a
special "quasi-regular” (not classical natural)
language. At the same time, the generative
grammar is similar to the one used for in-
terlevel transformations according to RMOSI.

That is, we have a special asymmetric
encryption system based on the use of a
"quasi-regular” language relevant to the lim-
ited resources of ultralight aircraft systems.

Conclusions

1. The software and hardware infra-
structure of ultralight aviation systems, in
which the interaction of components is built
on the basis of the ISO/IEC 7498-1 model and
protocols, and the linguistic support (commu-
nication language) is based on the use of nat-
ural languages, is not balanced, at all levels of
the Reference Model, according to the crite-
rion "costs of information and telecommuni-
cation resources / level of protection against
decryption™ in the conditions of restrictions
imposed on the physical parameters of such
systems.

2. Assuming that the protection of the
interacting components takes place taking
into account the recommendations and proto-
cols of ISO/IEC 7498-1, the balance of the
hardware and software infrastructure can be
achieved by modifying the parameters of the
linguistic support with full preservation, in or-
der to reduce the cost of manufacturing the
software and hardware part of the ultralight
aviation vehicles systems, standard protocols
of interlevel interaction.

3. Adequate, in the conditions of lim-
ited information and telecommunication re-
sources, the linguistic provision of communi-
cations in low-power ultralight unmanned
aviation systems, in particular in autonomous
UAYV systems that implement classical navi-
gation functions, should be considered to be
based on the use of the proposed in the article
language of subjects interaction (network
components) , based on a quasi-regular gram-
mar, which, in turn, generates a unidirectional
mapping for use in a special asymmetric cryp-
tographic system.
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ONE-DIRECTIONAL MAPPING FOR CRYPTOGRAPHIC SECURITY OF THE
QUASI-REGULAR LANGUAGE SENTENCES TO INTERACT LIGHT AVIATION
SYSTEMS SUBJECTS

One from the problems of the interaction processes (communications) protection between
subjects of ultralight aviation systems that functioning (perform targeting) in an autonomous
mode is considered — the problem of communications cryptographic protection in conditions
when the interacting components information and communication capabilities are low An
asymmetric cryptographic protection system based on the use of a modified regular language
of communications is proposed, relevant to the low availability of information and computing
resources.

Keywords: protection of autonomous systems; low-power aircraft; asymmetric system;
unidirectional function; regular language.
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OJAHOHAINPABJIEHE BITOBPAKEHHS VIS KPUIITOI'PA®IYHOT'O 3AXUCTY
PEYEHb KBA3IPEI'YJIIPHOI MOBHU B3A€EMOJII CYB’€EKTIB HAJIET'KHX
ABIAIIMHUX CUCTEM

Pozensaoaemvcs oona 3 npobaem 3axucmy npoyecié 63a€mMO00ii (KoMyHIiKayit) midxc
Cy0 ’ekmamu Ha0Ne2KUux agiayiuHux cucmem, Wo 0HU PYHKYIOHYIOMb (BUKOHYIOMb Yile8Ka3i-
8KY) 8 ABMOHOMHOMY PeAHCUMI, — NPOOIeMA KPUNMOSPADIUHO20 3aXUCTY KOMYHIKAYIU 8 YMOBAX
Manoi inghopmMayitiHo-KOMYHIKAYIIHUX ROMYACHOCMEl 83AEMOO0II0UUX KoMNOHeHmi8. [Iponony-
EMbCs pesleaHmua (caaditt 00CmynHocmi iHopMayitino-004UCTIOBAILHUX Pecypcis), acume-
mpuuHa Kpunmozpaghiuna cucmema 3axucmy, OCHO8aHA HA BUKOPUCMAHHI MOOUGIKOBAHOT pe-
2YNIAPHOI MOBU KOMYHIKAYIUL.

Knrwouoei cnoea: 3axucm asmoHOMHUX cUCmEM, MANONOMYAHCHUL NIMATbHULL anapam,
acumempuuna cucmema; 0OHOHANPAGNeHa YYHKYIs, pe2ylapHa MOéda.



