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Introduction 
The choice of methods for protecting 

the interaction processes of UAV systems of 

the first class largely depends on the fact that 

this class includes light, low-power aircraft 

with small values of such quantitative charac-

teristics as the maximum take-off weight, 

transmitter power, available height and radius 

of action, energy consumption level, etc. [1]. 

As a result, we have significant limitations in 

available information, computing and tele-

communication resources [2]. The low speed 

of data transmission through the wireless en-

vironment, limited computing power, the 

amount of RAM, the need to use economical 

computing algorithms lead to a relatively low 

level of safety of operating UAVs. To meth-

ods of solving the problem of organizing safe 

(in the sense of protected) functioning of in-

terconnected UAV systems there are devoted, 

for example, works [3-6]. In particular, in 

work [3] it is proposed to use normative mod-

els to find the optimal topology of the com-

puter and telecommunications network, en-

suring the high-quality implementation of 

functions by the UAV complex due to the in-

crease in the degree of integration and the de-

crease in the radio emission intensity of the 

interacting UAV complex components; in 

work [4] the proposed statistical approach for 

protection against new, previously unknown 

attacks and malicious software; in work [5] – 

the method of the investigation and the pre-

diction of cyber incidents based on methods 

and tools of data collection using global 

search systems, aggregation of information 

flows and intellectual analysis of extracted 

data; in work [6] – resource distribution 

method, which allows determining the mini-

mum resource of tools of destructive influ-

ence and their optimal distribution in order to 

achieve the required level of disruption of the 

information exchange efficiency in communi-

cation systems. IEEE 802.11–802.16 recom-

mendations deal with cryptography, authenti-

cation, encryption, etc. mechanisms (see, for 

example, [7, 8]). 

In works [9-11], a method of PDU con-

version with a toolkit of regular languages 

and grammars is proposed, which makes it 

possible to build algorithms for asymmetric 

encryption systems that do not require large 

computing resources.  

This opus analyzes one important func-

tion of IEEE 802.15.1, which can be useful in 

the implementation of secure, reliable infor-

mation exchange in the conditions of low 

bandwidth of wireless channels and the pres-

ence of interference in wireless systems – the 

function (procedure) of inter-level transfor-

mation of the PDU of the MAC sub-level of 

the channel level into PDU of the physical 

layer of the Open Systems Interconnection 

Reference Model for first-class interoperable 

UAVs. 
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The statement of the problem: de-
scription of the PDU conversion pro-
cedure as a prototype of the formal 
model  

Using the example of the physical layer 

and MAC sub-layer of the channel layer of the 

Reference model of interaction of open sys-

tems [12] for interacting UAVs of the first 

class, taking into account the main recom-

mendations of IEEE 802.15.1 regarding the 

protection of information from unauthorized 

access, determine the possibility and feasibil-

ity of using symmetric encryption systems 

and asymmetric ones based on unidirectional 

functions grammatical analysis, under the 

conditions of implementation of fragmenta-

tion procedures. 

"Economical" implementation of the 

encryption function can be implemented us-

ing encryption algorithms from the WEP 

class, which are simple and effective enough 

for use in the conditions of a functioning 1st 

class UAV system. Here, a stream encryption 

algorithm is used based on the organization of 

the key stream followed by merging with the 

upstream text stream. Such a simple method 

is dangerous because of the possibility of un-

authorized identification of repetitions of the 

ascending text. 

In works [10, 11], it is proposed to use 

the "one-directional function" of forming lan-

guage sentences with the help of grammar, 

which plays the role of a key in the encryption 

system, in order to prevent the possibility of 

unauthorized determination of the ascending 

text.  

 Let's explore the possibility of transi-

tioning to a wider class of languages, with the 

aim of applying an approach to the formation 

of a key flow with a key, the essence of which 

is a specific generative grammar. To do this, 

we describe in detail the PDU formatting pro-

cedure, limiting ourselves to the transition 

from the MAC sublayer to the physical layer 

using the IEEE 802.15.1 standard as an exam-

ple.  

A physical network radio channel can 

be shared by a group of synchronized devices 

with a common clock and FHSS frequency 

hopping pattern forming a piconetwork 7. In 

PPDU protocol data module format, a nested 

header is formed in Payload field of the phys-

ical layer (Fig.1a) by encapsulation, adding 

information from MAC sub-layer of the chan-

nel layer. The parameters of the error detec-

tion, encryption, and authentication functions 

presented in the fields Access_code of the ac-

cess code to the channel, Packet_header of 

PPDU packet header of the physical layer, 

and Payload_header of the payload header of 

the MAC sub-channel layer characterize the 

level of information integrity, which allows to 

minimize redundancy as much as possible, 

and also determine the scheme on using cryp-

tographic keys by the network devices. Acti-

vation of the confidentiality, authentication 

and encryption mechanism is provided by the 

parameter contained in the FLOW field of the 

physical level headers Packet_header and 

Payload_header on the MAC sub-level of the 

channel level based on the LMP communica-

tion management protocol. The LMP protocol 

has the highest priority compared to the 

L2CAP logical connection management and 

adaptation protocol; if it is necessary to trans-

mit a LMP message, the connection is imme-

diately provided. For LMP messages, an 

asynchronous packet of type DM1 is used as 

part of the payload, including the Pay-

load_header and the CRC code. 

The standard supports 15 types of syn-

chronous and asynchronous packets, from 

which 4 types of packets (ID, NULL, POLL, 

FHS) are control. The 68-bit ID packet con-

sists of the Access_code (Preamble and 

Sync_word) and is intended for requests and 

paging. NULL, POLL packets have a length 

of 126 bits, consist of the access code Ac-

cess_code (preamble, Sync_word, Trailer) 

and the packet header Packet_header (Fig. 

1a). The packet header, including HEC, con-

sists of 18 bits (fields LT_ADDR – receiver 

address, TYPE – packet type, FLOW – flow 

control, ARQN – confirmation of correctness 

of reception, SEQN – determination of packet 

sequence, HEC – header checksum), after 

coding with speed 1/3 FEC header length 

reaches 54 bits. In the NULL packet, estab-

lishment for the confirmation of connection or 

data reception is provided, in the POLL 
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packet, the obligation of the recipient to re-

spond is provided. The FHS is a special con-

trol packet containing the Payload field, in-

cluding the Payload_header. The payload 

contains information about the LAP address 

(lower address part), UAP (upper address 

part), NAP (insignificant address part), device 

class Class_of_device and clock frequency 

CLK27-2 of the transmitter (see Fig. 1b). The 

8-bit Payload_header header includes the 

LLID identifier of the logical channel, the 

FLOW bit, and the LENGTH payload length 

indicator. 

We have signs of transformation with 

typical signs of fragmentation; using this fact 

and the above description, let's make a PDU 

PPDU conversion model during the transition 

between the physical and MAC sub-layers of 

the channel layer.

 

a) 

 

b) 

Fig. 1. The general format of IEEE 802.15.1 packet with FHSS technology (a) 

and FHS control packet payload format (b). 

Problem solving: construction of 
a formal PDU PPDU conversion model 

The transformation model of PPDU 

protocol module at the physical level and the 

MAC sub-level of the channel level of the 

open systems interaction reference model will 

be represented by a set of metalanguage pro-

duction rules with a context-dependent (CD) 

grammar of kind G=<VH,VT,σ,P>, where VN 

is the set of nonterminals; VT is the set of 

terminals; P is the set of rules; σ is the initial 

non-terminal character (σ=PPDU). Elements 

of VN, VT sets are specified in accordance with 

the names for the components of the IEEE 

802.15.1 standard package as in Fig. 1. The 

set of nonterminals VN = 

{PPDU,Access_code, Header, Payload, 

Trailer, Preamble, Sync_word, VD, ISEQ, 

Data_Payload}. The set of terminals VT = 

{0,1,Code_word, LAP, UAP, NAP, 

LT_ADDR, TYPE, FLOW, ARQN, SEQN, 

HEC, VOICE, DATA_U, LLID, LENGTH, 

CRC, Parity_bits, 

SR,Class_device,CLK,Page_scan_mode}, 

ISEQ is the metavariable, which characterizes 

the informational sequence of synchronized 

word, P is the set of rules CD grammar of type 

2121  vA → , HVA , ( )*21,  TH VV , 

 TH VVVFVFv = )()( , 

( )  THTH VVVV =
*

,  is an empty chain, 

used when completing the formation of the in-

formation sequence of the synchronized word 

of the access code of data to the radio channel. 

The set of rules of metalanguage production 

is represented by the following sentences:

PPDU ➝ Access_code Header Payload | Access_code (1) 
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Access_code ➝ Preamble LAP ISEQ Code_word Trailer | Preamble LAP ISEQ Code_word 

(2) 

Preamble ➝ 0101 | 1010 (3) 

ISEQ ➝ 0 ISEQ 1 | 0 ISEQ | 1 ISEQ | є (4) 

Header Payload ➝ Header | Header Payload (5) 

Payload ➝ Header VD Trailer | Header VD (6) 

Header VD ➝ Header Data_Payload | Data_Payload (7) 

Header ➝ LT_ADDR TYPE FLOW ARQN SEQN HEC | LLID FLOW LENGTH (8) 

Trailer ➝ 0101 | 1010 | CRC (9) 

Data_Payload ➝ DATA_U | VOICE | Parity_bits LAP SR UAP NAP Class_device LT_ADDR 

CLK Page_scan_mode (10)

An example of using a model to 
form language sentences from control 
and information packets  

The procedure for forming CD-gram-

mar sentences for control and information 

packets consists in the generation of a certain 

sequence according to the requests of master 

and slave network devices in the piconet, 

starting from the ID packet to identify the 

slave device. Having identified this network 

devic, sentences are formed indicating the 

real hours of the master type device to deter-

mine the sequence of time slots where the 

transmission-reception data packets are lo-

cated. Authentication and encryption func-

tions are implemented by transferring transac-

tions to the LMP communication manage-

ment protocol using an asynchronous packet 

of type DM1. The method to implement the 

encryption-decryption functions is based on a 

scheme with asymmetric keys K1 and K2, re-

spectively, as described in [10]. The data en-

cryption function is performed at the repre-

sentative level of the Reference Model of 

Open Systems Interaction in order to protect 

information from unauthorized access; its im-

plementation is accompanied by the transfor-

mation of information, which is performed on 

the basis of Hopfield, Elman and similar neu-

ral networks [13]. 

The formation of out taking into ac-

count LMP-protocol messages. Let's sen-

tences for asynchronous packet DM1 is car-

ried consider the examples to form the CD-

grammar sentences based on production rules 

(1)-(10) of the data protocol module conver-

sion model for some types of packets. 

Applying the production rules (1)-(4) of 

the PPDU transformation model, we will 

form a chain of terminals to identify the slave 

device by sequentially replacing the non-ter-

minals of the VN set. Using the ID package, 

we get the following sequence of substitu-

tions: 

PPDU ➝ Access_code➝ Preamble LAP 

ISEQ Code_word ➝0101 LAP 001101 

Code_word. 

It is assumed that the lower address part 

of the LAP is represented as 0… 1 …0; infor-

mation sequence ISEQ as part of the 

synchronized word has the form 001101.  

Using the FHS package, we will form a 

chain of terminals indicating the real hours of 

the master device. We get the following se-

quence of substitutions:  

PPDU ➝ Access_code Header Payload ➝ 

Preamble LAP ISEQ Code_word Trailer 

Header Payload ➝ Preamble LAP ISEQ 

Code_word Trailer LT_ADDR TYPE FLOW 

ARQN SEQN HEC Payload ➝ 0101 LAP 

001101Code_word 1010 LT_ADDR 

0010110 HEC Payload ➝ 0101 LAP 

001101Code_word 1010 LT_ADDR 

0010110 HEC Header VD Trailer ➝ 0101 

LAP 001101Code_word 1010 LT_ADDR 

0010110 HEC Header Data_Payload Trailer 

➝ 0101 LAP 001101 Code_word 1010 

LT_ADDR 0010110 HEC LLID FLOW 

LENGTH Parity_bits LAP SR UAP NAP 

Class_device LT_ADDR CLK 

Page_scan_mode CRC. 

For an FHS packet, the LT_ADDR 

value is completely zero, the FLOW bit is set 

to 1. The terminal chain is converted to: 
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0101 LAP 001101 Code_word 1010 000 

0010110 HEC 00 1 LENGTH Parity_bits 

LAP SR UAP NAP Class_device 000 CLK 

Page_scan_mode CRC 

Using an asynchronous package of type 

DM1, we will form a chain of terminals tak-

ing into account the transaction of the LMP 

protocol regarding the implementation of the 

encryption-decryption function. The se-

quence of substitutions looks like this: PPDU 

➝ Access_code Header Payload ➝ Preamble 

LAP ISEQ Code_word Trailer Header 

Payload ➝ Preamble LAP ISEQ Code_word 

Trailer LT_ADDR TYPE FLOW ARQN 

SEQN HEC Payload ➝ 0101 LAP  

001101Code_word 1010 LT_ADDR 

0011111 HEC Payload; PPDU ➝ 0101 LAP 

001101Code_word 1010 LT_ADDR 

0011111 HEC Header VD Trailer ➝ 0101 

LAP 001101Code_word 1010 LT_ADDR 

0011111 HEC Header Data_Payload Trailer 

➝ 0101 LAP 001101Code_word 1010 

LT_ADDR 0011111 HEC LLID FLOW 

LENGTH Data_U CRC. 

In the last received terminal chain, the 

logical connection identifier value is set to 11 

for LMP messages, the FLOW bit is set to 1. 

The terminal chain is converted to: 

0101 LAP 001101Code_word 1010 

LT_ADDR 0011111 HEC 11 1 LENGTH 

Data_U CRC. 

With using a control packet of the 

POLL type, we will form a chain of terminals 

taking into account the calculation of the 

checksum in the header data as an 

implementation of the error 

detection/correction function. The sequence 

of substitutions looks like this: PPDU ➝ 

Access_code Header Payload ➝ 

Access_code Header ➝ Preamble LAP ISEQ 

Code_word Trailer Header ➝ Preamble LAP 

ISEQ Code_word Trailer LT_ADDR TYPE 

FLOW ARQN SEQN HEC. 

The LT_ADDR value for a POLL type 

packet is completely zero, the FLOW bits of 

the data flow control and ARQN of the con-

firmation of the correct reception are set to 1. 

The chain of terminals is transformed into the 

form: 

0101 LAP 001101 Code_word 1010 000 

0001110 HEC.  

Thus, we have signs of sentences that 

are classified as belonging to context-depend-

ent language. 

Conclusions 
The sentences generated during the im-

plementation of the PDU inter-level conver-

sion procedure of the MAC sub-level of the 

channel and physical layers of the Reference 

model of the interconnection of open systems 

for interacting UAVs of the first class, taking 

into account the recommendations of IEEE 

802.15.1 regarding the protection of infor-

mation from unauthorized access, are classi-

fied as sentences of context-sensitive lan-

guage. 

The analysis of the developed model 

shows that in order to apply a protection 

method based on the unidirectional function 

of grammatical parsing of regular language 

sentences, it is necessary to exclude the pro-

cedure considered in IEEE 802.15.1 from the 

protocol stack of the Reference Model of 

Open Systems Interaction. 
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the IEEE 802.15.1 standard to ensure the security of the UAV system with resource limitations, 
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mars is built. The analysis of the model showed that in order to apply the method of protection 
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is necessary to exclude the considered procedure from the protocol stack of the Reference 

Model of Open Systems Interaction. 
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Печурін М.К., Кондратова Л.П., Печурін С.М. 

ПРОТОКОЛ ІЕЕЕ 802.15.1 ПЕРЕХОДУ ВІД МАС ДО ФІЗИЧНОГО РІВНЯ ТА 

ОДНОНАПРАВЛЕНА ФУНКЦІЯ ГРАМАТИЧНОГО РОЗБОРУ  

Розглядається процедура міжрівневих перетворень PDU на прикладі підрівня MAC 

канального та фізичного рівнів Еталонної моделі взаємоз’вязку відкритих систем для 

взаємодіючих БПЛА першого класу з урахуванням основних рекомендацій ІЕЕЕ 802.15.1 

стосовно захисту інформації від несанкціонованого доступу. Відмінними 

особливостями комп’ютерних систем і мереж БПЛА першого класу є невисока 

швидкість передачі та обмежена обчислювальна потужність комп’ютерного 

обладнання. Детально розглянуто рекомендації стосовно взаємозв’язку канального та 

фізичного рівнів при умові застосування стандарту ІЕЕЕ 802.15.1 для забезпечення 

захищеності системи БПЛА з обмеженнями в ресурсах,на основі чого побудовано 

модель в класі моделей формальних граматик. Аналіз моделі показав, що для 

застосування способу захисту, основаного на однонаправленій функції граматичного 

разбору речень регулярної мови, необхідно виключити розглянуту процедуру зі стеку 

протоколів Еталонної моделі взаємодії відкритих систем.  

Ключові слова: безпроводова комп’ютерна мережа; Еталонна модель взаємодії 

відкритих систем; PDU; контекстно-залежні граматики та мови; IEEE 802.15.1. 


