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Introduction

The spread of the Industrial Internet of
Things in various areas providing service to
users around the world has changed the way
businesses operate, and there has been a major
shift in the industry from local applications to
cloud computing. Companies are expanding
their services from smart voice assistants to
smart homes and are constantly testing new
ideas to attract more customers.

The use of cloud technology without the
need to increase computing power in comput-
ers, laptops and IloT devices, without addi-
tional investment in their memory capacity
has freed users from the problem of data stor-
age and computation.

But today there is a serious need to re-
duce latency in certain applications, such as
smart home appliances or self-driving cars.

Ever-growing demands for better and
faster technologies make organizations to
constantly increase their capabilities to meet
the user needs. However, as organizations de-
velop, they face the problem of the cloud
alone not meeting the needs of their growing
data exchange. This forces them to think
about finding a way to store their data in the
cloud, depending on the choice.

Today, the development of technology
in many ways has transformed the internet
from an information source to a data transfer
mechanism with high computing power. The
transition from a centralized architecture to a
distributed architecture provides many ad-
vanced features for users.

In view of the above, the article exam-
ines technologies such as cloud computing,
fog computing, edge computing, comparing
them and analyzing the possibilities of their
practical application.

Cloud computing, fog computing,
edge computing and the correlation
between them.

Smart applications that use artificial in-
telligence and machine learning often process
large amounts data that is expensive to send
or store to a central cloud service. Moreover,
not every piece of data collected may be use-
ful to users. If some portion of the computing
can be done at the edge of the network, only
important data can be transferred to the cloud
server, which helps to significantly reduce
costs. At the same time, bringing the compu-
ting power closer to the edge of the network
also enhances security [1].

While the cloud provides computing,
storage, and even communication which we
can easily and efficiently access, such central-
ized sources can cause latency and perfor-
mance problems for remote devices and data
from a central public cloud or data center [2].

The ability to compute and analyze on a
smart device is called "edge computing.” 10T
and edge computing are interrelated because
edge computing solves 10T problems such as
network traffic and latency. It opens up new
possibilities in 10T applications, especially for
those relying on machine learning in matters
such as object detection, face recognition and
obstacle avoidance [3].
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10T technology is mainly used in the
following areas and is expected to affect eve-
rything around us in the coming decades:

e in the oil and gas industry: manage-
ment of oil exploration, production, refining,
transportation and sales;

e in cities: traffic management, light-
ing, parking, smart office buildings, waste
management;

e in cars: predictive maintenance, col-
lision avoidance, self-driving vehicles;

e in power generation and distribution:
smart grid, microgrid, power plant control
systems;

e in agriculture: efficient production,
situational irrigation and fertilization;

e in the environment: early detection
of forest fires, tracking of endangered ani-
mals;

¢ in medicine: remote diagnosis, mon-
itoring of the elderly and sick;

o efC.

Edge computing process brings the data
closer to the source, and for it to work, data
does not need to be sent to the remote cloud
or other central systems. Edge computing can
increase the speed and performance of data

CLOUD | Data Centers

transfer, edge devices and applications, taking
out of the equation the distance and time re-
quired to send data to central sources.

Fog computing is a standard that deter-
mines how edge computing works. It is a term
created by Cisco. For computing is used on
intermediate-level devices between the cloud
and loT edge devices called a fog layer. The
fog layer consists mainly of fog nodes, which
are industrial managers, gateway computers,
switches and input/output devices providing
computing, storage and communication ser-
vices [4]. The fog computing model brings the
cloud closer to the edge of the network where
the devices are located and facilitates the op-
eration of computing, storage and network
services between the end devices and the
cloud computing data centers (fig. 1).

The terms "edge computing™ and "fog
computing” are somewhat similar and are
used interchangeably. Both edge and fog
computing systems bring data processing
closer to the source that produces data. The
main goal in doing this is to reduce access to
the data sent to the cloud. This helps to reduce
latency and thus eliminate system sensitivity,
especially in long-distance critical applica-
tions.

Thousands

FOG | Nodes

Fig. 1. Fog junctions connect external devices to the cloud

By bringing data processing closer to
the source, companies also increase security
because they do not need to send all the data
over the public Internet.

Both edge and fog computing para-
digms are similar, both intellectually and in
terms of sending data to the data source or to
nearby analytical platforms (cars, engines,
speakers, screen sensors). Both technologies
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use the power of local area network compu-
ting capacity to perform computational tasks
that can be easily performed in the cloud. It
helps organizations reduce their reliance on
cloud technology for computing and storing
data, which eliminates common latency prob-
lems and speeds up data-based decisions. In
other words, edge and fog computing models
can minimize latency on smart devices and
make faster decisions compared to the cloud
computing model.

Edge computing processes certain ap-
plications based on a fixed logic and provides
a direct transfer service without data analysis.
Fog computing works with edge computing to
run applications in a multi-level architecture
that separates and connects devices and
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software and allows reconfiguration for a va-
riety of applications, while continuously im-
plementing smart transfer with computing,
storage, communication capacity in the cloud
(fig. 2) [5].

The main difference between cloud
computing, fog computing and edge compu-
ting is where the data is processed. In cloud
computing, data is generally processed on a
central cloud server located outside the data
source. Edge computing usually occurs in the
devices to which sensors are connected or in
the gateway device located near the sensors.
Fog computing forwards edge computing
tasks to LAN equipment or processors di-
rectly connected to the local network so that
they are physically away from the sensors.
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Fig. 2. View of edge and fog architectures

Therefore, data in edge computing is
processed in the sensor or device without
moving to another location. In contrast, in fog
computing, data is processed within an loT
gateway or fog nodes located in the LAN.

Cloud computing has more data storage
capacity than fog computing with its limited
processing power, as well as superior and ad-
vanced computing technological capacity,
and the computing power and storage capac-
ity of Edge computing are lower than those of
cloud computing, as both operations are per-
formed in the devices (lloT sensors) them-
selves.

Cloud computing is the most suitable
solution for long-term in-depth analysis of
data. On the other hand, fog and edge

computing are more suitable for fast real-time
analysis.

It should be noted that, unlike cloud
computing that is dependent on the Internet,
Internet access is not required for the use of
edge and fog computing. Thus, they are more
suitable for cases where 10T sensors may not
have an uninterrupted Internet connection.

Fog computing is used to facilitate the
connection between the cloud and 10T devices
by providing computing, storage and data
management at network nodes in the vicinity
of 10T devices. The cloud-loT connection is
activated by edge computing, which is a P2P
(peer-to-peer) network of decentralized users

(fig. 3) [6].
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Fig. 3. Cloud use of network technology in 10T connection

From a security perspective, fog and
edge computing technologies are very conve-
nient. In fog computing, data is distributed be-
tween nodes. Therefore, it is more difficult to
manage data than in the centralized structure
of cloud computing. In edge computing, the
data remains in the device itself, which makes
it the most reliable of these three computing
technologies. For this reason, when security is
important, fog and edge computing are pref-
erable.

Again, because data is distributed be-
tween nodes in fog computing, the latency is
minimal compared to cloud computing, where
everything is stored in a single center, and it
does not disrupt the entire system if any errors
occur. Even if one node is switched off in fog
computing, keeping the other nodes in opera-
tion is the correct choice for use cases that re-
quire zero gap.

Conclusion

The main difference between an 10T de-
vice or an application that communicates with
a cloud server is that a two-way transmission
with a cloud server can take several minutes,
whereas the interaction between the “nodes”
takes several milliseconds.

While cloud computing remains the
first choice for storing, analyzing and compu-
ting data, organizations are gradually moving
to edge and fog computing to reduce costs.

The main purpose of reconciling these two ar-
chitectures is not to completely change the
cloud, but to select only the important data
from the general data flow.

Edge and fog computing architectures
are also used to deal with performance opti-
mization. Thus, although edge computing is
widely used by medium-sized companies and
telecoms working with backbone networks
and radio networks, fog computing is more
commonly used by data processing compa-
nies and service providers.
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IMPLEMENTATION OF INDUSTRIAL INTERNET OF THINGS TECHNOLOGIES
USING EDGE, FOG, AND CLOUD COMPUTING

Having superior features of productivity of the Industrial Internet technology of things
used in the establishment of clever cities and clever villages, optimity, etc. increases the need
to use it. The low-capacity of the physical resources of lot-based sensors allows it to integrate
into cloud technology. Cloud-based infrastructures are not sufficient for the existing require-
ments of the products of the products. The two main issues, in terms of reconciliation and net-
work expansion limits arise. Also, the breaks of the Internet connection, the low conductivity,
etc., as such problems, allow I1OT to integrate the "Fog Computing™ and "Edge Computing"
technologies. Taking into account the coverage and development of 10T technology, it is be-
lieved that in many cases taking advantage of its full potential will be possible to combine
clouds, fog and edge calculations. In this article, Industrial Internet technology of things, its
integrated "Cloud", Fog ", Edge technologies are being investigated and differences between
them, distribution-based approaches between levels are discussed.

Keywords: Industrial Internet of Things, 10T, Edge computing, Fog computing, Cloud
computing.
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BITPOBAI’)KEHHSI TEXHOJIOI'TA IMMPOMUCJIOBOIO IHTEPHETY PEUEM 3A
JOIMOMOI'OIO EDGE, FOG TA XMAPHUX OBYUCJIEHb

Bonodinua uyoosumu xapaxmepucmuxamu npoOyKMUHOCmi npomuciosoi Inmeprem-
mexHo102Ii peyell, BUKOPUCMOBY8aHOI npu cmeopenni "pozymuux micm" i "pozymuux cin”,
optimity i m.0. 36inbuLye nompeoy 8 ii suxopucmanui. Huzvka emuicms izuunux pecypcis oa-
muuKie Ha 6aszi [nmepnemy peueii 00360.J1€ imM iHMe2pY8AMUCS 8 XMAPHI mexHoN02li. XmapHux
iHhpacmpykmyp HedoCmamHuvbo 0/ 3A0080JeHHS ICHYIOUUX 8UMO2, WO Nped'a61sa10mvcs 00
npooyKmie epynu npooyKkmie. Bunukaromo 08i 0CHOBHI npobiemu, NO8'a3aHi 3 Y3200HCEHHAM i
oOMedCceHHAMU Ha po3uiupenHs mepedci. Kpim moezo, obpueu inmepnem-3'eOHants, HU3bKa
nposionicms i m. 0. maki npodaemu dossonsaroms 10T inmeepysamu mexnono2ii "mymannux
oouucnens"i" npukopoonnux obuuciensv". bepyuu 00 ysacu oxonnienHs i po36UMoK mexHonio2ii
110T, ssasxcaemvocs, wjo 8 6a2amvox UNAOKAX BUKOPUCMAHHS 8CbO2O0 iT NOMEHYIAY 003601UMb
KOMOIHY8aAMU 0OYUCTIEHHS XMAp, MYMAHY | KOpOOHI8. V yiti cmammi 00CaioHCyeEmbCsi MexHo-
J102i51 npomuciogoeo Inmepnemy peueltl, it inmeepogani "xmapni”, "mymanni", npuxopoounui me-
XHON02IT ma 062080pPIOIOMbCS BIOMIHHOCIIE MIdNC HUMU, NIOXOOU, 3ACHOBAHI HA PO3NOOLIT MidHC
PIBHAMU.

Knrwouoei cnosa:. npomucnosuii Inmepnem peueti, loT, npukopoonHi obyucienus, my-
ManHi 0b6yucnents, XMapHi 00UUCIeHHS.



