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Introduction

The rapid advancements in the field of
uncrewed aerial vehicles (UAVSs) have neces-
sitated the development of more accurate and
reliable navigation systems. Uncrewed Aerial
Vehicles (UAVS) have emerged as pivotal
tools for precision agriculture, infrastructure,
and construction. Drones equipped with high-
precision navigation systems facilitate de-
tailed site inspections, risk assessments, and
progress monitoring, eliminating the need for
manual, time-consuming surveys. Addition-
ally, in the emergency response sector, drones
with accurate navigation can swiftly locate
disaster-stricken areas or lost individuals, op-
timizing rescue operations or resolving secu-
rity missions.

The efficacy of UAVs is largely contin-
gent upon their navigation accuracy, ensuring
they can operate autonomously over long dis-
tances with pinpoint precision. Integration of
Global Navigation Satellite Systems (GNSS)
with Inertial Navigation Systems (INS) has
been identified as a promising solution to
achieve this high level of navigational accu-
racy. However, while the potential benefits of
GNSS/INS integration are vast, there are in-
herent challenges. A primary concern is the
maintenance of navigation precision even af-
ter prolonged operation. Additionally, the
computational demands of the integrated nav-
igation algorithm should be minimal to ensure
the UAV's onboard processing systems are
manageable.

Previous research in this domain has
primarily focused on either GNSS or INS in
isolation. While both systems have their mer-
its, their limitations can be mitigated when
used both. The GNSS, for instance, offers
global coverage but can be susceptible to

signal blockages or interference. On the other
hand, INS operates independently of external
signals, providing continuous navigation ca-
pability, but its accuracy can degrade over
time due to inherent sensor errors.

This article delves into the centralized
Kalman filter method to fuse the GPS and INS
systems under a loose coupling premise [1].
The objective is to harness the strengths of
both systems while compensating for their
weaknesses. Furthermore, the feedback
emendation method is introduced to counter-
act the potential decline in navigation accu-
racy over extended periods. The subsequent
sections will comprehensively explore the
proposed integration method, its computa-
tional advantages, and its potential to revolu-
tionize precision agriculture through en-
hanced UAV navigation.

INS/SNS integration benefits ad-
vantages from both systems. Their combina-
tion gives a continuous, high-bandwidth,
complete navigation solution with high long-
and short-term accuracy. SNS measurement
creates borders for inertial solution drift, and
INS smooths the INS/SNS solution with pos-
sible signal outages. INS/SNS integration is
suitable for many applications in practice with
a low-cost budget. For example, it can navi-
gate ships, airlines, aircraft, helicopters,
UAVs, small boats, vehicles, or personal nav-
igation.

Moreover, the integration of other nav-
igation sources, such as Geostationary Navi-
gation and GSM Positioning System at land
surfaces [2], Long Baseline Location (LBL),
or Ultra Short Baseline Location (USBL) at
sea, into the system further enhances its relia-
bility and resilience [3].
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Fig. 1. Overall classification of integrated positioning (navigation) systems

Another approach is using simultaneous
localization and mapping (SLAM) and data
fusion techniques tailored explicitly for object
detection and environmental scene perception
in UAVSs [4]. Preliminary tests of this multi-
source navigation system have shown prom-
ising results, with the capability to isolate
fault sources in seconds and maintain posi-
tioning accuracy effectively. Integrating such
advanced navigation methodologies will en-
sure their safe and efficient operation as
UAVs expand.

Researchers of integrated positioning
and navigation systems use a variety of ap-
proaches to classify systems. Figure 1 shows
a general classification that covers the main
existing approaches to system development
and sheds light on the complex interaction of
different navigation technologies [5]. As il-
lustrated in their work, this classification en-
compasses a range of systems from
standalone GNSS to multi-sensor integrated
systems, emphasizing the role of sensors like
IMUs, LIiDAR, and cameras in conjunction
with GNSS [6]. This classification is a foun-
dational reference for our study, highlighting
the importance and complexity of integrating
diverse navigation tools for optimal perfor-
mance.

Problem statement

Integrating multiple sources to achieve
precise and reliable navigation has become
paramount in the rapidly evolving landscape
of navigation and positioning systems, espe-
cially for uncrewed aerial vehicle (UAV) ap-
plications. The fusion of the Global Naviga-
tion Satellite System (GNSS) and Inertial
Navigation System (INS) has been widely
recognized as a promising approach to en-
hance the accuracy and reliability of naviga-
tion solutions. However, the integration pro-
cess is challenging [7].

The primary concern arises from the po-
tential degradation in the precision of naviga-
tion parameters over extended periods of op-
eration. This is further exacerbated by the
complexities associated with the integration
algorithms, which often demand significant
computational resources. The challenge is to
develop an integrated navigation algorithm
that is both efficient and reliable, ensuring
that the precision of navigation parameters
does not diminish over time, even after pro-
longed operation.

Another significant challenge is the
threat of spoofing signals. Spoofing involves
broadcasting counterfeit signals, often more
robust than genuine ones, intending to mis-
lead GPS receivers [8].
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Such malicious activities can severely
compromise the integrity of navigation sys-
tems, leading to potentially catastrophic out-
comes, especially in critical applications like
UAVs used in agriculture, surveillance, and
delivery. The need for effective countermeas-
ures, such as blocking techniques, to mitigate
the risks associated with spoofing signals is
more pressing than ever [9]. These counter-
measures should be capable of identifying and
nullifying unwanted signals, ensuring that
only genuine GPS signals are processed.

Furthermore, the existing multi-source
fusion navigation systems, which often rely
on methods like the Kalman filter or the least
square method, have limitations [10]. At the
system and subsystem levels, the navigation
source is the minimum fault unit that can be
detected. This necessitates the establishment
of a robust navigation source fault detection
and verification model. Moreover, there's a
need to reconstruct the fusion model of the
system based on the detection results to en-
sure optimal performance.

Researchers have been working dili-
gently to mitigate the urban canyon effect.
Some of the notable advancements include:

e Improved Signal Processing by re-
fining the algorithms that process satellite sig-
nals, the accuracy of position determination
has been enhanced.

¢ Integration with Other Systems com-
bining satellite navigation with other systems
like Wi-Fi and inertial sensors has shown
promise in improving accuracy in challenging
environments.

e Advanced Receiver Design that is
designed to be more resilient to signal inter-
ruptions, ensuring consistent performance
even in urban canyons.

Following these challenges, this re-
search aims to delve deeper into the intrica-
cies of multi-source fusion navigation sys-
tems, exploring innovative solutions to en-
hance the precision and reliability of UAV
navigation. The goal is to develop adaptive
methods that address the challenges above
and pave the way for the next generation of
resilient and efficient navigation systems for
UAVs.

The basic configuration in Fig. 2 shows
an integration algorithm that compares the in-
ertial navigation solution with the outputs of
GNSS user equipment and estimates correc-
tion to the inertial position, velocity, and atti-
tude. The correction stage is usually pro-
cessed by a Kalman filter, which forms an in-
ertial navigation solution. This architecture
depends on GNSS signal availability because
the solution is continuously produced [11].
Schemes combine INS and SNS to resolve
weakly bound, tightly bound, and deeply in-
tegrated circuits. They are divided by type of
feedback, open and closed systems.
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Fig. 2. Universal INS/GNSS integration system
architecture.

In modern navigation methodologies,
we utilize redundant information as a backup
mechanism instead of leveraging it to enhance
the system's overall performance and preci-
sion. While providing a safety net in case pri-
mary data sources fail, this approach misses
out on the potential benefits that could be de-
rived from the redundant data. By integrating
and processing this surplus information, we
can refine the accuracy and reliability of the
navigation system. This would make the sys-
tem more robust against errors and inaccura-
cies and optimize the use of available data, en-
suring that no valuable information goes to
waste [6].

Problem solution

In the realm of integrated Inertial Satel-
lite Navigation Systems (ISNS), the Kalman
filter has emerged as a pivotal tool for predict-
ing and estimating the state of a system. The
Kalman filter uses a series of mathematical
equations to evaluate unknown variables
based on probability theory. However, while
the filter is adept at handling uncertainties and
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inaccuracies in measurements, its ability to
detect soft faults remains a significant.

Unlike hard faults, which are abrupt and
easily detectable, soft faults manifest gradu-
ally and can be elusive. These faults can arise
from various sources, such as sensor drifts,
minor system degradations, or external inter-
ferences [12]. In its standard form, the Kal-
man filter primarily focuses on minimizing
the error between the predicted and actual
measurements. This error often termed the
“residual”, is a crucial parameter for fault de-
tection. When the residual exceeds a certain
threshold, a fault is typically flagged.

However, the challenge arises when the
residual remains within acceptable bounds,
but a soft fault gradually affects the system.
The traditional Kalman filter might not recog-
nize this subtle degradation, leading to com-
promised system performance over time [13].
The inability to detect and address these soft
faults can reduce navigation accuracy, posing
risks, especially in critical applications like
aviation or autonomous driving.

To reduce this limitation in GNSS with
Kalman filter can be proposed following so-
lutions:

Adaptive Thresholding. An adaptive ap-
proach can be employed instead of a static
threshold for residuals. This would involve
continuously updating based on the system's
recent performance, making it more respon-
sive to soft faults.

Augmented State Estimation. Adding
additional states to the filter that specifically
model potential fault scenarios makes the fil-
ter more sensitive to deviations caused by soft
faults.

Data Fusion. Integrating data from
multiple sensors or sources can provide a
more holistic view of the system's state. By
comparing the outputs of different sources,
inconsistencies arising from soft faults can be
more easily identified.

Al Integration. Modern machine learn-
ing algorithms can be trained to recognize
patterns associated with soft faults or spoof-
ing attacks. The system can benefit from pre-
dictive modelling and pattern recognition by
integrating these algorithms with the Kalman
filter.

Blocking to mitigate spoofing signals is
a crucial aspect of GPS equipment operation,
primarily when used by critical infrastructure.
Spoofing signals can mislead GPS receivers
by broadcasting counterfeit signals, which
can be stronger than authentic ones. To coun-
teract this, blocking techniques are employed.
These techniques involve using specialized
hardware or software that can identify and
block unwanted signals, ensuring that only
genuine GPS signals are processed by imple-
menting effective blocking mechanisms, the
integrity and reliability of GPS data can be
maintained, and safeguarding critical infra-
structure from potential threats posed by
spoofing attacks.
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Fig. 3. Architecture of integrated positioning system based on ISNS with Kalman filtering and fault
detection

In the context of our research, we utilize
a multi-source fusion navigation system,
which primarily employs the KF or the least

square method to achieve the fusion solution
[14].
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The smallest detectable fault unit is
identified as the navigation source at both the
system and subsystem levels. This necessi-
tates the creation of a model for detecting and
verifying navigation source faults. Subse-
quently, based on the outcomes of this detec-
tion, the system's fusion model is restruc-
tured. For this study, we have proposed an ar-
chitecture of ISNS with KF integrated tech-
nique to the multi-source GNSS fusion navi-
gation system with a blocking algorithm for
mitigating fault and spoofing signals Figure 3.

Conclusions

Satellite navigation has historically
faced many obstacles, especially in challeng-
ing environments like urban settings. The as-
piration for the future is unambiguous: satel-
lite navigation systems that consistently de-
liver unparalleled performance, regardless of
the surroundings.

The proposed solution presented herein
introduces a potential architecture for an inte-
grated inertial and satellite navigation system
scheme. This architecture of ISNS is en-
hanced with corrective circuits and simultane-
ous filtration of high-frequency measurement
errors.

To improve the positioning system's
fault tolerance and precision, a robust multi-
source integrated navigation method for
UAVs based on real-time redundant infor-
mation evaluation was proposed. A pivotal
component of this proposal is the introduction
of an algorithm for the optimal estimation of
INS error, grounded in the principles of the
Kalman filter. The proposed system architec-
ture, both for the estimated process and the
measurements, is meticulously tailored to
align with the requirements of the KF.

The integrated approach, combining in-
ertial and satellite navigation systems with
corrective circuits and optimal filtration,
promises a significant enhancement in system
performance. This includes improved accu-
racy in determining flight trajectories, re-
duced peaks in navigation signals, and a
marked reduction in ISNS error.

Remains an untapped reservoir of po-
tential in the form of redundant information.
Historically viewed as mere backup data, this

information can be a game-changer. By effec-
tively harnessing this data, it can be trans-
formed from a passive element to an active
contributor, significantly augmenting naviga-
tion precision. Future research could focus on
creating innovative algorithms and models
that effectively utilize this redundant data.

Moreover, while the proposed solution
offers a promising architecture for enhanced
accuracy and reliability, there are avenues for
further refinement. These include incorporat-
ing a more detailed sensor error model, refin-
ing the matrix of the Kalman filter, and ad-
dressing the frequency disparities inherent in
both systems or integrating with alternative
satellite constellations.

Recent advances in satellite technology
are opening with SpaceX a promising path for
improving navigation systems. They have
some 1,700 satellites in Earth's low orbit,
meaning they circle the planet with about
1,200 km from the Earth's surface, and ulti-
mately plan to launch more than 40,000 satel-
lites. Their satellite signals could be used sim-
ilarly to traditional GPS to accurately deter-
mine a location on Earth. Their signals could
be used similarly to classic GPS to determine
the object's location accurately. This integra-
tion could revolutionize the industry by offer-
ing a more reliable and accurate navigation
solution, especially when combined with the
architecture proposed in this research.

The proposed architectural approach for
integrating inertial and satellite navigation
systems, augmented with corrective circuits
and filtration, represents a significant stride in
the field. As we look ahead, continued re-
search and innovation promise to further re-
fine and enhance the precision and reliability
of satellite navigation systems.
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ARCHITECTURE OF INTEGRATED NAVIGATION SYSTEMS WITH ENHANCED
COORDINATE ACCURACY AND FAULT DETECTION

The integration of GNSS/INS is becoming increasingly pivotal for the precise operation

of uncrewed aerial vehicles, especially in agriculture. This integration is underscored by two
primary necessities: the assurance that after prolonged operation, the accuracy of the naviga-
tion parameters remains uncompromised and the implementation of an integrated navigation
algorithm that is both straightforward and dependable, demanding minimal processing power
from the onboard chips. This article first introduces the centralized Kalman filter approach,
employed to merge GPS and INS systems, based on a loosely coupled framework. This amal-
gamation is streamlined, significantly curtailing the computational demands of the system, and
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reducing its intricacy. Subsequently, the discrepancies in the INS system's navigation parame-
ters, as gauged by the discrete Kalman filter algorithm, are rectified using a feedback amend-
ment method. This strategy effectively counters the degradation in navigational accuracy that
typically ensues from extended operational periods.

Keywords: positioning and navigation, multi-source integrated navigation, uncrewed
aerial vehicle, data analysis, error correction, filtration, fault detection, fault tolerance.

Hoainue B.1.

APXITEKTYPA IHTETPOBAHUX HABITAIIMHAX CUCTEM 3 IIOKPAIIIEHOIO
TOYHICTIO KOOPAUHAT TA BUABJIEHHAM IIOMHJIOK

ITumeepayis GNSS/INS cmae 6ce 6inbut 8adxciugoro 0 mounoi pobomu 6e3niiomHux Ji-
MAibHUX anapamis, 0cooiuso 6 azpapriil cgepi. Lla inmeepayis 6azyemvcs Ha 080X OCHOBHUX
nompebax: 3ab6e3neyeHni moo, wo nicis mpueaioi pobomu mouHicms HaABieayiiHUX napame-
MPIi6 3aUUAEMbCA HE3MIHHOW, MA 8NPOBAVICEHHI IHMESPOBAHO20 HABI2AYILIHO20 ANCOPUMMY,
SAKULL € NPOCMUM MA HAOIUHUM, BUMALAIOYU MIHIMATLHOL 00POOKU 810 6OpmMOosux Mikpocxem. Y
yitl cmammi cnouamky npeocmasieHo nioxio yenmpanizoearno2o girempa Karmana, sikuil éu-
Kopucmosgyemucs 011 06'eonannsi GPS ma INS cucmem na ocnosi ciabko 38'a3anoi cmpyk-
mypu. Lle 06'eonanns € onmumizo8anum, Wo 3HAYHO 3MEHULYE 0OYUCTIOBAIbHI nNompedu Cuc-
memu ma 3menutye ii ckraonicmes. Ilicisn yboeo posbisxcnocmi 6 nagieayiinux napamempax INS
cucmemu, IKi OYIHIOIOMbCA 3a ALOPUMMOM OUCKpemHozo gitbmpa Kanmana, sunpasnsaromocs
3a 00NOMO20I0 Memody GUNPABILIEHHS 360pOMHO0 38'A3KY. L[ cmpamezisn epekmueno npomu-
CMOIMb 3HUNCEHHIO HABIZAYINIHOT MOYHOCMI, Ke 3a36U4all BUHUKAE NICTISL MPUBATLOZO NePiody
pobomu.

Knrouoei cnoea: nosuyionyseanns ma Hagicayis, bazamoodicepeivHa iHmespoeana Hasi-
eayis, Oe3ninomHul IIMAILHUL anapam, aHaniz 0aHux, KOpeKyis NOMuioK, itempayis, use-
JICHHA NOMUAOK, 8I0OMOBOCMINUKICIb.



