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Introduction

Rapid and high-quality decision-mak-
ing in modern business has become critically
important for the successful operation of en-
terprises in a competitive market. Ensuring
productive and uninterrupted operation of the
company's IT infrastructure is a key factor
that enables achieving this goal.

The foundation of building a company's
IT infrastructure lies in enterprise networks.
The main objective of these networks is to en-
sure the guaranteed faultless operation of the
enterprise's IT infrastructure. In this case, it
involves not only the automation of business
processes but also the secure storage of data
and guaranteed continuous access to them,
enabling effective communication and data
exchange within the organization, as well as
ensuring the security of these processes [1-3].

The application of Software-Defined
Networking (SDN) in the construction of en-
terprise networks helps to ensure more effi-
cient utilization of network resources and re-
duce network management costs. Software
control enables quick and easy configuration
changes, remote management of network de-
vices, and network monitoring. Software-de-
fined networks significantly reduce manage-
ment costs and enhance network security lev-
els.

In addition, software-configured net-
works allow for a higher level of security, as
they allow you to block access to certain re-
sources and applications in case of potential
threats and establish access and authorization
rules for network users.

In turn, the application of artificial in-
telligence (Al) in the field of information
technology is one of the most relevant and

rapidly growing areas of development. Al
makes it possible to solve complex tasks
faster and more efficiently, reduce the number
of errors and increase the quality of work.
Software-configured networks, in turn, are an
important component of modern infrastruc-
ture.

Improving the quality of service (QoS)
of traffic and reducing its design time can be
achieved using multipath routing in SDN for
centralized formation of multiple paths [4],
unlike known methods that have high time
complexity. Therefore, it was proposed to
consider the possibility of using artificial in-
telligence to build traffic transfer routes and
dynamic rerouting. This will significantly im-
prove the performance and efficiency of SDN
networks.

There are many methods of applying ar-
tificial intelligence in software-configured
networks. It allows you to optimize various
processes, for example, load distribution be-
tween network nodes or predict network load
in the future. Also, Al helps to identify and
eliminate problems in the network with the
help of diagnostic and monitoring systems.

Certainly, artificial intelligence allows
for the automation of SDN network manage-
ment, reducing human intervention and in-
creasing the accuracy and efficiency of man-
agement processes. For example, the use of
Al methods in control systems to automati-
cally determine the optimal network configu-
ration or to automatically adjust network pa-
rameters.

It should also be noted that artificial in-
telligence can improve the security of enter-
prise networks. It allows you to detect and
block malicious attacks on the network, as
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well as detect suspicious behavior on the net-
work.

Main part

Artificial intelligence (Al) is a branch
of computer science that deals with the devel-
opment of programs and systems that allow
computers to make intelligent decisions based
on data analysis and the use of various algo-
rithms. The ideas that formed the basis of Al
appeared in the middle of the 20th century,
and since then Al has gone through many
stages of development.

Al features key aspects such as machine
learning, pattern recognition, natural lan-
guage processing, autonomy, and expert sys-
tems.

In the modern world, artificial intelli-
gence is widely used in transport networks
(autonomous cars), as well as, especially re-
cently, in UAV networks and voice recogni-
tion systems [3,4].

One of the promising fields is its imple-
mentation in smart networks (Smart Grids).
Smart grids are electricity supply networks
that use artificial intelligence to improve effi-
ciency and energy efficiency. Al makes it
possible to maximize the use of available re-
sources, reduce energy costs and ensure unin-
terrupted operation of the network. The use of
artificial intelligence in smart networks
makes it possible to reduce electricity costs,
ensure more accurate and efficient transmis-
sion and reduce the load on the network.

Another promising direction of using
Al is its implementation in the Internet of
Things (IoT) network. 10T is a network of In-
ternet-connected devices that collect and pro-
cess data. Artificial intelligence makes it pos-
sible to improve the functionality of the Inter-
net of Things network, ensure the safety and
protection of devices from malicious attacks,
and also optimize the operation of the system
as a whole.

Another direction is the construction of
intelligent networks. Intelligent networks are
networks that have the ability to self-organize
and self-manage, as well as the ability to learn
and adapt to changes in the environment.
They allow you to perform many complex
tasks, such as data routing, traffic

management, detection and prevention of ma-
licious attacks, and many others [5,6].

One of the most relevant areas of Al de-
velopment is its application in software-con-
figured networks. This is due to the need to
increase the efficiency and productivity of
SDN networks, which is a key component of
modern infrastructure. Al allows you to create
intelligent systems that are capable of data
analysis, automatic control and management
of processes in networks.

The use of artificial intelligence in soft-
ware-configured networks allows you to au-
tomatically allocate resources, control net-
work flows, detect and prevent cyber attacks,
manage network devices, power consump-
tion, and much more. For example, an intelli-
gent network flow control system allows ana-
lyzing the level of network load and determin-
ing the optimal data transmission path, which
will improve the network's efficiency [5-7].

Also, Al ensures network security and
prevents cyber attacks. An intelligent network
security monitoring system analyzes network
traffic and detects potential threats such as vi-
ruses, malware and data interception attacks.
In addition, Al is used to develop prognostic
models that allow predicting possible network
failures and taking timely measures to prevent
them [9-11].

The use of Al in software-configured
networks allows optimizing the operation of
network devices. For example, intelligent sys-
tems are used to predict the volume of traffic
and optimally distribute it between different
network nodes. This makes it possible to in-
crease the efficiency of using network re-
sources and ensure stable and fast network
operation. Also, Al allows analyzing user be-
havior, selecting personalized content and im-
proving the work of technical support services
[12].

Avrtificial intelligence allows solving
the problem of a large amount of data col-
lected in the network. Intelligent systems are
used for automatic analysis and processing of
this data, which allows to increase its useful-
ness.

The application of artificial intelligence
in different types of networks contains
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different aspects. For leading networks, for
example, Al allows improving data routing,
detecting abnormal situations in the network,
warning about possible accidents and their
elimination. For wireless networks, artificial
intelligence allows to improve the quality of
data transmission, manage network resources,
warn about possible obstacles and eliminate
them.

However, it should be noted that using
Al in SDN networks requires a large amount
of data for training algorithms. This means
that it is necessary to provide access to a suf-
ficient amount of data from various sources to
ensure the high quality of the algorithms.

However, as already mentioned, the use
of Al also brings its own challenges and is-
sues, particularly with regard to privacy and
data security. While artificial intelligence im-
proves network efficiency and performance, it
also creates new opportunities for cyberat-
tacks that are difficult to detect and defend
against.

One such challenge is the use of Al to
breach network security. For example, phish-
ing attacks will become more effective when
using artificial intelligence, which increases
the probability of an attacker successfully en-
tering the network and obtaining the neces-
sary information. In addition, Al can be used
to create malicious programs that can harm
the system, steal information, or demand a
ransom [8,9].

Another problem is the issue of confi-
dentiality and privacy of data. Artificial intel-
ligence makes it possible to collect and ana-
lyze large volumes of data, which may con-
tain personal information about network us-
ers. This violates the privacy of users and
causes problems with compliance with the
legislation on the protection of personal data
[10,11].

Therefore, the use of artificial intelli-
gence in software-configured networks has
many advantages and opportunities, but also
introduces certain challenges that must be
considered when designing and implementing
such systems.

On the one hand, the use of Al facili-
tates and accelerates data processing in SDN

networks, provides more accurate and faster
results and more effective management of
network processes and resources. Artificial
intelligence can reduce the response time to
requests, ensuring speed and efficiency of
user service, which is important in today's
world, where speed and quality of service are
key competitive advantages for businesses.

On the other hand, Al causes certain
problems in SDN networks. For example, in-
adequate security of Al will lead to data theft,
hacking of network infrastructure and other
cybercrimes. In addition, an improperly de-
signed Al system will lead to insufficient ac-
curacy and reliability of results, which, in
turn, will cause errors and erroneous deci-
sions.

In the case of using Al in a networked
environment, there are also problems with the
use of different network standards and proto-
cols, which will make it difficult to integrate
Al with existing network systems and de-
vices.

One of the solutions to these problems
is the development and use of standards and
protocols that support the integration of Al
with existing network systems and ensure the
security and reliability of network processes.
In addition, it is important to develop effec-
tive algorithms to optimize the operation of
networks using Al, as well as to ensure the ap-
propriate level of training and support for spe-
cialists who work with software-configured
networks and Al.

Therefore, the use of Al in SDN net-
works has significant advantages for increas-
ing the efficiency and reliability of network
processes. However, it also creates new chal-
lenges that require careful development and
implementation of standards and protocols, as
well as training and support of specialists who
will be engaged in the development, manage-
ment and support of enterprise SDN net-
works.

Conclusions

The application of artificial intelligence
(Al in enterprise SDN networks has the po-
tential to improve network quality and effi-
ciency, reduce costs, and improve security.
However, its implementation also causes
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certain problems. This includes issues of data
security and privacy, as well as ethics and ac-
countability for the actions of Al-based sys-
tems. It should be noted that the use of artifi-
cial intelligence should not replace the human
factor, but should be an auxiliary tool to im-
prove the efficiency and accuracy of the net-
work.

In summary, we can conclude that the
use of Al in enterprise SDN networks is an
important stage in the development of tech-
nologies that improves the efficiency, security
and accuracy of networks. The implementa-
tion of artificial intelligence in information
systems is already happening, and large com-
panies are actively using it in their products
and investing in research and development in
this field. Therefore, this direction of research
is relevant and promising.
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INTELLIGENCE IN

This work is devoted to the review of artificial intelligence application methods in enter-
prise networks using SDN technology. The paper examines the features and methods of using
Al in these networks, as well as identifies potential problems that may arise.

The paper provides an overview of the main features of Al in enterprise SDN networks.
Al has been found to automate many processes in the network, such as routing, monitoring,
bandwidth management, and more. Using Al helps improve network efficiency, reduce costs,

and improve security.



Ipobaemu inghopmamusayii ma ynpasninns, 1(73) 2023 27

Potential problems that may arise when using Al were also highlighted. In particular,
questions arise regarding data security and privacy, as well as ethics and responsibility for the
actions of Al-based systems.

In general, the work puts forward the idea of using artificial intelligence in enterprise
networks using SDN technology to improve network efficiency and ensure security. The meth-
ods of applying Al in these networks are reviewed, potential problems are identified, and pro-
spective directions of research are outlined.

This work provides an overview of the features and capabilities of Al in enterprise SDN
networks, and also lays the foundation for further research in this area. The implementation of
artificial intelligence in enterprise networks is an urgent task, as it helps to improve the effi-
ciency and security of networks and opens up new opportunities for their development.

Keywords: artificial intelligence, enterprise networks, SDN, Smart Grids, transport net-
works, UAV networks.
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METOIHU 3ACTOCYBAHHA HTYYHOI'O IHTEJIEKTY N
IHPOI'PAMHO-KOH®II'YPOBAHUX MEPEXKAX

L poboma npuceauena oensady memoois 3acmocy8aHHs WMYyYHO20 IHMeleKm)y y KOpno-
pamusHux mepeosicax 3 suxopucmanuam mexnonozii SDN. ¥V pobomi poszensnymi ocodrugocmi
ma memoou suxopucmanus LI y yux mepesicax, a maxodxic ausaeieHi NOmeHyitiHi npooiemu, sKi
MO2HCYMb GUHUKHYMU.

Y pobomi nposedeno oznao ocnosnux ocobnusocmeii LI y kopnopamuenux SDN mepe-
arcax. Buseneno, wo LI 0o3eonse asmomamuszysamu 6a2amo npoyecie y mepexci, maxKux 5K
Mapupymusayis, MOHIMOPUHe, YAPAGIIHHA NPONYCKHOK 30amHicmio mowo. Bukopucmanns
LI cnpuse nokpawjenHo eqhekmueHocmi mepesrci, SMeHuenHI0 umpam i noainueHHio 6e3-
nexu.

Takoorc 6ynu uceimaeni NOmeHYitiHi npobaemu, Ki MOXCYMb GUHUKHYMU NPU BUKOPUC-
manni L. 3oxpema, uHuKarOMb NUMAHHA CMOCOBHO De3neKku ma KOHQIOeHYItIHOCMI OaHUX,
a MaKkoHc emuyHicms i 8i0N08I0AIbLHICMY 3a Oii cucmem, wjo bazyromocs Ha L1

3acanom, poboma sucysae ioero BUKOPUCTAHHSA WIMYYHO20 IHMENeKMY Y KOPROPAMUBHUX
Mepedcax 3 suxopucmanuam mexronozii SDN ona niosuwenHs eghpekmusnocmi pobomu me-
peoici ma 3abesneuenns dbeznexu. O2nanymi memoou 3acmocyeanus LI 6 yux mepeoicax, 6use-
JIeHi NOMeHYIUHI NpoOIeMu ma HaMiueHi NepCneKmuHi HanpSAMKU 00CII0HCEHD.

L poboma Oae 3acanvHutl 02110 ocodbausocmeti ma modxcaueocmei LI y kopnopamue-
Hux SDN mepedicax, a makoxic cmasums 0CHO8Y OJisl NOOANLWUX OOCTIOHCEHb Y Yiti 001acmi.
Bnposadoicenns wmyyno2o inmenekmy 6 KOpnopamueHi Mepedici € aKkmyanbHUM 3a80aHHIM,
OCKINIbKU 80HO CRPUSE NOKPAWEHHIO eheKmusHocmi ma 6e3neku mepexc ma 8iOKpUae Hogi
MOACTIUBOCIE OS5 IX PO3BUMK).

Knrwouoei crosa: wmyunui inmenexkm, kopnopamueni mepedxci, SDN, Smart Grids, mpa-
HcnopmHti mepedici, BIIJIA mepeoxci.



