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The development of global information
systems creates a wide range of opportunities
both for the development of various branches
of human activity, and for the complication
and improvement of methods of conducting
cyber conflicts (disabling critical objects). In
such an information space, the number of ma-
licious programs and attacks on computer net-
works is rapidly growing. Antiviruses and
firewalls handle the vast majority of them, but
some attacks can bypass such protection,
causing harm to the user or company. Most
often, the existing protection is triggered with
a delay, when the system has already been at-
tacked and there has been a loss of data or
control over certain network components.

Protecting critical information infra-
structure is a key part of information security
defense. The main goal of protecting critical
infrastructure facilities is to reduce the risk of
losing critical data and increase the confiden-
tiality of information [1]. Also, an appropriate
level of security of critical infrastructures al-
lows you to identify the weakest nodes for
malicious interference in an information sys-
tem or telecommunications network for the
purpose of additional monitoring and re-
search. Cross Technologies, depending on
their application, make it possible to organize
multifactor system and data protection by
means of mutual observation and search for
anomalies in the actions of the network or
user [2].

Key elements for securing critical infor-
mation infrastructure include:

1. Collecting information about the cus-
tomer's business processes.

2. Categorization of service objects of
information systems, highlighting important
processes.

3. Modeling of situations that threaten
information systems, networks and control
systems. Determination of directions of attack
on important objects of information systems.

4. Elaboration and coordination of gen-
eral requirements for the level of information
protection.

5. Development of a technical design
and a set of working documentation.

6. Updating the existing protection or
performing debugging work when setting up
a new line of defense for informatio systems.

7. Development of testing methods.

The most advanced security structures
are mostly run by commercial rather than
government-owned companies. In this case,
in order to improve security, even govern-
ment agencies need to interact as much as
possible (transfer the protection of critical fa-
cilities) or adopt the best practices of private
firms. Private companies have a compara-
tively better performance over the state ones,
since free competition forces them to monitor
the quality of their products all the time.

In some countries, protocols for the ex-
change of information and data have been in-
troduced in order to distribute the work of
maintaining security among the relevant
structures. This distribution allows you to
timely inform the necessary departments
about the arrival of important updates or the
presence of threats. Coordination of actions is
also improved, which contributes to the effi-
cient use of resources.

This model is implemented in Ger-
many, where mechanisms for the distribution
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of important data function at the state level,
which are the basis for building systems for
protecting important infrastructure facilities.
Based on this technology, the interaction be-
tween the police and special services has been
built through the appropriate information cen-
ters, which allow unifying and transmitting
the necessary information to the necessary
agencies [3]. This exchange is built only be-
tween government departments, but interac-
tion with private companies has also been set
up to establish an exchange of experience in
combating intrusions (allowing share only
non-critical data on the operation of govern-
ment networks). Information exchange takes
place through UP KRITIS and Alliance for
Cyber Security [4]. The first company is re-
sponsible for security in the area of Critical
Information Infrastructure Protection be-
tween private and public structures, focusing
on the work of critical sectors. Alliance for
Cyber Security is responsible for the area of
computer security. For the interconnection of
companies, meetings are held on current in-
trusions into computer networks [5].

Risk assessment helps to identify possi-
ble intrusions, their consequences and proba-
bility [6]. Risk analysis is an important part of
crisis management. Depending on the scope
of the company's activities, risk assessment
can be carried out both on its own and with
the involvement of private companies that
specialize in working with critical infrastruc-
tures.

A typical example of a government risk
assessment is Sweden, where an algorithm is
used that identified 27 serious intrusions and
developed 11 scenarios to counter the emerg-
ing risks.

Denmark does not adhere to a national
risk assessment plan, allowing its departments
to independently manage security, and a
Cyber Threat Assessment Unit has been cre-
ated for the interconnection of departments,
through which communication and discussion
of anti-intrusion plans and risk assessment for
different industries takes place.

Switzerland is an example of decentral-
ized risk management. Switzerland takes an
approach that places great emphasis on

individual responsibility. Sub-sectors inde-
pendently manage intrusion and attack detec-
tion. Sub-industries are believed to have the
best knowledge of how their systems work.

The Netherlands, where the National
Manual on Decision-making in Crisis Situa-
tion is applied, is an example of a well-struc-
tured management of this type. With this ap-
proach, in the event of an intrusion, the con-
trol of the situation is transferred to the Na-
tional Coordinator for Security and Counter-
terrorism, so qualified professionals are in-
volved in solving the problem, who can
quickly suppress unwanted activity. This
structure allows accumulating the maximum
possible information about intrusions in one
department, which makes it possible to cor-
rectly respond to any incidents that arise.

For successful counteraction to crises, it
is recommended to work together with out-
sourcing companies, then during an invasion,
a specially created department (Bureau of
Rapid Response) is engaged in its solution.
This Bureau is formed as a public-private
partnership that advises on intrusion handling.
Thus, security is organized taking into ac-
count all the features of the operation of this
system.

Communication between the power sta-
tion and the control center can be one-way or
two-way. One-way communication usually
involves receiving data from the SCADA sys-
tem, while two-way communication addition-
ally involves sending commands back. Indus-
trial controllers are often used as middleware
to unify device protocols and relayed com-
mands. This means that potential attackers
must also compromise software and control-
ler systems before any substations can be con-
trolled.

Substation applications include visuali-
zation and simulation of distributed power
systems, modal power balancing and produc-
tion analysis, post-event analysis that can trig-
ger a trip-close relay function, timing checks
for substations, and flow analysis. One of the
most widespread and frequently used tools are
threshold meters for normal and abnormal
user activity and system performance.



Features of intrusions of critical facili-
ties:

o difficulties in ensuring the protection
of interconnected critical infrastructure facili-
ties;

o difficulties in ensuring the protection
of network nodes that are not accountable to
one command center;

e according to some characteristics,
private information security companies can
outperform and respond faster to threats than
government ones;

e due to the rapid development of se-
curity systems, the number and complexity of
new types of attacks is growing;

e the complexity of assessing the pos-
sible harm to the entire system, when the net-
work nodes are out of order;

o imperfection of legal regulation of
information warfare, which may not always
qualify an attack on critical objects as an at-
tacker.

At this stage, the user has little protec-
tion provided by the majority of antivirus
companies, since it is often not timely (first,
the virus spreads and only then the antiviruses
are engaged in eliminating it), which is
enough for an attacker to access the necessary
information or damage the existing one. It is
the timely notification of the system and the
user that would help increase the efficiency of
intrusion detection both on the local and on
the Internet. When planning protection, it is
important to calculate the degree of protection
of each network node, which will make it pos-
sible to identify possible ways of attacking an
intruder and build effective protection.

Criteria for the selection of critical ob-
jects

In the United States, the security of crit-
ical facilities that make up critical infrastruc-
ture is well-developed and includes:

e agricultural and food supply sys-
tems;
financial and banking system;
transport system;
water supply system;
rescue and ambulance services;
power supply system;

e public administration system.

In the United States, it is customary to
subdivide critical facilities into infrastructure
facilities associated with international organi-
zations (energy facilities, transport, banking
and financial system, telecommunications)
and unrelated (water supply, rescue services,
government).

Based on the analysis of the views of
the US leadership, three categories of critical
facilities are identified:

Vital:

¢ Nuclear Plant;

e HPP (over 2 Gw);

e hydraulic structures;

e storage facilities for strategic oil and
gas reserves;

e harmful chemical and petrochemi-
cal;

o warehouses for storing nuclear mate-
rials and ammunition.

Extremely important:

e power supply systems (more than 2
GW);
subway;
water supply lines;
underground sewerage systems;

e main pipelines

Important:

e seaports;

e treatment facilities;

e large airports (more than 500 large
airports and more than 14,000 small airports
and sites;

e large communication centers;

e main pipelines.

There are 6 main categories of impact:
destruction or damage;
economic;
damage to the environment;
damage to national defense;
symbolic;
secondary problems of national se-

curity.

Each invasion scenario is rated on a
five-point threat scale. With this approach, it
becomes possible to miscalculate the risks as-
sociated with each type of threat, which will
make it possible to effectively allocate
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computing resources when planning the pro-
tection of network nodes. For example, if an
invasion is possible with a probability of 0.5
(50/50), it can be determined that the chance
of using a specific attack (for example, a Syn-
flood attack on a computer network) is 75/25
— a probability of 0.75, the success of such an
attack is assessed as successful 70/30, i.e. the
probability is 0.3. The criterion for a success-
ful attack can be the failure of 25 network
nodes, and financial losses of up to 15 million
euros. This risk is assessed by the formula:
Liot = (Lhum + Lyes) X Py X Pp X P,
where: L;,; — total loss; Ljum — human
losses; L,..; — loss of resources; P, — proba-
bility of attack; P, — probability of a certain
type of attack; P, - probability of a successful
attack.

From the above data, it can be con-
cluded that the potential damage will amount
to the failure of 2.8 network nodes, and eco-
nomic damage in the amount of 1.68 million
euros.

With many intrusions into critical sys-
tems, a simplified hazard rating system can be
used, for example, maximum threat level, me-
dium or minimum. In these categories, threats
will be easier to classify and handle.

The above risk assessment is well suited
for multi-vector analysis of possible scenarios
of attacks on key nodes of critical systems in
order to identify the weakest or less reliable
network elements. Also, this method is good
for building a hierarchy of network elements,
the failure of which can entail the greatest fi-
nancial losses (which is especially important
for banking structures, interruptions of which
entail not only the loss of money, but also cus-
tomers). This approach is also applicable to
find effective solutions for the containment of
air traffic [8].

Being able to calculate risk, it becomes
possible to assess the effectiveness of protec-
tion, which can be made on the basis of an
analysis of the corresponding risks and
chances. Based on this approach, two types of
estimates are possible. The first is an estimate
for instantaneous values at which the state
variable takes on a certain value.

The second is an integral estimate when
the state variable belongs to a certain range of
values.

The integral assessment of the state has
a number of limitations, mainly related to the
need to match the result to a certain range of
predefined data, which is not al-ways possible
to implement. The main diffi-culties can arise
when calculating the possi-ble results and the
adequacy of the likely responses to them (ma-
chine learning is not applicable here, since the
threat of an inade-quate response to a threat or
its omission will still remain, which is not ac-
ceptable for critical systems). Therefore, the
most ap-propriate for assessing the effective-
ness of protection will be the estimate for in-
stanta-neous values, at which the state varia-
ble takes on a certain value. These estimates,
to a certain extent, will have a predictive na-
ture. This approach is often used in the sta-
tistical calculation of possible risks in the op-
eration of closed automated systems [9].

In this case, it is necessary to assess the
expected effectiveness based on the ratio of
chance and risk:

Chance(x;) v(x;)[1-F(x;)]

Er(n) = Do — uto@oran”
where, x; — the value of the boundary
threshold state on the interval ( X;, X, );

Xi Xi 2
ve) = X (2-1)-A(2-1)" - dam-
age when exceeding the boundary values of
the point x; , of crisis interval (X;, X, );

u(x;)) =2 (;—; - 1) — expected benefit from

reaching extreme point values x;, of crisis in-
terval (X, X,,); X;, X, — safety thresholds
within which the odds and risks are assessed,;
uu [ — parameters of the position and shape
of the distribution curve.
Thus, the efficiency at the moment of
reaching the critical valuex;, will be:
v(x)(1-F(x1)
Er(x) = e gaman —
H%j
R
H—X !
X B
(e B ) u(x;)Ax)
where Ax — critical state change step.
By calculating efficiency in this way,
you can more efficiently allocate computing
resources when Dbuilding protection for

B(l-e




critical objects. The process of predicting the
effectiveness of protection of an important
object, in the context of ensuring protection of
state variables, is shown in Figure 1.
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Fig. 1. The structure of the process of ensuring
the safety of a critical facility

Conclusion

The stability of the social and economic
development of the country and its security
are directly dependent on the reliability and
safety of the operation of critical facilities,
therefore it is extremely important to investi-
gate the possible risks arising from unfore-
seen situations or attacks by intruders. This
paper provides an overview and comparison
of methods for protecting critical objects in
order to identify vulnerable nodes in the sys-
tems used. The basic tools for protecting crit-
ical objects and ensuring their performance
during emergencies are considered. Identified
main security threats in automated control
systems and proposed methods for calculating
their stability. The ways of assessing the ef-
fectiveness of protection, which can be made
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on the basis of the analysis of the correspond-
ing risks and chances, are proposed.
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INHERENT IN CRITICAL

This work is devoted to the problem of risk assessment in computer networks that are
inherent in critical infrastructures. The work shows the place of the risk assessment process in
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the global risk management process, as well as its goals, content and objectives. The most im-
portant infrastructure nodes and their interrelations are considered. The system of security
indicators proposed for risk assessment in computer networks of critical infrastructures. As-
pects of risk management of exceeding critical state variables of the threshold values of the
crisis range for the object's information technology infrastructure are considered. The main
research methods included structural and system analysis. The authors identified the main se-
curity threats in automated control systems, and also proposed methods for calculating their
stability.

Keywords: critical infrastructures, information security, risk assessment, critical im-
portant object.
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OIIHKA PHU3UKIB Y KOMII'IOTEPHUX MEPEXAX, SKI IPUTAMAHHI
KPUTUYHUM IHOPACTPYKTYPAM

Hana poboma npucesauena npobiemi oyiHKU pU3UKIE Y KOMN IOMEPHUX Mepedxcax, sKi
NPUMAMAHHI KpUmudHuM iHgppacmpykmypam. ¥ pobomi nokazano micye OYiHKu pu3uKia y 2io-
b6anvHOMY npoyeci YNPAasIiHHA PUSUKAMU, A MAKO4C 1020 Yini, 3micm i 3a60auHs. Pozenanymo
Hateax)caugiwi 8y3iu inghpacmpykmypu ma ix 63aemo38'a3xu. 3anponoHosana cucmema iHou-
Kamopis b6esnexku 015 OYIHKU PUBUKIE )y KOMN TOMEPHUX MePeNcax KpUmudnoi ingpacmpyk-
mypu. Posenanymo acnexmu ynpaeninHa pusukamu nepesuujeHHs KpPUmuyHUMU 3SMIHHUMU
CMAany nopo208UX 3HAYEHb KPU308020 OIanda3oHy 07 IHPOPMAYIliHO-MEXHON02TUHOI IHpa-
cmpykmypu 06 ’exkma. OCHOBHUMU MeMOOamMU OOCTIONCEHHs. OYIU CIMPYKIMYPHULL MAd CUCMeM-
HULl ananiz. Aémopamu 6uU3HA4eHO OCHOBHI 3a2po3u Oe3neyi asmomMamu308anHux CUcmem yn-
PABIIHHA, A MAKONC 3aNPONOHOBAHO MEMOOU PO3PAXYHKY IX CMILIKOCTI.

Knrouosi cnosa: xpumuuni ingppacmpykmypu, inpopmayitina 6e3nexka, oyinka pusuxy,
KPUMUYHO 8ANCIUBULL 00'€KM.



