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Introduction 
Although graphic, audio and video files 

are used as containers in most modern ste-

ganographic methods, the method of using 

texts for this purpose to hide secret infor-

mation has not lost its importance. The direc-

tion of steganography which deals with meth-

ods of hiding information in texts is called 

text steganography or linguistic steganogra-

phy. In turn, methods of hiding of secret in-

formation in texts, are divided into several 

groups, and one of them is the method of in-

tervals [1-5]. The intervals method includes 

letter case, lines, intervals between words and 

paragraphs, kerning, tabulation, line and par-

agraph marks, and other usage-based methods 

[1-4]. In one of our research works conducted 

in this direction, a new method has been sug-

gested using the possibility of changing the 

inter-symbol intervals in a relatively wide 

range, and this method ensures the conceal-

ment of a larger amount of information [6]. 

The essence of the method is based on in-

creasing or decreasing the intervals between 

the symbols of the words in the text below the 

limit visible to the human eye, thereby mak-

ing it difficult to detect the fact that secret in-

formation is hidden in the container. Accord-

ing to the viewed method, in order to place the 

hidden secret information in the intervals be-

tween the symbols of the text, first, a table is 

to be drawn up by giving certain values to the 

interval parameters. Here, since the starting 

value is 0 and the increment-decrement step is 

0.05, it is possible to create 10 encoding op-

tions when the inter-symbol interval (consid-

ering both dense and sparse intervals) varies 

from 0 to 0.25. This gives an opportunity to 

hide more information in the document (table 

1). It should also be noted that when the inter-

symbol interval is less or more than -0.3 

(dense) and +0.3 (sparse), the human eye may 

be capable to determine these intervals.

Table 1. Binary bit sequences and suggested inter-symbol intervals to encode them. 

Encoded bits Inter-symbol intervals 

Sparse Dense 

000 0,05 - 

001 - 0,05 

010 0,1 - 

011 - 0,1 

100 0,15 - 

101 - 0,15 

110 0,2 - 

111 - 0,2 

0 0,25 - 

1 - 0,25 



Проблеми інформатизації та управління, 1(69)’2022  19 

 

In addition to all this, it can be noted 

that it is possible to further increase the dura-

bility of the viewed method to stegoanalysis 

through the initial encryption of the hidden in-

formation. In this research work we con-

ducted, the problem of increasing the reliabil-

ity of the inter-symbol interval method has 

been considered by pseudo-randomly select-

ing the position in the container where the 

symbols that make up the concealed text will 

be placed. 

Defining a pseudo-random se-
quence for hiding text symbols 

By placing hidden secret information in 

texts in a random sequence, the stegoanalysis 

durability of the inter-symbol interval method 

of information hiding can be significantly in-

creased. For this, efficient algorithms for se-

lecting the positions where symbols will be 

placed in the container should be used. The 

combined use of pseudo-random number gen-

erators is suggested here, as such an algo-

rithm. 

There is extensive information about 

the methods of generating a sequence of 

pseudo-random numbers in the technical lit-

erature [7-11]. The analysis of the viewed 

methods shows that the efficiency of the 

methods based on different algorithms mainly 

depends on the areas where they are applied. 

In more serious matters such as information 

protection, the joint use of several methods is 

considered appropriate [7, 12-17].  

In this research work of ours, to place 

the hidden secret information in a text-type 

container in a random sequence, we used a se-

quence of pseudo-random numbers obtained 

by the joint application of the linear congruent 

method and Feigenbaum's quadratic function. 

Generation of pseudo-random 
numbers by linear congruent method 

The algorithm of the linear congruent 

method was suggested by D.X. Lemer in 

1948, and it is one of the algorithms created 

for the generation of regularly distributed ran-

dom numbers. The basis of the algorithm con-

stitutes the expression 

𝑥𝑛+1 = (𝑎𝑥𝑛 + 𝑐) 𝑚𝑜𝑑 𝑚, 𝑛 ≥ 0  (1) 

Here, 𝑥0 – is a starting value (𝑥0 ≥ 0), a – is 

a multiplier (𝑎 ≥ 0), 𝑐  – is a fixed number 

(𝑐 ≥ 0),  and 𝑚  is a module (𝑚 > 𝑥0, 𝑚 >
𝑎, 𝑚 > 𝑐) [7]. The sequence 𝑥0 obtained as a 

result of implementation of the algorithm de-

pends on the selection of the starting value, 

and for different values of this, different se-

quences of random numbers are obtained. Pe-

riodic repetitions happen in the sequence of 

numbers obtained at certain values of the 

quantities 𝑥0, 𝑎, 𝑐 and 𝑚, and it means that, 

these quantities cannot be chosen arbitrarily. 

The period of a linear sequence is equal to 𝑚- 

only if it meets the following conditions: 

1. 𝑐  and 𝑚  are mutually simple 

numbers; 

2. for each simple 𝑝divisor of 𝑚, 

the number 𝑏 = 𝑎 − 1 equals to the muitiple 

of 𝑝; 

3. while 𝑚is equal to a multiple of 

4, the number 𝑏 is equal to a multiple of 4. 

Choosing the constant 𝑎 by meeting the 

above conditions ensures the obtaining of a 

good enough result, of course, the condition 

m>a imposed on the numbers a and m should 

also be taken into consideration here. The 

constant c does not play a significant role in 

determining the value of a, and the main re-

quirement here is that c is a single (odd) num-

ber. For example, based on the viewed re-

quirements if we take 𝑚 = 1024, 𝑎 = 397 

and 𝑐 = 11, based on the expression 

𝑥𝑖+1 = (397𝑥𝑖 + 11) 𝑚𝑜𝑑 1024  (2) 

We can generate a sequence of random 

numbers up to 1024. A visual image of the se-

quence of generated pseudo-random numbers 

is shown in fig.1. 

However, it should be noted that, in this 

method, like most Pseudo-Random Sequence 

Generations (PTAG), there is a certain de-

pendence between consecutive elements, and 

if several consecutive numbers are known 

from this dependence, they can be used to cal-

culate others. Taking this into account, by 

weakening the connection at certain points of 

the sequence of numbers, it is possible to 

make significantly complex the process of 

calculating others according to the known el-

ements of the sequence. For this purpose, in 

our research work, we suggest to use Feigen-

baum's quadratic function.
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Fig. 1. A sequence of pseudorandom numbers obtained by the linear congruent method 

Generation of pseudo-random 
numbers based on Fiegenbaum’s 
quadratic function 

Feigenbaum's quadratic function is one 

of the functions reflecting deterministic chaos 

processes and is expressed by the following 

iterative formula: 

𝑦𝑛+1 = 𝑟𝑦𝑛(1 − 𝑦𝑛)    (3). 

The quadratic function (3) allows to 

generate a sequence of numbers changing 

chaotically between 0 and 1 of 𝑦𝑖 at values of 

parameter 𝑟 from 3.57 to 4. Using this chaotic 

feature, a new sequence is created by selec-

tively removing a part of the sequence of 

numbers obtained on the basis of expression 

(2). 

Calculation of pseudo-random 
numbers by the combined method 

The process of obtaining a new se-

quence is carried out in the following steps: 

a) A sequence consisting of a number of 

pseudo-random numbers is generated based 

on expression (2); 

b) The sequence of generated numbers 

each consisting of 10 numbers, is divided into 

m number (m=n/10) qk (k=1.. m) groups;  

c) Based on expression (3), a sequence 

of m/10 elements is generated (here the length 

of the fractional part of each bi element in the 

form of a decimal fraction of sequence B 

should not be less than 10 digits); 

d) Corresponding to the 1st digit after 

the comma of the b1 element of the B se-

quence, the first elements of the q1 group of 

the A sequence are taken and accepted as the 

first elements of the new C sequence; 

e) The first elements of the q2 group of 

the A sequence corresponding to the 2nd digit 

after the comma of the b1 element of B se-

quence is taken and added to the new C se-

quence. This process, we mean the process of 

selecting the appropriate number of elements 

from the q2 group according to the 2nd digit 

of the b1 element, and adding them to the C 

sequence, is continued until the 10th digit af-

ter the comma of the b1 element is used; 

f) Corresponding to the numbers of all 

elements of sequence B in the fractional part, 

the process of selecting elements from se-

quence A in a similar way to point e) and add-

ing them to sequence C is completed by se-

lecting elements from group qm. 

In the obtained new sequence, the sta-

tistical correlation between the elements is 

weakened enough, and this complicates the 
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task of calculating others according to the 

known elements of the sequence.  

A visual representation of the sequence 

of pseudo-random numbers generated accord-

ing to the linear congruent method and 

Feigenbaum's quadratic function is shown in 

fig.2. The elements of this sequence are used 

to determine the positions in which hidden se-

cret text characters are to be placed within the 

container.

 

Fig. 2. A sequence of pseudo-random numbers obtained according to the Linear congruent method and 

Feigenbaum's quadratic function 

Proposed steganographic hiding 
algorithm 

Generated according to previous sec-

tion, the algorithm of the inter-symbol inter-

val method of hiding secret information in 

texts using pseudo-random numbers will be as 

follows: 

1. the hidden secret information is 

changed into a binary code; 

2. the information contained in the bi-

nary code is consecutively divided into 

groups consisting of 3 bits;  

3. for hiding information a text-type 

container is selected; 

4. A sequence of pseudo-random num-

bers is generated according to the order spec-

ified in section 2;  

5. corresponding to the 1st element of 

the pseudo-random sequence the position of 

the symbol of the container is determined. 

The intermediate interval of that symbol is 

changed according to the interval selected 

from table 1 of group 1 of code 2 of hidden 

text;  

6. operations according to section 6 are 

performed on all groups of code 2 of hidden 

secret text. 

It should be noted that the information 

in table 1, as well as the values of the quanti-

ties x0, r and y0, are delivered in advance to 

the parts that send and receive the information 

and are kept confidential.  

An example. The suggested algorithm 

has been realised in the C# software develop-

ment on various text samples. Here, the 

pseudo-random sequence obtained in the val-

ues of x0=497, r=3,9612345678, 

y0=0,5678987654 with expressions (2) and 

(3) has been used. The result of the process is 

given as a visual image in fig.3. 

The process of removing the hidden se-

cret information from the stegocontainer is 

carried out in a similar way. In this case, iner-

mediate intervals of symbols are selected 

from the stegocontainer according to the spec-

ified positions, the sequence of bits of secret 

information hidden according to the intervals 

is obtained from table 1, and this sequence is 

grouped by bytes to restore the original text.
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Fig. 3. A visual representation of secret information hiding process 

Conclusion 
The suggested secret information hid-

ing method is more durable to stegoanalysis 

than similar methods. This is obtained by se-

lecting positions in the container for hiding in 

a sequence defined by pseudorandom num-

bers. Linear congruent method and Feigen-

baum's quadratic function were used in 

conbined form in the suggested algorithm to 

make it difficult to calculate the sequence of 

pseudorandom numbers by undesirable peo-

ple. The effectiveness of the suggested 

method was checked by realizing it in the C# 

software development. 
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INTERSYMBOL INTERVAL METHOD FOR HIDING SECRET INFORMATION 

BASED ON PSEUDO-RANDOM NUMBER SEQUENCES 

In the article, an efficient method of hiding secret information in text-type containers 

based on changing inter-symbol intervals is suggested. Here, the hiding process is performed 

by selecting the symbols of the container in a pseudo-random sequence to increase reliability. 

To obtain a pseudo-random sequence the linear congruent method and Feigenbaum's quadratic 

function were used. 

Keywords: steganography, container, inter-symbol interval method, sequence of pseudo-

random numbers, linear congruent method, Feigenbaum's quadratic function. 
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МІЖСИМВОЛЬНИЙ ІНТЕРВАЛЬНИЙ МЕТОД ПРИХОВУВАННЯ СЕКРЕТНОЇ 

ІНФОРМАЦІЇ НА ОСНОВІ ПСЕВДОВИПАДКОВИХ ЧИСЛОВИХ 

ПОСЛІДОВНОСТЕЙ 

У статті запропоновано ефективний спосіб приховування секретної інформації в 

текстових контейнерах на основі зміни міжсимвольних інтервалів. Тут процес прихо-

вування виконується шляхом вибору символів контейнера в псевдовипадковій послідов-

ності для підвищення надійності. Для отримання псевдовипадкової послідовності вико-

ристано лінійний конгруентний метод і квадратичну функцію Фейгенбаума. 

Ключові слова: стеганографія, контейнер, метод міжсимвольних інтервалів, по-

слідовність псевдовипадкових чисел, лінійний конгруентний метод, квадратична функ-

ція Фейгенбаума.


