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Introduction

To paraphrase a long-standing expres-
sion of Robert Mario Fano on the computer
and communication systems, we say that. The
marriage between the Internet of people and
the Internet of things has come to pass, the
honeymoon is over, and the spouses realized
that they are a single whole, changed their
names to Cyber-Physical Networks (CPS)
and began to live and live and make good
money (fig.1 based on data from [1-3]).
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Fig. 1. The number of living things (curve 1)
and non-living thing (curve 2), connected to
Internet on depending from time

As you can see, the scale of the devel-
opment of the global cyber-physical system is
such that it makes sense to try to predict what
will happen to us, and at least evaluate the
quantitative parameters of this relatively new
object of information technology. Many
works are devoted to the estimation of the in-
itial, from existing or potential subscribers,

information load on a relatively new compo-
nent of the CPS —the Internet of Things (IoT),
caused by the great interest of society and the
scientific community to predict the develop-
ment of this relatively new (in the public
sense) object, which is the birthplace of a
completely new, but almost legalized phe-
nomenon — global systems of the artificial in-
telligence as one of the components of the
CPS. The horde of artificial intelligence sys-
tems occupies the space of the global infor-
mation network.

The more accurately we assess the dy-
namics of the initial information from the
horde of "brainless" sources, the more likely
we will be able to correctly orient ourselves
and develop an effective strategy of behavior
(in particular, protection against this inva-
sion), not being limited, as was the case with
a horde of another type, washing hands and
wearing a mask.

This is not the first time that the authors
address the problem of forecasting the devel-
opment of CPS and IoT, in particular, the
problem of assessing initial information [4].
In this opus, we will describe some factors,
the consideration of which can raise the accu-
racy of the estimates obtained by the methods
proposed earlier.
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The problem statement in detect-
ing the bias (or lack thereof) of the es-
timates of the initial information flows
intensities for the Internet of Things in
the context of one method to evaluate

In [4], considerations are presented re-
garding (one) method of estimating the inten-
sities of initial information flows of the Inter-
net of Things, based on the use of the indica-
tor — gross domestic product (GDP).

This indicator is widely used in socio-
economic and other areas, is monitored at the
level of individual manufacturers (generators
of things), at the state level and globally ([5-
7]); that is why in the mentioned work it is
proposed to use the GDP indicator to solve the
problem on estimating the intensities of the
Internet of Things initial information flows.
In this case, it is a natural assumption that the
initial information flows intensity (to) the In-
ternet of Things directly depends on the inten-
sity of creation (production) of things them-
selves, which is estimated by GDP.

Indeed, the carriers of information com-
ing into the network of things from the termi-
nal devices of end users per unit time are the
"things" themselves, i.e., material objects pro-
vided by i/o devices, the role of which can be
played by various software and hardware, in
particular, actuators and (intelligent) sensors
[8]. You can even make assumptions about
the direct linear dependence of the infor-
mation amount generated by terminal devices
and coming into the network per unit time
(flow intensity), from the number of things-
terminals: the more things are produced per
unit time, the greater the information load on
the network.

Indeed, in [4] it is proposed to estimate
the flows intensities of "things™, on the basis
of which data on the intensities of information
flows are obtained.

Next, when using time series tools to
predict the intensity of initial information
from the i-th object to the Internet of Things,
to solve the problem it is necessary to identify
the function — the dependence of the intensity
of initial information to the Internet of Things
on GDP;.

In addition, it is necessary to determine
the parameters of auto- and cross-correlation.

In the aforementioned work, it is pro-
posed, in fact, to calculate the cross-correla-
tion parameters based on Vasily Vasilyevich
Leontyev model of the interbranch balance,
which is formed as follows.

We have n generators (producers)
things as which can act as we have said, ob-
jects of different levels (individual producers,
industries, etc.); for certainty, the state-level
economy can be considered as such an object.
The object generates a flow of homogeneous
gross product with the intensity of Xi (conven-
tional units/year); it is assumed that the flow
intensity function of initial information from
the values of Xj is known.

The so-called technological matrix of
the classical V.Leontyev model is the carrier
of estimates of the correlation between GDP;
and GDPj (i, j € {1,2,...,n}).

Thus, we have random components of
the evaluation procedure, there is a correla-
tion between variables, whence the suspicion
of the possibility of making mistakes when
using classical statistical research methods,
which can make dangerous the use of good,
old — since Simon Smith Kuznets — indicator.

Let's try to identify places where there
may be shifts in the slender design of the pro-
cedure for estimating the intensities of initial
information flows that it enters to the CPS and
loT.

Solving the problem of detecting
the bias of estimates of the intensities
of initial information flows

Estimation of input flow intensities
measured by the number of devices connected
to the CPS (accumulated, living things plus
unliving things) as a function of accumulated
product flows (AP).

According to data from reliable sources
such as [6], every year during the period, say,
from 1948 to 2020, an ordinary citizen of the
country S produced a product (volume) Xs,
that is 2 times more than a citizen of the coun-
try G.

Suppose, for simplicity, that at the be-
ginning of 1948 (the beginning of the Bretton
Woods calculation era for the product
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produced per capita), the AP volume for all
these citizens was zero. Then it is possible to
state that the AP volume of the country S cit-
izen in 2 times exceeds that of the citizen of
the country G. In other words, at the end of
2020 the first created sources of information
load on the CPS and loT with an intensity
twice that of the second.

We have statistics as in Table 1, where
it is assumed that the “accumulated” GDP at
the beginning of 2009 is equal to zero.

Table 1. Statistics on the number of de-
vices connected to the CPS

Year | AP Volume Number of
of world, devices connected
USD bhillion to CPS
(accumulated,
living things+non-
living things),
billion units
2009 59803,0 25
2010 125152,0 3,75
2011 197526,0 50
2012 271157,0 6,25
2013 346723,0 8,5
2014 424760,0 11,3
2015 498262,0 13,8
2016 573475,0 16,3
2017 653745,0 18,8

We have a close correlation, however,
in reality, a citizen of country S has not accu-
mulated twice as many things (recall, sources
of initial information flows in 10T) than a cit-
izen of country G: this is evident from the sta-
tistics of connecting things to the Internet.

The revealed bias is explained by the
fact that the (additive) component of GDP —
services are not accumulated in the form of
material objects, except perhaps in the form
of credit cards. For 2017, the world has accu-
mulated a product in the amount of 653745.0

billion dollars, and this product consists of
goods (the "source™ of things for 10T) and ser-
vices (measured and accumulated in the form
of credit cards, and these services are not gen-
erating things for IoT).

However, here we are breaking into an
open door, because the indicator "volume of
AP" is not used so simply: two components of
GDP are monitored — the volume of accumu-
lated goods and separately — the volume of
services provided.

Now we will try to localize the problem
by eliminating the problem of accumulation
and considering only the increment (say — an-
nual) products (actual GDP) and are con-
nected to the global CPS interface devices
(from the living and non-living things).

To do this, we use the data given in Ta-
ble 1 to assess the statistical correlation be-
tween the increment in the "accumulated”
GDP of the world, i.e., the actual GDP (in bil-
lion dollars), and the annual increment of the
total (summary) number of devices connected
to the global computer network (billion units).
Here [The annual increment of the total (sum-
mary) number of connected in 2009 devices
to the global computer network] = [The total
number of connected devices to the global
computer network in 2009] - [The total num-
ber of connected devices to the global com-
puter network in 2008]. Based on the data in
Table 1, Table 2 is formed.

Here, and this is natural, there is a close
statistical relationship (the value of the corre-
lation coefficient = 0.86): the more product is
produced per year (GDP per capita), the more
interface devices connect this manufactured
product to the global computer network.

All the above considerations regarding
the accumulated GDP remain valid for the
GDP itself.
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Table 2. Statistics obtained on the basis
of Table 1

Year GDP of The annual
world, increment of the
USD bil- total (summary)
lion number of
connected devices
to the global CPS,
billion units
2007 57520,0 -
2008 63026,0 0,5
2009 59803,0 0,75
2010 65349,0 1,25
2011 72374,0 1,25
2012 73631,0 1,25
2013 75566,0 2,25
2014 78037,0 2.8
2015 73502,0 2,5
2016 75213,0 25
2017 80270,0 25

As we have already said, there are two
types of interface devices of the global CPS:
the first is the interface devices of the IoT it-
self (the interface of "non-living things™), and
the second is the interface devices of the In-
ternet of people ("living things", interface de-
vices for subscribers — people are various
gadgets type of phone, smart devices, etc.).
And it is the first indicator that characterizes
the annual increase in the flow intensity of the
initial information from a citizen of any coun-
try in the IoT.

So, if indeed the annual increase in the
"thing allowance" for a citizen of country S is
2 times greater than that for a citizen of coun-
try G (due to twice the "high™ technologies
available in country S than in country G), then
the increase in the interface devices of a

citizen S for 10T is more than the same from
citizen G by the same 2 times.

Let's repeat our statement made at the
beginning of the article: some interface de-
vices for the Internet of people can also be
considered as generators of the initial infor-
mation in the IoT.

Now let's introduce an assumption: the
number of devices connected to the 10T per
year per one inhabitant of the planet is deter-
mined solely by the number of things pro-
duced by this inhabitant (one person) per year.

At one time, the State Planning Com-
mittee, to estimate the number of things pro-
duced in a year or five years, introduced a het-
erogeneous scale; homogeneous scale (c.u.)
appeared as an alternative. If the global eco-
nomic system were homogeneous, then it
would be fair: if the number of products dou-
bled, then the number of interface devices
should also double (again, up to the pace of
I0T installers).

A convenient indicator for estimating
the number of interface devices connecting
things to the global computer network could
be the in everyday use indicator “the total
number of devices (users) connected to the
global CPS (Internet). The danger of errone-
ous conclusions follows from the fact that the
modern Internet is a combination of two net-
works: the Internet of things and the old cus-
tomary Internet of people with their (people)
interface devices such as radio towers, lap-
tops, tablets, iPads, and other gadgets. And
we are interested in the part that unites all ma-
terial objects (things, material products), but
does not include the person himself.

Let's try to estimate the correlation
when using not the total number of devices
connected to the global network, but exclud-
ing smartphones, PCs, wearable devices (live
Internet) connected to the Internet, leaving
Smart TV, industrial interface devices, vehi-
cle devices, household appliances in consid-
eration (Table 3, assuming zero value of the
connected interface devices of this type for
2008).

We have for a pair of (<world GDP, bil-
lion dollars>, <the annual increment in the
number of Smart TVs connected to the global
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computer network, industrial interface de-
vices, vehicle devices, household appliances,
etc., billion units>), a correlation coefficient
equal to 0,84.

Table 3. Statistics on the number of

non-living devices connected to the CPS
Year GDP of Annual increment
world, USD | in the number of
billion connected devices
2007 57520,0 -
2008 63026,0 0,0
2009 59803,0 0,25
2010 65349,0 0,7
2011 72374,0 0,8
2012 73631,0 0,95
2013 75566,0 1,9
2014 78037,0 2,35
2015 73502,0 2,25
2016 75213,0 2,2
2017 80270,0 2,2

However, for a pair of (<world GDP,
billion dollars>, <annual increment in the to-
tal number of connected devices to the global
computer network, billion units>), the value
of the correlation coefficient is 0.86 (see
above).

Thus, if the independent variable repre-
sents the classical GDP, then statistically the
amount of the product produced, measured by
the number of corresponding interface de-
vices of its material (product) part, to a lesser
extent (0.84 < 0.86) depends on the amount of
the product measured by the number of all in-
terface devices; if the number of devices for
non-living things were in a certain proportion
with the number of devices for the set (non-
living things + living things), then the corre-
sponding coefficients of (linear) correlation
would not differ so much from each other.

This raises further vague doubts about the
truth of the generally accepted (in everyday
life) assumption that S, which "gave out on
the mountain in 2017" is twice the product
measured by Bretton Woods (GDP), is more
than G, exactly the same time more replen-
ished its individual grocery warehouse.

Such doubts give rise to the task of
identifying the data distortion on the dynam-
ics of global and regional cyber-physical sys-
tems, and ways to correct these distortions
(bias of estimates).

The first way is to establish fair, “cor-
rect” mechanisms for assessing the volume of
the annual produced product (GDP), taking
into account that the emission of any national
currency should not directly, roughly influ-
ence the volume of the world universal cur-
rency: either establish a clear border, or even
deduce the existing, issued in the national fi-
nancial and economic system, a unit generally
from consideration when evaluating things
that the average citizen of the world has pro-
duced or accumulated — the beneficiary of in-
formation flows into the global CPS and IoT.

The second way is to use the good old
natural indicators from the State Planning
Commission, but when establishing reducing
mappings, in particular — reducing coeffi-
cients, which can be indicators such as "the
degree of ordering of things". In the paper
[11] we proposed to use principle of material
balance in the form of V.Leontyev’ model:

(E-A)- M-M"=0,
were M is the material resources values, M" is
the rest of material resources, after technolog-
ical transformations, which is the main (sta-
tionary) sources of the initial information
flows.

And, from this equation, if M takes a lit-
tle value, then M" takes a little value also; but
really, we know vice versa examples.

Consequently, M" = M™ + M"™, where
M represents the own (inside) rest of the ma-
terial resources, and M"™ represents the out-
side rest of the material resources, which is
not the sources of the initial, from the deter-
mined object, information flows. The varia-
bles for balancing are in A; one of the ways to
form the balance for the i-th object is the
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variable aji raising, this is equivalents to (arti-
ficial) lowing of the i-th object technological
effectiveness (the citizen S technological ef-
fectiveness is by 2 times higher, than the same
for citizen G — see above).

The third way to take into account the
bias is as follows.

In order to reduce the error in assessing
things included in the CPS, the value of GDP
should be shifted downward, but how much it
IS a separate task.

The considered methods on accounting
for the displacements were based on the as-
sumption of the independence of objects —
generators of things. However, in reality the
generators (manufacturers) are in communi-
cation. The carrier of these bonds is the tech-
nological matrix (A), which also takes into ac-
count the hidden part of the things flows that
are formed in the actual production process,
as well as consumed inside the object; ele-
ment ajj its essence is the volume of goods and
services generated by the i-th object, which is
used to create a unit of volume of the goods
and the services generated by the j-th object.
Expected, for time t, values of X; (i €
{1,2,...,n}), that is, indirect estimates of the
intensities of the initial information flows for
the Internet of Things are calculated by solv-
ing SLAE, where the coefficients of the ma-
trix A are usually presented as the expected
value of aj; on the basis of relevant statistics.

Regularities in the dynamics of the val-
ues of ajj, except perhaps the downward trend
due to technological improvements, are diffi-
cult to determine, especially given the "Bret-
ton Woods" method of (comparative) evalua-
tion of technology efficiency. (Incidentally,
the trend of declining ajj values due to “tech-
nological progress” has also failed in recent
times due to the pandemic).

Also, keep in mind that GDP;, that
means — and X;, usually considered as consist-
ing of two parts: actually, the things and ser-
vices, true, the additive nature of the convolu-
tion allows us to identify the component of
GDP associated with the production of things,
but to measure the volume of goods produced,
semi-voluntaristic determination of the things

price in GDP reduces the accuracy in the as-
sessment.

The authors believe that the main (only
to what extent — they do not know) factor is
the flow of things, although the "service™" of
mining from an essentially "mindless device"
can also create a significant load on the net-
work.

These circumstances make us consider
the values of the components of the techno-
logical matrix to be random rather than deter-
ministic.

Then the calculation (estimation) of the
predicted values of X; takes place in the se-
quence: forming a sample to estimate the ele-
ments of the technological matrix, calculating
the expected values of the elements of the
technological matrix, solving a system of (al-
gebraic) equations (in the simplest, classical,
case — linear) or solving the corresponding ex-
treme problem (in the simplest case — linear
programming).

Solutions (roots) are random variables
with unknown a priori distribution laws, and
there is no basis for claiming that their values
are always unbiased: instead of really random
values ajj we used the estimated coefficients
of the variables in the technological matrix.

In reality, such an assumption is not ac-
ceptable, but is forced, applied for simplicity.
The simplicity is achieved by the fact that in-
stead of considering the design parameters as
random (stochastic) quantities, we use their
expected (arithmetic mean, mode, median)
value. Sometimes even — limit values (time of
the greatest loading — TGL).

Such a simplification can generate —
and in our case, a shift in the value of the (tar-
get) function for estimating the intensity of
the initial flow due to a known fact: the value
of the function (reflection) from the mathe-
matical expectation of arguments does not al-
ways coincide with the mathematical expec-
tation of function values from random argu-
ments.

Numerous calculations using available
data from sources [1-3,9,10] confirm the con-
cern: there is a deviation from the estimate.
From here we can make a suggestion: to tak-
ing into account the identified shift we must
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go from the proposed in [4] simple determin-
istic models of the mathematical program-
ming based on GDP and the appropriate
methods on estimating and forecasting [12] to
the models and the methods of the stochastic
programming.

Conclusion

1. The use of the existing official statis-
tical reporting for forecasting the develop-
ment of the network, which provides deter-
ministic estimates of the initial parameters,
creates the danger of distorting the corre-
sponding estimates of the initial information
flows intensities generated by subscribers.

2. The mapping (extreme balancing
function in the proposed estimation method)
of the value set of initial parameters to the set
of the estimates values is such that there is a
bias in the intensities estimates of the initial
information flows obtained by the method on
using the indicator of GDP.

3. In order to improve the accuracy of
the Internet of Things development forecast in
the context of the initial information flows dy-
namics, for taking into account the bias of es-
timates, it is appropriate to move from those
proposed in [4] simple deterministic models
of the mathematical programming based on
GDP and corresponding estimation methods
to the models and the methods of the stochas-
tic programming. The question of the feasibil-
ity of this suggestion, i.e., the possibility of
finding a way to generate relevant statistics on
GDP, is beyond the scope of this article.
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SMIIIEHICTh OIIHOK THTEHCUBHOCTEM IOYATKOBUX ITH®OPMAIIIN-
HHUX MOTOKIB I''TOBAJIBHOI KIBEP®I3UYHOI MEPEXKI

Busnaueno, wo euxopucmarnms 015 npocHO3y8aHHS PO3BUMKY MepedCt iICHYIOHoi oghiyiti-
HOI cmamucmuy4Hoi 36iMHOCMI, KA HAOAE 0emepMIHOBAHI OYIHKU BUCXIOHUX Napamempis,
CMBOPIOE Hebe3NneKy CNOMBEOpeHHsL 8i0N0BIOHUX OYIHOK IHMEHCUBHOCM N NePEUHHUX IHpopMa-
YIUHUX NOMOKIB, WO 80HU 2eHepylombCsl aboHenmamu. Biooopasicenns (¢hynxyis excmpemans-
HO20 OANAHCYBAHHA Y 3ANPONOHOBAHOMY MemOOi OYIHIOBAHHS) MHONCUHU 3HAYEHb BUCXIOHUX
napamempie Ha MHOJICUHY 3HAYEeHb OYIHOK € MAKOI0, WO ICHYE 3MIWEHHA OYIHOK IHMEHCUBHO-
cmetll nep8UHHUX IHGOPpMAYIUHUX NOMOKIB, OMPUMAHUX NO MmOy SUKOPUCTNAHHS NOKA3HUKA
BBII. Jloyinbnum, 3 Memoro nioguueHHs mouHoCmi npo2HO3y PO3GUMKY IHmepHemy peuell 8
KOHMeKCMi OUHAMIKU NOMOKI8 Nep8UHHOI THGhopmayii, 011 8paxysanHs sMilyeHHsl OYIHOK, € ne-
pexio 6i0 3anponoHOBAHUX NPOCMUX OeMEPMIHOBAHUX MOOeNell MaAmemMamuiHo2co npozpa-
myeanHs Ha ocHoei BBII i 6i0nogionux memoodie oyiHio8anHs 00 mooeneli i Memooie cmoxa-
CMUYHO20 NPOSPAMYBAHHAL.

Knrouogi cnosa: oyinka cmany, npoeno3yeanus, Kubep@isuuni mepesici, po3gumox i-
mepHemy, noyamko8a inghopmayis.

Zhukov I.A., Pechurin N.K., Kondratova L.P.

THE BIAS OF THE INITIAL INFORMATION FLOWS INTENSITIES ESTIMATES
OF THE GLOBAL CYBER-PHYSICAL NETWORK

The use of the existing official statistical reporting for forecasting the development of the
network, which provides deterministic estimates of input parameters, creates the danger of dis-
torting the corresponding estimates of the initial information flows intensities generated by
subscribers. The mapping (function of extreme balancing in the proposed estimation method)
of the set of the input parameters values to the set of the estimates values is such that there is a
bias in the estimates of the initial information flows intensities obtained by using the GDP in-
dicator. In order to improve the accuracy of the Internet of Things development forecast in the
context of the initial information flows dynamics, to taking into account the bias of estimates it
is appropriate to move from the simple deterministic models of mathematical programming
based on GDP and corresponding estimation methods to models and methods of stochastic
programming.

Keywords: condition assessment; forecasting; cyber-physical networks; development of
the Internet; initial information.



