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T'usyn A.M., Boaanckasa B.B.,, T'namiok B.A. Modeau 3mar0n08 auneBucimuueckux nepeMeHHuIX OAA CUCHIEM
obHapyenua u udenmuguxayuy Hapywumets uHphopmayuonHo besonacHocmu

Annomayus. Vsyuenue paxma HapyuieHus uHGOpMayuoHHou 0e30nacHoCmy U AUMHOCIIU HAPYUiUMmes umeemn 00Abuioe
HayuHoe U npaxmuteckoe sHavenue. C 3mux nosuyuil, Gopmasusayus napamenpob, Komopsie Mo2ym bbb UcnoAb308aHb!
045 udenmupuxayuy Hapyuwumenei, S6aaemcs aKmyaibHol HayuHotl 3a0auei. Yemkoe onpedesenue 1noAH020 MHOKecmba
napameimnpo8 nosoaum noBuicums spgpexmubrocns npebenmubHuix Mep U cuctmem saujumsl. B pabome npedsoxena modess
IMAAOHOB AUHRBUCTIUUECKUX TIEPEMEHHbIX, OpUeHmMupoBannas HA 1OCHIpoeHue CUCTeMbl O0DHAPYKeHUS HAPYUIUIMEAs
(6mopxenue). [las obHapysxeHUA HAPYUIUMEAS UCNOAb3YemcA pA0 xocmoBbix u cemeBuix napamempob, boavuiuncmbo us
KOmopbIX uMmerom Hewemxywo npupody. Ha ocnoBe npoBedenrozo skcnepumenma nocmpoeHsi MoOeAu 3MaioHoB 3mux
napamempo8 ¢ ucnoav3obanuem Heuemkux uuced. Iloayuennsvie pesyivmamvt mo2ym 0bimb 0A3UCOM 045 NOCHIPOCHUA
ccmembt 00HapyKenus Bmopikenuil Ha ocHoBe mexrosoeuu honeypot.

KaroueBoie croBa: napyuwiumens ungopmayuonHoi 0e30nacHoCmy, cucmema O0DHAPYKeHUS HAPYWUIMes, Napamempol,
udenmugpukayus, AuneBucmudeckue nepemenHbvie, Heuemxas A02UKa, AMAL0Hb! napamempos.

Gizun A.L, Volyanska V.V., Gnatyuk V.O. Etalon models of linguistic variables for information security intruders’
detection and identification

Abstract. Study of information security breach and intruder identity has a great scientific and practical importance. From this
viewpoint parameters formalization for intrude identification is an actual research problem. Clearly definition of complete set
parameters can give a possibility to increase preventive measures and security systems efficiency. In the paper etalon model of
linguistic variables was proposed and oriented on IDS system construction. For intruder detection the set of host and network
parameters are used. Most of them have a fuzzy nature. The etalon models were build using fuzzy numbers on basis of
experiment. Given results can be the basis for IDS system based on honeypot-technology development.

Key words: information security intruder, intruder detection system, parameters, identification, linguistic variables, fuzzy
logic, etalon parameters.
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Abstract. This article describes the steps of unauthorized access to the informational computing network.
Proposedaction model is providing a violator to more accurately determine the list of threats that must be taken into
account in the development of data protection and security policy of informational computing network.
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Introduction

In today's world are becoming increasingly
important information distributed computing networks
(DAN). It should be noted that the creation of one of
their main tasks is to protect the information from
unauthorized access. Unauthorised access, performed by
the offender remote access will be called network attack.
In order not to have been locked in a timely manner of
its action, the offender tends to have information on the
actual use network infrastructure, subject to the
applicable network technology, network and transport
protocols, network services and business applications. If

successful, an attacker may be arranged hidden data
channel, through which he has a chance to access hosts
on the DAN [1].

Stages of unauthorized access

The probability of such a development is caused
by three main assumptions [2]:

— availability of transport between hosts DAN;

—the presence of vulnerabilities in the DAN
(design errors and / or marketing);

—the presence of a compromise price /
performance in the application of information security.

Collection of

information an DAN

Unauthorized access
to information to the
components DAN

Long-term presence
in the DAN

——

Fig. 1 Model of violator

The offender acts in stages (Fig. 1).

Stage 1. At the initial stage of a criminal is
collected general information about DAN and collect
information on potentially sensitive resources.
Information of interest to the attacker offered
conditionally divided into technical and personal. The
first group includes the following data:

— Information about the network and its
topology;

— Information about the hosts DAN, including
hardware, operating systems, types used, applications,
network services provided, etc.;

— Information about security (firewalls, filters,
intrusion detection systems).

In addition, the accumulated information of a
personal nature on administrators and users of the
DAN, allowing to establish the degree of
correspondence between the users of the DAN and
specific individuals.

Stage II. Once the information is collected about
the detention center, over an active attempts breach of
security detention center at both the host and the entire
system. The purpose of this phase is to implement the
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threat of violation of confidentiality, integrity and
availability of information in the detention center.

Stage I1I. At this stage, the offender made in the
implementation of the DAN funds hidden
management, monitoring and correction of internal
audit data (programs such as "Trojan horse").
Modification of audit logs helps tamper go unnoticed
for the security administrator and systems analysis.
Funds hidden controls allow unauthorized access in the
future to produce without getting information about
the fact of access to audit logs. In addition, these funds
is access to resources DAN, which makes the detection
of an intruder, and the fact of unauthorized access.
After the successful implementation of phase III can be
assumed that the offender failed to compromise this
host DAN.

The problem of estimation of security detention
center on network information attacks (for example,
when you connect to the Internet DAN) is that even the
protected computer system acquires a certain
vulnerability when it is connected to the public
network. This is due to the peculiarities accepted for
exchange in the public network communication
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protocols, communications rules,
information exchange, etc. [3].

Certain protocols and data transfer technologies
used in public networks have design flaws and
implementation, which lead to a decrease in security
detention center. Therefore, to make reasonable efforts
to achieve the required level of security is necessary to
introduce new security features that will be given in the
form of requirements. The proposed specifications are

equipment,
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of good quality and are expressed requirements to
ensure the resistance of certain actions offender.

Features security

We divide conditionally all indicators into five
groups (Fig. 2) [4].

The first group includes performance counter
collection of information about the components of the
DAN.

Features security

y

Opposition to collect
information about the
components of DAN
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Protection against network
connections DAN
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Applications

Fig. 2. Proposed features protection from network attacks

From opposition to the establishment of IST
(information security tools) is required:

— the type of operating systems;

— hardware platform component DAN;

— the availability of network services;

— versions of software tools;

— Active hosts.

IST should also prevent the possibility of
studying the topology of the network and obtain
information about users of the DAN.

The second group comprises security
characteristics of network connections DAN.
IST prevents:

— the possibility of "listening" segment;

—uncontrolled transfer of network packets
between interfaces, one host;

— Organization of unauthorized
communication channels DAN;

—the possibility of wunauthorized network
devices are connected.

The third group of indicators relates to the safety
of hosts DAN. It will include features such protection as
fighting capabilities:

— uncontrolled access to system files and change

access to

them;
— interception and modification of audit records;
— exhaustion of system resources processes;
—reducing the secrecy when dealing with
objects;

—the appearance of the operating system
components that are not needed for functionality
within the tasks performed;

—the occurrence of
privileges to critical system files.

inappropriate  access
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The fourth group describes the characteristics of
network security detention center. The protection
system must withstand:

— attacks such as
network level;

— "spoofing", ie attacks on the authentication
mechanisms that are based on sender address
verification;

— transmission of passwords in clear text;

— transmission of data with limited access to
unencrypted;

—the use of network protocols with weak
authentication;

— violation of the integrity of transmitted data;

—use of alternative security mechanisms that
lower the level of protection;

—the availability of protocols that are not
needed for the work of the tasks performed.

And finally, the fifth group describes the
characteristics of application security. The system
should not miss:

— inadequate access permissions for files;

— application components that are not needed
for the work of the tasks performed;

—anonymous access to
resources.

IST should also prevent the possibility of
modifying records application logs.

"denial of service" at the

the application's

Conclusion

The proposed model provides the violator's
ability to accurately identify a list of threats that must
be taken into account in the development of IST and
security policy DAN.
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The above characteristics make it possible to
evaluate the distributed security detention center, which
consist of geographically dispersed components of
various network information attacks.
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Kaneicina I.J1., KyavoeeB €.1., IllaiixanoBa A.K. 3axucm danux 8i0 mepesxcebux amax

Anomayia. YV Oaniii cmammi poseAsnymi emanu HecamkiyioHobanozo docmyny 00 IHgopmayinHoi oduucoBalbHoi Mepesi.
3anpononoBario Modeas 0iil NOpyuiHUKa, 140 0acs MoXAUBIcIb biabuL 1M0UHO BUSHAUUMU Nepesik 3a2po3, Aki caid 83amu 0o ybasu
npu pospobyi cucmemu 3axucmy ingpopmayii ma nosimuku besnexu ingpopmayiiinoi 004utcA106a4bHOT Mepeixi.

KaouoBi caoba: I0OM (ingpopmayiiini  obuucatoBasvii  Mepexci), saxucm iHgpopmayii, Mepexebi amaku, NOPYUWIHUK,
XapaKkmepucmuKi 3axumueHocni, HecanxkiyionoBanuii docmyn.

2Kaneucuna I /1., Kyavodee8 E.WN., Illaiixanoba A.K. 3aujuma oanunsix om cemeBoix amax

Annomayus. B 0anHOU cmamve paccMompersi 3mans. HeCAHKYUOHUPOBAHHO20 00Cyna K UHMOPMAYUOHHO BoluiCAUMeAbHOU
cemu. IIpedsoxena modess deiicmbutl Hapyuiumens, npedocmabanioujas 603MoxHOCHT Bosee TOUHO ONpede/untv nepedeHs yepos,
Komopbie caedyem npunams 60 Bnumanue npu paspabomie CUCHeMbl 3AUUMbL UHGOpMAYUU U HoAumuxu besonacHocmu
UHGPOPMAYUOHHOT BbIUUCAUIMEALHOTL CETMU.

KaroueBoie caoBa: VIBC (ungpopmayuontvie Bviuucaumenthsie cemu), 3aujuma uHgopmayuy, cemebvie amaxi, HAPYUUNIEAD,
XapaKmepucmuKi 3auuieHHOCY, HeCaHKYUOHUPOBAHHDLIL 0OCTIYN.

Orpumano 25 ciuna 2013 poxy, 3aTBepmkeHO penkoreriero 1 bepesta 2013 poxy

SAXUUCT ITPOITPAMHOIO 3ABE3IIEYEHHIJ TA
OBJIAIHAHH / SOFTWARE & HARDWARE

ARCHITECTURE SECURITY

HEVIPOMEPEXXEBA METOIOJIOTTSI PO3ITIISHABAHHSI
IHTEPHET-OPIEHTOBAHOI'O HIKIAJIMBOI'O
ITPOITPAMHOI'O SABE3IIEYEHH/I

Irop TepennkoBcbKM1

Hayionasvnuii mexnivnuil ynibepcumem Yxpainu «Kuibcvkutl nosimexuivnuil incmumym», Yxpaina

TEPEMKOBCBHKUM Irop AHaTtos1if10BUY, K.T.H., JJOIIEHT

Pik ma micye napodxenns: 1967 pik, M. TepHomnisis, YKkpaiHa.

OcBima: KuiBcbkmvi iHCTUTYT iE>KeHepiB ImBiibHOI aBiarii (3 2000 poxy - HarioHamsmuit
aBiarivEM yHIBepCUTeT), 1992 pik.

Ilocada: moueHT Kadempwu CHUCTEMHOTO IpOrpaMyBaHHsS Ta CIIelliali3oBaHMX KOMII IOTEPHUX
cucreMm 3 2009 poky.

Hayxo6i inmepecu: indopmariiviHa 6e3rexa.

I1ybaixayii: 6inpine 50 HayKoBUX ITyOJTiKaIIivi, ceper sSIKux MOHOTpadis, HaBYaJIbHi ITOCIOHMKM Ta
HayKOBi CTaTTi.

E-mail: terejkowski@ukr.net

24


mailto:terejkowski@ukr.net

