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Abstract. The development of mobile technologies and their integration with Internet of Things and smart technologies 
form both cyber-physical and socio-cyber-physical systems. In such systems, as a rule, wireless communication chan-
nels are used, in which SSL/TLS protocols are used to provide security services (confidentiality, integrity and authen-
ticity). However, this protocol is not only vulnerable to "Meeting in the Middle", POODLE, BEAST, CRIME, 
BREACH attacks, but with the advent of a full-scale quantum computer, it can be broken. The article proposes a pro-
tocol based on quantum algorithms – crypto-code constructions, which will ensure not only resistance to current at-
tacks, but also stability in the post-quantum period. To ensure the "hybridity" of services, it is proposed to use McEliece 
and Niederreiter crypto-code constructions and the improved UMAC algorithm based on McEliece crypto-code design. 
The use of crypto-code constructions provides not only resistance to attacks, but also simplifies the formation of a 
connection – the parameters of elliptic curves are used for the transmission of the common key. This approach signifi-
cantly reduces the time of connecting mobile gadgets and simplifies the procedure of agreement before data transfer.  

Keywords: SSL/TLS protocol, crypto-code constructions, UMAC algorithm, algebraic geometric codes, lossy codes. 
 

Introduction 
The development of modern information and com-

munication technologies, mobile technologies and the In-
ternet of Things has significantly expanded the range of 
digital services and formed a trend in the formation of 
cyber-physical systems based on the integration of these 
technologies with cyberspace. The growth in the capabili-
ties of mobile Internet technologies and wireless channels 
makes it possible to form mesh networks and expand the 
areas of smart technologies. 

Analysis of existing studies 

In such systems, as a rule, the SSL/TLS protocol stack 
is used to provide security services, which makes it possi-
ble to provide services of authenticity, integrity, and confi-
dentiality [1–5]. The paper proposes an approach to im-
prove the SSL/TLS v.1.3 protocol stack based on the inte-
gration of post-quantum algorithms – McEliece crypto-
code constructions on algebrogeometric codes and the im-
proved UMAC algorithm [6, 7]. 

In addition, the proposed approach provides not only 
an increase in the level of resistance and “elimination” of 
the possibility of implementing threats when using this 
protocol (“handshake” mode), but also allows its use in the 
post-quantum cryptoperiod. The post-quantum cryptoper-
iod is understood as the emergence of a full-scale quantum 
computer and the possibility of implementing Grover 
quantum algorithms (breaking symmetric algorithms) and 
Shor quantum algorithms (breaking asymmetric cryptog-
raphy algorithms). 

Purpose and statement of the task 

Thus, the analysis showed that in order to “eliminate” 
(minimize) the existing threats to the SSL/TLS protocol, it 
is proposed to use either network traffic monitoring or use 
post-quantum cryptography and elliptic curve cryptog-
raphy algorithms. The first approach does not eliminate the 
reasons for the implementation of threats, and the second 
does not provide the required level of performance and use 

in smart technologies based on smart chips with limited 
computing resources. 

The main part of the study 
Development of a protocol based on post-quantum algo-

rithms 
To ensure the security of mesh-, sensor networks tech-

nologies using wireless channel standards: mobile technol-
ogies LTE, IEEE802.16, IEEE802.16e, IEEE802.15.4, IEEE-
802.11, Bluetooth, new approaches to providing security 
services are needed. In the context of the emergence of a 
quantum computer, it is necessary not only to use post-
quantum cryptoalgorithms, but also a new approach to en-
suring the security of socio-cyber-physical systems. Such 
algorithms require an increase in key sequences to 512 bits 
for symmetric cryptosystems (this provides a safe time of 
about 60 years), or the use of post-quantum asymmetric 
cryptosystems (PQAS – post-quantum asymmetric cryp-
tosystems). Among the contestants of the third round of the 
competition, there are algorithms built on the integration of 
the theory of error-correcting coding and cryptography [6-
12]. Crypto-code constructions of McEliece and Nieder-
reiter on algebrogeometric codes (elliptic codes over the 
field GF (28), which provide protection against the Sidelni-
kov attack and reduce energy consumption. In addition, 
they provide an integrated error correction in the infor-
mation sequence [2].  

To ensure authenticity in the post-quantum crypto-
period, it is proposed to use the improved UMAC algo-
rithm based on the crypto-code structures of McEliece (Nie-
derreiter) [18, 28], which makes it possible to meet the re-
quirements for the efficiency of processing information 
flows, to ensure the “preservation” of the universality 
property. 

The scheme for transmitting a message from the 
sender to the recipient and checking the integrity of the re-
ceived message by comparing the codegrams and hash 
codes using the McEliece CCC on the MEC is shown (fig. 1). 
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Fig. 1. Structural diagram of the UMAC protocol on the McEliece CCC with MEC 

 
The crypto-code construction of McEliece on elliptic 

codes (MEC) acts as an algorithm for the formation of the 
substrate. The application of modification changes to elliptic 
codes reduces the load on computing resources and leads to 
an increase in the efficiency of generating MAC codes in real 
time. At the heart of the SSL/TLS protocol enhancements 
are complex algorithms based on post-quantum algorithms 
that allow the provision of security services, taking into ac-
count the elimination of vulnerabilities based on the use of 
the handshake phase. 

At the present stage, two versions of the SSL/TLS pro-
tocol versions v.1.2, v.1.3 are used, their architecture con-
sists of two protocols: 

I – handshake protocol (appointment - authentication 
and key exchange), according to which the Client and 
Server perform the following procedures: 

• protocol version negotiation; 
• choice of cryptographic algorithm or cipher suite; 
• authentication with asymmetric cryptography; 
• determining the shared secret key to be used for 

symmetric encryption at the next level; 
II – recording protocol. At this level, the following 

procedures are performed: 
• all outgoing messages are encrypted with the secret 

key set during the handshake; 
• encrypted messages are transmitted from the Client 

to the Server; 
• server checks received encrypted messages for 

changes; 

• if no changes are made, encrypted messages are de-
crypted using the secret key. 

To ensure that an encrypted message has not been al-
tered during transmission, the TLS v.1.3 protocols use au-
thenticated encryption (AEAD mode), in Figure 1-3. Figure 
shows the differences between the versions of the SSL/TLS 
protocol stack (fig. 2). 

The fundamental difference between version 1.2 and 
version 1.3 is the rejection of the choice of various symmet-
ric encryption algorithms (version 1.2 was the choice) and 
the use of complex algorithms for generating an authenti-
cated message in AEAD mode (version 1.3). However, even 
in version 1.3, the handshake protocol (phase) remains vul-
nerable, in which a secret (shared) key is exchanged for 
general use in the selected symmetric cryptoalgorithm, 
both on the server and on the client side.  

In addition, the algorithms used in version 1.2 and 
version 1.3 are not post-quantum algorithms and cannot 
guarantee the required level of security in the context of the 
emergence of a full-scale quantum computer. To provide 
security services and eliminate vulnerabilities in the hand-
shake phase of the SSL/TLS protocol, it is proposed to 
transmit only the parameters of the equation of the curve, 
as well as, if necessary, the initialization vectors of the mod-
ified elliptic codes. 

Thus, to generate key data both on the server side and 
on the client side, it is enough to transfer only the coeffi-
cients a1, a2, a3, a4, a5, a6, that is, a binary sequence of five 
characters. At the same time, both parties will be able to 
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form the necessary matrices and be ready to exchange in-
formation. In addition, there is no need to use additional 
asymmetric algorithms (Diffie-Hellman, RSA) to transfer 
key data for a symmetric algorithm (in the proposed case, 

asymmetric cryptosystems are used with a crypto transfor-
mation rate comparable to symmetric cryptoalgorithms). 
Figure shows an improved scheme of the SSL/TLS protocol 
(fig. 3). 
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Fig. 2. Block diagrams of the SSL/TLS protocol: a) version 1.2, b) version 1.3 
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Fig. 3. Advanced SSL/TLS Protocol Scheme 
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Fig. 4. Enhanced SSL/TLS Block Diagram in 0-RTT Mode 

 
If it is necessary to “restore” the session in 0-RTT 

mode, there is also no need to exchange key data and part 
of the encrypted code to verify the correctness of the shared 
key definition. It is enough for the client to send only the 
coefficients of the curve for the server to determine the key 
data for the ССС. The use of the error vector e when trans-
mitting information allows it to be considered as a session 
key for each individual packet, which significantly in-
creases the security level. Figure 4 shows the block diagram 
of the enhanced SSL/TLS protocol in 0-RTT mode. This ap-
proach eliminates possible replay attack vulnerabilities and 
provides the required level of security (perfect forward se-
crecy). The use of asymmetric cryptoalgorithms (post-
quantum algorithms – crypto-code constructions of Mc-
Eliece (Niederreiter) on MEC, flawed codes, “simplifies” 
key exchange and does not require additional energy (com-
putational) costs for the use of asymmetric cryptoalgo-
rithms. In addition, the use of noise-immune codes allows 
“vary” by the error vector indicator e (session password for 
each packet) and provide either an increase in the level of 

security or an increase in the level of reliability. Thus, an 
improvement is proposed for the most common protocol 
for providing security services at the transport level 
SSL/TLS based on post-quantum algorithms – crypto-code 
constructions based on modified (shortened and/or ex-
tended) elliptic codes. This approach significantly reduces 
the “possibility” of known vulnerabilities to the SSL/TLS 
protocol. This ensures the required level of security in the 
post-quantum cryptoperiod, computational and energy-in-
tensive requirements for use in cyber-physical systems 
based on smart technologies. 

Conclusions. The proposed SSL/TLS transport layer 
protocol is based on complex algorithms – McEliece (Nie-
derreiter) crypto-code constructions on MECs (flawed 
codes) with an improved cascade hashing algorithm. This 
approach significantly reduces the “possibilities” of known 
vulnerabilities to the SSL/TLS protocol by using only 
asymmetric cryptosystems, and by “simplifying” the hand-
shake phase. The proposed protocol improvement elimi-
nates the need to exchange a separate key before trans-
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ferring data, use asymmetric encryption algorithms to ex-
change key data (certificates). This ensures the required 
level of security in the post-quantum cryptoperiod, compu-
tational and energy-intensive requirements for use in 
cyber-physical systems based on smart technologies. 
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УДК 004.056.4: 004.272 

Мілевський С., Воропай Н., Король О., Євсеєв С., Аксьонова І. Протокол SSL/TLS на постквантових 
алгоритмах 
Анотація. Розвиток мобільних технологій та їх інтеграція з Інтернетом речей і розумними технологіями 
формують як кіберфізичні, так і соціально-кіберфізичні системи. У таких системах, як правило, використо-
вуються бездротові канали зв'язку, в яких для надання послуг безпеки (конфіденційності, цілісності та авте-
нтичності) використовуються протоколи SSL/TLS. Однак цей протокол не тільки вразливий до атак 
"Meeting in the Middle", POODLE, BEAST, CRIME, BREACH, але з появою повномасштабного квантового 
комп’ютера його можна зламати. У статті запропоновано протокол на основі квантових алгоритмів – кри-
птокодових конструкцій, який забезпечить не лише стійкість до поточних атак, а й стабільність у пост-
квантовий період. Для забезпечення «гібридності» сервісів пропонується використовувати конструкції кри-
птокодів МакЕліса і Нідеррайтера і вдосконалений алгоритм UMAC на основі дизайну криптокодів МакЕліса. 
Використання криптокодових конструкцій забезпечує не тільки стійкість до атак, але й спрощує форму-
вання з’єднання – для передачі загального ключа використовуються параметри еліптичних кривих. Такий 
підхід значно скорочує час підключення мобільних гаджетів і спрощує процедуру узгодження перед передачею 
даних. 

Ключові слова: протокол SSL/TLS, криптокодові конструкції, алгоритм UMAC, алгебраїчні геометричні 
коди, коди з втратами. 
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