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Abstract. The development of mobile technologies and their integration with Internet of Things and smart technologies
form both cyber-physical and socio-cyber-physical systems. In such systems, as a rule, wireless communication chan-
nels are used, in which SSL/TLS protocols are used to provide security services (confidentiality, integrity and authen-
ticity). However, this protocol is not only vulnerable to "Meeting in the Middle", POODLE, BEAST, CRIME,
BREACH attacks, but with the advent of a full-scale quantum computer, it can be broken. The article proposes a pro-
tocol based on quantum algorithms - crypto-code constructions, which will ensure not only resistance to current at-
tacks, but also stability in the post-quantum period. To ensure the "hybridity" of services, it is proposed to use McEliece
and Niederreiter crypto-code constructions and the improved UMAC algorithm based on McEliece crypto-code design.
The use of crypto-code constructions provides not only resistance to attacks, but also simplifies the formation of a
connection — the parameters of elliptic curves are used for the transmission of the common key. This approach signifi-
cantly reduces the time of connecting mobile gadgets and simplifies the procedure of agreement before data transfer.

Keywords: SSL/TLS protocol, crypto-code constructions, UMAC algorithm, algebraic geometric codes, lossy codes.

Introduction

The development of modern information and com-
munication technologies, mobile technologies and the In-
ternet of Things has significantly expanded the range of
digital services and formed a trend in the formation of
cyber-physical systems based on the integration of these
technologies with cyberspace. The growth in the capabili-
ties of mobile Internet technologies and wireless channels
makes it possible to form mesh networks and expand the
areas of smart technologies.

Analysis of existing studies

In such systems, as a rule, the SSL/TLS protocol stack
is used to provide security services, which makes it possi-
ble to provide services of authenticity, integrity, and confi-
dentiality [1-5]. The paper proposes an approach to im-
prove the SSL/TLS v.1.3 protocol stack based on the inte-
gration of post-quantum algorithms - McEliece crypto-
code constructions on algebrogeometric codes and the im-
proved UMAC algorithm [6, 7].

In addition, the proposed approach provides not only
an increase in the level of resistance and “elimination” of
the possibility of implementing threats when using this
protocol (“handshake” mode), but also allows its use in the
post-quantum cryptoperiod. The post-quantum cryptoper-
iod is understood as the emergence of a full-scale quantum
computer and the possibility of implementing Grover
quantum algorithms (breaking symmetric algorithms) and
Shor quantum algorithms (breaking asymmetric cryptog-
raphy algorithms).

Purpose and statement of the task

Thus, the analysis showed that in order to “eliminate”
(minimize) the existing threats to the SSL/TLS protocol, it
is proposed to use either network traffic monitoring or use
post-quantum cryptography and elliptic curve cryptog-
raphy algorithms. The first approach does not eliminate the
reasons for the implementation of threats, and the second
does not provide the required level of performance and use

in smart technologies based on smart chips with limited
computing resources.

The main part of the study

Development of a protocol based on post-quantum algo-
rithms

To ensure the security of mesh-, sensor networks tech-
nologies using wireless channel standards: mobile technol-
ogies LTE, IEEE802.16, IEEE802.16e, IEEE802.15.4, IEEE-
802.11, Bluetooth, new approaches to providing security
services are needed. In the context of the emergence of a
quantum computer, it is necessary not only to use post-
quantum cryptoalgorithms, but also a new approach to en-
suring the security of socio-cyber-physical systems. Such
algorithms require an increase in key sequences to 512 bits
for symmetric cryptosystems (this provides a safe time of
about 60 years), or the use of post-quantum asymmetric
cryptosystems (PQAS - post-quantum asymmetric cryp-
tosystems). Among the contestants of the third round of the
competition, there are algorithms built on the integration of
the theory of error-correcting coding and cryptography [6-
12]. Crypto-code constructions of McEliece and Nieder-
reiter on algebrogeometric codes (elliptic codes over the
field GF (28), which provide protection against the Sidelni-
kov attack and reduce energy consumption. In addition,
they provide an integrated error correction in the infor-
mation sequence [2].

To ensure authenticity in the post-quantum crypto-
period, it is proposed to use the improved UMAC algo-
rithm based on the crypto-code structures of McEliece (Nie-
derreiter) [18, 28], which makes it possible to meet the re-
quirements for the efficiency of processing information
flows, to ensure the “preservation” of the universality
property.

The scheme for transmitting a message from the
sender to the recipient and checking the integrity of the re-
ceived message by comparing the codegrams and hash
codes using the McEliece CCC on the MEC is shown (fig. 1).
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Fig. 1. Structural diagram of the UMAC protocol on the McEliece CCC with MEC

The crypto-code construction of McEliece on elliptic
codes (MEC) acts as an algorithm for the formation of the
substrate. The application of modification changes to elliptic
codes reduces the load on computing resources and leads to
an increase in the efficiency of generating MAC codes in real
time. At the heart of the SSL/TLS protocol enhancements
are complex algorithms based on post-quantum algorithms
that allow the provision of security services, taking into ac-
count the elimination of vulnerabilities based on the use of
the handshake phase.

At the present stage, two versions of the SSL/TLS pro-
tocol versions v.1.2, v.1.3 are used, their architecture con-
sists of two protocols:

I - handshake protocol (appointment - authentication
and key exchange), according to which the Client and
Server perform the following procedures:

* protocol version negotiation;

* choice of cryptographic algorithm or cipher suite;

* authentication with asymmetric cryptography;

* determining the shared secret key to be used for
symmetric encryption at the next level;

IT - recording protocol. At this level, the following
procedures are performed:

* all outgoing messages are encrypted with the secret
key set during the handshake;

* encrypted messages are transmitted from the Client
to the Server;

» server checks received encrypted messages for
changes;

¢ if no changes are made, encrypted messages are de-
crypted using the secret key.

To ensure that an encrypted message has not been al-
tered during transmission, the TLS v.1.3 protocols use au-
thenticated encryption (AEAD mode), in Figure 1-3. Figure
shows the differences between the versions of the SSL/TLS
protocol stack (fig. 2).

The fundamental difference between version 1.2 and
version 1.3 is the rejection of the choice of various symmet-
ric encryption algorithms (version 1.2 was the choice) and
the use of complex algorithms for generating an authenti-
cated message in AEAD mode (version 1.3). However, even
in version 1.3, the handshake protocol (phase) remains vul-
nerable, in which a secret (shared) key is exchanged for
general use in the selected symmetric cryptoalgorithm,
both on the server and on the client side.

In addition, the algorithms used in version 1.2 and
version 1.3 are not post-quantum algorithms and cannot
guarantee the required level of security in the context of the
emergence of a full-scale quantum computer. To provide
security services and eliminate vulnerabilities in the hand-
shake phase of the SSL/TLS protocol, it is proposed to
transmit only the parameters of the equation of the curve,
as well as, if necessary, the initialization vectors of the mod-
ified elliptic codes.

Thus, to generate key data both on the server side and
on the client side, it is enough to transfer only the coeffi-
cients al, a2, a3, a4, a5, a6, that is, a binary sequence of five
characters. At the same time, both parties will be able to
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form the necessary matrices and be ready to exchange in-
formation. In addition, there is no need to use additional
asymmetric algorithms (Diffie-Hellman, RSA) to transfer
key data for a symmetric algorithm (in the proposed case,

(fig. 3).

asymmetric cryptosystems are used with a crypto transfor-
mation rate comparable to symmetric cryptoalgorithms).
Figure shows an improved scheme of the SSL/TLS protocol
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Fig. 2. Block diagrams of the SSL/TLS protocol: a) version 1.2, b) version 1.3
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Fig. 4. Enhanced SSL/TLS Block Diagram in 0-RTT Mode

If it is necessary to “restore” the session in 0-RTT
mode, there is also no need to exchange key data and part
of the encrypted code to verify the correctness of the shared
key definition. It is enough for the client to send only the
coefficients of the curve for the server to determine the key
data for the CCC. The use of the error vector e when trans-
mitting information allows it to be considered as a session
key for each individual packet, which significantly in-
creases the security level. Figure 4 shows the block diagram
of the enhanced SSL/TLS protocol in 0-RTT mode. This ap-
proach eliminates possible replay attack vulnerabilities and
provides the required level of security (perfect forward se-
crecy). The use of asymmetric cryptoalgorithms (post-
quantum algorithms - crypto-code constructions of Mc-
Eliece (Niederreiter) on MEC, flawed codes, “simplifies”
key exchange and does not require additional energy (com-
putational) costs for the use of asymmetric cryptoalgo-
rithms. In addition, the use of noise-immune codes allows
“vary” by the error vector indicator e (session password for
each packet) and provide either an increase in the level of

security or an increase in the level of reliability. Thus, an
improvement is proposed for the most common protocol
for providing security services at the transport level
SSL/TLS based on post-quantum algorithms - crypto-code
constructions based on modified (shortened and/or ex-
tended) elliptic codes. This approach significantly reduces
the “possibility” of known vulnerabilities to the SSL/TLS
protocol. This ensures the required level of security in the
post-quantum cryptoperiod, computational and energy-in-
tensive requirements for use in cyber-physical systems
based on smart technologies.

Conclusions. The proposed SSL/TLS transport layer
protocol is based on complex algorithms - McEliece (Nie-
derreiter) crypto-code constructions on MECs (flawed
codes) with an improved cascade hashing algorithm. This
approach significantly reduces the “possibilities” of known
vulnerabilities to the SSL/TLS protocol by using only
asymmetric cryptosystems, and by “simplifying” the hand-
shake phase. The proposed protocol improvement elimi-
nates the need to exchange a separate key before trans-
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ferring data, use asymmetric encryption algorithms to ex-
change key data (certificates). This ensures the required
level of security in the post-quantum cryptoperiod, compu-
tational and energy-intensive requirements for use in
cyber-physical systems based on smart technologies.
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Miaebcvkuii C., Boponaii H., Kopoas O., €EBceeb C., AxcvonoBa I. Ilpomokoa SSL/TLS na nocmxBanmobux
aszopummax

Anomayisa. Po3Bumox mMobiabHUX mexHoA0eil ma ix inmeepayis 3 Inmepnemom peueil i posyMHUMU 1MEXHOA0RIAMU
popmyroms six kibeppizuuni, maxk i coyiarsHo-Kibephisuuni cucmemu. Y maxux cucmemax, ax npaduao, Buxopucmo-
Bytomucsa be30pomobi kanaiu 36'A3ky, 6 akux 047 HA0AHHA nocaye besneku (kongidenyitinocmi, yiticHocmi ma aBime-
Hmuunocmi) BuxopucmoByromsca npomoxoau SSL/TLS. Odnax yeti npomokos He misvku BpasiuButi 0o amak
"Meeting in the Middle", POODLE, BEAST, CRIME, BREACH, aze 3 nosboio no6romacuimabroeo k6anmoBoeo
KoMn10mepa 11020 MOXKHA 34aMAMU. Y cmammi 3anponoHoB6ano npomokoa Ha ocHoBi kBanmobux areopummib — kpu-
nmoko0oBux KoHCMpYKYil, AKUl 3abe3neuuns He Aulle CMiiKics 00 NOMOUHUX AMaK, a i cmabiAbHICMb Y nocm-
kBanmobuii nepiod. Ilia sabesneuenns «eibpuonocmi» cepbicib npononyemscs GukxopucmoBybamu koHcmpykyii kpu-
nmoxodi6 MaxExica i Hideppaiimepa i 60ockonasenuil aseopumm UMAC na ocrobi dusaiiny xkpunmokodié MaxEaica.
Buxopucmanna xkpunmokodo8ux koHcmpyxyin 3abesneuye He mitvku cmiikicms 00 amaxk, ate i cnpouyye gopmy-
Banns 3'e0Hanna — 045 nepedaui 3aeaivHoeo kaoua Buxopucmobyiomeca napamempu esinmuunux kpubux. Taxuii
ni0Xi0 3HAYHO CKOpOUYE HAC NIOKAIOUEHHA MODIAbHUX 2adxemib i cnpoujye npoyedypy y3eodxeHnHs neped nepedauero
Oanux.

Karouobi caoBa: npomoxos SSL/TLS, kpunmoxodobi koncmpyxyii, areopumm UMAC, areebpaiuni eeomemputni
Ko0u, koou 3 Bmpamamu.
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