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Abstract. The subject of study is the process of building a Cyber-Physical System mobile communication network. The
goal is to develop recommendations for the construction of a CPS mobile communication network - a system that works
effectively in a complex interfering electromagnetic environment. The development is based on the technology of ultra-
broadband signals that circulate in control and communication channels with the integration of elements of artificial
intelligence into its structure. The task is to ensure stable and safe operation of the CPS wireless mobile communication
network. Techniques used: Analytical, Time-Position-Pulse Coding, and Fuzzy Logic Inference techniques for network
handover decision making. The following results were obtained. Recommendations for building a wireless mobile com-
munication system have been developed. It is shown that in order to obtain high interference resistance of control and
communication channels and to protect information from interception, ultra-broadband communication technology
should be used, which allows providing large volumes and speeds of information transmission. Moreover, it is recom-
mended to use the results of data processing in a fuzzy decision-making system during service transfer between mobile
network nodes in conditions of interference. Conclusions. The use of channels with an ultra-wide frequency band makes
it possible to practically increase the number of control and communication channels in a wireless mobile CPS. Pre-
distribution between channels of orthogonal codes realizes the process of control and communication without intercep-
tion of information and mutual interference. Thus, the use of the method of temporal position-pulse coding prevents
the occurrence of intersymbol distortions of encoding ultra-short pulses. At the same time, the level of distortion of
information signals, which is caused by its multipath propagation, also decreases, which guarantees the security of
information in the system. The use of a fuzzy system during decision-making in the case of service handover between
mobile network nodes makes it possible to dynamically change the topology of the CPS network in real time and main-
tain high quality of service.

Keywords: sociocyberphysical systems, mobile wireless network, cyber security, ultra-broadband technology, fuzzy
system.

Introduction any physical objects. It is a technology that connects the

The term "cyber-physical systems" appeared around
2006 when it was proposed by Helen Gill at the National
Science Foundation in the United States. [1]. Cyber-Phys-
ical Systems (CPS) are complex distributed systems that
are controlled by computer algorithms and perform com-
putational procedures in their distributed environment
with feedback. CPS is an information technology concept
that involves the integration of computing resources into

Uses local platform time
to assign a logical time
stamp to input events.

Logical time delay
{only medifies the
logical time stamp).

Sensorfort _ TransmitterPort

P

Computational 2 MNemwork C
1 Fabric Computational X
e Platform B

Physical

. | Logical |
Computation Ti
%lsnﬂ’urﬂ 2 DIeT:-.- d;_.

physical world with the informational world and focuses
on the fundamental intellectual problem of combining the
engineering traditions of the cyber and physical worlds
[1].

The structural model of the CPS system is shown
(fig. 1). Social disintegration brought a decisive shift to the
worldview and social culture of electronic communica-
tion.
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Fig. 1. Structural model of CPS [1]

The use of intellectual means in traditional life leads
to the separation of reality and mind, which makes hu-
man reality itself virtual, which is under the uncontrolled
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domain of virtuality. Technological change is leading to
uncontrolled confusion and widespread access to digital
telecommunications. Cyber security is becoming an


mailto:korolevrv01@ukr.net

ISSN 2225-5036 (Print), ISSN 2411-071X (Online)

httpy/finfosecurity.nau.edu.ua; httpy/jrnl.nau.edu.ua/index.php/Infosecurity

increasingly versatile field, where a whole range of as-
pects, including beliefs, social influence, emotions in de-
cision-making, and determines the related human vulner-
ability. These vulnerability mechanisms and attack meth-
ods are used to justify the success of attacks on socio-
cyber-physical systems [2].

Thus, an attack on socio-cyber-physical systems is a
type of attack in which an attacker uses human and/or
software vulnerability to breach cyber security [2]. In this

way, socio-cyber-physical systems turn into a permanent
universal security threat (fig. 2). The model (program)
and the hardware it runs on are mixed, so the intended
behavior does not occur in the model, but rather occurs in
its implementation. Advanced methods of socio-cyber-
physical systems have revolutionized data and infor-
mation management. However, for their implementation,
more efficient means for data processing, interpretation
and reuse should be used.
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Fig. 2. Conceptual model of CPS attack

Because the data transmitted from CPS and the in-
formation obtained from the processing results often gen-
erate different forms of data that require different levels
of security.

The security pyramid, created in 2013 by security expert
David J. Bianco, explains the problems of CPS threats (fig.
3).
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Fig. 3. Conceptual model of CPS attack

It ranks, in ascending order, the list of indicators
used to determine the actions of attackers, as well as the
effort and complexity of finding each indicator for secu-
rity analysis. The closer we are to the top, the harder it is
to identify and turn that information into something ac-
tionable.

The main part of the study

From the point of view of security of CPS, the most
vulnerable is the wireless mobile network, which is its
main link. This is due to the fact that, in addition to the
destruction of information in the network, there is a pos-
sibility of its interception, distortion and addition of false
information to the CPS.

53

Existing terrestrial wireless mobile communications
technologies are unable to meet the stringent Quality of
Service (QoS) standards expected of terrestrial networks.
An alternative solution for expanding the coverage area
and improving the quality of service is the deployment of
several unmanned aerial vehicles (UAVs), each of which
has a switching module, thanks to which they coordinate
and interact with each other. Moreover, to fully ensure
global communication in the next-generation wireless air
network, it should be combined with terrestrial networks.
This creates a hybrid wireless network that is capable of
providing users with quality services anywhere and any-
time. The basis of the hybrid wireless network is the aer-
ial mobile peer-to-peer network FANET (Flying Ad Hoc
Network) [3], which is a set of UAVs connected to each
other by communication channels, external ground-based
control points and ground mobile base stations yakuza At
the same time, each UAYV is able to directly broadcast in-
formation from the source to the user. A distinctive fea-
ture of this system is the concentration in a limited space
of a large number of sources of electromagnetic radiation,
which have a diverse amplitude-frequency range. The
presence of such a complex electromagnetic situation
complicates the high-quality operation of the network,
causing failures in control systems and communication
channels. At the same time, there is a real possibility of
unauthorized access to information circulating in the net-
work, and the probability of unauthorized interception of
the UAV control channel also increases. The purpose of
the work is to develop recommendations for the construc-
tion of a CPS wireless mobile communication network - a
system that functions effectively in the conditions of a
complex electromagnetic environment.

CPS network operation features in the complex electro-
magnetic environment conditions

According to the classification of the international
standard IEC 61000-2-13, the interference electromagnetic
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environment, which in free space exerts a destabilizing
electromagnetic influence on the control and communica-
tion channels of the UAYV, is more than 100 v/m of the
electric component or 0.27 A/m of the magnetic compo-
nent [4].

Connecting individual devices to the FANET net-
work turns it into a complex dynamic system that func-
tions in conditions of significant a priori uncertainty and
randomly organizes the interaction of its various compo-
nents. Due to the high mobility of UAVs in the FANET
network, the fulfillment of electromagnetic compatibility
requirements becomes a critical factor. At the same time,
their movement in three-dimensional space complicates
the mobility problem, since the movement leads to the
disconnection of current users and requires updating the
locations of all nodes in the network. Each UAV must
know the location of other devices in real time, which re-
quires the need to obtain reliable and stable communica-
tion between devices to maintain an appropriate level of
quality of service (QoS) and quality of experience (QoE)
[5].

Analysis of the network functioning makes it possi-
ble to determine the following features of it, in particular,
the possibility of automatic movement of UAVs accord-
ing to a pre-set program and interception of information
in digital radio channels.

Moreover, the use of UAV housings made of com-
posite materials makes them practically invisible to radar
stations. At the same time, the presence of a complex of
tools for controlling UAVs and potentially vulnerable
places in data transmission protocols, software of control
systems, data transmission and navigation creates a
threat to the security of the wireless network. It depends
on the structure of the network and its location in space,
the location of users, the length of the access line, the
physical and geographical conditions of the area, as well
as the possibility of providing the user with several infor-
mation transmission routes at the same time.

CPS Network Security

The most widespread means of ensuring the integ-
rity of information are methods of tamper-resistant cod-
ing and concealment of the transmission fact.

The interference immunity of the UAV control sys-
tem and communication channel means the maximum
level of electromagnetic interference at which it maintains
the proper quality of work. Coding in information and
control channels helps to increase immunity. In the pres-
ence of external influencing factors, the use of well-
known algebraic, cascade, convolution and other codes,
as well as their decoding methods, requires redundancy,
which leads to a decrease in the speed of information
transmission. At the same time, the need to increase the
speed of control signals transmission in wireless channels
requires the use of the widest possible frequency range.
Thus, known methods of encoding information and con-
trol signals in UAV wireless channels do not provide the
necessary immunity, which requires the development of
new approaches to solving this problem. The physical
limitation of the frequency spectrum led to the need to
use ultra-broadband communication technologies [6-8].

In wireless control and communication channels,
the transmission medium is the physical path between
the transmitter and the receiver. At the same time, the
characteristics of the information transmission medium
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are less important than the bandwidth of the radiation
signal. The most common and optimal range is the range
from 1 to 10 GHz.

This is due to the fact that at frequencies less than 1
GHz there is significant interference from various indus-
trial electronic devices. At the same time, at frequencies
higher than 10 GHz, there is a large absorption of the use-
ful signal by the transmission medium.

When using ultra-broadband information transmis-
sion, relatively narrow-band information signals with an
effective spectrum width Af are deliberately converted to
an ultra-wideband signal (UWS) with an effective spec-
trum width AF under the conditions of preservation of the
total energy E of the signal. In this case, the spectral en-
ergy density of the channel signal is deliberately reduced
by AF/Af times and will be AE/AF. And the base of the
channel signal also increases accordingly by AF/Af times.
The basis of an ultrashort pulse signal is the product of
the duration of the signal by the width of its spectrum.
The most simple and convenient method of expanding
the signal base is the direct expansion of the frequency
spectrum. At the same time, the higher the frequency of
use, the higher the potential data transfer rate.

Thus, ultra-wideband communication technologies
consist in the transmission of low-power coded pulses in
a very wide frequency band without a carrier frequency.
Usually, not a harmonic oscillation is emitted, but an ul-
trashort pulse, the duration of which is within 0.2 -2.0 nS,
and the period of the pulse sequence is 10 - 100 nS. Usu-
ally, such signals have the form of idealized Gaussian
monocycles, the main part of the radiation spectrum of
which is located in the frequency range from 1 to 10 GHz.
Thus, the use of a Gaussian monocycle with a duration of
At from 2.0 nS. to 0.1 nS., the bandwidth of the power
spectrum will be from 500 MHz to 10 GHz, respectively.
And the signal spectrum will occupy the entire frequency
band from 0 to AF~1/ At.

In the control and communication channels, infor-
mation is coded by time-positional-pulse modulation.
Thus, the shift of the pulse relative to its reference posi-
tion in the sequence forward sets a zero bit, and backward
- one, and the shift time does not exceed a quarter of the
duration of the pulse. One information bit is encoded by
a sequence of many pulses (chips) per bit. To separate in-
formation communication channels, the location of each
pulse is additionally shifted by a time proportional to the
current value of some pseudo-random sequence. Moreo-
ver, the shift time is one or two orders of magnitude
higher than the shift during time modulation. Each of the
communication channels is assigned its own expanding
code combination, the elements of which make up the or-
thogonal basis and set the channel code. And the restora-
tion of the information message is carried out only if the
receiver and transmitter use the same channel code,
which increases the immunity of signals in the wireless
control and communication system. Extraction of the use-
ful signal against the background of noise and interfer-
ence is carried out by correlating the received and refer-
ence signals. The correlator performs convolution of the
received signal with the reference signal. It is an ideal de-
tector for determining the time shifts of the received
pulses relative to the reference ones. Thus, when accept-
ing a unit, the correlation function is equal to +1, and
when accepting a zero, it takes the value -1. In all other
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cases, the correlation function is equal to 0. Given that one
information bit is represented by, for example, 200 ultra-
short chips, when they coincide, they are accumulated in
the integrator of the receiver. Thus, the information bit
will be detected even if 99 chips out of 200 are lost. The
useful signal is removed from the noise, which in this case
significantly exceeds its level in the signal-to-noise ratio.
Thanks to this method, the very fact of transmission is
concealed. In addition, the use of a series of ultrashort
pulses to encode an information bit makes it possible to
get rid of intersymbol interference. This is due to the fact
that before the approach of the next ultrashort pulse from
a series of coding chips, the energy of the previous chip
has time to completely dissipate.

UAYV trajectory optimization in the CPS network

The combination of indicators of the mobility level,
the direction of movement of the UAV, the bandwidth of
the communication channels and the indication of the
strength of the received signal make up an integral indi-
cator for making a decision on the transfer of services be-
tween devices. Thus, it is advisable to apply an intelligent
method of information transmission and service due to
the integration of artificial intelligence elements into a
wireless mobile network [9].

The optimal routing algorithm provides support for
the necessary indicators of immunity and quality of infor-
mation transmission and UAV control functions. A fea-
ture in solving the problem of improving the immunity of
a wireless network is the method of controlling the trajec-
tories of individual UAVs in order to create a network
configuration that minimizes the impact of radio-elec-
tronic interference. In the implementation of this method,
in particular, the organization of the exit of individual
network elements from the interference zone is provided
for the transmission of information to the base station on
terrestrial networks. The basis of the organization of a
wireless network is the creation of a network resistant to
the effects of radio-electronic interference both within the
network and by external ground-based control points. At
the same time, they realize the possibility of direct infor-
mation interaction in the middle of the network and ex-
ternal ground control points with the use of NSS signals.

The limitation regarding the formation of the opti-
mal route of information transmission in the middle of
the network is not to exceed the permissible value of the
probability of error in the transmission of information be-
tween the subscriber and the user along the appropriate
route using ultra-broadband technologies.

The network topology model is a graph, which is
represented by a number of vertices - communication
nodes. A communication channel directly connecting net-
work nodes i and j creates a branch B@. The quality of
data transmission by the network branch B¢ /) € M charac-
terizes the probability of an error in the transmission of
information in the network:

PG ) = P, )(0) Pyl + Pyli (1) Prngli 1), 1)

where P,0 )(0), P, (1) - a priori probabilities regarding
the presence and absence of a signal; Pg( ) and Prs( 7 -
corresponding false alarm and missed signal probabili-
ties.

By ordering the set of edges included in the route,
1(, j) = (B P2 ... Pr) between subscriber i and user j, we
get the probability of an error on the route pu(j, j):
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PlpG, )] = 1- TR (1-P(By)), )

where R - the number of branches of the graph included
in the route (i, j); P(B:) - the probability of an error in the
transmission of information along an edge (.

At the same time, the compliance of the probability
of an error in the transmission of information along the
route with the necessary permissible value is used as an
indicator of the efficiency of the network.

Plu(i, j)] < Per, ®)

where Pep - the assumed value of the error probability.

The high mobility of elements of the CPS network
increases the delay in the transmission of information and
complicates the decision-making process of connecting
the device to the current or another access point and cre-
ating an optimal route by transferring service to commu-
nication channels with higher quality.

The criterion for making a handover decision is usu-
ally the strength of the received signal. However, this sin-
gle criterion for routing information in a network can lead
to service failures because it can direct the route to a con-
gested part of the network with low bandwidth. Thus, for
a guaranteed continuous connection and quality of ser-
vice in a mobile wireless network, a complex criterion
should be applied, which additionally takes into account
both the direction and speed of UAV movement, the
bandwidth of communication channels, and the level of
their battery charge. Applying a fuzzy system to hando-
ver decision making with a logical inference system al-
lows evaluation and generation of input for decision
making. In fuzzy systems, results are classified between 0
and 1. A value of 0 means absolute impossibility, and a
value of 1 means full correlation. The output of the fuzzy
system indicates the probability that the mobile device is
starting the handover process. In the general case, if the
user has high mobility and a high level of received signal
strength, the process of switching to another route will
not occur.

An additional means of increasing the level of net-
work immunity in this case is the management of the tra-
jectories of individual UAVs in order to create a network
configuration that minimizes the impact of interference.
At the same time, it is advisable to choose the UAV most
suitable for transferring control to it during movement
with the organization of the exit of individual elements of
the network from the zone of influence of radio-electronic
interference for the transmission of information to the
ground network.

In view of the application in the communication
channels of the CPS network of UWS broadband technol-
ogies, when the useful signal is below the noise level, the
quality criterion of the communication channel becomes
simply the level of electromagnetic radiation, which, ac-
cording to the developers of radio-electronic counter-
measures systems, should exceed the useful signal by 30
dB [4]. Due to the high mobility of UAVs in the CPS net-
work, the location update of all network nodes is a critical
factor. Network devices need to know the locations of
other elements in real time. Thus, in addition to using
GPS, which sends information about its location on aver-
age once per second. UAVs must send their location data
at intervals shorter than GPS, which requires high-band-
width communication channels.
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Conclusions. The use of signal processing technol-
ogy in the control and communication channels of the
CPS network allows to obtain a number of advantages
that cannot be obtained by traditional methods. In partic-
ular, this applies to the improvement of the quality indi-
cators of wireless network channels. The expansion of the
communication channel bandwidth and the transition to
broadband channels allows for an almost unlimited in-
crease in the number of communication channels. Having
previously distributed the modulation codes between the
channels, their operation is carried out without intercept-
ing the UAV control, information and mutual interfer-
ence. An important criterion characterizing the effective-
ness of wireless mobile communication systems is a high
potential specific density of data and information trans-
mission. It is determined by the value of the total speed
of data transmission per one square meter of the working
area, which is currently of the order of 1 Mbit/s/m2. The
use of short information pulses-chips avoids intersymbol
distortions due to the dissipation of the energy of the re-
ceived pulse until the arrival of the next one. At the same
time, the level of distortion of information signals caused
by its multipath propagation also decreases.

A characteristic feature inherent in control and com-
munication systems based on UWS is the low probability
of detecting both the very fact of temporarily establishing
communication channels and the impossibility of dis-
torting information\ and intercepting UAV control chan-
nels. It is also possible for both traditional narrow-band
communication systems and systems with UWS to work
simultaneously without interference in the same fre-
quency range. This is due to the fact that the levels of in-
formation and control signals do not exceed the noise
level in the working frequency range. At the same time,
reducing the power and radiation level of electromag-
netic fields makes it possible to guarantee the fulfillment
of electromagnetic compatibility requirements at all
stages of development and implementation of a wireless
CPS mobile network.

Automatic control of the individual UAVs trajecto-
ries allows to dynamically create a network configuration
in real time that minimizes the impact of interference. At
the same time, in real time, the most suitable UAV is au-
tomatically selected and control is transferred to it, with
the organization of its exit from the zone of radio-elec-
tronic interference influence in order to transmit infor-
mation to the terrestrial network.

YOK 004.056:004.7:004.9

References

[1].Lee E. A. (2015). The past, present and future of
cyber-physical systems: a focus on models. Sensors (Ba-
sel, Switzerland), 15(3), 4837-4869. https://doi.org/10.
3390/s150304837.

[2].Z. Wang, L. Sun, H. Zhu, Defining Social Engi-
neering in Cybersecurity, IEEE Access, vol. 8, pp. 85094~
85115, 2020, https:/ /d0i:10.1109/ access.2020.2992807.

[3]. Ayass T, Coqueiro T, Carvalho T, Jailton J,
Aratjo ], Francés R. Unmanned aerial vehicle with hand-
over management fuzzy system for 5G networks: chal-
lenges and perspectives. Intell Robot 2022;2(1): 20-36.
https://dx.doi.org/10.20517 /ir.2021.07.

[4]. Kravchenko V. I., Serkov O. A. Radio-electronic
countermeasures, strangulation and forceful injury: mon-
ograph / V. Kravchenko, O. Serkov. H.: “View. "Druka-
rnia Madrid", 2022. 422 p. fig. 108., tab. 15. ISBN 978-617-
8254-00-1.

[5]. Unmanned Aerial Vehicles: Control Methods
and Future Challenges / Zongyu Zuo, Cunjia Liu, Qing-
Long Han, Jiawei Song // IEEE /CAA Journal of Auto-
matica Sinica, Vol. 9, No/ 4/ Fhril. 2022 pp. 601-614.

[6]. Ultra-Wideband Signals in Control Systems of
Unmanned Aerial Vehicles / Serkov A., Kravets V., Ya-
kovenko I., Churyumov G., Tokariev V., Namnan W. //
(DESSERT’2019), pp. 25-28, Leeds, United Kingdom, June
5-7,2019, doi:10.1109/ DESSERT.2019.8770039.

[7].Security Improvement Techniques for mobile
applications of Industrial Internet of Things / A.A.
Serkov, B.A. Lazurenko, K.A. Trubchaninova, A.E. Ho-
riushkina // IJCSNS International Journal of Computer
Science and Network Security. VOL, 20 No. 5, pp. 145-
149. http:/ / paper.ijesns.org/07_book/202005/20200519.
pdf.

[8].Serkov O.A., Lazurenko B.O. Pevnev V.Ya.,,
Tkachenko V.A., Kharchenko V.S. The method of trans-
mitting information over wide space pulse signals // Pa-
tent of Ukraine for winemaking No. 123519 U IPC H04B
1/69, HO4B 7/00, Publ. 04/14/2021, Bull. No. 15.

[9]. Method of Increasing Security of Spatial Intelli-
gence in the Industrial Internet of Things Systems / Trub-
chaninova K., Serkov A., Tkachenko V., Kharchenko V.,
Pevnev V., Doukas N. // 24th International Conference
on Circuits, Systems, Communications and Computers
(CSCC’2020), Platanias Chania Grete Island, Greece, July
19-22, 2020, pp. 283-289. doi:10.1109/CSCC49995.2020.
00058.

Hxentox H., E6ceeb C., MireBcokuii C., Boponaii H., Kopoavo8 P. Modeav cunmesy monoao2ii coyioyibep-
izuunoi cucmemu 6e3dpomoBoi noBimpanoi mepexi

Anomauia. ITpeomemom Oocrioxenna € npoyec nobyooBu mepexi mobisvHo2o 36'A3ky kibephisuunoi cucmemu.
Mema - pospobumu pexomenoayii 14000 nodydobu mepesxi mobirvHoeo 36’a3ky CPS - cucmemu, axa ecpekmubro npa-
410€ 6 ck1adHoMY eaekmpomazHimHomy cepedoBuiyi, wjo cmbopioe nepeuikodu. B ocHoBi po3podku exums mexHo02is
YALMPAUUPOKOCMY0BUX CUHANIB, W0 YUPKYAIOIOMb 10 KAHAAAX YNPpaBAiHHA ma 36'A3KY 3 iHmeepayieio 6 ii cmpyxk-
mypy esemenmi6 wimyunozo inmeaexmy. 3a0anna - 3abesnewumu cmabiibiy ma besneuny pobomy mepexi besdpo-
moBoeo mobinvHoeo 36’ a3ky CPS. Memoodu, ujo Buxopucmobyomsca: anarsimuunuii, 4acobo-nosuyiiHo-iMnyAbCHULL
K00YBanHA ma Memoou HeuimKol A0eiKu 044 NPUTIHAMMA piuleb w000 nepedaui mepesxi. byau ompumani nacmynui
pesyavmamu. Po3pobaero pexomendayii 14000 nobyoobu cucmemu be3dpomobozo mobisvtoeo 36'asxy. Ilokasano, uyo
042 ompumanHs Bucokoi nepeuixodocmiiixocmi kanasi6 ynpabainka ma 36°a3ky ma saxucmy ingpopmayii 6i0 nepexo-
nAeHHA HeobxiOHO BukopucmoBybamu mexHo0eit0 HAduLUpokocMyeoBoeo 36’A3ky, aka 0o3boase 3abesnevumu Beaki
obcaeu ma wibuoxocmi nepedavi ingpopmayii. Kpim moeo, pexomenoyemscs Guxopucmobybamu pesysvmanu obpodku
OaHux y Hewimkitl cucmemi NPUUHAMMA piulers nid uac nepedayi nocaye mix Gyssamu mobisvHoi mepesxi 6 ymobax
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nepeuiko0. Bucrobxu. Bukopucmants kanaaib 3 Ha0uupokum 0ianasoHom uacmom 0036041€ NpakmuuHo 36iA6uumu
Kiavkicmy xkanasib ynpabainnua ma 36'asky 6 besopomobiii mobiavniti CPS. Ionepedniii po3nodis Mix kanaiamu op-
M02oHAALHUX K00i6 pearisye npoyec ynpabainua ma 36' A3y be3 nepexonieHHs iHgpopmayii ma 63aeMHUX NepeutKoo.
Takum wuroM, Buropucmanta memooy uacobo2o No3UYITIHO-IMNYAbCHO20 KOOYBanHA 3anobiede BUHUKHEHHIO MIKCU-
MBoavHux cnombopens ko0yBanusa yavmpaxopomxux imnyascib. Ilpu ysomy marxox 3HUXYemuvca pibens cnombo-
penns inghopmayiiHux cuenanib, axuil BuxiuKaenscs iioeo bazamonpomenebuM NOWUPEHHAM, W0 eapanmye besnexy
iHghopmayii 6 cucmemi. Buxopucmanma neuimioi cucmemu nio uac NpUUHAMMA piuieHs Y pasi nepedaui nocaye Mix
Bysaamu MobiabHOI Mepesxi 0ae MoxAuBicmy duHamiuno smintoBamu monoaoeito mepexci CPS y pexumi peassHoeo
uacy ma niompumybamu 6ucoxy axicms 06caye08ybanns.

Karouo8i caoBa: coyiokibeppisuuni cucmemu, ingpopmayiiina besnexa, xibepbesneka, besneka ingpopmayii, kaacugpi-
Kamop iHGopMayitiHux 3aepo3 coyiokibepdisutnux cucmem, bAAMOKOHIMYPHA CUCHIeMA 3aXUcy tHghopmayii.
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