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Abstract. Encryption of electronic data requires the use of cryptanalysis functions. Information, like any value, is
attacked by various scammers. The level of information security depends primarily on the security of the channels
through which information from the company's information base can get into the network. To date, there are specially
designed software tools that can block these channels and reduce the risk of leakage, theft or unauthorized access to
information. The problem is that with an increase in the number of violations, their detection is reduced. The relevance
of threats to the integrity and confidentiality of information requires careful attention to the task of protecting it. 20
years ago, the task of ensuring information security was solved with the help of cryptographic protection, the establish-
ment of firewalls, and access control. Now these technologies are not enough, any information that has financial, com-
petitive, military or political value is at risk. An additional risk is the possibility of intercepting the management of
critical information infrastructure facilities. Particularly relevant is the increased stability of block algorithms, in par-
ticular, RC5, which is part of various open cryptographic libraries - OpenSSL, Open VPN, etc. Improve the crypto-
graphic stability of block diagrams and cryptographic algorithms by various methods. The article discusses the choice
of shift functions for modifying the classic RC5 algorithm to increase the cryptographic stability of RC5 algorithm. For
confirmation of efficiency modeling of the cryptographic system realized on the basis of modification of cryptographic
algorithm RC5 was carried out and the time and qualitative characteristics of the work of the modified algorithm were
obtained.

Keywords: encryption, cryptographic algorithm RC5, block ciphers, bitwise shift function, OpenSSL library, Open-

VPN.
Introduction

Existing electronic information security systems
can protect the basic properties of information: confiden-
tiality, integrity and availability. A deliberate encroach-
ment on the change of any of these properties is classified
as an attack on information [4].

What are the possible consequences of attacks on
information? First of all, these are economic losses [4]:

—  disclosure of commercial information can
lead to serious direct competitive losses on the market;

—  the news of theft of a large amount of infor-
mation usually results in serious reputational losses;

—  competitors can take advantage of theft of in-
formation, if it left unnoticed, in order to realize fictitious
or knowingly unprofitable agreements on behalf of the
management of the organization;

—  the substitution of information both during
the transfer stage and at the stage of storage in the firm
can lead to huge losses;

—  repeated successful attacks on an enterprise
or organization that provides any type of information ser-
vice reduces trust in the firm in customers, which affects
the amount of revenue.

Cryptographic algorithms are used both in the
scheme of symmetric and asymmetric cryptography, in
particular in systems of electronic digital signature (EDS).

At different stages of creation or transmission,
electronic data is protected by various encryption sys-
tems. It is known that a significant amount of information
security systems when implementing authentication
mechanisms, encryption uses open-source cryptographic
tools that allow encryption, create keys and certificates of
asymmetric cryptography, test and install secure connec-
tions. These packages include the OpenSSL package
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[https:/ /ru.wikipedia.org/wiki/ OpenSSL] and is em-
bedded in many of the major products of RSA Data Secu-
rity Inc., including BSAFE, JSAFE, and S / MAIL and
OpenVPN [https: //  openvpn.net/index.php/open-
source/downloads.html]. Consequently, the task of mod-
ifying of the cryptographic algorithm RC5 in order to in-
crease its cryptostability and speed of operation is rele-
vant.

The purpose of this work is to increase the effi-
ciency of the RC5 classical algorithm by modifying its key
parameters, which enhances the protection of electronic
information for various applications (electronic docu-
ment files, graphical files, text files) by choosing nonlin-
ear shifting functions that are repeatedly used in single-
key encryption in the proposed work modification of
cryptographic algorithm RC5 based on the choice of bit-
wise shift functions. The abbreviation RC stands for dif-
ferent sources, either Rivest Cipher, or Ron's Code, that
is, collectively - the "Rhone Rives the cipher" [1; 3].

Part of the basic parameters of the RC5 algorithm
is variabled [1]. It is known that in the algorithm in addi-
tion to the secret key, the parameters of the algorithm
have the following values:

—  the size of the word w (in bits). Algorithms
RC5 encode blocks in two words (A and B), and the valid
values of w are natural numbers 16, 32 or 64, and 32 is the
recommended value;

—  number of rounds of algorithm R - as per-
missible, use of any integer from 0 to 255 inclusive;

—  the size of the secret key in bytes b - any in-
teger value from 0 to 255 inclusive.

For two blocks A and B in a binary representation,
the classical algorithm has the following strategy. Before
the first round, the operations of overlaying the extended
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key S (detailed formulation of the extended key S are due to the rapid development of cloud computing sys-
given in [1]) are performed on the encrypted data: tems, the computational capabilities of cryptanalysis are
A=(A+Sg) mod 2, B =(B+S;) mod 2". also increasing.
Each round performs the following actions [1; 3]: The main part of the study
A= (( A®B) << B) +S9;, The task of the work is to modify the known cryp-
tographic algorithm RC5 based on the selection of bitwise
B= ((B ® A) << A) + SZi 1 shift functions during the encryption of the binary repre-

sentation of arbitrary electronic information.

In platforms where the operation of a cyclic shift
on a variable number of bits is executed at a different
Analysis of existing research number of processor cycles, an attack on the execution
time on the RC5 algorithm is possible. Two variants of
such attack were formulated by cryptographic analysts
Howard Haze and Helen Handshuk [1]. They found that
the key can be calculated after performing about 220 crypt
operations with high-precision runtime metrics and then
from 228 to 240 test encryption operations. The easiest
way to combat such attacks is to force the offsets to per-
form a constant number of cycles (for example, during the
time of the slowest shift).

The work of one round of a modified algorithm
using a certain function of the bitwise shift f can be repre-
sented as the following structural scheme (Fig. 1).

Decryption is performed in reverse order, given
that the given cryptographic algorithm is symmetric.

The most common methods for protecting the pri-
vacy of electronic data are steganographic and crypto-
graphic transformations [1; 4]. Of course, the principle of
their work varies significantly. Quite often, in practice,
different combinations of steganographic and crypto-
graphic systems are used.

At the time of presenting this work, virtually nec-
essary cryptostability for this algorithm is achievable
even after performing 6 rounds of linear cryptanalysis,
and a differential cryptanalysis starting with 15 rounds
no longer makes sense, since there are only 264 possible
open texts [https:/ /ru.wikipedia.org / wiki / RC5], then

One round
A
el N
A A!
A 4 v
—'6 >> - key S>> key
input output

Fig. 1. The block diagram of one round of the modified cryptographic algorithm RC5 using the bitwise shift function f

Method of solving the problem Third function:
. In aFcordance with the scheme 1r1 Fig. 2, it is pos- f (K, r) - rthl wsinl wr Vzv Lb' . @)
sible to write the formulas of the modified block crypto- s=1 PltSmg
graphic algorithm for encryption of data in the form: During the work, a program was developed in the
A= ( (A® B) << f ) +Soi, MatLab environment, which has the ability to protect (en-
crypt and decrypt) text and graphics information. The
Bi 1 ((B ® A) << f )+ SZi i1 graphical interface of the main module is shown in Fig. 2.
The following functions were selected as test func- .
4| Modification RC5 Alge - X

tions.

First function: Security TXT and JPG
f(K,r)=r+| wsin| wr % L (1) Key text:
o bit_ | | Load TXT
s=1 S test
where r - round number, w - half length of the encoded W: 16 5
block, m = r2 mod w, [X] - whole part of the number X, Load JPG r: s
Lbit - binary representation of a character Lm coded

. . . . Fig. 2. The user interface of the main module for the protection
word K, which has a length w in a binary representation. of electronic documents

Second function:

To simulate the work of the developed modifica-
tion of the cryptographic algorithm, an application soft-
r ware package MatLab is used to find solutions to real ap-
W &) plications of various technical problems of different
wsinj wr > L. )
( s=1 bltSmS

f(K, r)= rwexp| 1+
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origin. It can be used as a tool for processing signals, im-
ages and videos for the purpose of protecting certain elec-
tronic information.

The main module of the program consists of the
main blocks: the user interface, a subroutine for inte-
grated protection of the graphic file, a subroutine for

forming a protected image and its recording in the cur-
rent folder, a subroutine for extracting and decrypting the
information in the graphic container. Detailed infor-
mation about the program modules is shown in Fig. 3.

Fig. 4 and Fig. 5 show the results of the program
of protection of text and graphic documents of electronic
document circulation.

Moduile for loading
a text file

-
A
(( Bitmap encryption

module
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Moduile for
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Module for
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information into text
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Fig. 3. The main modules of the developed application in the Matlab environment
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Fig. 4. Results of the program for encryption (left) and decryption (right) text information at =16
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Fig. 5. Results of the program for encryption (left) and decryption (right) graphic information at r=16

Table 1 presents the results of studies of the re-
sistance of the RC5 algorithm (16 bits and 32 bits) for func-
tions (1)-(3) to differential cryptanalysis (the number of
elementary operations).

Based on the obtained results, it can be argued that
the modified RC5 algorithm works very fast with files of
sufficiently large volumes. It should also be noted that the
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choice of the bitwise shift does not significantly affect the
time of encryption and decryption of text and graphic in-
formation.

Determination of additional bits when encoding the
cryptoalgorythm. Due to the fact that the modified crypto-
graphic algorithm RC5 is a block algorithm, we define
how many additional bits should be added to a message
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of 106 characters long if the Unicode characters with
codes U + 0000 to U + 007F are used for encoding.

Table 1
Resistance of the RC5 algorithm to differential cryptanalysis
RC5 Method 16 bits 32 bits
Classic 2% 2%7
Function (1) 231 239
Function (2) 228 240
Function (3) 233 242

Solution: Define that the character encoding in the
case of UTF-8 use is one byte (taking into account zero in
the older bit) and fully matches the 7-bit US-ASCII encod-
ing [4]. So, encoding one character will require 8 bits. Thus,
an encoded message of 106 characters contains 848 bits.

In the implemented test model, the cryptographic
algorithm works with blocks of 64-bit length, that is, the
original text must be divided by 64. If the letters M and m
are denoted by the letters, respectively, of the useful mes-
sage and the length of the complementary bits, then:

M +m =0(mod64) = m = -848(mod 64 ) = 48(mod 64) -

So, at the end of the open text you should add 16
extra bits. In this case, the total length of the message will
be 896 bits or 13 blocks of 64 bits, which corresponds to
14 rounds of the algorithm to create 14 blocks of en-
crypted text.

Cryptographic stability of the algorithm. Theoreti-
cally, the cryptostability of the RC5 algorithm, docu-
mented by the linear cryptanalysis method, shows that
the algorithm is reliable after 6 rounds. While differential
cryptographic analysis requires 224 selected open source
texts for a 5 rounds algorithm, 24 - for 10 rounds, 23 - for
12 rounds, 2% - for 15 rounds. Due to what exists 25 pos-
sible different open texts [3], then cryptographic analysis
is not possible for 15 or more rounds.

Determine the cryptographic stability of the mod-
ified cryptographic algorithm (the possibility of obtaining
open text corresponding to the intercepted ciphertext) un-
der the condition that:

1) he works in substitution / reshaping mode;

2) block size n = 64 bits;

3) encrypted text contains 12 units of information
capacity;

4) speed of blocking by cryptographic analyst 108
blocks per second.

Indeed, for the substitution mode, each open-text
bit can be replaced by "0" or "1" -the original open text and
encrypted text may have different number of units.

Under given conditions, it's not known how many
units are in plain text, which requires checking all possi-

UDC 004.056.55 (045)

ble blocks, the number of which is equal to 2%4. Conse-
quently, for the given speed, the execution time of the
cryptanalysis will be: t=264/108. In order to avoid the case
of a computing device in operations with high degree in-
dices, we use the properties of the natural logarithm:
Int=64In2-8In10=25,94,
where:
t ~ 626 ~195729609426(s) ~ 54369336(h) ~ 2265389(d) ~ 6206(y).

If cryptanalysis is available at the disposal of the
best computing power, the cryptanalysis time can be sig-
nificantly reduced.

For cryptanalysis permutation mode, it is known
that there are exactly 10 units in the open text. When us-
ing a brut force attack, only those 64-bit blocks that have
exactly 10 units are used. The total number of such blocks
can be estimated by the expression:

10 9.
C6 i 151*10
Thus, it can be said that the modification of the RC5
cluster algorithm using the selected bitwise shift functions

makes it more stable than cryptographic analysis.
Conclusions

The use of the modification described in the RC5
algorithm in the work makes it possible to protect the pro-
tection of electronic files of various origin. It should be
noted that taking into account the improvements of the
RCS5 basic algorithm by choosing nonlinear displacement
functions (1), (2) and (3), we obtain a much more stable
algorithm in relation to the classical one. Additional bits
are determined at coding in a cryptographic algorithm
and the cryptographic stability of the algorithm is calcu-
lated under certain conditions.

The resulting modification of the cryptographic al-
gorithm RC5 is theoretically more cryptic than tradi-
tional, which allows to increase the cryptographic stabil-
ity of existing applied cryptosystems.
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2XKoBnoBau T.A., Cazyn A.B., Xaindypo8 B.B., Mapmuniok I.B., Illepbax T.JI. Mooudpixayia kpunmoaizo-
pummy RC5 044 cucmem wugppyBanns esekmponnux oanux

Anomayisa. Hlugppybanna esexmponnux oanux Bumaeae 3acmocybanna cmitikux 0o kpunmoanarisy gpymxyii. Ingo-
pmayis, ax 0y0b-Aka yinHicms, ni00Aemsea nocA2aHHAM 3 boky pisnux waxpaib. Konyenmpayia ingpopmayii 8 xom-
n'tomepHux cucmemax smyuiye mamu Beauxi sycuis 044 it saxucmy. Hayionasvna besnexa, depxabua macmMHuys,
KoMepyiiHa maeMHuysa - B¢l Yi acnexmu 6UMazams NOCUAEHHA KOHIPOAIO HAO iHgpopmayieio 8 komepyitinux i dep-
kaBrux opeanisayiax. Pibens ingpopmayiiinoi desnexu 3asexums 8 neputy uepey 6i0 3axuujeHocmi kanaiib, no akux
Oani 3 iHghopmayitinoi 6asu xomnauii Moxyms nompanumu 8 mepexy. Ha cvoeo0niumii dens icHylomsy cneyiaisHo
po3pobaeHi npoepamui 3acobu, 30amui nepexpumu yi KaHaAu i SHUSUMuU pusux Bumoxy, BuxpadenHs abo Hecarkyio-
HoBaroeo docmyny 0o ingpopmayi. ITpobaemoro cmae me, w40 3 pocmom HUCAA NOPYULEHDd SHUKYEMBCA IX POSKPUIINAL.
Axmyasvricms 3aepos yisicHocmi i kongpidenyiiinocmi ingpopmayii Bumaeae 8ionobioasvroeo crmabrenns 0o 3a60arH0
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11 saxucmy. 20 poki6 Ha3ad 3a60anna 3abesneuenna besnexu ingopmayii Bupiuiybasacs 3a donomoeoto 3acobif kpun-
moepacpiunoeo 3axucnty, bemanobaenna Mixcmepexebux expanib, posmexyBanns docmyny. 3apas yux mexuoaoeii
Hedocmammvo. byov-axa inghopmayia, ujo mae gpinancoBy, konkypenmmuy, iicokoBy uu NOAIMUUHY YIHHICHb, ONUHA-
emuca nio 3aeposoro. odamkobum pusuxom cmae MoxKAUBics nepexoneHna Yynpabainta KpumuuHuMu 00' ekmamu
inghopmayiiinol ingppacmpyxkmypu. Tomy ocobaubo axmyasvHum € 3a60anns nidbuiyenns cmitixocmi 6A04HUX ateo-
pummib, 3oxpema, RC5, axuii 6xodums 00 cxaady pisnux Gioxkpumux kpunmoepagpiunux 6ibsiomex — OpenSSL,
Open VPN moujo. ITioBuwyyBamu xpunmoepagpiviy cmitikicms 040k06UX cxem ma KPUnmoalszopummié Moxua pis-
HUMU Memooamu. Y cmammi poseasdaemuca Gubip dpyniyii 3cybi6 011 mooupikayii kaacuunoeo areopummy RC5 3
Memoio nidBunyents kpunmoepagpiunoi cmiikocmi ocmannso2o. s niombepoxenns edpexmubrocmi npobedero mo-
OeatoBanna kpunmozpagpiunoi cucmemu, peasizobanoi na 6asi moougpixayii kpunmoasreopummy RC5 ma ompumani
uacobi ma AkicHi xapaxmepucmuxy pobomu Moougixobaroeo aieopummy.

Karouo8i caoBa: wugpybanns, xpunmoepagpiunuii areopumm RC5, 6a0uni wugppu, ¢ymxyis nobimoboeo scyby,
oibaiomexa OpenSSL, Open VPN, npukxaadnuii npoepamuuil naxem MatLab.

2Kobnobau T.A., Caeyn A.B., Xaiioypo8 B.B., Mapmuniox A.B., Illepbax T.J1. Mooduguxayus kpunmoaszo-
pumma RC5 044 cucmem wmuppobanus 31eKmpoHHbIX OAHHBIX

Annomayusa. Ilugpobanue 34exmpoHHbIX OAHHBIX Mpedyem NpuMeHeHUA CMouKux Kk KpUnmoaHasusy QyHkyuil.
Ocobernto axmyarvHsim ABasemcs nofviuierue cmoixocmu baounbx aseopummol. Ungopmayus, xax 410645 yeH-
HoCMb, N00Bepeaencs noca2amescmbam co CmopoHsl pasAuUHbIX MouenHukoB. Konyenmpayus ungopmayuu 6 kom-
NbIOMEPHbIX cucmemax BviHyxoaem Hapawubams ycuius no eé sawume. Hayuonarvuas besonacnocmes, eocyoap-
cmBenHas maiiHa, KoMMepueckas maiiHa — Bce 3mu opuduvecKue acneknsl Mpedyon YCUAeHUs KOHMPOAA HAO UH-
hopmayuei 8 kommepueckux U eocyoapcmBeHHbIX OpeaHu3ayuAxX. Y pobers uHgopMmayuoHHol desonacHocmuy 3a6u-
cum 6 nepByio ouepeds O 3AUUUEHHOCTNU KAHAA0B, 110 KOMOpbIM cBedeHus U3 UHGPOPMAYUOHHON DA3bl KOMNAHUL
Mmoeym nonacms 6 cemv. Ha ceeo0HAwHUT OeHb cyujecmByom cneyuaisHo paspabomanHsie npoepammusie cpedcmba,
CnocobHbl Nnepexpbinty MU KAHAAbL U CHUSUND PUCK YmMedKu, NOXUWeHUs UAU HeCaHKyuoHupoBanHoezo docmyna K
ungpopmayuu. IIpobaemoi cmaHoBumca mo, 4mo ¢ pocmom “UCAa HAPYUIeHUT CHUKAEMCS uX packpbiBaemocmy, Ak-
MYAAbHOCIb Y2pO3 YeAOCHHOCHIU U KOH(PUOCHYUAALHOCTIU UHGPOPMAYUY 1mpedyem BHUMAMENbHO20 OMHOUEHUS K
3a0aue ee sauyumsl. 20 sem Ha3a0 3ad0aua obecnevenus be30naAcCHOCIU UHGOPMAYUL PeUasact Npu NoMousu cpeocmb
Kpunmoepagpu1eckoil 3auunol, ycmanobaenus mexcemeboix 3xkpanob, paseparnuyenus docmyna. Ceduac smux mex-
HoA02utl Hedocmamouno. Jlobas ungopmayus, umerowas gpunancobyio, KOHKypeHmuyo, B0eHHYI0 UAU NOAUMUYE-
cKyto yenHocy, nodBepeaemcs yepose. onoinumenvivim puckom cmarnobumcs Bosmoxrnocms nepexbama ynpabae-
HUS Kpumudeckumu obsexmamu urnopmayuonHot ungpacmpyxmypol. Iloamomy ocobenro axmyarvhvim aéasemcs
3a0anue noBviuienue cmotikocmu 0404nbLX areopummob, 8 uacmuocmu, RC5, komopuiii Bxodum 6 cocmal pasauunblx
omkpbimbix kpunmoepagpuueckux oubauomex - OpenSSL, OpenVPN u m.0. IoBviuams kpunmoepagpuueckyio
CIMOTKOCHTb DAOUHBIX CXeM U KPUNTMOAAOPUMMOB MOKHO pasHbiMU Memodamu. B cmamve paccmampuBaemcs Gvibop
pymxyuy coBueob 013 modudpukayuu xiaccuueckoeo areopumma RC5 ¢ yeavio noBviuienus eeo Kpunmozpagpuyeckon
cmoiikocmu. B cmamve npoBedero modeaupobative kpunmoepaguueckoi cucmemsl, peaiusoBannoil Ha base Moougu-
kayuu xkpunmoaseopumma RC5 u noayuens pemennvle u kavecmbenHvie Xapakmepucmuxu mMoouguyupobartoeo
ateopumma.

KaroueBoie cro8a: wugpobanue, kpunmoepagpuueckuil areopumm RC5, baounsie wigppsl, pynkyus nobumoboeo
cmeuyerus, oubauomexa OpenSSL, Open VPN.

Orpumano 29 aucmonada 2019 poky, 3aTBepIKeHO penKoterieto 24 epyous 2019 poxy
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