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Anomayia. Cyuacnuil cman pos6umxy iHopmayidHo-meseKOMYHIKAYIdHUX cucmem Bpaxae cBoimu memnamu
Bnpobadxenns, cgpepamu 3acmocyBanna ma pisHoManimuicmio mexnoAoeiil. Bnpobadxenns IP-meaeponii y pisni
cghepu at00cwKol diaavHocmi 0036045€, 044 NepeciuHux epoMadaH, cnpocmumu nobym, o4 bisHecy peaizybamu 2o-
A0BHI acnexmu maxi AxK: 30iivuieHHA npoodax, nidbuuyenns egpexmubrocmi pobomu cnibpodimuukib, niobuuenna
Axocmi 0bcaye08ybanna kaienmi6, abmomamusayis pobouux npoyecib, npedcmabrenna neodxionoi ingopmayii 015
kepibruyméa mowjo. Iana mexroaoein (IP-menegponis) cmara sAckpabum cumbiosom kaacuuroi meseponii ma me-
pexi Inmepnem, noeonaaa 8 cobi 6ci naubaxcubiui pymkyii 3a3Hauenux mexuooeii. Ipome, GukopucmoByiouu IP-
mesegponito baxaubo noddamu npo 3abesneuerts Heobxi0Ho20 pibHA Kibepbesnexu, ockiibku He BUKOHAHHA 1020 AC-
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nekmy Moxe Hectu 3 coboro Beauki pinarcobi ma imidxeBi Gmpamu, momy pospodia i docaiOxenHsA HOBUX egpeximu-
Brux memo0iB yoockonarenns kibepbesnexu IP-menegponii € akmyaasroto 3a0auero. Tomy, memnoro danoi pobomu €
nobydoBa modesi danux 041 yoockonasenus kidepbesnexu IP-ATC. [laa docaeHeHHA Memu, ChopMYEMO MHOKUHY
6u0i6 Bpasaubocmeir IP-ATC, muoxuny kpoxif osa pearizayii xibepamarxu na IP-ATC ma muoxuny 0iil 044 yoo-
ckonasenns kibepbesnexu IP-ATC, ujo dosboaums idenmudpixyBamu moxaubi udu Bpasaubocmeii o1a IP-ATC, do-
caioumu nocaidoBuicms kpoxib 04a pearisayii kibepamaku Ha IP-ATC ma Buxonabuiu npeBenmubri 0ii’ yoockoHa-
aumu pibens xibepbesnexu IP-ATC. [aa yeniwmol pearisayii kibepamaku, 3a Hasauwimybans, wo npedcmabaeni 6
cmammi, nompioHa oyxe Bucoka kBarighikayia 3106MucHukif ma 3HAUHI MamMepiasbHO-mexHiuni 3ampamu. Pospoo-
AeHa modeas Oyde KOpUCHOIO, HAcammnepeo, 044 CUCHIeMHUX aOMIHicmpamopib, a makox 045 gpaxibyib 3 ingpopmayiii-
Hoi besnexu Y cxaadi komano peaeybanna ua kibepinyuoenmu muny CERT/CSIRT Ha axi noxaadawomscsa 0006 A3ku

w000 axucmy ITC 6 mexax nionpuemcms ma opeanizayitl.

Katouo8i caoBa: IP-meaecponisa, kibepinyudenm, Asterisk, SIP, ATC.

Beryn

CpOropHi JIIOICTBO OTPVMAJIO B CBOE PO3IIOPSI-
TKeHHS JIOCUTBH 0araro ITikaBuX Cy9acHWMX TeXHOJIOTil,
30kpeMa IP-TestedpoHis1, sika 1A HepeciuHMX rpoMajisiH
TO3BOJISIE CIIPOCTUTM TIOOYT, Wi OisHecy peartisyBaTu
TOJIOBHI acHeKTV: 30UIBIIMTM Hpopaxi, iABUIIATI
edeKTMBHICTE POOOTM  CHIBpOOITHMKIB, IiABUIIATH
AKiCTb 00C/TyTOByBaHHS KIIIEHTIB, aBTOMATM3yBaTV PO-
Ooui mpollecu, HamaT HeoOXimHy iHdOpMario Mt
KepiBHMIITBa TOIIO. JlaHa TeXHOJIOTIS CTajla SICKpaBUM
crMbiozoM KiTacmuHOI TesledoHii Ta Mepexi IHTepHeT.
Bona moemmama B cobi Bci HamBaXTMBIIm PyHKIII 3a-
3HaueHMX TexHojiorivi. IIpore, BukopwucTtoByroum IP-
TerredpOHII0 BaXKITMBO ITOI0ATH PO 3a0e3ledeHHs Heob-
XiZHOTO PpiBHS KibepOesIeky, OCKUIBKM He BVKOHAHHS
IIbOTO acIIeKTy MOXKe HecTV 3 coDOIo BesmKi diHaHCOBi
Ta iMiIpKeBi BTpaTu, TOMy po3poOKa i AOCTimKeHHS
HOBMX edeKTMBHWMX MeTOIiB yAOCKOHaJIeHH: Kibepbes-
niekn IP-TejtedoHit € axmyavHoio HayKOBOIO 3afavero.

IMpymimn dyHKItionysaHHs IP-TestedoHii moris-
rae B TOMY, ITIO TOJIOC a0OHeHTa aBTOMaTHMYHO TpaHcdo-
PMy€eThCs B HaKeTU JIaHUX, SIKi Iepe/laroThcsl depes Me-
PpexXy 10 3a[IaHOro ajipecary i Bijpasy IIicjIs IIbOro Iepe-
TBOPIOIOTBCSL 3HOBY Ha 3BUYalHy MOBY. TestedpoHis
IAaHOTO TUITy IIPSIMO BiTHOCWUTBHCS 10 OUTBII IIMPOKOL
Kareropii, mo orpuMaiia Ha3By VolP (Voice Over IP).
OcranHs [103B0JIsI€ MepefaBaTi 3a TaKMUM ke ITpMHIIN-
IIOM He JIMIIle CTaHAAPTHI rOJIOCOBi MOBiOMIIEHHS, a i
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Ia€ MOXUIVBICTH BiOIIpaBIsATM BCUISKI Bimeodparom i
nogibui mociranHs. Taka TexXHOJIOrisT JO3BOJISIE B KUJIbKA
PpasiB MiHiMi3yBaTy HaBaHTakeHH: Ha Mepexy. [lapase-
JIHO 3 LM 3MEeHIIY€TbCd 1 BapTiCTh CTaLiOHAPHOIO
TesledpOHHOrO [A3BiHKA. [y TOro, Imio0 CKOpMCTATHCS
repeBaramu [P-Tenedomii, morpibHo ob3aBecTmcs crie-
OiaTbHO po3polreHMMN IIpUCTposMu. Takmmm € SIP-
Terteporm i codprdonn. BupobumMIITBOM 00IamHaHHA
JITaHOTO HaNpPsIMKy 3aVIMa€eThCs He TakK Oararo Iipgmpm-
emctB. OcoOnMBO BEMKMX YCHIXiB 3MOITIM  AOCATTV
Grandstream i Cisco SB. Toprosi Mapkmu BUITyCKalOTh
MIVIPOKUM acoOpTUMEHT IpucTpois i IP-tenedoHil,
MOCTIVIHO MOKpalllyloun #KicTb ToBapiB. B xarajor
BKIoueHi Mopesti IP-TenedoHiB 3 TakuMy KOHCTPYKTM-
BHVIMVI OCOOJIMBOCTSIML: 3 ITPOBiHOIO TpyOKOI0, Ge3mpo-
ToBi, 3 KK-mgucrreem, 3 Wi-Fi Tormo. Koxxna Taka dpyHK-
IIioHaJTbHaA OCOOIMBICTE 3abe3Iedye 3pyUHiCTh KOPUCTY-
BaHHs ITPUCTPOEM JTAHOTO ITPU3HAYEHHS.

AHasti3 pinreHp Ta HOCTAaHOBKA 3a7avi

CroronHi Ha PUHKY IIpEJICTaBIeHO BEJIMKY Kilb-
KicTp pimens mya mobymosm IP-Tenedomil (Asterisk,
3CX, Oktell Tomo), mpore Oe3sarepedHmM JLmEpoOM €
BiJIbHe pillleHHST KOMIT'TOTepHOI TerledoHil (B TOMy Umc-
mi, VolIP) 3 BimkpwruMm BuximamMM KopmoM Asterisk Bifm
xoMradii Digium. ApxitekTypa cucremu Asterisk (puc.
1) BwIrOUae: Mepexy, obOJaJHaHHS, JIOKaJbHY oOIlepa-
IiVHY CUCcTeMy Ta KOMIToHeHTH [1].
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Asterisk B KkoMIUTeKci 3 HeOOXimHMM o0IagHaH-
HaAM Mae Bci MoxumBocTi kiacuunol ATC, migrpumye
6e3miu VoIP mpotokomnis (SIP, H.323, IAX2, MGCP,
SIMPLE, SCCP, XMPP, Unistim) i Hagae pyHKIil ym-
paBIiHHA 1O3BiHKaMm (TojslocoBa IIOINTa, KOH(epeHII
3B's130K, IVR, menrp oOpobkm m3BinkiB, Call Detail
Record), MOXITMBO TaKOX TPaHCIIIOBATIL TEKCT i Bigeocu-
rHaym. [ligTpuMKa IIMPOKOTO CIEKTPY OOJIaJHAHHS Ta
KOMIT'IOTEpHMX MPOTOKOJIB [O3BOJISIE OPraHi3oByBaTH
BeJINMYe3HY KUIBKICTh ClleHapiiB B3aeEMOZil MepeX, OTpu-
MaHHS i 00poOku iHdopMartii. Asterisk Moke parioBa-
TI 5K 3 aHastorosymu JtiHisMu (FXO / FXS momyoti), Tak i
mudposumm (ISDN, BRI i PRI - morokn T1/E1). 3a mo-
ITOMOTOIO TTeBHVIX KOMITTOTepHMX ITaT Asterisk MoxxHa
MOKIIOYNTI 10 BucoKompomyckHmx Jinin T1/E1, sxi
ITO3BOJIAIOTH MPAIOBaTV TapajlelIbHO 3 JIeCSITKaMM Te-
stepoHHMX 3'€qHaHb. [TOBHMII CIIMCOK OOJTagHAHHS TSI
3'eHaHHS 3 TeJlePOHHOIO MepeXXelo 3arajILHoro Kopic-
TyBaHHS BW3HAYA€ThCS INOTPUMKOIO oOIamHaHHS B
Momyssax sapa. Turosa cxema opranisanii IP Teredponit
Asterisk 300paxxeHa Ha pUCyHKY 2.

Buxopucrosyroun IP-ATC Asterisk Baxomso mo-
nbatu mpo 3abesreueHHs HeoOXimHOro piBHS KibepOes-
IIeKM, OCKiTbKM He BUKOHAHHS IIHOTO acIIeKTy MOXKe
HecTu 3 coboro BeyIMKi diHaHCcoBi Ta iMifpKeBi BTpaTn. SIK
IIpaBWIIO, «3JIaMyIOTb», peaTi3yIoTh KibepiHtmmeHTn [2],
Asterisk 3 iHmmMX KpaiH i IOYMHAIOTE 3iVICHIOBATI MiX-
HapOIHi A3BiHKM, ITiCJIA TaKMX «3JIOMiB», OpraHisalism
TIPUXOIATE paxyHKM Ha HecATKM i HaBiTh COTHI THCSY
y.o. [Tpraomy xepTBoIO MOXe CTaTH SIK i BeJIMKa OopraHi-
3amig (mo He axT), Tak i MajleHbKa. B ocHOBHOMY Iie
npibHi opramisamii, me OGesmerii Asterisk mpwminsgeTnes
MiHiMasibHa yBara. CkaHyBaHHS Mepexi IHTepHeT y
IIOIIyKaX 4eproBol XepTBU TpuBae MHocTinHo. OTpuma-
BIMM [OCTYyI [0 Asterisk, 37TOBMUCHWMKM MOXYThb
i €MHyBaTV IUTi OpraHisallii Ha aKKayHT XXepTBU i
3HiMICHIOBATY MDKHapOIHI /I3BiHKM 3a ix paxyHOK. Tomy,
MeTOI0 JIaHOI poboTm € moOymoBa MoIeti HaHMX IS
ymockoHasleHHs KibepOesrekn IP-ATC. [Ins gocsrHeH-
He MeTH, cOpMyeMO MHOXWMHY BUZIiB BpasnvBocTer IP-
ATC, MHOXMHY KpOKiB IS peasisaliii KibepaTaku Ha
IP-ATC Ta MHOXWHY Aivt 7151 yIIOCKOHasIeHH:I Kibepbes-
nexn IP-ATC, mo no3BoymTh ifeHTH@IKyBaTN MOXIIVBI
Buay BpasimsocTent i IP-ATC, pocminuTit nocsifos-
HIiCTh KPOKiB 1y1s peasizariii kibeparaku Ha IP-ATC Ta

BUKOHABIIM IIPpEeBeHTMBHI il YJIOCKOHaJIUTU PpiBeHb
Kibepbesmexn IP-ATC.

HoyT6yk 3 copTdoHom 1

!

Cepsep 3 IP ATC Asterisk KomytaTop

1P phone

1P phone

1P phone
Po6oue micue cnispobiTHMKa Poboue micue cniBpobitH1Ka Po6oue micue cniBpobiTHUKa
3IP TenedoHom 1 3 IP TenedoHom 2 3IP TenedoHom 3

Puc. 2. Cxema opranizamii IP Tenedomnii Asterisk

®opMyBaHHSI MHOXXMHW BUIIiB Bpa3IMBOCTeN.
3ajaMO MHOXMHY BUIIB Bpas3jmMBocTent V , sKi iCHYIOTb
iz, yac pyHKuionysaHss [IP-ATC:

n
V={UVI={Vi Vv,V (i=1n), (€)
i=1
Iie N - KUIbKiCTh MOXJIVIBUX BUJIIB Bpas/IMIBOCTEVL.
Hanpukiag, B pesysbraTi poBefdeHHsI aHasli3y
iCHYIOUMX BUIIB Bpa3IMBOCTeN Mif 4ac pyHKIIOHyBaH-
a1 IP-ATC [3-11] cdopmyemo Tabmmrio mast IP-ATC
Asterisk Ta6ur. 1.
Orxe, Buxopucrosytoun supas (1) Ta pani 3
Tabs1. 1, mpu n=11 orpumaemo:

V, :{Uvi}:{V1rVz7VsrV4rV57Ve’V77stV91V1orV11}:
i=1

= {VNCF‘VDP ! VSP ’VBSF ’VFSD‘VFSA’ VSA’VLE‘VA\/ ’VICA’VLF} = (2)
={NCF,DP,SP,BSF,FSD,FSA,SA,LE, AV, ICA, LF},

me V.= V= NCF, V,=V,,=DP,..., V,;= V.= LF
- Buy Bpasimsoctent i IP-ATC Asterisk.

Tabms 1
Buy Bpasimsocrent st IP-ATC Asterisk

No | Kog Ommuc

1 NCF | Asterisk 3 nmepHMx npwumH Mae BuniieHy IP agpecy i BimoOpaxaerbcs B Mepexi [HTepHeT (HampukiIa,
1en cepsep Asterisk Tak camo € i ceppepom, 1m0 posmae IHTepHeT, Tak, o IpoBi, 3 InTepHeTOM i BrTisTe-
HUM «bimm» 1P BeTaBeHwt mpsiMo B 11evt cepsep). [1pu boMy, Ha cepsepi 3 Asterisk He HasyarToBaHM
daepsory, i nevt Asterisk BpasmBuvi 3i CTOpOHU Mepexi.

2 DP | Ha SSH i SIP mpu3HaueHi IOPTHU 3a 3aMOBYYBaHHSIM.

3 SP | BukopwucToByroThest mpocTi napoji mist SIP kiiieHTiB.

4 BSF | He BximoueHa dyHKIIis 3aXUCTY Bif Hepebopy icHyrounx SIP KiIieHTiB.

5 FSD | He peartizoBana ¢yHKIIig 3axmcTy Ha pisHi Dial oany.

6 FSA | He pearizoBana ¢ yHKIIiSI IOCTYITy TiJTBKM 3 JTOKaJIBHOI MEpexi.

7 SA | 3a SSH mo3BosieHniI IOCTyH root KOPUCTyBaya.

8 LE | VY Linux He Bigx/modeHi HenoTpiOHi cJTy>X0m 3 mipkamm.

9 AV | BuxopucToByeTbcs cucreMa 3 PBX-iHTepdericom, Hampukiazn Elastix, sika Mae TOmaTKOBi ypa3ImBOCTi.

10 | ICA | Ha pisHi SIP npoBarinepa qo3BosieHi Mi>KHapOJIHi A3BiHKY (KOJIVI BOHM He OTPibHi).

11 LF | Ha pisHi SIP mpoBaviepa He peatizoBaHa (PYHKIIisi oOMeXXeHHs (O3BOHM CKUTBKM XOdYelll, ajle B KiHITi
MiCSTIISI OTPVMAEIT PaxyHOK).
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KiGeparakn. [y peastismil mporo eramy 3agaMO MHO-
KMHY KPOKiB S :

me S;c S, (j=1Lm), m - KUIbKICTb KPOKIB 3/I0BMVCHVKA.

DopMyBaHHS MHOXKVMHM KPOKiB 71 peasisamii me S,=S,.=SC, S,=S, =SL, S,=S;:=BF, S,= Sy =

Hanpukiiag, posmigHeMo HOCTOOBHICT KPOKiB
U1 peartisaniii Kibepartaku Ha IP-ATC Asterisk (Ta0i1. 2).
Orxe, BUKOpWCTOByIOUM Bupas (3) Ta maHi 3

SR, S;=S,,c =MC - KpOKwu 3JI0BMUCHMKA I peasliza-

mii Kibeparakm Ha IP ATC Asterisk.

{051} ={5,.5,,...S,}, 3) ®opMyBaHHSA MHOXWMHM iVl /I YOOCKOHa-
i=1 JeHH:A KibepOesnexkm IP-ATC.

J1st peasti3Liii IbOTo eTarly 3aaMo MHOXUHY Ailt
A i ymockoHaneHHs Kibep6esmex IP-ATC:

A={UAd=1A, A, AL, ©)

d=1

Tabm1. 2, mpu N =5 oTpuMaeMo:

me A,cA, :H) , V. — KUIBKICTB AiV I yIOCKOHa-

5
S, ={US|}:{51,52,53,54,35}:

@) nreHHs Kibepbesmexu IP-ATC.
i=1

Hanpuxiag, pos3rmigHeMo [Jii I yI0CKOHaIeHH

={Ssc:Sst:Ser+Ssr:Suc} ={SC, SL, BF, SR,MC}, kiGepGesmexn IP-ATC Asterisk Ta61. 3.

TaGvis 2
Omnmic KpoKiB s peartizanii Kibeparaku Ha IP-ATC Asterisk

Kon,

Ormmc

SsC

CkaHyBaHHS Mepexi [HTepHeT Ha HasBHICTB cucTeM 3 BimkpuruMm roptoM 5060 (xrierTn SIP Tpammivao
BuKopucToByoTs opT 5060 TCP i UDP myist 3'eqHaHHs cepBepis Ta iHmmx erremeHTis SIP. B ocHoBHOMY
SIP BUKOPWUCTOBYEThCS [Isl BCTAHOBJIEHHS i pO3'eTHAHHS T'0JIOCOBMX i BileONI3BiHKIB).

SL

Cucrema (Asterisk) sHaneHa, momyk HassHMX SIP KiIi€HTiB, 10 SKMX MOXXHa MiAKTIOUNTHCS. Bigmpasien-
HS 3alIUTiB, IIOKM He IIpUVIe BiAIOBiAs Ipo Te, 1m0 Takui SIP wiieHT icHye. Y mimcyMKy, 3JIOBMUCHUMK
oTpumye camcok Buy: [1000] [1001] [1002] - 1re SIP xytieHTN.

BF

3anyck «OpyTodopce» - mporpaMm migdopy maposrs o SIP xiieHTiB.

SR

3HaVIIIOBIIN ITapoJIb, 3JIOBMICHVK 3aITycKae y cebe Ha KoMIT'toTepi codToH i peecTpye 710ro 3a OTpUMaHM-
MM JaHVMM - 30BHIIIHEBOIO IP ampecoro (IKy BiH 3HaVIIIOB cKaHyoun Binkpwti 5060 mopTy, JIOTiH (AKX Ta-
KWV e, SIK i HoMep 3HavimeHoro HuM SIP-KTieHTa) i maposib, KU BiH Mi/1iopaB B pe3ysbTaTi «OpyTodopcar.

MC

3JI0BMUCHVK MOXKe 3/iVICHIOBAaTY MDKHAPOIHI [I3BiHKM, TOIIIO.

Tabsis 3
Hii g ymockonatennst Kibepbesnexu IP-ATC Asterisk

Kon Omnc

CS 3mina SIP nopra (bindport = 3348;)

SL 3abopona SIP ninxrodyeHb 3a MeXKaM JIOKaJIBHOT Mepexi

(deny =0.0.0.0 / 0.0.0.0;
permit =192.168.0.1 / 24;
allowguest = no;
call-limit = 2;)

SS 3axmcT ceppepy Bijg mepebopy 3a Homepamu (Alwaysauthreject = yes)

IC Bcranosienns cxiagHux naposiis s SIP-k1ieHTiB (MOXXHa BUKOPUCTATV FeHepaTop I1apoJliB, apoiib
3i cIy>KOOBVIMM 3HaKaMM i I pam)

SI 3abopoHa MiXXKHapoIHMX BUK/IVKIB Ha piBHi Dial roiany

(exten => _3809X.,1,System(echo «To» ${EXTEN} «Ext» ${CALLERID(num)} | mail -s «8-10 ALARM»
test@gmail.com);

exten => _3809X.,n,Hangup();)

CF Hamamrysanas BOymoBaHoro dacpsoria iptables (pemarysanss KoHirypariivtHoro darty iptables)

CcP 3wminHa mopty SSH, 3a6opoHa KopucTyBadeBi «JIOTiHUTHCS» 5K root depe3 SSH, momaeMo HOBOTO KOpH-
cryBaua (useradd username, passwd username; AllowUsers username, PermitRootLogin no; Port
1265)

DA | Buvmmkaemo Apache 3 aBrosaBaHTaxkeHHs i 3MiHIOemMo T7ioro mopT (chkconfig httpd off,
IP_ampec_cepsepa: 7623)

DM | Bigximouaemo HermoTpibHi Moy i mpoTokonm Asterisk
(noload => chan_jingle.so

noload => chan_skinny.so

noload => chan_iax2.so

noload => chan_console.so

noload => chan_mgcp.so

noload => chan_gtalk.so)

10

CM | 3minmmo nopt ynpasiiaas Asterisk (AMI) (port = 8374)

11

SF HatammrroByeMo cucremy fail2ban (mporpama 3axmcTy cepsepiB Bix aTaku «Brute force»).
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TTponosxenHs Tabmvi 3

No Kon Ommnc

12 SD 3axmcr Bim DOS artak (Mogmdikyemo iptables):

(-A INPUT -p tcp -m multiport --dports 1265,7623,3348,137,138,139,445 -m recent --set --name dos-
attack

-A INPUT -p tcp -m multiport --dports 1265, 7623,3348,137,138,139,445 -m recent --update --seconds 2 -
-hitcount 20 --name dos-attack -j DROP)

Takox, MOXXHa TI0B’s13aTV poOoTY iptables 3 crcremoro fail2ban Taxvm uneoOM, 006 TakeTn Bim DOS
aTaKy He BIOKMIOAINCS, a MOBIDOMIIEHHS IpO HUX 3ammcyBayicsa B Jjior dpaint iptables. Fail2ban Ha
ImificTaBi mabJIoHy, Hepersanaace jior / var / log / messages i sSIKio BiH OaumMTh Take MTOBiOMITEHHS B
IIbOMY JI03i, TIpocTo 6110Kye IP ampecy ska mocmiae 11i moBimoMIIeHH: i TIOBimOMIIsie Hac Ha e-mail mpo
Te, 1o Oyia 3miviciera DOS aTaka.

13 SSP | 3axwcrt Bin ckaHyBaHH: ITOPTiB (iptables - xtables-addons)

14 SSH | Ceprudikaris SSH. IcHye MOXIMBIiCTB 3pobumTH TaK, o6 minxmounTyics o SSH (Hampmkitaz, depes
Putty) MoxxHa OyJ10 6 TLIBKM SIKITIO Ha KOMITIOTEpI, 3 SIKOTO MiIKTIOYaloThCs 110 cepBepa Linux Beraro-
BJIeHWVI cepTudikaT. 3araybHa mporenaypa HacTymHa: 1) emepyerscs xmodi. 2) 3reHepoBaHUIT KITIOY
3aHOCUTRCA B (a1 authorized_keys. 3) 3reneposanuit xmou BuTsAryeTbcs 3 Linux B Windows. 4)
BuTarsenvvi sreHepoBaHMiI KJIIOY 3a JOIIOMOIOO IIporpamu puttygen mepersopioeTscs. 5) OTprma-

HWUV TIepeTBOpeHmy davil migKIrodaeTbcs 1o Putty. 6) Hactporoerses cama cmyx6a SSH B Linux. 7)

IlepeBipka nparesgaTHOCTI.

15 ES

Binxmodenns samba (; Path; chkconfig smb off)

16 DP

Ha piBHi mpoBarepa TakoX MOXJUIVBA: 3a00poHa MDIKHApOMHMX [I3BiHKIB, BCTAHOBJIEHHS JIMITIB,
00MeXeHHS] MaKCMMaJIbHOI BaPTOCTi A3BiHKIB.

17 OE

BcranosnenHs 3axuieHoro VPN 3'eqHaHHS, BCTAHOBJIEHHS CKIAIHVIX IIapoOiIiB 110 BebO-iHTepdevicis
arapaTHuX TestedoHis, 3Miga HTTP noprty.

Orxe, BuKOpucTOByfoun Bupas (5) Ta maHi 3 Tabs. 3, mpu n=17 oTprmMaemo:

17
AA :{UAi}:{Al‘AZ‘AS’ANAS'AG’AWAB’AQYAIO’AM'A12’A13’A14‘A15‘A16’A17}=

i=1

A A Ass i A A Ak Ace s Apas Ao Ao 1 Ase Ao Asspr Assn Aess Appr Age } =
={Cs, sL,ss, IC,SI,CF,CP,DA,DM,CM, SF, SD,SSP, SSH ,ES, DP,OE},

me A=A, =CS, A,=A,=SL, ..., A;=A,. =0E -pii
11 ymockoHasteHHs Kibepbesmreku IP-ATC Asterisk.
TakyM 4MHOM, BUKOHABIIM JIii 3a3HaveHi y TabOs1. 3
MOYKHa YHOCKOHaMTH KibepOesmeky it IP-ATC Aste-
risk. [Is1 ycminmHo1 peastizariii KiGepaTakm, 3a Takmx Ha-
JIaIITyBaHb, ITOTPiOHa Ay’ke BUCOKa KBaslidpikarlis 3710B-
MVCHVKIB Ta 3HaYHi MaTepiaJIbHO-TeXHiuHi 3aTpaTiul.

BucHOBKM

Taxvm umHOM, ¥ 11iT1 PoOOTi TOOyIOBaHO MOTIEeITh
IaHMX VIS yOOCKoHaleHHs KibepOesneku IP-ATC, cdo-
PMOBaHO MHOXMHY BufiB Bpasimsocrent IP-ATC, mHo-
XWHY KpOKiB I1sl peaisanii kibeparaku Ha IP-ATC Ta
MHOXWHY il I YIOOCKOHaJIleHHs KibepOesrrekm IP-
ATC, mo mo3somsie imenTmdikyBaTV MOXJIIMBI BUAN
BpasimsocTent it IP-ATC, mocimimuTit HOCIIiIOBHICTD
KpOKiB 1151 peasisarii kibeparaku Ha IP-ATC Ta BUKO-
HaBIIV IIPEBEHTMBHI Mil yHOCKOHaJIMTU piBeHb Kibep-
Gesmekm IP-ATC.

Pospobrnena Moperns chnpsiMoBaHa Ha Te, IIOO
YHEMOXUIVBUTM peali3allio 3JI0BMMCHVMKaMM KibepiH-
mvmenTis B IP-ATC. 1ls momens Oyme KopwmcHOIO, Ha-
camriepesl, IjIsl CUCTeMHMX alIMiHiCTpaTOpiB, a TaKOX
s daxiBliB 3 iHdOpMariviHOI Oesmekn y ckilami Ko-
MaH7, pearyBaHHA Ha KibepinmmmenTtn Ttmiry CERT/
CSIRT Ha siKi MOKJIaHarOThCSI OOOB SI3KM IIOHO 3aXVICTY
ITC B Mexax mignIpmMeMcTB Ta oprasisailin. B momais-
IIMX OOCIHIKEeHHSIX IUIaHYEeThCSl BCTAHOBJIEHH: 3B SI3KiB
MDK BUAaMM Bpas/IMBOCTeN Ta IissMU IS YIOCKOHaJIeH-
=4 Kibep6esmexmn IP-ATC.
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TI'namiox B.A., Tepenmveba WU.E., Komeaaney B.B. Modeav dannvix 042 ycoBepuiencimBoBanua kubepbesonacnocmu IP-
ATC

Annomayus. Cobpemenroe cocmosnue pasbumus uHMopmayuoHHo-mesexoMmynukayuonnsix cucmem (MTC) nopaxaem cboumu
memnamu Bredpeniis, cpepamu npumeHenus u pasnoodpasuem mexnosoeutl. Buedpenue IP-meaegponuu 6 pasauunvix cepepax ueao-
Beueckoii desimenvHocmu nosboasiem, 045 pA00Buix epaxoaH, ynpocmums Obim, 047 OusHeca peaiusobams aAabHvie acnexime. makue
Kax: yBesuenue npooax, nobviuienue agpgexmubrocmu pabomst compyorukob, nobviuenus kavecmba odcAyKubanua KAuennos,
abmomamusayus pabouux npoyecco, npedcmabaenie Heobxooumoi urngopmayuu 012 pykoboocméba u op. Hannaa mexroroeus (IP-
meAepoHus) cmasa ApKuUM cumbuo3oM kaaccuecko meaedpornuu u cemu Vinmepuem, couematoujeeo 8 cebe Bce Baxxnenuiue gymi-
yuu ykasaumvix mexuosoeutl. O0uako, ucnoavsysa IP-mesegporuto Baxcro nosabomumsca 06 obecneuenuu Heobxo0uM020 YpobHs
KubepbesonacHocmu, NOCKOAbKY HeBbinoAHeHUe 3m020 acnexma Moxem Hecrmu ¢ coboil bosvuiue gpunancoBvie u umuoxebole nome-
pu, nosmomy paspabomxa u uccaedoBanue HOBuix Ipdexmubuvix memodob cobepuiencmbobanua  Kkubepbdesonachocmu IP-
meaeporuu A6asemea akmyasvHoi sadaueil. Ilosmomy, yeavio daHHotl paboms. A6asemcs nocnpoeHue Modesu OAHHBIX 04 YCo-
Bepuencmbobanusn kubepdesonachocmu IP-ATC. [Tas docmusxenus yeau, cgpopmupyem muoxecmbo 6udob yasbumocmeit IP-ATC,
MHOXecmBo uiaeo8 o4 pearusayuu kudepamarxu na IP-ATC u muoxecmbo OeiicmButl 045 cobepuiericmbobarus xubepbesonacto-
cmu IP-ATC, umo nosboaum udenmugpuyupobams 6o3moxnvie 6udst yasbumocmen ora IP-ATC, uccaedoBams nocaedoBamens-
Hocmb wiaeol 042 peasusayuu kubepamaxu Ha P ATC u Buinosnu8 npeBenmubuvie deiicmbus ycobepuiercmbobams ypobers K-
bepbesonacrocmu IP-ATC. [Iaa ycnewinoi peasusayuu kubepamaki, nocie Hacmpoex, umo npedcmabientvie 6 cmanive, HYKHA
oueHd Boicoxas K6AAUPUKAYUA 3A0YMbIUACHHUKOB 1 3HAYUMEAbHbIe MAMEPUALbHO-IeXHUYecKue 3ampamsl. Paspabomannas mo-
deav bydem nosesHoil, npexcoe ceeo, 045 CUCHEMHBIX AOMUHUCTIPAMOPOB, a maKxe 044 cHeyuarucmod no uHgpopMayuorHot bes-
onacrocmu 8 cocmabe komano peasupobanus Ha xubepunyudenmot muna Computer Emergency Response Team / Computer Security
Incident Response Team Ha xomopuie Bo3aaearomes obs3annocmu no sausume UTC 6 npedeaax npednpusmuil u opeanu3ayui.
KaroueBuie caoBa: IP-meneponus, kubepunyudenm, Asterisk, SIP, ATC.

Gnatyuk V., Terentyeva 1., Kotelyanets V. Model of data for improving cybersecurity IP-PBX

Abstract. The current state of development of information and telecommunication systems is impressive with its pace of implemen-
tation, scope and variety of technologies. Introduction of IP-telephony in various spheres of human activity allows ordinary people to
simplify their lives, implement the main aspects for business, such as: increasing sales, improving employee efficiency, improving
customer service quality, automating work processes, presenting the necessary information for management, etc. This technology
(IP-telephony) has become a vivid symbiosis of classical telephony and the Internet, combining all the most important functions of
these technologies. However, using IP telephony is important to ensure the necessary level of cybersecurity, since failure to imple-
ment this aspect can lead to significant financial and image losses, so the development and research of new effective methods for
improving the cyber security of IP-telephony is an urgent task. Therefore, the purpose of this work is to build a data model for im-
proving the cyber security IP-PBX. To achieve the goal, we will create a variety of types of IP-PBX vulnerabilities, a set of steps to
implement cyberattack on the IP-PBX and a set of actions to improve the cyber security of the IP-PBX, which will identify possible
types of vulnerabilities for the IP-PBX, investigate the sequence of steps to implement cyberattacks on IP-PBX and after performing
preventive actions to improve the level of cybersecurity IP-PBX. After setting up an IP telephony server, following the example
presented in the article, successful implementation of a cyberattack requires a very high level of intruder qualification of hacker and
significant logistical costs. The developed model will be useful, first of all, for system administrators, as well as for information secu-
rity specialists in the response teams for cyber incidents such as Computer Emergency Response Team / Computer Security Incident
Response Team, which are responsible for the security of information and telecommunication systems within enterprises and organi-
zations.

Keywords: IP-telephony, cyberincident, Asterisk, SIP, PBX.
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