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Anomayia. Ocmannim uacom npobioni depxabu cimy Bee diavuie yBaeu npudiraiome kibepsaxucmy AACHUX KpUMLH-
Hux ingppacmpyxmyp. He e Buiniouenram earyse yubBisvHoi abiayii, y axii wupoke 6npoBadxeHHs cyuacHux iHgopma-
YilHO-KOMYHIKAYITHUX 1MEXHOA0RITE NOPOOKYE Uity HU3KY HOBUX Ypasiubocmeil ma nomeHyinHux 3aepos. Bidomi modeai
dosborsioms gpopmanisybamu npoyecu cmbopents nobroi MuoxuHu Bumoe (32ioHo Bionobionux kepibrux dokymenmif),
AKi HeobxiOHo Bukonamu 045 3abesneuenns kibepOesnexu yubivnol abiayii, a maxox idenmucpixyBamu ix BuroHAHHA.
IIpome, He BupiuieHUM 30AUUAEMBCA NUMAHHA 0YIHIOBAHHA NOBHOMU BUKOHAHHA 3a3HAUEHUX BuMmoe. 3 0eaA0Y Ha ue, Y
yiil pobomi po3pobaero Memod oyinIoBanHsA, AKULL 0ae MOKAUBICIL BUsHAUAMU KIALKICHI NapamMempu, wjo Xapaxmepusy-
tonb noBHoNty BUKOHAHHA MHOXUHU BuMOe 14000 Kibepbesnexu yuBirbHol abiayii ma okpemux Bumoe KepibHux opeani
BionoBiono do Busnaueroi modeai kibepbesnexu. Lleti Meniod Moxe BuxopucmoBybanucy 044 oyintobanna nobromu Buxo-
HAaHHA BuMoe 14000 3abe3nevenHsa kibepOesnexu i 6 HUIUX easy3ax KpumuyuHoi ingppacmpykmypu depixabu. Y nooaisuio-
MY, HA OCHOBi 33HAUEHO020 MemoOY, NAGHYENbCA Po3pobka NPpoepamMHO20 3ACHIOCYHKY NIOMPUMKU NPUTIHAMIMA pilieHb
14000 excrepmiHoeo oyinioBanHs nobromu Buxonanns Bumoe 0o kibepbesnexu 6 abiayiiniil eatysi.

Ka104uo8i caoBa: xibepbesnexa, yubisvna abiayis, kibepsaeposu, Bumoeu ujo0o 3abesnevents Kibepbesneku, oyinI0BaHHA
noBHomu Buxonanns Bumoe, koegpivienm Baxaubocmi, ICAO, ECAC.

Beryn JIbIIe yBarvi NPUIUBIOTE KiDep3axycTy BIaCHVX KpUTUY-
Croromi kiGeprepopmsum [1] € mobambHOI0 po- HyX indpacTpykryp. OnHMM 3 BXWIMBIX 00 €KTIB KpUTH-
0J1eMOI0, 1110 SICKPABO MPOSIBIBIETBCS Y CydacHOMy iHdOp- YHOI ifppacTpyKTypu € 1BitbHa aiatist (LIA) [2], piserp

MarliiiHoOMy cycrtecTsi. ITpoBinHi mepxasu cBitTy Bee Oi- KPUTWUYHOCTI $IKOI 3HAYHO INIACIIIOETHCS  IMiIBUIIEHVIM
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CTylleHeM KOMYyHIKallil Ta B3a€EMOJil MK Ha3eMHVMM CVIC-
TeMaMM i TIOBITPSHMMM CyJHaMV, a BIIPOBa/KeHHs Cydac-
Hux iHdopManirHo-KoMyHiKalivHux TexsHosorinn (IKT) 3
OHOTrO OOKY mMimBuiIye edpeKTMBHICTE i criporitye dopma-
JIbHOCTI y misvibHOCTI LIA, a 3 iHIIOro - Iopompkye Lty
HW3KY HOBVIX Ypa3/IMBOCTeVI Ta IIOTeHLiHWX 3arpos. Kepi-
BaVT ToKyMeHT ICAO [3] mexmapye HeoOXimHICTh T KO-
JKHOI iepkaBy, gka € wieHoM ICAQO, pospobirarn MeTonm
saxucry IKT, mo BukopucToBytoThes mid witent LTA, Bim
aKTiB HE3aKOHHOI'O BTPYYaHHs, sIKi MOXYTb ITOCTaBMT ITi[T,
3arposy Oesnexy MmikHaponHoi LTA. KepiBHui HoKyMeHT
€sponericekol KoHpepertil ITA (ECAC) [4] Bu3Hauae He-
OOXIiIHICTh BKJIIOYEHHS 3aXOLiB 1100 3a0e3reueHHs 3axui-
CTy BiOmOBimHOI raTysi Bif Kibep3arpos 1o HarlioHaJIbHOI
rporpamm Oesriek LTA Ta iHIMX HaIioOHaJTBHVX ITpOTpaM
(kOHTpOJIIO SIKOCTi, HABYaHHS i ILATOTOBKM IIepCOHAILY 3
mmrasb Oesrieknt LA Ttorro). BinmosinHo mo [3-4] 000 s3-
KOBO HeOOXimHO imeHTM(IKyBaTV Ta 3aXMINATV CHCTEM,
sIKi MicTSTh iHPOpMaTIio, 1110 Ma€ KpUTWYHEe 3HAYeHHS [IT
0esIrevyHOro BUMKOHAHHSI ITOJIBOTIB i misutbHOCTI LTA - 11e Tak
3BaHi KpuTU4HI asiauirHi indopmaninHi cucremn (KAIC)
[5], opieHTOBHMII TIEpeITiK AKMX HaBeTIeHO Y BiIIOBiTHOMY
KepiBHOMY HoKyMeHTi [6]. Lliyta HV3Ka BUMOT IIOMIO Kibep-
6esmrexnt (KB) L1A Takox MictuThed iy kepiBHurirsi ICAO
[7], mo opienToBare Ha Gesrexky IKT B ympasstiHHI HOBIT-
psAHVIM pyXoM. BiTumsH:AHI BUMOIM € 3afeKIapoBaHMM Y
BinmoBinHi mporpami [8], sika po3po0rieHa 3rigHO 3 KOH-
BeHIlielo ITpo MiXHaponHy LIA, mpore BXe KijIbka POKiB
3a/IVIIAEThC Jmie IrpoekToM. HecaHkiioHoBaHMIT HOC-
tynr (HCII) i HecanxkitionoBare BukopvictanHs KAIC moxe
HpU3BeCT 1O BUHMKHEHH:S 3arpo3 Oesmel ITacaXupis,
eKilla)Xy Ta Ha3eMHOTO IIepCOHaJly, 3 OIVISITy Ha III0 BasJIn-
BuM € 3a0e3neuenns ix Kb nursixom saxwery sim HCI, mo-
TlepelDkeHHsI BTpy4daHHsA B pobory KAIC Ta BusBIIeHH:S
arak Ha HuX [9].

VY [10-11] pospobiteHo 6a30By MozIelb POPMyBaHHS
BrMor 7o 3abesrredenns Kb 11A Ha 6a3i kepiBHMX TOKyMe-
HTIB, TI0B's13aHMX 3 Oesmekoro MibkHapomHoi LIA, a Takox
HaBelleHo IIpMKiIaf, (popMyBaHHS BMMOT ITIOfo 3abesrte-
genns Kb LIA Yxpatan. L Monerts jae MoxomsicTs pop-
MaJli3yBaTy IIOBHYy MHOXWHY BVIMOT, Ki HeoOXimHO 3a0e3-
mreunTy Tt 3axvcty LIA Bim KiGepsarpos, mmpote HeBupi-
IIEeHVM 3/IVMIIAETECS IIMTAaHHS OLIHIOBAHHS IIOBHOTY 3a-
Oesneuenns nyix BymMor. Kpim toro, B [12] 3arrporioHoBaHO
MYJIBTUpPIBHEBY MOfeJb, sKa [103BOJIsie bopMalisyBaTyi
mpotecy imeHTH(iKali 3abe3redueHOCTi BUMOT Ta BW3HAa-
uennHs pexvMiB Oesnieknt KAIC. Ilpore, He BupimeHVIM
3aJIMIIIAETHCS IIMTAHHS OL{HIOBAHHSI IIOBHOTM 3abesredeH-
HJ MHOXXVHW BVMOT Yy Pe3yJIbTaTi peasisarii BiITOBiIHVIX
MeToJIiB Ta 3acobiB 3axvicTy LIA Bin kibep3arpos.

AHati3 icHyro4YMx JOCIiIKeHb i II0CTaHOBKa 3a-
BIAHHS

Cepen, po0iT, TIOB sI3aHNIX i3 OIiHIOBaHHS ITOBHOTW,
BapToO, IepIlI 3a Bce, BumumaTn [13-14]. ITpote, Bimomi moc-
JHIDKEHHST Opi€HTOBaHI ab0 Ha OILiHIOBaHHS IIOBHOTU i He-
CyIIepeYHOCTi JaHVX y 3HaHHSI-OPi€HTOBaHIV MOJIeIIi IIpeI-
CTaBJIeHHs Oi3Hec-TIpOIieciB i3 3MIHHOIO CTPYKTypowO Yy
KOHTEKCTI ITepeBipky HabOpy maHWMX, IO BU3HAYAIOTH CU-
Tyallii mporecy, i J03BOJIA€ BUABMTV HEBiIIIOBIHOCTI J1a-
HMX Mozer Oi3Hec-TIporiecy i3 3MIHHOIO CTPYKTYpOIO Ta
peassHOrO TIporiecy [13]; abo mpecTaBIeHHs TOBHOTY SIK
BaKITMBOI BJIaCTMBOCTi y ITpOIleci po3poOKM IIpOrpaMHOTO
3abesreueHHs (TOpsTT i3 Y3rOIPKEHICTIO, HeOoOXimHICTIO,
KOPWCHICTIO, 30aTHICTIO 40 Monyikariil Ta iH.), mo Bimo-
Opakae OXOIUTEHHS BVMMOTaMM YCiX O4iKyBaHWX acIIeKTiB
CTBOPIOBAHOI CVICTEMM, YCiX BAarOMMX TIOTpeb KOPYCTyBadiB
Ta iHTepeciB crevkxompepis [14]. TakvM gnHOM, BinIIoBin-
HO /10 IIOTOYHOI'O CTaHy IOC/HIKeHb, He MOXIIVBO BU3Ha-
4YaTy KUIBKICHI ITapaMeTpy, 10 XapaKTepu3ykoTh IIOBHOTY
BUKOHaHHA MHOXMHM ByMor 1mogo Kb LIA. 3 omrimy Ha
1Ie, MEeTO0 POOOTV € PO3pOOKa METOMy OIiHIOBAHH: ITOB-
HOTV BMKOHaAHHS ByvMor Iomo 3abesrreuernst Kb 1IA ta
IHITIVIX TaJTy3eil KpUTIUYHOI iHPPacTpyKTypu AeprKaBiL.

OcHOBHa YacTMHA JOC/TII KEeHHS

Mertop, OIiHIOBaHHS ITOBHOTM BMKOHAHHS BVIMOT
mono 3abesmeverssi Kb 1JA peartisyerbest y HacTymHi 3
erarm: 1) BrsHadeHms koedirtienTis BaxmmsocTi; 2) Hop-
MyBaHH: KoedillieHTiB BaxmBocTi; 3) BusHaueHHs Kilb-
KiCHMX MapaMeTpiB, 110 XapaKTepU3yIOTh IIOBHOTY BUKO-
HaHHS BVMOT.

PosryistHeMo GiIbIT IeTalbHO KOXEH i3 3a3Haue-
HIX eTalTiB:

Eran 1 - BusHaueHHs1 Koedilli€eHTiB Ba>K/IMBOCTI

Kpox 1 — @opmysanna 6a3060i MHONMCUHU KoeqhiyicH-
mig eadxcauéocmi. J1j1si BU3HaUeHHsI KOedillieHTiB BayKIn-
BOCTI yCix BUMOT ITofo 3axmcTy LIA Bif kiGep3arpos Bse-
memo BifmosigHy MHOXVHY K :

K:{OKi}:{Kl,KZ...Kn}, @

me K, cK (I =1n ) — MHOXMHW KOeillieHTiB BaKIN-
BOCTi BUMOT | -TO KepiBHOTO opraHy; N - 3arajibHa KiTb-
KiCTb 3a3Ha4YeHMX MHOXWH KoedillieHTiB, a

b
K :{UKij}:{KilvKizv-"Kiq}l )
j=1
e Kij (i =1n, j =l,b| ) — KoediIlieHTN BaXXIMBOCTi BU-
Mor | -To KepiBHOTO OpraHy; b; - xinbkicTb KoedirieHTiB
BXIVBOCTI BUMOT | -0 KepiBHOTO OpraHy.
3 ypaxysaHHsM (2) Bupa3 (1) MoXXHa ITpefcTaBUTI
y HaCTyITHOMY BUTJIATIL:

n n b e L —
K:{LJKi}:{LJMKij}}:{{Kn'K12""’Klbl}i{szK22""’KZ@}""!{Knvinz""’Knbn}}’(Izl’n' i=1b). @
i=1 -1 j=1

Hanpuwian, miss IIA Vkpaiuu npu N=3 (qus.
[10]) 3rimro (1) MoxxHa cdopMyBaTV MHOXIMHY KoediltieH-

TiB BaXKJIMBOCTI ycix BUMOr 10110 3axucty LA Ykpainm Bif,
Kibep3arpos, sKa CKIIaJa€ThCA 3 TPHOX MHOXVIH:

3
K= Kcivil_aviation_ua :{U Ki}: {Ku Kz’ K3} = {KICAO ) KECAC ) KNATIONAL}'
i-1

me K =Kiao, Ky =Kgepe Ta Ky =Kuona, — MHO-
sxvHM KoedpirtienTis BaxxmsocTi BuMor ICAO, ECAC Ta
HAIIOHAJIFHMX BiIIIOBITHO.

Jari, BUKOPVCTOBYIOUM TOCTHIOBHO (2) Ta (3), Ha
OCHOBi KepiBHVX JOKYMeHTiB [4, 6-8] i Tabmn. 4 B [12], ipn

b,=22,b,=13 1a b, =9, maemo:
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3 3 b
K= Kcivil_aviation_ua :{LJKi}:{LJ{LJ Kij }}:{{Kur K12’"~l Klzz}v{sz Kzzv"" K213}:{K311 Kszr-'-' ng}}:
i1

o1 a1
:{{Konlv KICAOZ e ch;xon}v{KEc;\c1 ) KECAC2 e KECACH}Y{KNATIONALI ) KNATIONALZ e KNATIONALQ j3s

e Ky=Keg, Kyp=Keag, v Ky =Ko, s BUKOHAHHsI BuMOT Ry, 3riyro Tabit. 1, copmosarioi Ha Gasi

Ko = Keeag,» Koo = Keeae, 7 Koz = Kieae,, Ta Ky = 1a671.3 B [12] (mpn Max1(R;, ) =0 mimpaxyHok € Hekopek-

= KNATIONALl ’ K32 = KNATIONAL2 s ng = KNATIONALQ —- KO- THVM, OCKUIBKV BUMOT Rijk He Ti0B's13aHi 3 Mofiersivu Kb

edirtierTy BaskoBocti ByMor ICAO, ECAC Ta HartioHa h- M;); W - saranmbha kimbkicrs BumMor Ry, , st sikux pospa-

HYIX BIITIOB{/IHO. XOBYIOTBCsI KoedpillieHTV BaxomBocTi; Q - cyma ompevp,

Kpox 2 - PospaxyHox sHauens koegpivienmi6 baxaubocmi. sia y BincoTxax siEoBpaKac sabesnere XApAKTEDH

Buworar vvor Ry, (mve. (5) B [10]) nae moxommsicrs KB M; (anpiopi, Gitbiily Bary MaTvve BUMOTa, BYKOHAHHST
3abesreuntTyt xapakrepucTvky Kb (onHy abo mekiibka) Bif-
noBigHO 10 nepHoi Mope Kb, Harpykiian, My IsTHpiBHeBOL
MojierTi, ormcaHol B [12]. 3HaueHHs KoedillieHTiB By IMBOC-
Ti, 3amaENX y (3), BU3HAYAIOTHCS TaKVIM YIIHOM:

SIKOI JTO3BOJIUTDH 3abe3reunTyt OUIBIITY KUIBKICTh XapakTe-
puctuk KB). SIxmmo Bumora BukoHyeThest Ha 100%, To 11e
BioOpa’ka€eThbcsl ONIVMHUIIEIO, B iHIIIOMY BUIIJIKy — HyJIeM
(Ha ipyUIag, AviB. TAOI. 2)

W . Y . e P
Kij = zﬁm),(' =1w, J =1, m, k=1, rij ) @) Crni, 3a3HaYMTH, 1110 Kij MOXXe HpwVMaTy, HallpyKiafl,
i=1 ik
M . .1 - -
e M axl(Rijk) +0 -y i1, 10 BifTOBPAXAE MAKCHMAT- mwrr M, mMakcymym P, (mvB. Tabm 1Ie 3HAaYEeHHS € MaK:
CUMaJIBHVIM IIPOTe IX MOyke OyTy MeHIIle y 3aJIeXKHOCTI Bifl

o , . sabesrieuennst xapakrepucruk Kb My ) pistux sHaveHb
CQN(Mlj) ’ CQN (My;) ro-r CQN(M p, ) 7 11O XapaKTept- (Ha3BeMO iX KaTeropisiMyi Baropvix KoediriieHTis).

syroTh 3abesnedenns xapakrepuctk Kb M BHaotinox

Hy KUIbKiCTP omvHMI Yy OIHAPHWMX IOCTIOBHOCTSIX

3abesmevenns xapakrepuctuk KB y pesybrati BUKOHaHHS

BUMOT KepiBHMX OpTaHiB Tabmms 1
Monens Kb
R; R; Rij M, M, M,
M, Mpss My, | My, My, My Mg Mgzses Mgy
R 11 Rn [l Rlll o b p
CONM,)) CONM;) |...| CONMg,)
R R = = i
n nm, My Ko
Hanpvuma,u, PO3IJEIHEMO BMKOHAHHA BIMOI ICAO 3abesmeueHHs xapakTepucTuK srigHo Mopeni Kb I'ekcana
AR, AR,,..., ATC, i3abesredeHHs xapaKTepVUCTUK 3TiI[HO INapxepa y pesymbraTi BukoHaHHS ByiMor ICAO  TaGvirsa 2
mozeri Kb Tekcama Iapkepa (M, ). Tomi, 3 Bukopucras- Mogens Kb
HAM Ta0J1. 2 (CipyM KOJIbOPOM BUIUIEHO BUIMOTH, SIKi BUIKO- Ri | Ry Ri
HYIOTBCs 3rifHO [15]) Ta (4), orprMaemo 3HaueHHs Koedi- PFb| PH.| PHs| PHe| PHh| PHo
. ) 0+0+0+0+0+1 ARi |0 10]0]0]0] 1
1I1€EHTIB Ba>XXJIMBOCTIL: Kll = 4 = 0,25 - AR> ololololo]1
Q
o~
AmnajioriyHo OTPVIMY€EMO IHION  3HA4YeHH: 5 <| AR |010]0]0J0)1
KoK, mpu P, =6 sripuo [12]: K,=K,;=K, = - ARy 101010]01110
12100 Mg 1 12 13 14 ARs |0 |0 |O| 1|11
=K = Kige = Kypy = Kpp = Ky, =025 (nieprua kareropisy); VRy |1 |1|1|0f0]O
Kig = Kiyo = Kipp = Kyyy =Ky = Kyg = Ky = Kipg =05 9: | VR |1]1]0]1]0)0
>
(mpyra xareropis);, K=K, =K;; =K, ;=075 (tpers xa- S VR, |OJO0]1]0]1]0
VRy |1 |1 (1 |1|0|O0
teropist); K,q =1 (uerBepra KaTeropis). PG lolol1lol1]o0
Amnarroriyso, mist BuMor ECAC Ta HallioHaIbHMX, PC; [0]|0|0|1]0]|0
BUKOPUCTOBYIouM TaOm. 3 Ta (4), OTpUMyeMO 3HaUeHH: 3 PC; [0]0]|1|0|1]0
KoedirlieHTiB BaKJIMBOCTI Ky Koy Kypg Ta < | | PC jofof1|1][1]0
S PCs [0|O0O|1]0|1]0O
K., Koy Ko Bimmosimao: K, =K . =K =K =K, = =
311 a2 39 BIITIOBIZL, . 2= M5 = Mo = Ny = Rypp pc. Tol1 1t lololo
=K,3=0,25 (mepma xareropis); K,, =K, =K,=K,;, = PG lololol1lolo
0,5 (mpyra xareropisi); K, =K,,,=0,75; K,, =1 (tpers xa- ATG [0 0]0]|0 |0 |1
reropisn); Ky =K, =Ky =K =Ky, =K, =K, = 033 . aliop | L) B 0] 000
pisi) 31 ' 327 Pa3 T Mg T Rgg = Ry . 39 3 o [ATG [0]o0]1]0[1]0
(meprua xareropis); K,, =0,5 (mpyra xateropis); Kg, =0,67 §) Samalolol1lol1lo0
(Tpets KaTeropis). ATG |00 |0 |0 |01
ATG, (O | O[O | 0|0 |1
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3abesredeHHs1 xapaKTePUCTVIK 3TiTHO My/bTHpiBHeBol Mopert Kb [12]
y Pe3ysIbTaTi BUKOHAHHS ITOBHOI MHOXKVHV BUIMOT Tabrmma 3

Mopgens Kb

Ri |Rij | Rijk PH

STRIDE 5A

¥
i
¥

PH,| PHi| PHy

STs

3

ST3| ST, | STh| STo|5A4]5A3|5A2|5A1|5A0

ARy

AR>

AR3

ICAO:
AR

ARy

ARs

VR

VR

ICAO:
VR

VR3

VR4

PC

PG,

PG

PCy

ICAOs;
PC

PGCs

PCs

PGy

ATC

ATG

ATG

ATCy

ICAO4
ATC

ATGs

ATCs

SCG

SC

5G;

SCy

SGCs

SCs

SCy

ECAC:
SC

SCs

SCy

S5Cio

SCn

SCn

S5Ci3

OR;

OR»

OR3

NATIONAL
OR

OR4

ORs
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BuxopucranHs TaO1. 3 mae 3MOTy 3poOWTH aHa-
JIOTivuHI po3paxyHKM BifmosigHo Ao inmmx mopeien Kb,
gki posrmsmarorecsa B [12] (STRIDE Tta 5A). Kpim Toro,
IJI1 BU3Ha4YeHHs KUIBKOCTI xapakTepucTtuk Kb Mij , IO
3abe3rmeuyeThcs BUKOHAHHSAM BUMOIM Rijk , BBEIEMO

dyHKIIiIO BioOpakeHHsS KUTBKOCTI ONVIHUITH

F(CO) =F(CO), 2N+ F(CO), 2t F(CO), .20

(N - makcnMasibHa KUTBKICTh po3psifiiB GiHapHOTO KO-
Iy, III0 MOXe BimoOpaxaTy KUIbKICTb OOVHMIIB, OTpUMa-
HYIX y pesyJibTaTi 3a0esrevertst xapaxrepuctiuk Kb My ) i

106y TyeMo BirToBimHi Tabrmati mepexonis [15] (TaOir. 4).

Tabrmist nepexopiB Ayist BU3HaUeHHs KUIbKOCTI xapakrepvicTuk Kb M i/

3abesTeuenHvIX BUKOHAHHAM BuMoT Ry, Tabmis 4

F(CO)

F(CO),

... | F(co), | F(co),
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PosmisiHeMo Ha HpuKIIai BMKOHAHHS BUMOT Ho Momeni KB Tekcama Ilapkepa  (tabum. 5):
ICAO i 3abe3meuenns xapakrepuctuk apu N =2 3rin- F(CO) = F(CO), .22 4 F(CO), 2y F(CO), .20
Tabmirsa nepexopnis I1s BU3HaUeHHs KUTbKOCTI XapakTepmctuk KB,
3abe3neuennx BukoHaHHSM BuMor ICAO Tabsiisa 5
CO F(CO)
CO, | CO, | CO, | CO, | F(CO), | F(CO), | F(CO),
0 0 0 0 0 0 0
0 0 0 1 0 0 1
0 0 1 0 0 0 1
0 0 1 1 0 1 0
0 1 0 0 0 0 1
0 1 0 1 0 1 0
0 1 1 0 0 1 0
0 1 1 1 0 1 1
1 0 0 0 0 0 1
1 0 0 1 0 1 0
1 0 1 0 0 1 0
1 0 1 1 0 1 1
1 1 0 0 0 1 0
1 1 0 1 0 1 1
1 1 1 0 0 1 1
1 1 1 1 1 1 1

BigmnosinHo o Tabi1. 5 BU3HAYMMO aHAJIITMYHO HOCKOHATY Ay3 FOHKTVBHY HOpMaeHy dopmy (IIHD) [15]:

F(CO), =(CO3 ACO2 ACO1 ACO,) v (CO3 ACO2 ACO, ACOp) v (CO3 ACO, ACO1 ACOy) v (CO3 ACO, ACO, ACO;) v (CO, ACO:2 A

ACO; ACO0) v (CO, ACOz ACO, ACO,) v (CO, ACO, ACO1 ACO,) v (CO, ACO, ACO, ACOo) Vv (CO, ACO, ACO, ACO,);
F(CO), = (COs ACO2 ACO, ACO,) v (COs ACO, ACO: ACO,) v (COs ACO, ACO, ACOq) v (COs ACO, ACO, ACO,) v (CO, ACO2 A

ACO1 ACO,) v (CO, ACO2 ACO, ACOo) v (CO, ACOz ACO, ACO,) v (CO, ACO, ACO1 ACO0) v (CO, ACO, ACO1 ACO,) v

v(CO, ACO, ACO, ACOs) v (CO, ACO, ACO, ACQ,);
F(CO), = (CO, ACO, ACO, ACO,).
Orpumany J[JHD Oyresoi dyHKIIil MOoXHa MiHi-  Hpukianm, Meton KapT Kapwuo, Ksartaa tomo [15]. YV pe-

Mi3yBaTV, BUKOPWUCTaBIIM OIMH 3 BiIOMMX MeTO/iB, Ha-  3yJIbTaTi OTPMMAaEMO TaKy MiHiMi3oBaHy dopMy:
F(CO), = (COs ACO2 ACO1 ACO,) v COs ACO, ACO, ACO,) v (CO, ACOz ACO, ACO,) v (CO, ACO, ACO1 ACO,) v
v(CO, ACO, ACO, ACOo) v (CO; ACO1 ACOq) v (CO3 ACO1 ACOq) v (COs ACO, A COo); ®)

F(CO), =(CO, ACO,) v (CO, ACO,) v (CO, ACO,) v (CO, ACO,) v (CO, ACO,) v (CO, ACO,);
F(CO), = (CO, ACO, ACO, ACO,).

Komnkperni sHauenns dynkiiii F(CO) srimmo (5) Eran 2 - HopMyBaHHs KoedillieHTiB BaXUTMBOCTI
MOXKHA BUZHAYMTY IIPOTPaMHO abo, HATTPUKIIAZ, 3a J0TIO- 3HavyeHHs KoedillieHTiB BaXJIMBOCTI, OTpUMaHi
MOTOI0 BiITIOBITHOTrO 1yppoBOro aBToMaty (prc. 1). 3TifIHO (4), HOPMYIOTBCS 3 JIOTIOMOTOO BUPA3y:

€O, CO, CO, COy c
' PN
T T; > nK,/ =100, (i=1c), (6)
= | =
.
1
| Ile C - KUIBKIiCTB KaTeropin Barosux KoedillieHTiB, BU-
& . ' .
47 3HaveHwMX 3rigHO (4); K, - 3HaueHHs Barosux koedirri-
& | F(CO) . . o .
| €HTiB C -1 KaTeropii; N, - KUIbKicTh BaroBmx KoeditrieH-
&
7 TiB C -1 KaTeropii.
& Hanpuxitazt, mist HOpMyBaHHSI 3HadeHb Koedi-
T mientiB Baxwmsocti K, K,,..., K, Bumor ICAO mpnu
& c=4,n=9,n,=8, n=4, n,=1 (paxruuno, 22
& F(CO): KoediITieHT MOXYTh IIpUIMaTH 4 Pi3HMX 3HAUEHH:),
& '
e Ki (K =Ky, =Ky =Ky, =Ky =Kis =Ky =K =Kip ),
— ’
& Ky (Kig =Ko =Kipp =Ky =Kyis=Kips =Ky =K ),
& F(cO ' =K,.=K._= !
(CO%. Ky (Kis =Ky =Ky7 =Ky335), K, (Kyg) maemo  cucremy
PiBHSIHB:

Puc. 1. Hudposun asromar peartizanii gynkuii F(CO)
3rigHo Tabs1. 2
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9K, +8K, +4K, + K, =100;

K, =4K/;
K, = 2K, @)
K, =K,/ +K,.

Po3p’s3aBimm (7), MaeMo HOpMOBaHi KoedillieH-

r ’ ’ ’
™ K, =2,44; K, =4,88; K, =7,32; K, =9,76.
Eran 3 - BusnaueHHsa KUTbKicHMX ITapaMeTpiB,
110 XapaKTepyU3yIOTh IIOBHOTY BMKOHAHHS BYMOT
3 ypaxyBaHHSIM OTpPMMaHMX HOPMOBaHMX Koe-
o . . . ’ . . .
dinienrip BaxxwmsocTi K, MOXHa BU3HAUMTH KUIbKiCHI

napaMeTpy, 0 XapaKTepu3yIOTh IIOBHOTY BMKOHaHHS
BiTHOCHO ITTOBHOT MHOXXVHWM BUMOT":

FA=(iKC'I(Rijk )-100%., (i=LW, j=1m, k=1r) ©)

i=1

e I(Rijk) - onMHMYHA (PYHKIIid, 10 NpUIMae Taki
3Ha4YeHHs

0, sIKI110 BUMOTa Rijk HE BUKOHYETBCS;
I(Rijk ) =

1, sxio Bumora Ry, BUKOHYETHCS.

Hampuxrtag, mms MeromiB Ta 3acobiB 3axmcTy
srigHo [15], opieHTOBaHWMX Ha 3abe3leYeHHS BVIMOT
ICAO sipnmosinHO mo Mopenm Kb TI'ekcama Ilapkepa
(M,) (tabs. 2) 3 ypaxyBaHHSIM HOpMOBaHMX Koedirrie-

HTIB 3rifgHO (6) Ta (7), Bpaxosyoun (8), MaTMMeMO:

FAYR S =100%- (K,'I(AR, )+ K, I(AR, ) + K,'I(AR, ) + K, I(AR, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) +
+K, I(ATC, )+ K, I(VR, )+ K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) + K, I(ATC, ) +
+K (AR, )+ K, I(VR, ) + K, I(VR, )+ K, I(PC, ) + K, I(VR, )) = K, (I(AR, ) + I(PC, ) + I(ATC, ) + I(ATC, )) +
+K, (I(VR, )+ I(ATC, ) + I(ATC, )) + K, I(VR, ) =100%- (2,44 - (1+1+1+1) + 4,88 (1+1+1) + 7,32) = 31,72 %.

TakyM 4MHOM, HATIPUKITAZL, IMIAEMEHIMAYISL Memo-
0i6 i 3ac00if 32iono [15] do3Borums 3abesnevumu BUKOHAHHSA

Bumoz ICAO AR, ,VR,,VR,,PC,, ATC ,ATC,, ATC,,

ATC, bionobiono do [10-12], a ye, 8 cboio uepey, dacims MoX-
AuBicms 3abesneuumu KB I[A (32i0no modesi KB I'excada
Ilapxepa) 3 noBnomoro 31,72%.

Haiti HeoOxigHO IepeBipuTH POOOTY MeTOAy B
Pi3HMX yMOBaxX — y TPaHWYHMX PeXMMax i 3MiHIOIUYM

KUJIBKiCTh BMKOHAHMX BUMOT (SK 3MeHIIIeHH:, Tak i 30i-
JIBITIEHHS).

Bepndikarriss po6oTi MeToy y pi3HMX peXKnMax

Bunadox 1. 3a ymMoBU peaJtizaliil HU3KM METOiB Ta
3acobiB 3aXMCTy, SKi JO3BOJIATH 3a0€3I1eUnTy BUKOHAHHS
ycix Bumor ICAO sipmosigno mo moperni Kb T'ekcama
ITapkepa, 3 ypaxysarusaM (6), (7) Ta (8), Oymemo maTn:

FAY ,  =100%- (K, I(AR, )+ K, I(AR, )+ K, I(AR, ) + K, I(AR, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) +

CAO

+Kl' I(ATC; )+ KZ'I(VR3 )+ KZ'I(PCl )+ KZ'I(PC3 )+ KZ'I(PC5 )+ KZ'I(PC6 )+ KZ'I(ATC2 )+ KZ' I(ATC, )+ KZ'I(ATC4 )+
+K3'I(AF€5 )+ K3'I0/R1 )+ K3'I(VR2 )+ K?,'I(PC4 )+ KA'IOIR4 )= Kl'(I(AR1)+ I(AR, )+ I(AR; )+ I(AR, )+ I(PC, ) +
+1(PC, )+ I(ATC, )+ I(ATC, )+ I(ATC ) + Kz'(I(VR3 )+ 1(PC,)+I(PC; )+ I(PC; )+ I(PC, )+ I(ATC, ) + I(ATC, ) +

+I(ATC, )+ K, (I(AR, ) + I(VR, ) + I(VR, ) + I(PC, )) + K, I(VR, ) =100% - (2,44 - (L +1+1+1+1+1+1+1+1) +
+4,88-(1+1+1+1+1+1+1+1)+7,32-(1+1+1+1)+9,76) = 100 %.

Bunadox 2. Y BUIanKy SIKIO peali3oBaHi METOV
Ta 3aco0M 3axMCTy He [O3BOJIATH 3a0e3reumTyt BUKO-

HaHHg XxomuHoi 3 Bumor ICAQO, aHaJIOTIYHMM YMHOM 3
ypaxyBaHHsM (6), (7) Ta (8), Oymemo matr:

FAT . =100%- (K, 1I(AR, )+ K, I(AR, ) + K, I(AR, ) + K, I(AR, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) +

CAOnull

+K, I(ATC, )+ K, I(VR, ) + K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) + K, I(ATC, ) +
+K, 1(AR, )+ K, I(VR, )+ K, I(VR, )+ K, I(PC, ) + K, I(VR, )) = K, (I(AR, ) + I(AR, ) + I(AR, ) + I(AR, ) + I(PC, ) +
+I(PC, )+ I(ATC, ) + I(ATC, ) + I(ATC, )) + K, (I(VR, ) + I(PC, ) + I(PC, ) + I(PC; ) + I(PC, ) + I(ATC, ) + I(ATC, ) +

+1(ATC, )+ K, (I(AR ) + I(VR, )+ I(VR, ) + I(PC, )) + K, I(VR, ) =100% - (2,44-(0+0+0+0+0+0+0+0+0) +
+4,88-(0+0+0+0+0+0+0+0)+7,32-(0+0+0+0)+9,76-0) =0 %.

Orxe, B TpaHMYHMX peXyMax (3abesreueHHs TIOB-

.. PH .
Hoi MHOXMHEY BuMor ( FAC,, ) i He 3abe3neueHHst >Kom-
full
HOI BMMOI'M (FA,PH )) 3aIIpOIIOHOBaHWV METOJI OIIiHFO-
CAOny
BaHHA IIpalffoe KOPeKTHO. 3 MeToro Bepwdikariii poboru
MeTOAy B iHIIMX PeXVMaX, PO3IJIAHEMO 3MiHy KiJIbKiCHOro
TapamMeTpy, 1110 XapaKTepu3ye ITOBHOTY BUKOHAHHS BUIMOT
ICAO sinnosinHo 1o Moperni Kb I'ekcana Ilapkepa, 3mMiHM-
BIIV TIepeJTik MeToiB i 3acobiB Kb, 3asHauenmx y [15].

Bunadox 3. ITpu iMIuieMeHTallii METOIIB Ta 3aCo-
6iB 3axucTy, AKi 703BOJIATH 3a0e3eunTVi BUKOHAHHS
sumor ICAO srimmo [15] (FARL,) i [O/IaTKOBO BUKO-
HaHHS BVMOIT VR4 (amrpiopi BMKOHaHHS oOpHi€l Iiel
BUMOTY Mae 3abe3rieunTnt 2/3 xapakrepucruk Kb i 3Ha-
YHe 3POCTAaHHsI MOKA3HMKa TIOBHOTH TopisrsHo 3 FATL)),

BinmosigHo 110 Moperti Kb I'ekcapa ITapkepa, Maemo:
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FATH =100%- (K, 1I(AR, )+ K, I(AR, ) + K, I(AR, ) + K, I(AR, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) +

CAOpius_vr4

+K,I(ATC, )+ K, I(VR, ) + K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) + K, I(ATC, ) +
+K, 1(AR, )+ K, I(VR, )+ K, I(VR, )+ K, I(PC, )+ K, I(VR, )) = K, (I(AR, ) + I(PC, )+ I(ATC, ) + I(ATC, )) + K, (I(VR, +
+I(ATC, )+ I(ATC, ))+ K, I(VR, )+ K, I(VR, ) =100%- (2,44 - (1+1+1+1) + 4,88- (1+1+1) + 7,32+ 9, 76) = 41,48 %.

Bunadox 4. ITpwu iMIuIeMeHTallii METOMIB Ta 3aco-
6iB 3axmcTy, SKi HO3BOJATH 3a0e3meunTy BUKOHAHHS

syvor ICAO srimro [15] (FAT, ) Ge3 BUKoHaHHS BrMOrI

VR, (ampiopi BuKOHaHHS L€l BUMOrM Ma€ 3a0e3reumnTit

3Ha4YHe C(CIIaJaHHA IIOKasHMKa IIOBHOTU HOpiBHﬂ:HO 3
PH . . .

FA o ), Bimmosimro mo mopeni Kb I'ekcapa Tlapkepa, Maemo:

FA" =100%- (K, I(AR, )+ K, I(AR, )+ K, I(AR, )+ K, I(AR, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) +

CAorr|inL|57VRZ

+K/I(ATC, )+ K, I(VR, )+ K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) + K, I(ATC, ) +
+K1(AR, )+ K I(VR, )+ K, I(VR, )+ K, I(PC, )+ K, I(VR, )) = K/ (I(AR, ) + I(PC, ) + I(ATC, ) + I(ATC, )) +
+K, (I(VR, )+ I(ATC, ) + I(ATC, )) =100%- (2,44 - (1+1+1+1) + 4,88 (1 +1+1)) = 24,4 %.

Orxe, BIONOBIDHO 1O PO3MIAHYTUX BUIIAIKIB,
MO’KHA BifJ3HAUMTH, IIJ0 pO3POOJIEHNII METO/, aleKBaTHO
pearye Ha 3MiHy BXigZHMX JaHMX i € OpUAaTHUM [0 3a-
CTOCYBaHHS y PisHMX pexnmMax poboru. Kpim Toro, aHa-
JIOTIYHO MOXKHA OTpMMAaTM KUIBKICHI IapaMeTpw, IO
XapaKTepu3yoTh NOBHOTY BuKoHaHHA BuMor ECAC Ta
HaIlioHaJTbHUX (UM OyAb-sSIKMX iHIIVIX BUMOT) BiITIOBiTHO
sasHaueHoi mofeiti Kb I'ekcama Ilapkepa, MybTupiBHe-
Bol Mopemi [12] um immmmix mopenenn KB (STRIDE, 5A
Tomio). TakvM UMHOM, MOXXHa BU3HAUMTH ITOBHOTY BU-
KOHaHHS BUMOr 1ono 3abesmedenns Kb B asiamivisin
raimysi y Bumanky mposemeHHs MixHapomaux (ICAO,
ECAC) un nep>XaBHMX ayAUTiB.

BucHOBKM

Y poboti po3pobiieHO MeTOM, OLIHIOBAHHS, SIKMTI
3a PaxXyHOK BU3HaueHHs Koedilli€eHTiB BaXXJIMBOCTI, IO-
OymoBu TaOMIle HepexoiB VIS BU3SHAUYEHHs KiJIbKOCTI
xapakrepuctuk Kb, sxi 3a0e3rmedyoTscst IIeBHOIO BYMO-
rOI0, @ TaKOXXK HOPMYyBaHHsI po3paxoBaHMx KoedillieHTiB
BaXWIMBOCTI 1 3acTocyBaHHS (PyHKIII BifoOpakeHHs Ma-
KCMMaJIbHOI KiTBKOCTI OIMHMITG Y OiHapHMX ITOCTIiTOB-
HOCTSIX, SIKi XapaKTepU3yIOTh 3a0e3l1eYeHHs XapaKTepu-
cruk momenert KB, ommamanoi PyHKIT Ta dyHKIl Bi-
IoOpakeHHS KUTBKOCTI OIVHWIIG, Ja€ MOXJIVBICTD BU-
3HavaTM KUIbKICHI IlapaMeTpw, IO XapaKTepu3ylOTb
IIOBHOTY BUKOHaHH:A MHOXVHM BuMor mono Kb ITA ta
OKpeMMX BMMOI KepiBHMX OpraHiB BilIIIOBiTHO 10 BU-
sHadeHoi mopteni Kb. Lleit meros MoXke BUMKOPUCTOBYBa-
TUCH JIJIST OLIIHIOBAaHHSI ITOBHOTM BMKOHAHHS BVIMOT III0-
mo 3abesmeyenns Kb i B iHIMX Taiy3sx KPUTHUYHOL iH-
dpacrpykrypu nmepxasu [17-18]. YV moparneiomy, Ha
OCHOBi 3a3Ha4eHOTr0 MeTOMy, IUIaHy€eThCs Po3pobKa mpo-
rPaMHOTO 3aCTOCYHKY IIATPUMKM IPUMHSTTS pillleHb
IIIOJI0 eKCIIePTHOTO OIiHIOBaHHS ITOBHOTW BMKOHAHHS
Bumor 110 Kb B aBiarinHin ramtysi.
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Kopuenxo A.I., Tnamwox C.A., AxmemoB B.5. Memoo oyenuBanus noanomut Bvinosnenus mpedboBanuii 041 obecneuenus
Kubep-6e3onacHocmu epaxoanckoi abuayuu

Annomayus. B nocaeonee Bpema Bedyuyue eocyoapcmba mupa Bce boavuie BHumanus yoesawom kubepsaujume cobcmbeHHbIM Kpu-
muyeckum ungpacmpyxmypam. He a6asemcs uckaouenuem u ompacas epaxoanckoi abuayuu, 8 komopoil wiupoxoe 6Hedpenue
COBpeMeHHDIX UHPOPMAYUOHHO-KOMMYHUKAYUOHHBIX MEXHOA02ULL NOPOKOAem yeablil psid HOBbIX YA3BUMOCTIEl U NOMEHYUANLHBLX
yepo3. Usbecmmvie modeau 103604710M hopMasu306ams npoyeccs. co30aHUs NOAH020 MHOXecmBa mpebobanuii (coeacHo coombem-
cmbyrouum pykobodauum 0oKyMeHmam), Komopsle Heobxo0umo Bvimosnams 041 obecneuenus Kubepbe3onacHoCmu epaxo0aHckoil
abuayuu, a maioke udenmugpuyupobams ux Gvimoarerue. OOHAKO, He peuieHHbIM ocmaemcsa 6onpoc oyeHuBaHUA NOAHONIbL BbiN0A-
HeHUA Yka3aHHbx mpebobanutl. Yuumuibaa smo, 8 smoti pabome paspabomano Memod oyeHuBanus, komopsii 0aem 603MOXHOCb
onpedesums KoAuuecmbenvle NApamempsl, Xapakmepusyousue noAHomy BoinoineHus MHoxecmba mpedoBbanutl KACAIOUWUXCS Kil-
bepbesonacrHocmu epaxoanckoil afuayuu u omoesvHsix mpeboBanuil pyxoBooausux opeanod 6 coombemcmbuu ¢ onpedeseHHot Mo-
Oeavto KubepbesonacHocmu. Dmom Menoo Moxern UCHOAb306ambes 047 oyeHUBanUA noaHombl BuinoaHenus mpeboBanuii no obecne-
ueHuto kubepbesonacrHocmu u 6 Opyeux ompacAax Kpumuueckou uHgpacmpykmypsi eocyoapcméa. B darvreiiuiem, Ha ocHoBe 0anHo-
20 Memooa, nAAHUpyemcs paspabomxka npospamMmHo20 NPUAOKEHUA NO00ePIKKU NPUHAMUSA peulenil 10 IKCNepmHOil OyeHKY noa-
Hombl mpedoBanuil K Kubepbesonactocmu 6 aBuayuoHHOL ompacau.

KaroueBore croBa: xubepbesonacrocms, epaxoanckan abuayus, xubepyeposa, mpebobanusa x obecneuenuto kubdepdeonacHocmu,
oyeHubBanue noaHomul Buinosnenus mpebobanutl, kosgpguyuenm Baxnocmu, ICAO, ECAC.

Korchenko O., Gnatyuk S., Akhinetov B. Method for fullness assessment of requirements fulfillinent for civil aviation cy-
bersecurity

Abstract. Lately, the leading countries of the world paid more attention to their critical infrastructure cyberdefence. Civil aviation is
not an exception. In this area, modern information and communication technologies are widely implemented, so it generates a whole
range of new vulnerabilities and potential threats. Known models allow formalizing processes of creating a complete set of require-
ments (according to relevant guidance documents) that should be done to ensure civil aviation cybersecurity and identifying their
execution. However, the issue of fullness assessment of requirements fulfillment remains unresolved. In view of this, in this work a
method of estimation is developed, which gives ability to determine the quantitative parameters, that characterized fulfillment of
complete set of requirements for civil aviation cybersecurity and differentiated requirements of control authorities in accordance to
defined cybersecurity model. This method can be used for fullness evaluation of requirements fulfillment for providing cybersecurity
and in other sectors of the critical infrastructure of the state. Later, based on this method, it is planned to develop a software applica-
tion to support decision-making on expert evaluation of fullness requirements fulfillment for civil aviation cybersecurity.

Key words: cybersecurity, civil aviation, cyberthreat, requirements to ensure cybersecurity, fullness assessment of requirements
fulfillment, coefficient of importance, ICAO, ECAC.
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