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Abstract—The article is devoted to the study and analysis of the problems associated with the use of
intelligent technologies in air transport security and cybersecurity issues. Possible dangers that may
arise when using autonomous systems, including autonomous aircraft, are considered. The technical
measures that can be taken to prevent these dangers, including the development of new methods of
cybersecurity and protection against hacker attacks, are analyzed. The problem of ensuring security in
air transport associated with the introduction of new technologies and automated systems is investigated.
The risks associated with this process are described, such as possible aircraft accidents, data storage
problems, and passenger safety issues. Technical measures that can be taken to ensure safety in air
transport, including the development of new technologies and diagnostic methods that can detect possible
problems before they become serious, are considered. Practical solutions to these problems are
proposed, including the development of new security and cybersecurity systems that can be used in air
transport. The technical measures that can be taken to ensure the safety and efficiency of the use of
intelligent technologies in air transport are described. It is established that the developed simulation
model can serve as an effective tool for managing the processes of aircraft ground handling at the
airport, as well as allow predicting the results of such processes and developing algorithms for the
rational allocation of resources, considering the functioning of the system in different modes. To ensure
the efficient functioning of the aircraft ground handling system, it is proposed to implement technical
measures to improve cybersecurity and ensure the system's resilience to possible cyberattacks.

Index Terms—Air transport; artificial intelligence; machine learning; decision-making systems;

cybersecurity; framework; intelligent technologies; encryption.

I. INTRODUCTION

Intelligent technologies, such as artificial
intelligence (AI) and machine learning (ML), are
rapidly changing the air transport industry. These
technologies have the potential to revolutionize the
way we travel, making air travel safer, more
efficient, and more convenient. However, there are
also some problems associated with the use of these
intelligent technologies in air transport. In this article,
we will explore some of the main problems of
intelligent technologies on air transport.

Safety is the top priority in air transport, and the
use of intelligent technologies must not compromise
it. While Al and ML have the potential to enhance
safety in air transport, they also raise new safety
concerns. For example, Al-powered decision-making
systems may make incorrect decisions due to data
biases or errors in the algorithm. This could lead to
unsafe situations, especially if the system is
controlling critical functions such as autopilot or
collision avoidance.

The use of intelligent technologies in air transport
also raises cybersecurity risks [1]. As aircraft become

more connected and reliant on technology, they
become vulnerable to cyber attacks. For example,
hackers could gain access to an aircraft's system and
take control of critical functions, such as the engines
or flight controls. This could lead to a catastrophic
accident, putting passengers and crew at risk.

As intelligent technologies become more
prevalent in air transport, there is a risk that pilots
and other aviation professionals may become over-
reliant on them. This could lead to a degradation of
skills, making it harder for them to handle situations
when the technology fails or malfunctions. In
addition, pilots may become less proficient in manual
flying skills, which could lead to errors in critical
situations.

Intelligent  technologies require significant
investment in research, development, and
implementation. While they have the potential to
save costs in the long term, the initial investment can
be a significant burden for airlines. This could lead
to a widening gap between larger airlines that can
afford to invest in these technologies and smaller
airlines that cannot.
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II. PROBLEM STATEMENT

Intelligent technologies, such as Al and IoT, are
increasingly being used in air transport to improve
safety and efficiency. However, these technologies
also introduce new safety and cybersecurity risks
that need to be addressed. The use of intelligent
technologies in air transport requires careful
consideration of these risks and the implementation
of appropriate technical and organizational measures
to ensure safety and security.

III. PROBLEM SOLUTION

Safety concerns in air transport are critical issues
that can have serious consequences for passengers,
crew, and the wider aviation industry. The
increasing use of intelligent technologies, such as
artificial intelligence (Al) and machine learning
(ML), in air transport (Fig. 1) has raised several
safety concerns that need to be addressed to ensure
the safety of air travel [2].

One safety concern related to the use of
intelligent technologies is the potential for biases or
errors in the algorithm used to make decisions. For
example, an Al-powered decision-making system
may use biased data to make decisions, which could
result in incorrect decisions that compromise safety
[3]. Similarly, errors in the algorithm used to make
decisions could lead to unsafe situations, particularly
if the system is controlling critical functions such as
autopilot or collision avoidance.

Another safety concern related to the use of
intelligent technologies is the potential for unintended
consequences. For example, an Al-powered system
that controls flight operations could make decisions
that unintentionally lead to unsafe situations. These
unintended consequences can be difficult to predict,
and it is essential to have appropriate safeguards and
human oversight in place to ensure that these
systems do not compromise safety.

A third safety concern related to the use of
intelligent technologies is the potential for skill
degradation among pilots and other aviation
professionals. As intelligent technologies become
more prevalent in air transport, there is a risk that
pilots and other aviation professionals may become
over-reliant on them [4]. This could lead to a
degradation of skills, making it harder for them to
handle situations when the technology fails or
malfunctions. In addition, pilots may become less
proficient in manual flying skills, which could lead
to errors in critical situations.

One of the key technical measures that can be
implemented to ensure safety and cybersecurity in
the use of intelligent technologies in air transport is
the development of secure and resilient systems.
Intelligent information systems are characterized by
ability to work with uncertain and dynamic data [5].
This involves designing systems that are resistant to
cyber attacks and other forms of interference.
Additionally, regular testing and auditing of these
systems should be conducted to identify and mitigate
vulnerabilities.

One of the key technical measures for ensuring
safety and cybersecurity is the development of
secure and resilient systems. This involves designing
systems that are resistant to various cyber attacks
(Fig. 2) and other forms of interference. To achieve
this, a number of different techniques can be used,
including encryption, access controls, and intrusion
detection.

Encryption is a technique for protecting data from
unauthorized access [6]. It involves transforming
data into a coded form that can only be deciphered
using a secret key. In air transport, encryption can be
used to protect data transmitted between different
systems, such as aircraft systems and ground control
systems. The effectiveness of encryption can be
quantified using mathematical algorithms, such as
the Advanced Encryption Standard (AES), which is
widely used in the aviation industry.
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Fig. 2. Types of cyber-attacks in aviation industry

Access controls are used to restrict access to
systems and data to authorized users only (Fig. 3).
This can be achieved through the use of passwords,
biometric identification, and other authentication
mechanisms. The effectiveness of access controls
can be measured using metrics such as the false
acceptance rate (FAR) and false rejection rate
(FRR), which are used to evaluate the accuracy of
biometric identification systems [7].

Intrusion detection involves monitoring systems
for signs of unauthorized access or other security
breaches. This can be achieved through the use of
software tools that analyze system logs and network
traffic to identify potential threats. The effectiveness
of intrusion detection can be measured using metrics
such as the detection rate and false positive rate,
which are used to evaluate the accuracy of intrusion
detection systems.

Regular testing and auditing of systems is also an
important technical measure for ensuring safety and
cybersecurity in air transport [8]. This involves
conducting regular penetration testing and
vulnerability assessments to identify potential
security weaknesses. The effectiveness of testing
and auditing can be measured using metrics such as
the number of vulnerabilities identified and the time
taken to remediate these vulnerabilities.
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Fig. 3. Access controls enterprise pattern

Organizational measures can also be implemented
to ensure safety and cybersecurity in the use of
intelligent technologies in air transport. This includes
ensuring that appropriate policies and procedures are
in place to govern the use of these technologies [9].
Additionally, regular training and awareness
programs should be provided to employees to help
them detect and prevent potential security risks.

To mitigate these safety concerns, air transport
organizations must implement appropriate safeguards
and oversight mechanisms for the use of intelligent
technologies. This includes ensuring that algorithms
used in decision-making systems are regularly
reviewed and audited for biases and errors.
Additionally, air transport organizations must provide
regular training and awareness to employees to help
them detect and prevent unintended consequences and
maintain their manual flying skills. Finally, air
transport organizations must work with regulators and
other stakeholders to ensure that appropriate legal and
regulatory frameworks are in place to govern the use
of intelligent technologies in air transport.

IV. CoNCLUSION

The increasing use of intelligent technologies in
air transport has the potential to transform the
industry, but it also poses significant safety and
cybersecurity risks. To ensure the safe and secure
use of these technologies, a holistic approach that
includes technical, organizational, and regulatory
measures must be adopted. This approach will help
to mitigate potential risks and ensure that the
benefits of these technologies can be realized
without compromising safety and security.

Intelligent technologies have the potential to
revolutionize air transport, but they also raise several
problems that need to be addressed. Safety concerns,
cybersecurity risks, skill degradation, cost, and legal
and regulatory challenges are some of the main issues
that need to be tackled. Airlines, regulators, and other
stakeholders must work together to ensure that the
benefits of intelligent technologies in air transport are
realized while mitigating their potential risks.

Technical measures play a critical role in
ensuring the safety and cybersecurity of intelligent
technologies in air transport. Techniques such as
encryption, access controls, and intrusion detection
can be used to develop secure and resilient systems,
while testing and auditing can be used to identify
and remediate potential security weaknesses. By
using these measures in combination with
organizational and regulatory measures, the aviation
industry can ensure that the benefits of intelligent
technologies can be realized without compromising
safety and security.
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J. O. IleBuyk, I. A. Crenskin. KommiexkcHuil miaxin no 3ale3nmeyeHHs Oe3nmexkn Ta Ki0epOe3mexku mnpu
BUKOPHCTAHHI IHTeJIeKTyaIbHUX TEXHOJIOTiH HA MOBITPIHOMY TPaHCHOPTI

CTaTTIO IPUCBSYEHO JOCITIHKEHHIO Ta aHallizy Mpo0JieM, MOB'S3aHuUX 31 3aCTOCYBaHHSM 1HTENIEKTYaJIbHUX TEXHOJIOTIH Y
MOBITPSHOMY TPAHCIIOPTI, 30KpeMa, MpoodiieM Oe3Nekn Ta KidepOe3neku. Po3rIssHyTO MOXKIINBI HEOE3MEKH, SIKi MOXYTh
BUHHUKHYTH IIiJ] 4aC BUKOPUCTAHHS aBTOHOMHHX CHUCTEM, B TOMY YHCIi aBTOHOMHHX IOBITPSIHUX TpPaHCIOPTHHX
3aco0iB. IlpoaHanmizoBaHO TexHIUHI 3aX0[M, SIKI MOXYThb OYTM NPHHAHATI A 3amo0iraHHs UM HeOe3meKkam,
BKJIIOYAIOYM PO3pPOOKY HOBHX METOMIB KiOepOe3mekw Ta 3aXUCTy BiJ| XaKepCchbKHX aTak. JlocnmimpkeHo mpobiemy
3a0e3rneueHHsT O€3NeKH B IOBITPSIHOMY TpPaHCIOPTi, TMOB'SI3aHY 3 BIPOBa/PKEHHSAM HOBHUX TEXHOJIOTIH Ta
aBTOMaTn30BaHUX cucreM. ONMCaHO PU3WKH, MOB'S3aHi 3 M IPOIECOM, TaKi SIK MOXIIMBI aBapii MOBITPSHUX CYJIEH,
npoGsiemMu 31 30epeKEHHSIM JaHUX Ta MpoOJeMHU 3 Oe3NEeKO0 MacaKHpiB. PO3risHyTo TEXHIYHI 3aXO0IH, SKi MOXYTh
OyTu mpuHAHATI 115 3a0e3neyeHHs] O0e3NeKH B MOBITPSHOMY TPaHCIOPTI, BKIIOYAIOYH PO3POOKY HOBHUX TEXHOJIOTIH Ta
METO/IIB MiarHOCTHKH, IO JO03BOJSIFOTH BHUSIBISATH MOXJIMBI NPOOJIEMH IO TOTO, SK BOHU CTaHYTh CEPHO3HHMHU.
3anpornoHoBaHO NMPaKTHYHI PIlIEHHs JJIs BUPILNICHHs LUX IPOoOJeM, 30KpeMa, po3poOKa HOBHUX CHCTEM O€3leKH Ta
KibepOe3nekH, sIKi MOXXyTh OyTH BUKOPHCTaHi B TIOBITPSIHOMY TpaHCIIopTi. ONMCcaHo TEXHIYHI 3aX0/IH, SKi MOXYTh OyTH
NpUHHATI 1711 3a0e31eueHHs] Oe3rneku Ta epEeKTUBHOCTI BUKOPHCTAHHS IHTENEKTYalIbHUX TEXHOJIOTIH B MOBITPSHOMY
TpaHcropTi. BcraHoBieHo, 1m0 po3poOiieHa iMiTamiiiHa MOJETh MOXE CIYryBaTH €(QEKTUBHHM I1HCTPYMEHTOM
YIPaBJIiHHS MpOLleCaMd Ha3eMHOro OOCIYroBYBaHHs TIOBITPSHUX CYAE€H B aeporopTy, a TakoX J03BOJHTh
MPOTHO3YBAaTH pE3yIbTaTH TAaKUX MPOLECIB 1 PO3POONISATH aJrOPUTMH PAlliOHAJIBHOTO PO3MOAUTY pPEecypciB 3
ypaxyBaHHsSM (DYHKI[IOHYBaHHS CHCTEMH B pi3HHX pexumax. J[ns 3abesnedeHHs eQEKTUBHOTO (YHKI[IOHYBaHHS
CHCTEMU Ha3eMHOro OOCIyrOBYBaHHS MOBITPSHHX KOpaOJiB 3alpOIOHOBAHO BIIPOBA/PKEHHS TEXHIYHUX 3aXOIiB 3
MOKpaIIeHHs KibepOe3meku Ta 3a0e3MeueHHs CTIHKOCTI CHCTEMH JI0 MOXKIIMBUX KiOepaTak.

Karu4oBi cjioBa: MOBITPSIHWI TPAaHCIIOPT; IITYYHWH IHTENEKT; MAIIMHHE HABYAHHS; CHCTEMHU IPUNHHATTS DillleHb;
KibepOe3neka; ppedMBOpK; IHTENEKTYaJIbHI TEXHOIIOTIT; IU(pYBaHHS.
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