0.8. Melnyk, A.M. Mykolushko, A.O. Myshynskyi Nanocircuits for Protection of the Cipher Information 61
UDC 621.382.3(045)
DOI:10.18372/1990-5548.67.15607
'0. S. Melnyk,
’A. M. Mykolushko,
’A. O. Myshynskyi

NANOCIRCUITS FOR PROTECTION OF THE CIPHER INFORMATION

E-mails: 'melnyk.olexa@nau.edu.ua  ORCID 0000-0003-1072-5526,
*andrii.mykolushko@npp.nau.edu.ua  ORCID 0000-0002-2767-8255, *cyber-shotO@ukr.net

Abstract—While using side-channel attacks, cipher devices was defenseless to power and
electromagnetic analysis attacks. These attacks are due to the use of low cost equipment. Currently, most
of the cipher circuits are implemented on complementary metal-oxide-semiconductor. The disadvantage
is the relationship between the data processing the curcuit to energy consumption. When processing the
CMOS transistor logic "1" and the logic "0", through the transistor passes a different volume of current.
If don't implement significant counteractions, it will allow another person to decrypt the key of the cipher
module. A new logical approach to quantum-dot cellular automata and single-electron transistors is
explored. The proposed approach has low power consumption and complicated clocking circuits. In
theory and practice of cipher protection one of the key problems is the formation of binary pseudorandom
sequences of maximum length of acceptable statistical characteristics. Generators of pseudorandom
sequences usually based on linear shift registers with linear feedback. Here expanded the concept of
linear shift register, believing that his every category (memory cell) can be in one of the states. Call
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registers are "generalized linear shift registers”.

Index Terms—Quantum cellular automata; majority gate; single-electron transistors.

I. INTRODUCTION

An example of the analysis attacks [1] is shown
in the scheme in Fig. 1. An integral part when
constructing  block ciphers is power and
electromagnetic (EM) side-channels. But energy
consumption and EM fields provide almost free
access to a large amount of information about the
encrypted key. These losses are caused by the
current flowing in a cipher circuit. This current is
caused by charging or discharging capacitors in
CMOS transistors and interconnected wires. The
greatest use of Quantum Automata is found in
majority gates.

II. PROBLEM STATEMENT

The Quantum-dot Cellular Automata (QCA)
devices contain dielectric cells (20x20) nm. Each
cell consists of four semiconductor quantum dots of
5 nm in size. Four such points are rosettes in the
corners of the cell, which contain two electrons.
Their position depends only on a finite set of cell
values in the neighborhood of a particular cell [2].
Tunnel connections with potential barriers provides
by the isolated cells. Local electric fields control the
isolated cells. The fields descend to allow the
movement of electrons and rise to prohibit it.
Isolated cells can be found in two constituents.
Electrons can freely localize at any point in the
lower threshold barrier. The emergence of other

polarization states is due to an increase in the
potential barrier and is required to minimize the
energy state of the cell. Charge density of each
quantum dots correlate the possibility of a cell in one
of the polar state. For calculating of itwe can using
the formula:

_(pitps)—(p2+ps)
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Fig. 1. Principles of side-channel attacks

For data flowing we must place cells close to
each others. The allowing of data flowing performed
at two cases (45 degree or 90 degree) (Fig. 2), but on
practice it is difficult to manufactured nano-cells
with different orientation [3]. For build a
variouslogic and arithmetic functions must be
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constructed a different majority gates. The basic
logic gates in QCA are the majority gate (a) and
inverter (b) on Fig. 3.
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Fig. 2. A single QCA cell and its two possible
orientations and polarization ( P = %1)
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Fig. 3. Majority gate (a) and inverter (b) in QCA

The output cell will polarized to the majority of
polarization of input cells. The Boolean expression
for majority function with inputs x,, x; and x is:

f=maj(x,,x, %) =20 VX% VX, (2)

By setting of the polarization any one of the
majority gate as logic 1/0, we obtain OR/AND gate
respectively:

fORzmaj(x2,x],1)=x2vx]. (3)

The quantum-dot cellular automata and single-
electron transistors (SET) circuits we introduce in
this paper utilize the benefits of low power and data-
independent QCA and SET technologies along with
sophisticated ~ synchronization  circuit, = which
complicates the creation of power models for ciper
engineering implemented in QCA and SET logic.

In theory and practice of cipher protection one
of the key problems is the formation of binary
pseudorandom sequences of maximum length of
acceptable statistical characteristics. Generators of
pseudorandom sequences usually based on linear
shift registers with linear feedback (Fig. 4). Here
expanded the concept of linear shift register,
believing that his every category (memory cell) can
be in one of the states. Call registers are "generalized
linear shift registers".
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Fig. 4. The block diagram of Galois generator

In theory of Galois fields, which are the
foundation of algebra noise immunity coding, cipher
and building modern nanoelectronic  data
transmission systems, the key is the concept of
irreducible polynomial of one degree variable

f,(0)=Ya, x"" a,eGF(p),a,=1,
i=0

called irreducible over the field, if it does not devide
on polynom of smaller degree over the field. In
addition to the Galois matrices, we can also introduce
Fibonacci matrices over the, which correspond to the
Fibonacci shift linear register (Fig. 5).
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Fig. 5. The block diagram of the Fibonacci generator

The Fibonacci matrices are  mutually
unambiguously connected with the Galois matrices
by the operator of right-sided transposition. The
general form of the Fibonacci (n—1) order matrix:

0o 0 - 0 0 1
1 0 - 0 0 u
o 0O 1 - 0 0 wu, ‘ @)
1 0 wu,,
0o 0 - 0 1

n-1

By comparing Galois and Fibonacci generators, it
is possible to conclude that the Galois generators are
potentially more high-speed than the Fibonacci
generators. If Galois generators, the feedback signal
from the last trigger enters the corresponding
register digits according to the parallel transfer
circuit, then in the Fibonacci generators of Fig. 5
feedback signals are successively passed through the
chain of circuits XOR, which, if not take special
measures.

III. PROBLEM SOLUTION

A. Galois configuration of shift nanoregister
with linear feedback

Let consider an example of four-digit linear shift
nanoregister with feedback which assignation form
first and fourth grade. D-trigger and the gate of XOR
(Fig. 6) is the basic elements of sequence
nanoregisters with linear feedback.
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Fig. 6. Block diagram of four-digit shift nanoregister with
feedback (Galois configuration)

Period of four-digit shift nanoregister with linear
feedback is equal:

L=p"—-1=2"-1=15. (5)
Algebraic form of binary polynomial:
fi()=x"+x+1. 6)
Feedback function:
Fx)=x,®x,=0,®0,. (7

The Table I shows the state of inputs-outputs and
value of feedback function F for shift nanoregister
with linear feedback.

STATES OF FUNCTIONS FOR GALOIS
NANOREGISTER

TABLE 1.

Input | Clock
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Total number of quantum cellular automata shift
nanocircuits register (Fig. 7) is: 410. The dimensions
of quantum cellular automata (18x18) nm. The
distance between the centers of quantum cellular
automata is 20 nm. The diameters of quantum
islands is 5 nm. Total size of the register are:
(960x610) nm.

The Figure 8 shows the results of computer
simulation of all waveforms nanoregime Galois
configuration, which are fully consistent with its
table of signals (Table I).
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Fig. 7. Circuit of shift nanoregister Galois with linear
feedback, which constructed in the environment
QCADesinger [4]
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Fig. 8. Waveforms of nanoregister operation (Galois

configuration)

B.  Fiboncci configuration of shift nanoregister
with linear feedback

Let consider a four-digit linear shift nanoregister
with linear feedback with a draw from the first and
fourth digits of Fig. 9.
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Fig. 9. Block diagram of four-digit shift nanoregister with
linear feedback (Fibonacci configuration)
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The total number of quantum cellular automata
of the shift nanoregister (Fig. 10) is 446. The sizes
of quantum cellular automata: (18x18) nm. The
distance between the centers of quantum cellular
automata is 20 nm. Diameters of quantum islands
5 nm. The total size of the register is: (1400x580)
nm. Table II shows the status of inputs — outputs and
the value of the feedback function for a four-digit
nanoregister shift with Fibonacci configuration.

STATES OF FUNCTIONS FOR FIBONACCI
NANOREGISTER

TABLE II.

Input | Clock
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o
-

——|ololo|=|~—|o|=|—|~lo|—|lo|—|o| QI

olo|o|=|—=|o|=|=|~|o|~|o|—|o|lo|o| I

e i e e K=l E=d Rt e e R e e N R e R e

(=] e ] fen] [l fen] fen)l fen) fen) fenll fon] fan) fen ) fen) Ken}
el Ll Ll el el el el el el el e e el e

Figure 10 shows the nanocircuit of linear shift
nanoregister with the linear feedback (Fibonacci
configurations) and the corresponding waveforms of
it on Fig. 11, which confirm its full capacity in
accordance with Table II.

The four lower waveforms of the synchronization
pulses QCA-nanocircuits power supply, show that
the energy consumption for one period is only from
3.8x10%J to 9.8x107%J. This eliminates the impact
of EM attacks. On Figures 12 and 13 shown results
of computer designing decoder of cipher information
(4—>16).

Single-electron nanotransistior are modern and
perspective elemental base for large scale integral
circuits, because they provide ultralow power
consumption and up high operating frequency range
(up to 10 THz) for new functional nanoelectronic
devices. Such devices have one or few sub low
regions of conduction, which have extremely low
capacity. Due to high resulting charging energy of
this area, electrical charge within it becomes
quantized, this means that by creating certain
electrical fields we can induce or terminate tunneling
of electrons in quantum dots or otherwise. Such
effect, that been called Coulomb blockade, has been
used for managing extra low streams of electrons
trough out SET (Fig. 14).

la TR

Fig. 10. Circuit of linear shift nanoregister with linear
feedback, which is build in QCADesigner environment [4]

gEEASEEERERATAEARaRARARCRERARAS
& T A ATV EATANA]

B A
Fig. 11. Waveforms of nanoregister operation (Fibonacci
configuration)
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Fig. 12. Circuits of multi-stage (4—16) nanodecoder,
which is build in QCADesigner environment [4]

There are two basic methods for modeling single-
electron circuits with CAD Simon [5]. One of them
is based on the Monte Carlo method and the other on
the fundamental equations of solid state physics. The
approach of Monte Carlo begins with the calculation
of all possible events and probabilities of their
existence, and chooses one of the possible events by
chance, according to its probability. This operation
is repeated many times for the simulation of
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displacements of electrons in the nanoscale.
Tunneling events are considered as independent and
exponentially distributed. For single-electron circuits
there is a problem of the effect of the initial,
polarization, background charge. Lube impurities
and trapped electrons in the substance induce
charges on the island, which usually destroy the
functioning of single-electron devices. The level of
development of technology to date is not able to
provide sufficient purity of matter for the
construction of single-clectronic devices. One
impurity atom can completely change the entire
behavior of the device. Computer design allows at
the present stage to create super-complex devices
and devices of single-electronics. These devices
have practical applications in cipher modules. For an
example below, the results of the computer design of
binary to Gray code converter [5] presented. The
text or data that the computers or other devices bear
is staged by a binary code. The text or data is
personified as a sequence of zeroes and ones. Gray
codes are essential as they find a plenty of
application in analog as well as digital cipher
converters. Two adjacent code numbers can be
distinguished from each other by just one bit. The
single electron device based binary to Gray code
converter is shown in the Figs 15, 16 and Table III.
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Fig.13. Waveforms of multi-stage (4—16) nanodecoder
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Fig. 15. Single electron device based binary to Gray code converter
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Fig. 16. Simulation results of binary to Gray code converter: input waveform W (a); input waveform X (b); input
waveform Y (c); input waveform Z (d); output waveform A4 (e); output waveform B (f); output waveform C (g); output
waveform D (h)

TABLEIII.  CONVERTING BINARY CODE TO GRAY CODE
i Wb) | X() Y(d) Z(e) i A() B(g) C(h) D(i)
0 0 0 0 0 0 0 0 0 0
1 0 0 0 1 1 0 0 0 1
2 0 0 1 0 2 0 0 1 1
3 0 0 1 1 3 0 0 1 0
4 0 1 0 0 4 0 1 1 0
5 0 1 0 1 5 0 1 1 1
6 0 1 1 0 6 0 1 0 1
7 0 1 1 1 7 0 1 0 0
8 1 0 0 0 8 1 1 0 0
9 1 0 0 1 9 1 1 0 1
10 1 0 1 0 10 1 1 1 1
11 1 0 1 1 11 1 1 1 0
12 1 1 0 0 12 1 0 1 0
13 1 1 0 1 13 1 0 1 1
14 1 1 1 0 14 1 0 0 1
15 1 1 1 1 15 1 0 0 0
IV. CONCLUSION [2] C. Lent and P. Tougaw, “Devices architecture for

The threat to cipher modules is side channel
attacks. Because these attacks are due to the use of
low cost equipment. In this work a new approach is
presented for implementation of quantum cipher
modules based on QCA and SET technologies. The
basic logic is implemented on the D-triggers with
the signal 'clock' with ultra-low energy
consumption~ 5-102*J. This is due to the
development of nanotechnology in solving problems
with the protection of information and the
development of a safe cipher shift nanoregister,
nanodecoder and Gray converter.
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O. C. Meabnuk, A. M. Muxkoaymko, A. O. MunmHcekuii. Hanocxemmu pias 3axumery indopmaniiiHoro
mu¢pyBaHHA

Po3risiHyTO BIUIMB aTak 1Mo MoOIYHUM KaHajlaM, 3a SIKOTO NMPUCTPOI MM(ppyBaHHs 0€33aXUCHI Nepe] aTaKaMu CHIIOBOT'O
1 eJIeKTpOMAarHiTHOro aHami3y. L1i ataku 00yMOBJICHI BUKOPHUCTaHHAM HEIOPOroro obyagHaHHs. B maHuii yac OUIbIIICTh
cxeM HmM(pyBaHHS peayi3yeThCsi HAa KOMIUIEMEHTApHOI CTPYKTYpl MeTal-OKCHI-HamiBIpoBiAHUK. Hemomikom €
CHiBBI/IHOIIEHHSI MIX CIIOKMBaHOIO eHeprielo i o0podkoro nanux. [Tpu 06podmi KMOH-Tpan3ucropom soridnoi «1» i
soriyHoro «0», yepe3 TPaH3HCTOp IPOTIKAE CTPYM pi3HOI BennuuHH. SIKIIO HE peasi3yBaTH iCTOTHI NMPOTHIII, Iie
JIO3BOJIMTH CTOPOHHIH JIIOMUHI po3mmppyBaTH KoY Moy mmdpyBanHs. JocmimkeHo HOBUHN JIOTTYHHMNA MiIXil 10
TOYKOBUX KOMIPKOBHX aBTOMATIB 1 O/IHOGJIEKTPOHHUX TPAH3UCTOPIB. 3alIPONIOHOBAHMHN MIIX1M BiIPI3HAETHCS HU3BKUM
€HEPrOCIIOKMBAHHSM 1 CKIIaJJHAIMH CXeMaMH TaKTyBaHHs. B Teopii i mpakTuii 3axucty mu@piB OIHIEIO 3 KIFOYOBUX
npobsieM € (opMyBaHHS JBIMKOBUX IICEBIOBHUIAJIKOBHUX ITOCITIIOBHOCTE MaKCHMMAJIBHOI JOBXKUHU 3 NMPUHHATHUMHU
CTaTUCTUYHMMHU XapaKTepUCTUKaMH. [ eHepaTopu IICEBJIOBHIIAJIKOBHX MOCIIIOBHOCTEH 3a3BHYaii 3acHOBaHI Ha
pericTpax 3CyBY 3 JIIHIHHUM 3BOPOTHHM 3B'S3KOM. PO3IIMPEHO MOHSTTS JIHIHHOTO pETicTpa 3CyBY, BBa)arOyH, IO
KO)KHa MOro KOMipka mam'siTi Mo)ke Tepe0dyBaTu B OJHOMY 31 cTaHiB. Perictpu BHKIMKIB — 1€ «y3arajbHEHi JIiHIHHI
PETICTPH 3CYBY».

Karo4oBi ciioBa: KBaHTOBI KOMIpKOBI aBTOMATH; Ma)KOPUTAPHUH €IEMEHT; OJTHOENIEKTPOHHI TPaH3UCTOPH.
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A. C. Meabnnk, A. H. Muxkoaymko, A. A. MpimmmHckmnii. Hanocxembl as1 3ammThl MH)OPMALHOHHOT O
mugpoBaHus

PaccmotpeHo BiMsiHME aTak Mo MOOOYHBIM KaHaiaMm, HPH KOTOPOM YCTpOMCTBa HmIM(poOBaHWS O€33alUTHBI Hepen
aTakaMM CHJIOBOTO M 3JEKTPOMAarHUTHOIO aHauu3a. OTH aTakd OOYCIOBIEHBI HCIOJIb30BAHHEM HEZOPOIroro
obopynoBanus. B Hacrositee BpeMsi OONBIIMHCTBO CXeM HMIM(POBAHUS PEANU3YETCs Ha KOMIUIEMEHTAPHOU CTPYKType
MeTaJUI-OKCUA-TIOTYIPOBOAHUK. HenocTaTkoM SBIIsieTCA COOTHOLIEHHE MEXIY IOTpednseMol sHepruei u o6paboTkon
nanubiX. [Ipu o6paborke KMOII-Tpan3ucropoM jorudeckoit «1» m moruueckoro «0», yepe3 TpaH3UCTOP MPOTEKaeT
TOK pPa3HOW BeJIMYMHBL. Ecin He peann3oBaTh CYIIECTBEHHbIE IPOTUBOJCHUCTBHS, STO ITO3BOJUT IOCTOPOHHEMY
4eJoBeKy pacmudpoBaTh K104 Momyis ImugpoBaHus. lccnenoBaH HOBBIH JIOTMYECKHH IMOAXOJ K KIETOYHBIM
aBTOMaTaM ¢ KBaHTOBBIMH TOYKAMHU U OIHODJIEKTPOHHBIM TpaH3ucTOpaM. [IpearaeMplid MOAX 0/ OTJIMYAETCS HU3KUM
SHEpronoTpeOIeHNeM M CIOXKHBIMA CXeMaMHU TaKTHpOBaHWS. B Teopunm ¥ mNpakTHKe 3aliuThl NIH(POB OJHON H3
KJIFOUEBBIX IpoOIJIeM sBIsieTCs (POPMUPOBAHUE TBOWYHBIX IICEBIOCITYYAHHBIX ITOCIENOBATELHOCTEH MaKCHMalbHON
JUIMHBI C IPUEMJIEMBIMU CTATUCTUYECKUMH XapaKTEpPUCTUKAMH. | eHepaTophI MICEBIOCITYYaiHBIX MTOCIEA0BATENbHOCTEH
O0OBIYHO OCHOBAHBI Ha PErMCTPax CJABUTA C JIMHEHHOW OOpaTHOW CBs3bI0. PaclmpeHo MOHSATHE JIMHEHHOTrO perucrTpa
C/IBUTA, TIOJIArasi, YTo Ka)<as ero sueiika maMsTH MOXKET HaXOIUTHCS B OTHOM M3 COCTOSIHHH. PerucTphl BEI30BOB — 3TO
«00O00IICHHBIE INHEIHBIE PETUCTPHI CABHUIAY.
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