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Abstract—The article examines the current state of development of the Internet of Things and the principles
of their identification; analysis of technical solutions for identification of the Internet of Things in modern
communication networks; the parameters of quality of service and identification of devices and applications
of the Internet of Things are investigated, and also the perspective method of construction of network
architecture loT with intermediate level of interaction which differs from known that allows to reduce
network delay at exchange of service messages between local and global registers of system is investigated.
Based on the obtained delay values, we can conclude that in order to minimize the delay, it is necessary to
optimize the routes for accessing GHR servers. Considering the differences between the main components of
the identification system, it is worth noting the combination of Global Handle Register and Local Handle
Register in one object for testing. In the long run, this makes it possible to evaluate the multiple
characteristics of the system at the application level. The resulting system in stationary execution also
allows you to clearly demonstrate the speed of the identification rate, the route of service traffic and other
parameters.

Index Terms—Internet of things; digital object architecture; identification; delay; handle system;
methods of queuing theory; digital object; global handle registry; local handle registry; local handle

service.

1. INTRODUCTION

The Internet of Things is a modern concept that
involves combining objects, "things", into a single
global network that allows things to be intelligent to
interact with each other and with a person at any
time. Today, the number of devices connected to the
network exceeds the number of all inhabitants of the
planet and continues to grow rapidly, which raises
the question of assigning each object a unique
address, ensuring privacy and security in data
transmission. Despite this, there is still no generally
accepted method of identifying things that would
meet all the requirements for both existing devices
and applications of the Internet of Things, and for
new ones.

An identifier is a dedicated, publicly known
attribute or name (or set of attributes and names) for
an individual device. One of the ways to ensure
guaranteed and unambiguous identification of
Internet of Things (IP) devices is to use the unique
identifier of the IP device in public communication
networks in conjunction with the parameters of the
device itself. It should be borne in mind that the so-
called universal identifier must support (be
compatible) with existing identification methods,
such as IMEI, MAC and others.

II. PROBLEM STATEMENT

Given that, according to the latest data, the
number of already connected devices on the planet
reaches 9 billion, which are located worldwide, it is
also necessary to take into account the support of all
types of languages and decentralization of digital
registration systems on the Internet.

In this regard, one of the most important issues is
the choice of identification system for all IP devices
connected to the public communications networks.
Many different software and hardware solutions are
offered as a unique global identifier. One of the
solutions that meets the proposed requirements for
the identification of devices and applications of the
Internet of Things is digital object architecture
(DOA). Digital object architecture and its basic
resolution system "Handle system" was originally
created as a system of resolution of identifiers, with
sufficient flexibility of use. Identifiers contain up-to-
date information about the object - location, terms of
use, encryption keys, etc. Due to the fact that DOA
most fully meets the necessary requirements for the
implementation of models and methods for the
identification of devices and applications of IP based
on DOA is a promising area of development of
identification systems.
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III. REVIEW OF PUBLICATIONS

In articles [1] — [5] the authors consider, and
below summarize the main features of
identification for the Internet of Things, namely:
different life cycle of devices; the relationship of
the objects of the Internet of Things with other
extrasystem entities; special requirements for the
context in which the devices operate; requirements
for providing protection mechanisms; the ability to
expand the identification system to a huge number
of devices; ability to work effectively for a variety
of devices; transparency of the addressing system
and independence from the network; flexible and
efficient mechanism for identifier resolution;
security and storage of user data, etc.

IV. PROBLEM SOLUTION

Currently, the Internet of Things is a widely
accepted concept for the development of
communication networks in the short and long term,
as well as an advanced platform for the development
of digital intelligence in the concept of "Smart
Country". According to most consulting and
analytical companies, over the next five years, more
than 25 billion devices will be present in each area
of human life. Thus, we can talk about the pervasive
nature of the penetration of the Internet of Things
into our daily lives [6].

Despite all the benefits of the Internet of Things,
there have recently been cases of disclosure of data
collected by IP devices, which raises concerns about
the identity of devices and applications within the
concept of the Internet of Things. Indeed,
identification plays an important role in the Internet
of Things. For example, attackers could use portable
RFID/NFC readers to steal personal data from bank
cards on public transportation, using vulnerabilities
in technology such as PayPass. This is possible due
to the lack of identification of the owner of the RFID
reader. Another example is the ability of an attacker
to intercept data from networks of IP devices in
order to obtain IMEI-IDs of various end devices
equipped with modems, in order to further broadcast
intentionally distorted messages.

Today, identifiers are used for various purposes
in Internet of Things applications. The main task of
the identifier, assigned to a thing, is identification,
which allows you to uniquely identify things and be
the target entities of the Internet of Things
applications. In addition to the identification of
things, identification is also subject to additions and
services, users, data, terminal equipment, protocols
and locations of things.

The interaction of different entities with bound
identifiers in the framework of IP concentration is
shown in the application AIOTI WGO03 High Level
Architecture Fig. 1.
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Fig. 1. Interaction of different entities with bound identifiers in ramkanh concentration of IP

One of the main tasks for engineers is to provide
access to the Internet of Things to the Internet both
directly and with the use of gateways. This is
necessary so that each object (Internet thing) is
presented virtually or physically, has an address and
is accessible via the Internet at any time and in any

place. Currently, the development of identification
mechanisms for different classes and types of devices
continues both in the Internet of Things and in the
industrial Internet of Things is part of research in the
International Organization for Standardization of both
government and commercial.
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Existing mechanisms for identification, used in
various technologies of data forwarding, were
invented at the turn of the century, when the question
of the estimated number of devices to be connected
was not raised IP. Analins has shown that it is
possible to create an effective scheme for assigning
unique identifiers only to a very small number of
Internet of Things devices. In addition, the existing
methods of identification in their majority do not
support the device IP, briefly connected to the
Internet, moving between different civic structures
and closed communication networks. Also, the
disadvantages of these methods include the fact that
in communication networks, identifiers can contain
information tied to a specific location of the location
of IP devices. Internet of Things objects must have
identifiers that do not depend on which network they
are in or to which users they belong [7].

The digital object architecture and related Handle
System resolutions were developed by the National
Research Initiatives Corporation (CNRI) in the early
1990s. One of the initial motives for the creation of
the DOA was the need to identify and obtain
information about the object over a long period of
time. The development of the architecture of digital
objects has become an experimental transition from
the presentation of data on the Internet with the help
of sets of nodes and transport to the detection and
delivery of information in the form of digital objects.

The purpose of creating the architecture of digital
objects — to solve the following problems of digital
information management: providing standard access
to disparate information; interaction with various
information systems; independence from specific
basic technologies used for placement and
maintenance of information; interaction over long
periods of time; active management of the systems on
which the information is disseminated; providing a
large level of scale; distributed architecture; open
architecture; standard protocols and procedures for
the interaction of system components.

Architecture of digital objects — the architecture of
a distributed system of storage, location and retrieval

of information on the Internet. The fundamental
components of the architecture of digital objects
include those reflected in Fig. 2.

The investigated sub-approach of the modified
registrar system was tested on the basis of a model
network to test performance and reduce network
latency compared to the existing registrar system.
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Fig. 2. Fundamental components of digital object
architecture

The MatLab software package was used for
modeling. Assume that the proposed MHR system
contains N = 10 intermediate registers, which are
located in different countries and work with all
groups of local LHR registers around the world. Each
intermediate register has its own arrangement with
latitude @;and longitude ;. In addition, we introduce

an approximate distance GHR;J between each LHR

intermediate register and the global GHR register.
The total number AM; of local LHR registers
connected to each MHR register.

Descriptions  (specifications)  include the
latitudinal @; and longitude A; of the LHR server
location, approximated by the distance between
each local LHR register and the corresponding

intermediate  register MHR  (D/D;) and
approximated by the distance GHR;J between each

intermediate LHR register and the main GHR
register. The initial parameters for modeling are
given in Table I.

TABLE 1. INITIAL PARAMETERS FOR MODELING
Parameter Addition Value
Speed of propagation v 200 m/us
Approximate location thinning GHR ¢ GHR, A GHR 46.2044°N; 6,1432°F
N - 10

To illustrate the reduction of network latency in
the modified registry system architecture compared
to the existing registry system, we will look at the
simulation results. Figure 3 compares the network

delays in the modified and traditional architecture:
between each local LHR register and its
corresponding intermediate register MHR (Case 1,
solid blue curve), and between each local register
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RH red curve). In Figure 3, and delays are shown for
all tens of LHRs related to the intermediate register
MHR; (M; = 10); Fig. 3b describes the eight LHR,
located in the territory of the register MHR, (M, = 8);
etc. up to Fig. 3, where the delays for the four LHR
intermediate registers are shown MHR |, (M}, = 4).

As can be seen in the graphs of Fig. 3a—j, the
average network delay of the modified register
system (Case 1) is less than the average network
delay of the existing register system without MHR
(Case 2). Moreover, the reduction of the delay is
achieved for all dispersed LHR, which are randomly
distributed around the world.
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Fig. 3. Average network latency for the modified (Case 1)
and traditional (Case 2) architecture of the Handle System
resolution system for all MHRs

Table II presents data on the percentage reduction
of network delay of each LHR when using a modified
system of registers in comparison with the existing
system of registers, as well as the average values of
delay reduction for each group of LHR associated
with a particular MH. The average network delay of
all LHRs wused in the proposed system with
intermediate MHRs is 61.56% less than in the

existing LHR system. Thus, the modified registry
system can reduce network latency by up to 60%
compared to the existing MHR-free registry system.

The analysis showed that the server part includes a
functional for solving identifiers, which is a
prerequisite for verification of the identifier in the
architecture of digital objects. In preparation for the
creation of the simulation model, a number of
restrictions were introduced, taking into account the
allowable level of abstraction, which allowed to
present the server part in the form of two servers:
GHR and LHS, each of which has access to its
database. The general scheme of the structure of the
appendix is presented in the figure below [7]. The
GHR stores information about content owners.
Product information is stored on the LHS. The
general scheme of the structure of the appendix is
presented in Fig. 4.

Database GHR

—
LHS Databas LHS

Fig. 4. General scheme of identification structure
V. APPROBATION OF IDENTIFICATION METHODS

Approbation of methods of identification of
devices of the Internet of Things on the basis of
architecture of digital objects the laboratory stand
which was based on direct interaction of the identified
device with Handle-server via the Internet Fig. 5. In
the course of the research the scenario of
identification of the device with the use of the
intermediate device of verification was considered.

The laboratory stand for identification of IP
devices was implemented with the introduction of a
new component (as opposed to the traditional
approach) — the level of verification of objects in the
DOA system.

. T
£
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Microcontroller device
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Fig. 5. Schematic representation of the interaction of
elements in the identification of IP devices on the basis of
DOA (traditional approach)
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TABLE II. PERCENTAGE REDUCTION OF RELAY WHEN USING MHR
The average
Reduce network latency LHR,, % value Of. the
! reduction
delays ¢, %
MHR, |LHR, | LHR, | LHR; | LHR, | LHR; | LHR, | LHR, | LHR; | LHR, | LHR,,
MHR, | 73.82 | 40.70 | 61.86 | 84.82 | 80.55 | 43.09 | 1.59 | 46.16 | 26.19 | 27.19 48.60
MHR, | 93.17 | 47.18 | 2497 | 62.11 | 50.68 | 83.48 | 55.38 | 61.04 - - 59.75
MHR, | 27.24 | 48.23 | 25.74 | 61.11 | 13.67 | 16.15 - - - - 32.02
MHR, | 61.52 | 66.53 | 54.21 | 33.94 - - - - - - 54.05
MHR; | 39.75 | 74.39 | 66.94 | 62.12 | 85.03 | 88.06 | 44.33 | 59.54 - - 67.54
MHR, | 76.98 | 86.87 | 76.96 | 70.36 | 98.75 | 74.97 | 81.23 | 92.70 | 37.43 | 42.62 73.89
MHR, | 4525 | 78.69 | 38.50 | 28.35 | 1.29 - - - - - 38.42
MHR; | 79.57 | 75.66 | 85.57 | 82.75 - - - - - - 80.89
MHR, | 84.09 | 72.33 | 74.40 | 85.06 | 64.88 - - - - - 76.15
MHR,, | 76.41 | 95.68 | 76.93 | 88.25 - - - - - - 84.32
Reducing the average network delay of all MHR 61.56%
The stand consists of the following components VI RESULTS

of Fig. 6:

o handle-server, which contains
about the identified device;

e network Internet in the quality of network
infrastructure;

o finite device (IoT device or any other
identified object);

e additional level of object verification in the
Digital Object Architecture system.
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Fig.6. Improved concentration of DoA-based device
identification system using verification level

Considering the differences between the main
components of the system, it is worth noting the
combination of Global Handle Register and Local
Handle Register in one object for testing on a
laboratory bench, study participants were given
access to the DOA test zone with the prefix "11.test",
which allows to place own identifiers in the existing
system of Digital Object Architecture. In the long
run, this makes it possible to evaluate multiple
system characteristics at the application level.

Introduction to the traditional scheme of the
verification device will determine the average access
time of the system to the DOA-server and provides
the verification status. Access to the test device
using special technologies, such as NFC or BLE,
creates additional delays on the interfaces, but this is
not the target scenario for this study. It can be
concluded that to minimize the delay, it is necessary
to optimize the routes for accessing GHR servers.

VII. CONCLUSIONS

The analysis of construction of network architecture
of digital objects was carried out. The main
components of DOA architecture and the principles of
their interaction are considered. In order to increase the
indicators of the quality system of identification, the
modernized architecture of interaction was introduced
by introducing an intermediate level between the
global register and the local register. A review of the
simulation results showed that the introduction of an
intermediate level of MHR registers will reduce the
delay compared to the existing architecture.
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B. B. Bummniscbknid, I. M. Cpi6na, O. B. 3iHuenko. AHaJ1i3 TexHiYHUX pilleHb s ineHTH(]iKkanii InTepHeT peveii y
Cy4YacHUX Mepe:Kax 3B’ SI3Ky

VY cTaTTi AOCHIPKEHO CyYacHWi CTaH PO3BUTKY [HTepHeTy pedeil Ta NMPHHIMIIB iXigeHTU(IKaIl; aHaTi3 TEXHIYHUX
piens ineHTudikanii [HTEpHET peuell B cydacHUXMepexax 3B’s3Ky; JOCTIHKEHO MapaMeTpH SIKOCTI 00CIyTrOBYBaHHS
Ta ineHtudikanii npUCTPoiB i moAaTkiB IHTepHeTy peueil, a TakoX JOCIIIKEHO MEPCIEKTUBHUI METON MOOyIOBU
MepexeBoi apxiTektypu 10T 3 mpoMiKHAM piBHEM B3a€MOJii, KN BIAPI3HAETHCSA BiJ BIIOMHX THM, IO JO3BOJSIE
3HU3UTU MEPEKEBY 3aTPUMKY IIPH OOMiHI CITY>)KOOBHMH TOBITOMJICHHSIMHU MiX JIOKAJIbHUMH 1 TJI00ANBHIUMU PEricTpamMu
cucTeMd. [ pyHTYrOUMCh Ha OTPUMAaHUX 3HAYSHHSX 3aTPUMKH, MOXKHA 3pOOUTH BHUCHOBOK, IO JUIS MiHiMi3awil
3aTPUMKA HEOOXiHO ONTHMIi3yBaTH MapHIPYTH UIS 3BepHeHb 10 cepBepiB Global Handle Register. Posrisimaroun
BiJIMIHHOCTI OCHOBHUX KOMIIOHEHTIB CHCTEeMH ileHTudikamii, Bapto BimzHauutu o0 enHanns Global Handle Register i
Local Handle Register B omuH 00’€KT [isi 3MiHCHEHHS] BUIPOOYBaHb. Y MEPCHEKTHUBI, € Ta€ MOXJIMBICTH OLIHUTH
MHO)KUHY XapaKTEpPUCTHK CHCTEMH Ha MpUKIagHOMY piBHI. OTpuMaHa cHCTeMa B CTAl[lOHAPHOMY BHKOHAHHI TaKOX
JIO3BOJISIE HAOYHO TPOIEMOHCTPYBATH IBHIKICTD MpoLeCy ineHTH]iKaIii, MapIpyT NpsiMyBaHHsI CIyKO0BOro Tpadixy
Ta 1HII TApaMeTpH.

KarouoBi ciioBa: intepHer peueii; Digital Object Architecture; inenTudikaris; 3atpumka; Handle system; meromu
Teopii MacoBoro obciayroByBaHHs; nudposuii 06’ext; Global Handle Registry; Local Handle Registry; Local Handle
Service.
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HHTEPHET Bellleii B COBPeMEHHBIX CETAX CBA3H

B craTthe mCCleOBaHO COBPEMEHHOE COCTOSHHME pa3BUTHSA VHTepHEeTa Bellel W NMPHUHIMIIOB WX HWICHTH()UKAINY,
aHAJIM3 TEXHUYCCKUX pEIICHUH uaeHTH(UKAIuK VHTepHET Belleld B COBPEMEHHBIX CETAX CBS3U; HCCIICIOBAHBI
mapaMeTphl KauecTBa OOCIY)KUBAaHUS M HMIACHTU(GUKAIMM YCTPOWCTB M MPWIOKeHWNA VHTepHeTa Bemied, a TaKkke
HCCIICOBAH MEePCICKTUBHBINA METOJ MMOCTPOCHHS CETCBON apXUTEKTYPHI ¢ IPOMEKYTOUHBIM YPOBHEM B3aMMOJICHCTBHS,
KOTOPBIM OTJIMYAETCA OT HM3BECTHBIX TEM, YTO ITO3BOJSACT CHU3HMTH CETEBYIO 3aJCpPKKy IPU OOMEHE CIIy)KEOHBIMHU
COOOIIICHUAMHU MEXIY JIOKAIBHBIMU U TII00ATBHBIMU PETHCTPaMu CUCTeMbl. OCHOBBIBASCH HA MOJTYYCHHBIX 3HAYCHUAX
3aJICP)KKH, MBI MOXKEM CJIEIaTh BBIBOJ, YTO JUISI MUHMMHU3AIUH 3aICPKKH HEOOXOAMMO ONTHMHU3UPOBATH MApIIPYTHI
it oopamiennii k cepsepam GHR. PaccmaTpuBast pa3anduus OCHOBHBIX KOMITIOHEHTOB CHCTEMBI HICHTH()UKAIINN, CTOUT
ormeruth oObenuHeHne Global Handle Register u Local Handle Register B omuH 00BEKT A OCYIIECTBIECHUS
UCTBITAHUH. B mepcrieKTUBe, 3T0 1aeT BO3MOXXHOCTh OI[CHHTh MHOXECTBO XapaKTEPUCTUK CHCTEMBI Ha IPUKIATHOM
ypoBHe. [lomydeHHass cuCTeMa B CTAllMOHAPHOM HCIOJHCHHH TaKKe IO3BOJIACT HATJIAAHO IMPOIEMOHCTPUPOBATH
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